— B pe3yNbTaTi MEPEBIPKH TPAH3AKIisA a00 00’ €JHYETHCSA 3 IHIIMMHU aHAJIOTIYHUMH I CTBOPEHHS HOBOTO
650Ky naHux abo BiAKHIAETHCS;
— HOBHIA OJIOK IOJJA€THCS /10 iICHYIOUOT0, TAKAUM YHHOM, 1100 BiH OYB IOCTIHAM 1 HE3MIHHHIM;
—  TpaH3aKIilO 3aBEPIICHO.
Ha pucynky 3 300pakeHO TOCHIIZOBHI eTamu 3nidicHeHHs omepariii y Blockchain nHa mnpuxmami
KPUIITOBAIIOTH.
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Puc. 3. ITocniooguicms ochosHux emanis npogedenHs onepayiil (abo mpanzaxyity) mexunonoeii Blockchain
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KEPYBAHHS CBITJIOAIOAHOIO RGB MATPHUIIEIO HA BA3I INTAT®OPMH ARDUINO NANO
V3.0 3A JOITIOMOTI'OIO CMAPT®OHY

Yeoborap B.P., crynent rp. KI-1606
Mymcpka JI.M., KepiBHHUK IIPOEKTY, BUKIAJad-METOIUCT
YepHizigcoKuil HAYiOHATbHUL MEXHOIOIYHUU YHi8epcUumem
Koneosc mpancnopmy ma komn'tomepnux mexuonozivi Y4HTY

[Mpuctpoi BuBOay iHdopMalii € OAHUM i3 HANNOIIMPEHINMX THUIIB IpeAcTaBieHHs iHpopMmamii i
JIO3BOJISIIOTH OTPUMYBATH iH(OpMaLlilo Y BUIIISAI TEKCTY, 3BYKY, Bifieo, POTO 1 T. 1.

IcHye OaraTo pi3HOMAaHITHHUX NPHUCTPOIB AJIsI Bi3yaJbHOTO BHBOXNY iHQopMarii, HapHUKIaa: MOHITOD,
MPOEKTOP, CBITIOAIOIHI IHANKATOPH, MaTPHILIi Ha CBITIIONIOJHHX IHANKATOPAX, PIAKOKPUCTAIIYHI AUCIIIE] TOIIO.

OxHUM i3 IiKaBUX HANpsSMKIB BUBOJY BizyalbHOI iH(OpMAIil € po3poOKa MPHUCTPOIB 3 BUKOPUCTAHHIM
MaTpuils Ha RGB cBiTimomionax.

RGB wmarpumi MoxyTh OyTH peamizoBaHi 3 Pi3HAMH CXeMaMH KEpyBaHHS: 31 CHITBHHUM aHOAOM, 3i
CHUTHHUM KaToIoM, 0Oe3 CIUIBPHOTO aHOoJa Ta KaToja, IO JOMYyCKae pi3Hi cmocoOm KomyTarii (3a3BHyaid
BUITycKaeThest y Bursiai SMD komnonenTa). B RGB cBiTiiofioni Ha ofHil migKiIaalli BCTAHOBJICH] HE3aJIekKHI
KPHCTAIM TPHOX KoJIbOPiB cBiTiHHS (R+G+B) [4].

SlckpaBicTh CBITIONIOAIB AyKe TOOPE MiIAETHCS PETYIIIOBAHHIO, ajle HE 32 PaXyHOK 3HW)KEHHSI HAPYTH
JKUBJICHHS, 110 JI0 Pedi He MPHUITYCTUMO, a 3a JIOTIOMOTOI0 METOY IIHPOTHO-IMITy bcHOT Moaysiii (LIM), st
4YOro HeoOXiMHHWH cHenialbHUN Kepyrouuil OJI0K (peaslbHO BiH MoOXke OyTH MO€IHAHWI 3 OJOKOM XHMBJIEHHS 1
KOHBEPTOPOM, a TAKOXK 3 KOHTPOJICPOM YIPaBIiHHA KoJsopoM RGB-matpuii) [5].

Meron IIIIM nonsrae B ToMy, IO Ha CBITJIOII0/ MOJAE€THCS HE MOCTIHHUM, a IMITYJIbCHO-MOTyIbOBaHUI
CTPYM, IPHUOMY YacTOTa CUTHAJy ITOBHHHA CTAaHOBHUTH BiJl COTEHb JIO THUCSY Tepll, a IMPHHA IMITYJIECIB 1 May3
MDK HUMH MOKe 3MiHtoBaTHCs. CepesiHs SICKpaBiCTh CBITJIONIOAA CTae€ KEPOBAHOIO, B TOW K€ Yac CBITIONION HE
racHe [5].

KoHCTpyKkTHBHE BWKOHAHHS MATpPHUIF TAaKOXK € PI3HOMAaHITHIM, IO JO3BOJISE MiAiOpaTH KOHKPETHY
peaiizamito s KOHKPETHOTO 3aCTOCYBaHHS B 3aJIeKHOCTI Bin motped. Lle Moke OyTw BHKOHAHHS Yy BHTIIAIL
KBaJ[paTHOI MAaTpPUIl Ha JKOPCTKIiM JpYyKOBaHiM IUiaTi, HA THYYKid mianoxuni, pizHoro dopmary. Bymo
3anpoIoHOBaHo BUKopHcToByBaTH RGB Matpurtio Ty WS2812B.

Hyxe 3pydHo BukopucToByBaTH RGB MaTpuio 3 KepyBaHHSAM 3a JOMOMOTOI0 cMapTdoHa. [[ng mporo
MOTPiOHO JOAATKOBO BUKOPUCTATH MIKPOKOHTpOJIep abo riathopmy, Hanpukian, Gpipmu Arduino, sika mponoHye
pi3HOMaHITHI TIaThOPMEHHI HaOOpH 3 pi3HOMaHITHOIO iepudepiero. [l naHoi peanizaitii 0ymo oopano Arduino
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NANO v3.0, Tomy, 110 BOHa Ma€ HEBEIUKAN po3Mip, GYHKIIOHATIHHO 3aBepIIeHa s 0a30BUX 3aBIaHb 00POOKH
BBOJly 1 BMBOXY iH(OpMAIli, Ma€ JOCTATHIO KUIBKICTh PO3'€MIB MimKiItO4YeHHs, B ToMy uuciai Mini-B USB.
Kusnenns moxe 3aiiicHioBaTHCh Yepe3 Mini-B USB

Jana rutatdopma peanizoBana Ha 06a3i MikpokoHTposiepa Atmega328P. [Tam'saTh MIKpOKOHTpOJIEpa TUITY
EEPROM wmae emuicte 32 Kb i 103BoJIsi€ 3aBaHTa)KEHHsI HECKIIQJAHUX MPOTPaMHUX MomaTKiB. Jlims poboTH 3
[MOTOYHHUMH JaHUMHU € 11aM’ITb SRAM emuictro 2 KB.

JKusienns 3nificaroeTses 1o BuBoaaM GND Ta 5V, Hanpyra sxxusiieHHs Moxe 0ytu 3.3-12B. [TigkinroueHHs
CBITJIO/TIOTHOT MATPHII 3MIHCHIOETHCS 10 BUBOAY D6 3 Buxomom Ha Din (puc. 1).
Bluetooth
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Puc. 1. ITioxmouenns na mampuyi

[TigxnroueHHs HA MATPHIli 3MIHCHIOETHCS 0 BHBOAY Din aHAJOTIYHO 3 MiAKIIOYCHHSM XHUBICHHS IO
Bxogax GND Ta 5V BigmoBinHO, MiJKITIOYEHHS HA MAaTPUIl 3IiHCHIOETHCS TOCTIJOBHO 3 MapalelbHUM
JKHBJICHHSIM.

Kepysanns 3a mormomororo cMapTdoHy 3aiicHIOeThCs Mo Bluetooth kanamy. J{ist poro motpiden Bluetooth
moxyns Wireless TTL Transceiver Module Bixr MDFLY electronics [2].

[MinknroueHHs: Moayist 3aikicHIOEThes 10 BHBOAIB RXD ta TXD Bin BuBoaiB matgopmu Arduino NANO
TX1 ta RX0 BignoBizHo. Moayns Bluetooth mictute Mikpocxemu npaiiBepiB, 10 3a0e3MedyroTh poOOTY IO
Bluetooth intepdeiicy.

Jlnist KepyBaHHSI MOKE BUKOPHCTOBYBATHCS Oy Ib-siknii cMapTdoH 3 Oy/Ib-5KO0I0 onepamniifHoIo ciucreMoro. B
JIAHOMY TIPOEKTi BUKOPUCTOBYETHCSI cMapThoH Xiaomi miAl 3 onepauiiinoto cucremoro Android 9.0. HanamryBanss
ToJisirae B 3aBaHTakeHHI mporpamu GyverMatrixBT, o HaziaeTbes y ButbHE KOpHCTYBaHHs [ 1].

ITpu BinkpuTTI JaHOi MporpaMu MOTPIOHO BUKOHATH OMIiI0 miakimroueHHs Bluetooth, i mporpama rotosa
JI0 pOOOTH.

OyHKIIOHANTEHI MOXJIMBOCTI € IyXKe IIHPOKHMMH — MOXKHA BBOJHUTH Ha CMapT(OHI TEKCT 3 MOAANBIIHM
puBeneHHAM Ha RBG Matpuiro, 3MIiHIOBaTH KONIp TEKCTy, MANIOBATH 3 IIKCEIGHHM JIO3BOJIOM OJHOTO
CBITJIONIO/A, BCTABJIATH KAapTUHKH, YBIMKHYTH aHIMAIlil0, 3aIlyCTHTH HeCKJanmHi irpu Tomo. [Ipm poborti 3
ITPOBUMH TOJIATKaMH TiepeI0adueHO BUKOPHCTAHHS KHOTIOK KEPYBAaHHS HAIIPSIMOM IEPEMIIIECHHS CBITIIONIOTHIX
3aCBIU1yBaHb.

TakuM YMHOM JaHW TPHUCTPIN JO3BOJISIE PI3HOMAHITHO KOPUCTYBATHUCS HHUM SIK B SIKOCTiI IrpOBOTO
MPUCTPOIO TaK 1 MPUCTPOIO TEKCTOBOTO Ta rpadidHOro BUBeIeHHs iH(oOpMaIlii 3 BEIUKOI KUIbKICTIO e(eKTiB.
[Mpuctpiii 703BOJISIE PETYIIFOBATH MEPIOIUYHICTH TOBTOPEHB, YACTOTY TOSBH aHIMAI[ITHUX eEeKTiB Ta IBUAKICTH
aHiMarlii 3aBIsIKM IPOrpaMHOMY 3a0€3IEeUeHHIO.
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Ha 6a3i manoi miardpopmu Arduino NANO MokHa po3mmpuTd (HYyHKIIOHAT MPUCTPOIO ITiIKIFOYECHHIM
MOJIyJIiB BUBEIICHHSI TIOTOYHOTO 4acy, TEeMIIEPaTypH, IHTEHCHBHOCTI OCBITJCHHS 1 BIIIOBIJHO KepyBaHHSIM
OCBITJIFOBAILHUMH TMPHJIaJaMH, NIPWIaIaMU O0IrpiBy, BKIIOUYEHHs €IEKTPONPHIIAIIB 32 3aJaHUM 4acoM abo Ha
3aJJaHuil TEPMiH TOIIIO.
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Pexxum JIOCTYILY:

YK 004.056.55
THE PRINCIPLES OF MODERN MESSENGERS WORK FOR TRANSFER ENCRYPTED DATA

D. Shuliachenko, T. Chornyi, students of group MCEs-171
Scientific supervisors: S.V. Zaitsev, Doctor of Technical Sciences, assistant professor
Chernihiv National University of Technology

There is a high competition in the area of messengers nowadays. The access to the Internet is not only on
PC but also on smartphones. This fact allowed messengers to become the most popular app.

Each messenger has their audience which agitates to use exactly its service. After all users should register
lots of accounts in different services and download lots of applications to have the opportunity for communication
with all necessary people immediately.

The Internet which we know now exists due to open standards. All layers of network interaction, starting
from the physical layer (transmission and reception of raw bit streams over a physical medium) to the application
layer (HTTP, E-mail) are opened and accessible for anybody. Anybody can make his or her own web site, browser,
e-mail client. But it is not protected.

That is why we have many operation systems, which can work with the Internet, and we have the variety
of devices and applications that support popular protocols.

The question of building information technology for transmission encrypted data in modern mobile systems
was investigated by foreign and domestic scientists: B. Holdshtein, A. Pinchuk, A. Sukhovytskyi, P. Sermos, A.
Takanen, V. Polinovskyi, M. Houh.

There is a problem of creating distributed client-server systems with cryptographic protection in the
application layer, which can support loads of users and provide appropriate protection of information.

The modern stage of data transmission development system in real-time and its high heterogeneity require
from network equipment clear interaction and the ability to guarantee the qualitative data transmission from one
network segment to another. One of the most perspective area in the development of such systems nowadays is
creation of server base on IP protocol, which allows to create the real-time data transmission systems with
agreement of requirement of information confidentiality. There are loads of information technologies, which are
made for this aim. However, many of them cannot provide the appropriate level of data transmission protection
with high quality of communications.

Therefore, the research started from the analysis of existing technologies for REST-server creating. This
server provide encrypted messages and files transmission. Also, there was provided the analysis of databases for
storing main information of the system.

During the work were offered new ways of server module services creation. They are based on the platform
with open code Node.js. This gives us such advantages:

- Asynchronous singlethreading model of requests execution;

- Non-blocking input/output;

- Modules system CommonlJS;

- Engine JavaScript Google V8.

Also, there were provided servers utilities for encrypted data transmission, Web client services for
encrypted data transmission and visualization; developed new REST-server model due to using of asynchronous
server platform NodeJs and NoSQL database MongoDB.

Individual modules were created by authors. These modules execute functionality of REST-server on the
platform with an open code NodelJs for transmission and saving encrypted data. Server software was written on
JavaScript. HTTPS and WebSocket protocols are used in services for transmission the data. Services use
symmetric algorithm block ciphers Advanced Encryption Standard (AES) for encrypting messages with 256 bits
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