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5
BBEOEHUE

Penkuii cepbhe3HBId 1€TOBOM YeIOBEK, MPOPECCHOHATBLHBIA MPOTPAMMHUCT
WJIM CUCTEMHBIN OmepaTop HE MOXKET MPEJACTABUThL ceOe MOTHOIEHHYIO paboTy 6e3
MCIIOJIb30BAaHUSI TAaKOTO MOIIHOTO, OMEPATUBHOIO M YAOOHOTO COYETaHMS Kak
oObruHas TenedoHHAs JMHUS, MOAEM M KOMIIbIOTEpHas ceTb. B TO Bpemsa Kkak
NEpBbIE JIB€ COCTABJISIIOIIME BCEro JIMIIb TEXHHUYECKas CTOPOHA HOBOMU
opraHu3alu UH(OPMAIIIOHHOT O oOMeHa MEXY MOJIb30BaTEIISIMH,
KOMITBIOTEpHASI CETh - ATO Ta Tyo0anbHas ujes, 00beAUHSIONIAs Pa3pO3HEHHBIX
oOnazaTenell KOMIBIOTEPOB M MOJEMOB, CUCTEMaTU3HUpYIOIlas U yHpaBlisitonias
Xa0TUYECKU TIPEABSIBIIEMbIMU TpPeOOBAHUSIMU U 3allpPOCaMU MO OBICTPOMY
nH(pOpPMAIIMOHHOMY OOCTYKMBaHUIO, MOMEHTAJILHOW 00pa0OTKONH KOMMEPUYECKUX
MPeNJIOKEHUN, YCIyraMy JIMYHOW KOH(PUIECHIMAIbHON MEePENUCKU U T.J. U T.II.

Ceiiuac, B YCJIOBUSX MHOTOKPAaTHO BO3paCTAOIIUX KaXABIH TOJ
MH()OPMAIIMOHHBIX MOTOKOB, Y€ MPAKTUYECKH HEBO3MOXKHO BOOOPA3UTh YETKOE
B3aUMOJIEHCTBHE OAHKOBCKUX CTPYKTYpP, TOPrOBBIX M MOCPEAHHYECKUX (DUPM,
rOCYJAapCTBEHHBIX YUPEKICHUM U Jpyrux opraHu3anuii 0e3 COBpeMEHHOM
BBIYMCITUTEIPHON TEXHUKH M KOMIBIOTEPHBIX ceTeld. B mpoTtuBHOM ciydae
OpPUILIOCH OBl  COJAEp)KaTh TUTAHTCKUM mTaT o00pabOTYUKOB OyMa)KHBIX
JOKYMEHTOB U KYpPbEpOB, MPUUEM HAJIEKHOCTb U OBICTPOTAa (PYHKIIMOHUPOBAHUS
TaKOW CHUCTEMBbl BCE€ paBHO ObLIa OBl 3HAYUTEIHLHO HWKE TIPEIOCTABIIIEMOU
MOJICMHOM CBSI3bI0 M KOMITBIOTEPHBIMU CETAMHU. A BEIlb KaXK1asi MUHYTA 3aJICPKKU
B MEPEChUIKE BaXKHBIX MHPOPMAIIMOHHBIX COOOIICHUN MOXET BBUIUTHCA B BeCbMa
OLLlYTUMBbIE JE€HEKHbIE TOTEPU U UMUJIKEBBIE KPAXU.

Pe3ynbraToM  SBOMIOIMM  KOMIBIOTEPHBIX  TEXHOJOTHMH  SIBUJIUCH
BBIUMCIIUTEIbHBIE CETU. BbluucnuTenbHass CeTh — OTO CJIOXKHBIA KOMIUIEKC
B3aUMOCBSI3aHHBIX M  COTJIACOBAHHO (DYHKIIMOHUPYIOIIUX MPOTPAMMHBIX H
anmnapaTHbIX KOMIIOHEHTOB.

KomMmruiekc anmapaTHO — MPOTpaMMHBIX CPEICTB CETH MOXET ObITh OMHCaH
MHOTI'OYPOBHEBOU MOJEIIBIO.

B ocHoBe mo0Oi ceTH JEXKUT anmapaTHBIA CJIOM, KOTOPBIM BKJIIOYAET
KOMITBIOTEPHI Pa3JIMYHBIX KJlaccoB. Habop KOMIBIOTEpPOB B CETH JIOJDKEH
COOTBETCTBOBATh HA0OPY Pa3HOOOPA3HBIX 3a/1a4, PEIIAEMbIX CEThIO.

Bropoit cioii coctaBiser pa3HOOOpa3HOE CeTeBOoe O00OpyIdOBaHHUE,
HeoOXoauMoe  JJii  CO3JaHusl  JIOKAJIbHO-BBIUMCIHUTENbHBIX  CeTed, U
KOMMYHHMKAIIMOHHOE O00OpyJOBaHUE /IS CBSI3U C TJ00QJIbHBIMH  CETSIMHU.
KoMMyHHKAlIMOHHBIE yCTPOMCTBA UIPalOT HE MEHEE BaXKHYIO pOJIb, YEM
KOMITBIOTEPBI, KOTOpBIE SABJSIOTCS OCHOBHBIMH 3JIEMEHTaMU 10 00padoTKe
JTAaHHBIX.

TpeTbuM cii0€M SIBJISIIOTCSI ONEPAIMOHHBIE CUCTEMBbI, KOTOPBhIE COCTABISIOT
MpOrpaMMHYI0 OCHOBY ceTu. [Ipu mocTpoeHuHM CeTeBOM CTPYKTYphl Ba)XHO
YYHUTBIBATh HACKOJIBKO J(MQPEKTHBHO JaHHAs OINEpallMOHHAs CHUCTEMa MOXKET
B3aUMOJICHCTBOBATh C JIPYTUMH ONEPAIIMOHHBIMU CUCTEMaMU CETH, HACKOJIbKO OHA
crocoOHa oOecreunTh 0€30MacCHOCTh U 3aIUTY JaHHBIX U T. .
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CaMbIM BEpXHHUM CIIOEM CETEBBIX CPEACTB SABISIOTCS Pa3JIMUHbIE CETEBbIE
MPUJIOKEHHUS, TaKhe KaK CeTeBble 0a3bl JaHHBIX, MOYTOBBIC CHUCTEMBI, CPEIICTBA
apXUBUPOBAHUS JAaHHBIX U Jp. BaXkHO 3HATHh COBMECTUMOCTH Pa3JIMYHBIX CETEBBIX
MIPUJIOKEHUM.

B Hacrosimee BpeMs HCHOJB30BaHHE BBIUUCIUTEIBHBIX CeTel JaéT
MPEATPUATHIO MHOTOYH CIICHHBIE BO3MOKHOCTH. KOHEUHOM 11e1hI0 UCTIOIH30BAHUS
BBIYMCIIUTENbHBIX CETEH Ha MPEANPUSITUU SIBISETCS MOBbIIeHHE 3 (PEKTUBHOCTH
€ro paboThbl, KOTOPOE MOXKET BBIPAXKATHCS, HAIPUMEP, B YBEIUYECHUH MPUOBLIN
npennpustuss. Ecnmu ke paccmarpuBath Bompoc BHeapenus JIBC B pabory
yupexaeHu (¢ y4€ToOM MOSIBJIICHHS] HOBBIX BO3MOXKHOCTEH y peAnpUsiTUs) Oolee
rI1yOOKO, TO U3 3TOT0 BBITEKAIOT €€ HECKOIbKO MPEUMYIIIECTB.

KoHuenryanbHbIM  NPEUMMYIIECTBOM  pacHpeAeNnEéHHbIX  CUCTEM W,
CIIeIOBATENIbHO, CEeTel TMepell ILEeHTPaIN30BAHHBIMM CHUCTEMaMU SIBIIIETCS HUX
CIIOCOOHOCTh  BBITIOJHATh  TapajulelibHble  BBIYUCIEHUS, YTO yBEIUYMBAET
MPOU3BOJUTENBHOCTh.  Takue cHUCTeMbl UMEIOT  JIyYlllee€  COOTHOIIEHHUE
MPOU3BOJUTEIBLHOCTh — CTOUMOCTb, YEM LIEHTPAIU30BAHHBIE CUCTEMBI.

Crnenyroliee  MpPEeMMYIIECTBO — 3TO  COBMECTHOE  HCIIOJIb30BaHUE
MOJIb30BATEISIMU JAHHBIX u YCTPOWCTB: [{BETHBIX IPUHTEPOB,
rpadomnoctpouTesieil, MOAEMOB, ONTUYECKUX TUCKOB.

B mocnennee Bpems crtanm mpeoOiagaTh APYrod MoOyIUTENbHBIM MOTHUB
pa3BepThIBAHUSL CETEH, ropa3no Oojiee Ba)KHBIM, YeM JKOHOMHUS CPEICTB MpHU
pa3leNeHud JTIOPOTOCTOSIIUX PECYPCOB. OTUM MOTHBOM CTall0 CTPEMJICHUE
o0ecCreunTh TOJb30BATEISIM CETH  OINEPATUBHBIA  JIOCTYNl K  OOMIMPHOM
KOpPIOpaTUBHON WH(pOpMaIuu.

Hcnonp3oBaHue ceTH MPUBOJUT K COBEPLICHCTBOBAHUIO KOMMYHHUKAIIHA,
T.e. K YIYyYIIEHUIO mpoliecca ooMeHa HHPOpMaUeld U B3aUMOACHCTBUS MEXIY
COTPpYAHUKAMHU TMPEANPHUATUS, a TaKXKE €ro KIMEHTaMU WM TocTaBmmMkamu. Cetu
CHUKAIOT MOTPEOHOCTh MPEANPUITHI B Apyrux ¢opmax nepenayud uHpopMaluu,
TaKMX KakK TeleQOH WM OObIYHAs MOoYTa. 3a4acCTyIO0 BBIYMCIUTENIbHBIE CETH Ha
NPEANPUSITAN Pa3BEPTHIBAIOTCS H3-32 BO3MOYKHOCTHM OPraHHU3alMM 3JIEKTPOHHON
MOYTBHI.

be3ycinoBHO, BHIYMCIUTENBHBIE CETH UMEIOT U CBOM MPOOIEMBI (CIOKHOCTH
C COBMECTHMOCTBIO ITPOrPAMMHOI0 00ECIIeYeHH I, MPOOJIEMBI C TPAHCTIOPTHPOBKON
COOOIIEHUN IO KaHajdaM CBS3M C Y4YE€TOM OOECleUeHUs HaJACKHOCTH U
MPOU3BOJUTEIHLHOCTH), HO TJIABHBIM J10Ka3aTebCTBOM 3(()EKTUBHOCTH SIBISETCS
OeccniopHbIll (paKT UX MOBCEMECTHOIO pacmpocTpaneHus. Be€ Gompine u Oombine
MOSIBIIIFOTCS. KPYIHbBIE CETU C COTHSAMM pabOUYMX CTAaHLMMI U IECITKAMU CEPBEPOB.



1 CamocTtosTenbHaa pabota Ne1. Co3gaHue BUpTyanbHOM
yacTtHou ceTu Ha 6a3e PPTP cepBepa POPTOP

1.1 e padoTsI

VYcranoBka u koHburypupoBanue cepsepa POPTOP mox omnepanroHHoit
cucremoii Linux. KonduryprupoBanue KJIMEHTOB BUPTyaJIbHOM YacCTHOM CETH TOJ
orepanuoHHbIMH cucteMamu Linux u Windows.

1.2 Teopernueckue cBegeHUs

Bupryanbnas gactHas cetb (Virtual Private Network — VPN) — norndeckas
CeTh, CO3/aBaeMasi MOBEPX APYroil ceT, Hampumep UHTEepHeT. HecMoTpst Ha ToO,
YTO KOMMYHUKAIIUU OCYIIECTBIIIOTCS O MyOJUYHBIM CETSIM, C MCIOJIb30BAHUEM
HEOE30IMaCHBIX MPOTOKOJOB, 3a CYET MHUGPOBAHUS CO3JAIOTCS 3aKPBIThIE OT
MOCTOPOHHUX KaHaJIbl 0OOMeHa HH(pOpMaIei.

Yaiie Bcero s CO3JaHUsl BUPTYaJbHON CETU MCIOJIb3YETCS MHKAICYISALNS
npotokoia PPP (Point-to-Point Protocol — mpoTokoJ1 ABYXTOUEUYHOTO COSAMHCHUS
RFC1331), xoTophlii WM3HaYaIbHO OBUT CO37aH JJi1 KOMMYHHUKAIIUU JIUHHH, B
KakoN-HUOynb Jnpyroi mpotokos. M3 Hambosee pacmpoCTpaHEHHBIX MOXKHO
ormetuth PPTP (Point-to-Point Tunneling Protocol) — GRE-unkancymsiuio
(Generic Routing Encapsulation — ob6mas nukarncynsmaus Mapiipytos) PPP gepes
cymectBytomnryio TCP/IP-cets, u PPPoOE (Point-to-Point Protocol over Ethernet) —
nnkancymanuio PPP B kanper Ethernet. Taxke cyiiecTBYIOT Apyrue MpOTOKOJIbI
MPEIOCTABJISIONINE BO3MOXKHOCTh (popMUpOBaHUs 3amuieHHbIx kaHanoB (IPSec,
SSH, ViPNet u np.).

[Iporokon PPP coctour wu3 paByx wuyacrtei. IlepBasgs 3TO MexaHU3MBbI
dbparMeHTUpPOBaHUS U JEKOJWPOBAHUSI MMAKETOB, BTOpas ATO T'PYIINa MPOTOKOJIOB
umenyembix LCP (Link Control Protocol), IPCP (Internet Protocol Control
Protocol), PAP (Password Authentication Protocol) u CHAP (Challenge
Handshake Authentication Protocol) w ap. mis corjacoBaHHs HacTPOEK
COCIMHEHUS U JJIS1 UACHTU (PUKAIIIH.

PAP mnporokon — 3TO MNPOTOKOJN MOPOCTOM NPOBEPKU IMOJJIMHHOCTH,
MpelycCMaTpPUBAIOIINI OTHPaBKY HMMEHHU IOJb30BaTENsl W Mapojisi Ha CEPBEP
YAQICHHOTO JOCTyMa OTKPBITBIM TeKcToM (6e3 mudposanusi). [Iporokon PAP
KpaiiHe HEHaJeXEeH, MOCKOJbKY MEepechllaeéMble MapoJid MOXKHO JIETKO YUTaTh B
naketax PPP, koropepiMu OOMEHHMBAIOTCS CTOPOHBI B XOJI€ MPOBEPKH
noanuHHOCTH. OO0bIuHO PAP Mcmonb3yercss TOMbKO MPHU MOJAKIIOUEHUH K CTapbIM
cepBepaM yaajaeHHoro goctyma Ha 06aze UNIX, koTopele HE TOAAEPKHUBAIOT
HUKaKWe JIPyrue mpoTOKOJbI MPOBEPKH MOAJIUHHOCTH.

CHAP mnpoTokon OCHOBaH Ha ILIMPOKO pPacHpOCTPAaHEHHOM allfOPUTME
MPOBEPKU NOJJIMHHOCTH, MpeAyCcMaTpUBAIOIIEM IEpeaadyy HE CaMoro mnapoJis
MOJIb30BATEIIS, & KOCBEHHBIX cBeAeHMi 0 HeM. [Ipu ncnonszoBanuun CHAP cepsep
YAQJIEHHOr0 JOCTyla OTHpaBisieT KIMEHTY CTpPOKy 3ampoca. Ha ocHoBe 31Ol
CTPOKH U MapOJIsl MOJIb30BaTENS KIUEHT YAAJIEHHOTO JOCTYIA BBIYUCISET XEUl-KO/
MD5 (Message Digest-5). Xemi-pyHKius sSBISETCS aarOpUTMOM OJHOCTOPOHHETO
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(HeoOpaTtuMoro) mu@poBaHus, MOCKOIbKY 3Hau€HUE Xeul-(QYHKIUU Ui OJoKa
JAQHHBIX BBIYUCIUTH JIETKO, a OMPEACIUTh HMCXOIHBIM OJIOK IO XEHmI-KOay ¢
MaTeEMaTUYE€CKOM TOYKHU 3pEHUsI HEBO3MOXKHO. Xeu-koa MDS niepenaercs cepBepy
yaaineHHoro pocrymna. CepBep, KOTOPOMY JOCTYIIEH MapoJib IOJb30BaTEN,
BBITIOJIHAET TE€ K€ CaMble BBIYMCICHHUS W CPABHUBAET PE3yIbTAT C XEUI-KOAOM,
MOJY4YEHHBIM OT KJIHWEHTa. B ciydae coBmajeHUs Y4YETHbIC JaHHbIC KJIMEHTa
YAAJIEHHOr 0 JOCTYNa CYATAOTCS MOJJIUHHBIMHU.

B onepaunonnoii cucreme Linux cepsepom PPTP Beictymaer POPTOP,
pactnpoctpansieMbiii o ymieH3uu GPL. POPTOP cam Bcero auiis HHKANCyJIUpyeT
PPP B GRE-coenunenue. [l co3nanust PPP-coenunenus on ucnonniyer pppd. B
kauectBe PPPoE-cepBepa MoxeT BricTymnath rp-pppoe. Kak u POPTOP, rp-pppoe
ucronbzyer pppd st co3manus ppp-coeauHenuid. [ns BSD cymectByer eme
Heckobko peanu3anuit PPTP- u PPPoE-cepBepoB, B yactHocTH mpd u pppoed.
OHHU UMEIOT CBOU MIKOCHI U MUHYCHI IO cpaBHeHnt0 ¢ POPTOP u rp-pppoe.

[TakeT ppp COCTOUT U3 HECKOJIBLKHUX YaCTEM:

— KOJ siipa (y>Ke BKJIIOUEH B siapa cTapiie 2.2) KOMIUINPYEMbI UIN B

caMmo SpO WIM B MOAYJb siipa, KOTOPBIM co3/1aéT ceTeBoil uurepdeic u
MPOU3BOJUT OOMEH IMaKeTaMH MEXAY IOCJIeI0BaTeIbHbIM OPTOM,
cereBoit yacthio OC u nemonom PPP (pppd);

— nemoH PPP  (pppd), xoTopblii B3aMMOIEUCTBYET CO CTOPOHOM
YCTaHABJIMBAIOIICH COCIMHEHUE M HACTPaWBaeT CETEeBble HHTEpP(dEiCH
ppp. Pppd Bkio4aeT moAAEpKKY HWIACHTU(PUKAIUMU, TaKUM 00pa3oMm
BO3MOXHO TMPOU3BOAUTH KOHTPOJh KTO MOXKET co3fgaBate PPP
coeMHEeHnE U Kakou [P agpec MOXKHO HCIIONIb30BATH;

— JIOTIOJTHUTENIbHBIE MOAYJH (TUTaruHbl) nemoHa PPP.

[TakeT pptpd cOCTOUT U3 HECKOJIBKUX YacCTeH:

— VPN nemon PPTP;

- MeHekep ynpasieHus PPTP coennnenusamu.

1.3 Xoa padoTbl

1.3.1 YcmaHoeka Heob6xoO0umbix nakemoe Osisi co30aHus
eupmyasibHoU YyacmHou cemu

B cocTaB He0OXOAMMBIX MAKETOB BXOIST:

- ppp (ftp://ftp.samba.org/pub/ppp/);

— pptpd (http://poptop.sourceforge.net/).

JlaHHbIE MaKeThl YK€ MOTYT ObITh YCTAHOBJIEHBI B CUCTEME, B TAKOM CIIy4yae
JaHHBIN ATanm paboThl SABISICTCS HE 00s3aTeIbHBIM. B mpOTHBHOM ciiydae U B
cllydyae HEOOXOJAMMOCTH OOHOBUT YK€ YCTAaHOBJIEHHBIE BEPCHHU IAKETOB UX
HE00XOAMMO 3arpy3uTh U3 CETU U YCTaHOBUTh. CyIIECTBYET HECKOIBKO CIIOCOOOB
YCTAHOBKH IMaKETOB B CUCTEMY: TIPH MTOMOIIM MEHEKepa MaKeTOB UCIOJIb3yeMOT0
muctpubytuBa Linux (apt-get, yum u T1.1.) (3arpy3ka W YyCTaHOBKa OymyT
MPOUCXOJUTh ABTOMATUYECKH); 3arpy3ka U YCTAHOBKAa YyXe€ COOpaHHOIro MakeTa
JUIS KicTiosib3yeMoro nuctpudytuBa Linux (deb, rpm u T.1.); 3arpy3ka UCXOIHOTO
KOJla TTaKeTa C TOCJIeAYIONIEeH ero COOPKO M yCTaHOBKOM.
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PaccmotrpuM Hanbosee yHHBEpCalbHBIM BapUAHT — YCTAHOBKA MAKETOB M3
HCXOJIHBIX KOJOB. JlJ1s1 3TOro HEOOXOAUMO 3arpy3uTh HCXOJHBIE KOABI IMAKETOB,
OOBIYHO TOMHMMO O(GUIIMAIBLHOTO pecypca pa3padoTuMKa B CETH CYIIECTBYIOT
MHOKECTBO 3€pKaJjl XpaHAIINX Pa3Hble BEPCUU MaKETOB.

1.3.2 3aepy3ka nakemoese

[TakeTsl HEOOXOAUMBIE [UJIA JTAOOPATOPHON PabOTHI MOXKHO 3arpy3uTh C MX
opuIHaIbHBIX CAaWTOB:

— ppp (ftp://ftp.samba.org/pub/ppp/);

— pptpd (http://poptop.sourceforge.net/).

1.3.3 Pacnakoeka nakemos
PaBapXI/IBI/IpOBaHI/Ie MOXHO CACJIaTh KOMaHJaMMA:

$ tar xvf ppp-<version>.tar.gz
$ tar xvf pptpd-<version>.tar.gz

B pe3ynbTare pazapXuBUpOBaHUS JOHKHBI OBITH CO3/IaHBI OJHOMMEHHBIE C
MMEHaMU MMaKeTOB Manku 0e3 npedukca tar.gz.

1.3.4 YcmaHoeka nakema ppp

Hekoropeie koMaHAbl OOBIYHO HEOOXOJMMO BBIMIOJHATH C IpaBaMu
aIMUHHUCTPATOPa, ITO OTOOPAKEHO cemaparopoM # MpHUTIalIeHus KOMaHIHOU
CTPOKH.

Boiinute B KOpHEBYI Manky makera ppp-<version>. CkoHPUTypUpYyHTE
JaIbHEHIINN MPOLECC YCTAHOBKHM IAaKeTa ppp, TO MOXKHO CHIEJIaTh CIEAYIOIIUMHU
KOMaHJIaMHU:

$ cd ppp-<version>
$ ./configure --prefix=/usr

Ilepeo cobopkoil Heobx00uMo yoocmogepumcs 6 Haauyuu gec u make 6
cucmeme, OOJBIIUHCTBO JUCTPUOYTHMBOB HMEIOT OJHOMMEHHBIC TIAKETHI.
Boimoanum c6opky T10O:

S make

Brmonaum ycranosky 110:

# make install
# make install-etcppp

1.3.5 YcmaHoeka nakema pptpd

Boiinute B KOopHEeByr mamnky makera pptpd-<version>. CkoHpUTypUpYyHTE
JaTbHEUTIINN TIPOIIeCcC YCTaHOBKHU MakeTa pptpd, 3TO MOXKHO CIAENaTh CIEAYIOIIMMHU
KOMaHJIaMU:

cd pptp-<version>
$ ./configure --prefix=/ --exec-prefix=/usr --datarootdir=/usr/share
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3aberas Ha mepen creayetr ormeTuth, utro POPTOP ckopee Bcero He
3apaboTaer B Mape ¢ yCTaHOBIEHHBIM ppp. CBA3aHO 3TO C TE€M, YTO MpPH cOOpKe
mwiaruHa POPTOP pptpd-logwtmp.so B HeM yka3bIBaeTCsi BEPCUS PppP, ¢ KOTOPOi
Heo0XoauMo paboTaTh U KOTOpasi, 0OBIYHO, HE COBIAJAET C BEpCUEH ppp, KOTOPHIH
UCIoNb3yeTcs B cucteMe. Jisi mcrpaBiieHUs 3TOW OMIUOKK HEOOXOIUMO Tepes
coopkoii oTpemnakTupoBarh ¢aiin plugins/patchlevel.h, 3aMeHrB B HeM 3HaueHWHE
nepemenHord VERSION nHa Bepcuro ppp:

/* upstream patchlevel.h,v 1.60 2004/01/13 04:46:52 paulus Exp */
/* $Id: patchlevel.h,v 1.4 2005/02/24 01:25:34 quozl Exp $ */

#define VERSION "ppp-version-here"
#define DATE "13 Jan 2004"

Beimmonuaum coopky I10:

S make

Beimonaum ycranosky 110:

# make install

1.3.6 Co30aHue KOHGhu2ypayuoHHbIX ¢halisioe pptp

[Ipumepsl koHpUTypannoHHBIX (aitioB makeTa pptpd HaXOAsATCS B IAIKe
pptpd-<version>/samples. = CkonupyeM WX B KaraJjor C CHCTEMHBIMH
KOH(QUTypalmoHHbIMU (haitnamu:

# cp samples/chap-secrets samples/options.pptpd /etc/ppp
# cp samples/pptpd.conf /etc

Omnucanne mnapaMeTpoB KOH(HUTYypalMOHHBIX W KOMaHAHBIX (hailinoB
U3JI0KEHBI B COOTBETCTBYIOIIMX Man CTpaHUIIaX.
[Tpumep koHpurypanronsoro ¢aiina /etc/pptpd.conf:

FHEHHH AR A A R R R R R R R R R R R R
# $Id: pptpd.conf,v 1.10 2006/09/04 23:30:57 quozl Exp $

#

# Sample Poptop configuration file /etc/pptpd.conf

#

# Changes are effective when pptpd is restarted.

FHEHHHH AR A R R R R R R R R S
# TAG: ppp

# Path to the pppd program, default '/usr/sbin/pppd' on Linux

#

#ppp /usr/sbin/pppd

# TAG: option

# Specifies the location of the PPP options file.
# By default PPP looks in '/etc/ppp/options'

#

option /etc/ppp/options.pptpd

# TAG: debug

# Turns on (more) debugging to syslog
#

#debug

# TAG: stimeout

# Specifies timeout (in seconds) on starting ctrl connection
#

# stimeout 10

# TAG: noipparam
# Suppress the passing of the client's IP address to PPP, which is
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# done by default otherwise.
#
#noipparam

# TAG: logwtmp

# Use wtmp (5) to record client connections and disconnections.
#

logwtmp

# TAG: bcrelay <if>

# Turns on broadcast relay to clients from interface <if>

#

#bcrelay ethl

TAG: delegate
Delegates the allocation of client IP addresses to pppd.

#

#

#

# Without this option, which is the default, pptpd manages the list of
# IP addresses for clients and passes the next free address to pppd.

# With this option, pptpd does not pass an address, and so pppd may use
# radius or chap-secrets to allocate an address.

#

#

delegate

TAG: connections
Limits the number of client connections that may be accepted.

#

#

#

# If pptpd is allocating IP addresses (e.g. delegate is not

# used) then the number of connections is also limited by the
# remoteip option. The default is 100.

#connections 100

# TAG: localip

# TAG: remoteip

Specifies the local and remote IP address ranges.

These options are ignored if delegate option is set.

Any addresses work as long as the local machine takes care of the
routing. But if you want to use MS-Windows networking, you should
use IP addresses out of the LAN address space and use the proxyarp

option in the pppd options file, or run bcrelay.

You can specify single IP addresses seperated by commas or you can
specify ranges, or both. For example:

192.168.0.234,192.168.0.245-249,192.168.0.254
IMPORTANT RESTRICTIONS:
1. No spaces are permitted between commas or within addresses.
2. If you give more IP addresses than the value of connections,
it will start at the beginning of the list and go until it

gets connections IPs. Others will be ignored.

3. No shortcuts in ranges! ie. 234-8 does not mean 234 to 238,
you must type 234-238 if you mean this.

4. If you give a single localIP, that's ok - all local IPs will
be set to the given one. You MUST still give at least one remote
IP for each simultaneous client.

oS S S 3 S S S S S S S S S S 3 S S 3k S o 3 S S S S 3 S S

(Recommended)

#localip 192.168.0.1

#remoteip 192.168.0.234-238,192.168.0.245
# or

localip 192.168.105.50,192.168.105.59
remoteip 192.168.105.60,192.168.105.69

BoNpIIMHCTBO MmapaMeTpoB MMEKT KOMMEHTApPUM W B IOSICHEHUAX HE
Hyxknarorcsa. [lapamerpsr localip um remoteip yka3pIBalOT Jauana3oH aJpecoB
JIOKAJbHBIX U yHAJIEHHBIX ToueK VPN ToHHEINs cOOTBETCTBEHHO. JIOKabHas TOYKa
TOHHEIS TPEICTABISETCS BUPTYyaldbHbIM HHTepdeiicom ppp0, co3maBaeMbiM Ha
KJIMEHTCKOM XxocTe npu noakmaoueHun Kk PPTP cepepy. Ynmanennas Ttouka —
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COOTBETCTBYIOIIMM BUPTYaJIbHBIM ppp uHTEpPeiicom Ha xocte ¢ PPTP cepsepom.
JlaHHasi cxema NPOMJUTIOCTPUPOBAHA Ha PUCYHKE 1.2 B JaHHBIX METOAMYECKUX
YKa3aHUM.

[Tpumep koudurypanmonnoro ¢aiira /etc/ppp/options.pptpd:

TR
$Id: options.pptpd,v 1.11 2005/12/29 01:21:09 quozl Exp $

Sample Poptop PPP options file /etc/ppp/options.pptpd

Options used by PPP when a connection arrives from a client.
This file is pointed to by /etc/pptpd.conf option keyword.
Changes are effective on the next connection. See "man pppd".

You are expected to change this file to suit your system. As
packaged, it requires PPP 2.4.2 and the kernel MPPE module.
A R R R R R R

H= e o 3 S S S S 3k 3

# Authentication

# Name of the local system for authentication purposes
# (must match the second field in /etc/ppp/chap-secrets entries)
name pptpd

# Strip the domain prefix from the username before authentication.
# (applies if you use pppd with chapms-strip-domain patch)
#chapms-strip-domain

# Encryption
# (There have been multiple versions of PPP with encryption support,
# choose with of the following sections you will use.)

# BSD licensed ppp-2.4.2 upstream with MPPE only, kernel module ppp mppe.o
# ({1

refuse-pap

refuse-chap

refuse-mschap

# Require the peer to authenticate itself using MS-CHAPv2 [Microsoft

# Challenge Handshake Authentication Protocol, Version 2] authentication.
require-mschap-v2

# Require MPPE 128-bit encryption

# (note that MPPE requires the use of MSCHAP-V2 during authentication)
require-mppe-128

# 11}

# OpenSSL licensed ppp-2.4.1 fork with MPPE only, kernel module mppe.o
# ({1

#-chap

#-chapms

# Require the peer to authenticate itself using MS-CHAPv2 [Microsoft

# Challenge Handshake Authentication Protocol, Version 2] authentication.
#+chapms-v2

# Require MPPE encryption

# (note that MPPE requires the use of MSCHAP-V2 during authentication)
#mppe-40 # enable either 40-bit or 128-bit, not both

#mppe-128

#mppe-stateless

# 31}

# Network and Routing

If pppd is acting as a server for Microsoft Windows clients, this
option allows pppd to supply one or two DNS (Domain Name Server)
addresses to the clients. The first instance of this option
specifies the primary DNS address; the second instance (if given)
# specifies the secondary DNS address.

#ms-dns 10.0.0.1

#ms-dns 10.0.0.2

#
#
#
#

# If pppd is acting as a server for Microsoft Windows or "Samba"

# clients, this option allows pppd to supply one or two WINS (Windows
# Internet Name Services) server addresses to the clients. The first
# instance of this option specifies the primary WINS address; the
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# second instance (if given) specifies the secondary WINS address.
#ms-wins 10.0.0.3
#ms-wins 10.0.0.4

# Add an entry to this system's ARP [Address Resolution Protocol]

# table with the IP address of the peer and the Ethernet address of this
# system. This will have the effect of making the peer appear to other
# systems to be on the local ethernet.

# (you do not need this if your PPTP server is responsible for routing

# packets to the clients —-- James Cameron)

proxyarp

# Normally pptpd passes the IP address to pppd, but if pptpd has been

# given the delegate option in pptpd.conf or the --delegate command line
# option, then pppd will use chap-secrets or radius to allocate the

# client IP address. The default local IP address used at the server

# end is often the same as the address of the server. To override this,
# specify the local IP address here.

# (you must not use this unless you have used the delegate option)
#10.8.0.100

# Logging

# Enable connection debugging facilities.
# (see your syslog configuration for where pppd sends to)
#debug

# Print out all the option values which have been set.
# (often requested by mailing list to verify options)
#dump

# Miscellaneous

# Create a UUCP-style lock file for the pseudo-tty to ensure exclusive
# access.
lock

# Disable BSD-Compress compression
nobsdcomp

# Disable Van Jacobson compression

# (needed on some networks with Windows 9x/ME/XP clients, see posting to
# poptop-server on 1l4th April 2005 by Pawel Pokrywka and followups,

# http://marc.theaimsgroup.com/?t=111343175400006&r=1&w=2 )

novj

novjccomp

# turn off logging to stderr, since this may be redirected to pptpd,
# which may trigger a loopback
nologfd

# put plugins here
# (putting them higher up may cause them to sent messages to the pty)

1.3.7 [obaeneHue knueHma eupmyasibHOU YacmHoOU cemu

Kmuentst PPTP cepBepa POPTOP wuaentuduiupyrorcs mnocpencTBoM

MexaHu3MoB makera ppp. CyllecTByeT HECKOJbKO CIOCOOOB ISl YIpPaBJICHHS
kimeHntamu. Hanbonee npocToil U3 HUX 3TO peJakKTUPOBaHUE KOH(PUT ypaliOHHOT O
¢aiina ¢ JTOrMHaMu W MapoJsIMU MOJb30Batenieid. boisiee ClOXKHBIN OCPEnCTBOM
unentuukanun yepe3 RADIUS cepBep — 3aganue nocneayroleit 1adopaTopHoin

padoTHhL.
PaccmotpuM cnoco6 no6aBiieHust MOab30BaTeNs Yepe3 KOH(UryparuOHHbIN

daiin. [Ipumep xondurypanumonnoro Qaina /etc/ppp/chap-secrets (mis POPTOP
BaXHO YKa3aTh B KOJIOHKE «Server» 3HaueHWE MapaMmeTpa «name» u3 ¢aiiia

/etc/ppp/options.pptp):

# Secrets for authentication using CHAP
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# client server secret IP addresses
linux pptpd testl23 *
windows pptpd gwertyl *

1.3.8 TecmupoeaHue pabomsbi cepeepa pptp
PPTP cepsep POPTOP M0xHO 3ammyCTUTh CIEIYIOIIEH KOMaHI0M:

# pptpd
[IpoBepnbTe, 3amyckaeTcs Jiu cepBep BOOOIIIE:

$ ps ax | grep pptp
3245 2 Ss 0:00 pptpd

[lo ymomuanus cepBep mpociaymuBaer mopT 1723, Ttakum oOpazom
paboTOCIOCOOHOCTh CEPBEPA MOKHO IMPOBEPUTDH CIIEAYIOIIEH KOMaH IOM:

$ netstat -nl | grep 1723
tcp 0 0 0.0.0.0:1723 0.0.0.0:~* LISTEN

[Ipu ycraHOBJIEHHBIX B KOH(pUTypanMOHHBIX ¢ainax ommus debug, paboTs
cepBepa AeTalbHO KypHAJUpyeTcs NEMOHOM syslog, Mo ymonyaHUsi COOOIIEHHMS
cepepa Oyayr mnomematbcs B (aitn /etc/log/daemon.log. unamuuecku
pocMaTpUBaTh HM3MEHEHUE JaHHOro (haijia MOXKHO 3allyCTUB CIEIYIOIIYIO
KOMaHJy:

# tail -d /etc/log/daemon.log

1.3.9 Hacmpolika knueHma co30aHHOU supmyasibHOU Yac mHol
cemu u3 OC Windows

Paccmorpum npumep noaximrodenus OC Windows 7. Jlnsa co3manmss VPN
MOJIKJIFOUEHUSI HEOOXOMMO BBIMOJHUTH CJIECIYIONIUE [Iaru:

a) Ilyck — Ilanens ynpaiaenuss — LleHTp ympaBieHHUs CETIMH M OOIIUM

noctyrnom — HacTpolika HOBOro MOAKIIOYEHHS K CETH;

0) byner 3anyiien Mmactep co3gaHusi HOBOTO MOJKIIIOUEHUS K CETH;

B) BriOpath «Ilogkitouenue Kk pabouemy MECTy»;

r) BeiOpate «Mcnonb30BaTh MOe NoAKIIOUEeHHE K IHTEpHETY»;

1) Breiopars «OTHOKUTH HACTPOUKY MOJKIIOYEHUs K THTepHETY»;

e) B none «MuTepHer-anpec» BBectu IP anpec cepsepa POPTOP;

) BBecTu uMs 1osab30BaTeNs U NapoJib;

3) T'orogo.

[Tocne 3amycka cCO3JaHHOTO MOAKIIOYEHHs] OyaeT 3arpedoBaH JIOTUH U
MapoJib MOJIb30BaTENsl, HEOOXOAMMO BBECTH JIaHHBIC BBEIEHHBIC HA 7M IlIare.

1.3.10 Hacmpolika knueHma co30aHHOU eupmyaJsibHOU YacmHou
cemu u3 OC Linux

Jns mpumepa paccmorpuM  MexaHu3M  moxkirodeHus OC  Linux
MOCPEICTBOM PYYHOTO PEIaKTUPOBAHUS KOH(MUTYpalMOHHBIX (aiijioB M 3aIycKa
nemoHna pppd. s moakiIroYeHns KJIMEeHTa T0KeH ObITh YCTaHOBJICH MakeT Pptp-
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linux (pptpclient). B ciydae ero oOTCyTCTBHSI HEOOXOJUMO MPOU3BECTU €r0
YCTAaHOBKY OJ[HUM M3 OIUCAHHBIX B ITYHKTE | METOIOM.

[TonkmtoueHre MOXKET OBITh BBINOJHEHO CIEAYIOIICH KOMaHmou (Iist
OTJIAJIKU B KOHIIE MOXHO JomnucaTh oniuu nodetach u debug):

# pppd call vpn

I'ne vpn ums daiina ¢ HacTpOMKAMU MOIKITIOYSHHUS HaXOSIICTOCS B IMaIKe
letc/ppp/peers/.

[Tpumep KoHpUTryparmonHoro (aiiia vpn:

pty "pptp <poptop_ server ip address> —--nolaunchpppd"
name linux

file /etc/ppp/options.pptp

defaultroute

[Mpumep xoudurypannonsoro daiina /etc/ppp/options.pptp:

TR
$Id: options.pptp,v 1.3 2006/03/26 23:11:05 quozl Exp §$

Sample PPTP PPP options file /etc/ppp/options.pptp

Options used by PPP when a connection is made by a PPTP client.

This file can be referred to by an /etc/ppp/peers file for the tunnel.
Changes are effective on the next connection. See "man pppd".

You are expected to change this file to suit your system. As

packaged, it requires PPP 2.4.2 or later from http://ppp.samba.org/

and the kernel MPPE module available from the CVS repository also on
http://ppp.samba.org/, which is packaged for DKMS as kernel ppp mppe.

FHEEHE R R R R R R

H o S S SH 3 3 S S S S 3

# Lock the port
lock

# Authentication
# We don't need the tunnel server to authenticate itself
noauth

# We won't do PAP, EAP, CHAP, or MSCHAP, but we will accept MSCHAP-V2

# (you may need to remove these refusals if the server is not using MPPE)
refuse-pap

refuse-eap

refuse-chap

refuse-mschap

# Compression
# Turn off compression protocols we know won't be used

nobsdcomp

nodeflate

# Encryption

# (There have been multiple versions of PPP with encryption support,
# choose with of the following sections you will use. Note that MPPE
# requires the use of MSCHAP-V2 during authentication)

http://ppp.samba.org/ the PPP project version of PPP by Paul Mackarras
ppp-2.4.2 or later with MPPE only, kernel module ppp mppe.o

{{{

Require MPPE 128-bit encryption

require-mppe-128

# 11}

H= o

# http://polbox.com/h/hs001/ fork from PPP project by Jan Dubiec

# ppp-2.4.2 or later with MPPE and MPPC, kernel module ppp mppe mppc.o
# {{{

# Require MPPE 128-bit encryption

#mppe required, stateless

# 11}

[Ipumep koudurypaunonnoro ¢aina chap-secrets:
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# Secrets for authentication using CHAP
# client server secret IP addresses
linux * testl23 *

1.3.11 BknroyeHue ¢ghopeapduHaa nakemoe

[lo yMomuaHnuio  BO3MOXHOCTH  (popBapaUHra  MAaKETOB  MEXIY
untepdeiicamu B OC Linux otkimouena. [Ins e€ akTuBanuum HEOOXOAUMO
oTpenaktupoBarh (aitn /etc/sysctl.conf mapamerpoB snpa, rae mapamerpy
net.ipv4.ip forward mpucBouth 3HadeHue 1. BHecEHHOe M3MEHEHHE BCTYNHT B
CHIIy TOCJIe Tepe3arpy3ku. J{is HeMenJIeHHOro MPUMEHEHHs] HOBBIX MapaMeTpoB
sJipa He0OXOAUMO BBITIOJTHUTH KOMaHY:

# sysctl -p

1.3.12 Co30aHue YacmHoU npusamHou cemu

CeTp COCTOUT U3 TPEX XOCTOB:

— HOST]1 nacrpoennsiii cepsep PPTP nox OC Linux;

— HOST?2 nactpoennsiit vpn ket nog OC Windows;

— HOST3 nacrpoennsiit vpn kiaueHT noa OC Linux.

Ceresoit untepdeiic HOSTI1 nomken umers IP agpec mappytusupyemblit
B ceTn yHUBepcuTera u [P anpec (Ha ToM ke uHTEpdelice — annac) TECTOBON CeTH,
HE MapUIPyTU3UPYEMOI B CETU YHUBEPCHUTETA.

Ceresoii untepdeiic HOST2, HOST3 nomken ummers IP agpec TecTtoBoi
cetu. Ilocnme ycranoiaenuss VPN mnoakmouenus HOST2, HOST3 nomxHbI
nonyuuts [P aapec u3 cetn yHUBEpCUTETA, 3TUM CaMbIM IOJYYHUB JOCTYH K €€
pecypcam. CxeMa 10 MNOAKJIOYEHUA IIOKa3aHa Ha pucyHke 1.1, mocne
MOJKJIIOYEHUS — HAa pUCyHKe 1.2.

‘ CSTU network

| 192.168.105.0/24
‘ ,,’ ' Host2
o | ethO
Hostl 1.1.1.2/24
ethO
192.168.105.10/24
eth0:0 Host3
1.1.1.1/24 | etho
1.1.1.3/24

Pucynok 1.1 — Ilpumep cxemsl cetu no noakntouenuss HOST2, HOST3 k VPN
cepBepy
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(" CSTUnetwork VPN tunnel

- 192.168.105.0/24. Host2

A S eth0
AN 1.1.1.2124

Hostl
eth0 pppO pppO

192.168.105.10/24 192.168.105.60/24 192.168.105.50/24
eth0:0 packet : pppl

1.1.1.1/24 forwarding  |192.168.105.61/24 Host3

ethO
1.1.1.3/24

VPN tunnel / pppO

192.168.105.51/24

Pucynok 1.2 — Ilpumep cxemsl cetu nocine noakiaouennss HOST2, HOST3 k

1.4

VPN cepsepy

Coaep:xxanue oT4eTa
OTtuér JOJDKCH COACPKATh XOJ BBIITOJIHCHHUA ro ITYHKTa C HGO6XOI[I/IMBIMI/I

KOH(pUTYpalMOHHbIMU (DaililaMu, KOMMEHTApUSIMU 110 BHECEHHBIM H3MEHEHUSIM,
muctuHra komauawl ifconfig mo u mocne ycranoBinenus VPN coeguHeHust Ha
cepBepa U Ha KJMEHTE, CKPUIITa OTOOPAXKAIOIIEro KOPPEKTHYI0 paboTy paboTy
CO3JJaHHOM CETH.

1.5

1.
2.
3.

© o~ O

KoHTpoJbHBbIE BOIPOCHI

[Tprunuel ucnosibzoBanust VPN cereit?

HazoBuTe 0CHOBHBIE TPOTOKOJIBI TYHHEIMPOBAHUSI.

Kakue nanboiee pacrpoctpan€HHble NPOTOKOIbI uaeHTuukanuu 8 PPP? B
4YeM UX pasHuua?

Kakue makersl HEOOXOIMMO YCTaHOBUTh B CHCTEMY JJII BO3MOXKHOCTH
co3znanusi PPTP cepBepa? Kakue nx OCHOBHBIE YaTu?

B uém pazuuna mexny PPP u PPTP?

Kak nmo6GaBuTh moJib3oBaTess Ha cepBepe?

Kax noaxsmounTtses kimentom u3 OC Windows/Linux?

Kakue ocHOBHBIE TapaMeTpbl KOHPUrypauontnoro ¢aiina PPTP?
Bo3MokHO 11 ucnonb3oBaTh mu@poBanue Tpadduka B ToHHene? Kakue
IPOTOKOJIBI JJI1 3TOTO UCTOIb3YIOTCS ?

10.Bo3moskHo 1 co3nanue 6ojiee oguoro VPN coenmnnenus? Ecnu nma, To Kak

9TO cAeaTh?
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2 CamocTtosaTenbHas pabota Ne2. Hactpowuka
ayTeHTUdMKaumum, astopmsaumm n yuyéta VPN nonb3oBaTtenen
nocpeacteom RADIUS cepBepa FreeRADIUS, ¢ npumeHeHune
moaynsa rim_sql

2.1 Tleab padoThI

VYcranoBka u koupurypupoBanue RADIUS cepepa FreeRADIUS wu
cepeepa  bJI  PostgreSQL  mom  omepamumonHoit  cuctemoil  Linux.
Koudurypupoauue PPTP cepsepa POPTOP. Tectupoanue padorsr VPN
KJINEHTOB I0/J] ONepaliMOHHBIMU cucteMaMu Linux u Windows.

2.2 Teopernueckue cBeIeHUs

[IpousBeném ompeneneHrue TEPMUHOB  YHOTPEOJsIEeMBIX B  JTaHHOU
nabopaTopHoil pabore:

Unentudukanus (nat. identifico — oToxaecTBIATH): B (¢uiaocopuu —
YCTAHOBJIEHWE TOXJIECTBEHHOCTH HEM3BECTHOIO OOBEKTa M3BECTHOMY Ha
OCHOBAHUU COBMAJCHUS MPU3HAKOB, OMO3HAHKE; B KOMIIBIOTEPHON 0€30M1acCHOCTU
— TIpoliecc cooOIIeHusI CYOBEKTOM CBOETO UMEHU MJIM HOMEpPA, C IEJIbI0 OTJIMYHUTh
JTaHHBIN CYOBEKT OT NPYyruX CYOBEKTOB (HAMPUMEP, OJHA U3 TUIMUYHBIX CUCTEM
UIEHTU (PUKAIIMKY — ITPUX-KOJ); MO UACHTU(PUKAIIMEH TaK)KEe HHOTa TOHUMAETCs

ayTeHTU(UKamuss — TMPOLEeCC NOATBEPKACHUS IOMJIMHHOCTU I0JIb30BATEIS;
UJCHTU(PUKALNS B TICUXOJIOT MU — BUJ IICUXOJIOTMYECKOM 3aIUTHI.
Aytentudukanus  (anra.  Authentication) wim  uneHtuduxanus,

MOATBEPXKJICHUE TOMJIUHHOCTH — IMPOBEpPKA COOTBETCTBUSA CyObEKTa M TOro, 3a
KOr'0 OH MbITaeTcsi ce0s BBIIATh, C MOMOIIbIO HEKOM YHUKaIbHOU MH(MOpMaLUU
(OTIeuaTKu TMajbIeB, Paay>XKHOW OOOJOYKH TJia3, TOJOC U T. ZI.), B TPOCTEHUIIIEM
cllydae — C TOMOIIbK0 WMEHH (JIoTuHa, OT aHri. login) m mapons. Ilpomecc
ayTeHTU(UKAIMM OCHOBAaH HA MPEANOJIOKEHUU O TOM, YTO MOJH30BATEIN UMEIOT
YHUKQJIbHbIE ONMCBHIBAIOIIME HUX JaHHbIE W KPUTEPUU JIOCTyHa K pecypcam
CUCTEMBI.

Apropuzanusa (anri. Authorization) —  mpoiiecc, a Takxke pe3yiabTar
mpolecca  NPOBEPKH  HEOOXOAMMBIX  MapaMeTpoB W MPEIOCTaBJICHHUE
OINPENENEHHBIX MOJHOMOYMM JIMIY WM TPYIIE JIMI[ Ha BBIMOJHEHUE HEKOTOPBIX
JEUCTBUN B Pa3IMYHBIX CHCTEMAaX C OTPaHUYEHHBIM JOCTynoM. OOBIUHO TpoIlecC
aBTOpHU3ALMM CBSI3aH C TPOIIECCOM ayTeHTH(UKAUU (ayTeHTU(UIUPOBAHHBIC
M0JIb30BATEIIb ABTOPU3UPYETCS HA Pa3HbIN TUII IOCTYNa U BO3MOXKHBIE 1IEHCTBUS).

VYuér/AxkkayHTunr (anri. Accounting) — mpolLecc ydeTa HCIOIb3yeMOro
cepBuca. Jlanupie yuéra B JalbHEWIIEM OOBIYHO HCHOJB3YIOTCS ISl MOJYy4YeHUs
CTAaTUCTUKH HUCIOJIb30BAHUS pECypca, HAUYMCIEHUS TJI1aThl, TOCTPOCHUS MPOrHO30B
U Tak Jajee.

AAA — cucrema TO3BOJSIIONIIAS  MPOM3BOAWTH  ayTE€HTU(HUKAIHIO,
ABTOPU3ALMIO U YUET.
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Ha panHOEe BpeMsi CyHIECTBYET MHOMXKECTBO CHCTEM I103BOJISIOIIMX
MPOU3BOAUTh ayTeHTU(UKaIMIo, aBropu3anuio W yuér. OHU pa3auyaroTCs:
HEeJNeBbIMU  TUIaTGopMaMu,  CpeACTBAMHU  peaiu3alid,  BO3MOXHOCTSIMHU
MaclITaOMPOBAHUS U HApAIIMBAHUS, KOHKPETHBIMU OCOOCHHOCTSIMU U TaK JaJiee.

[lenTpoM BceX OTHUX CHCTEM ayTeHTH(UKAIMA aBTOpPH3aIllMd M y4éTa
SBJIIETCA HE 4YTO HWHOE, KaK MPOTOKOJI, MOCPEACTBOM KOTOPOTO M PEHIatoTCs
BO3JIaraeMble Ha 3TH CHUCTEMBbI 3aJaud. B 1elloM cylecTByIolMe MPOTOKOJIbI
MOXXHO pa3AeinTh Ha ABE IPYIIIbL:

- T€, KOTOpPHIE peaIu3ylOT BCE COCTABISIIONIME ayTEeHTH(UKAIIH
apropuzauun u yuéra (TACACS, XTACACS, TACACS+, RADIUS
DIAMETER);

- T€, KOTOPbIE PEAM3YIOT YacTh 3TUX COCTABJISAIOIINX, OOBIYHO TOJIBKO
ayTEeHTUPUKAIUIO, WU ayTEeHTU(PUKAILTUIO u aABTOPU3ALIHIO
(ISAKMP/IKE (ayreHTHUKAIUS), SASL (ayrenTuduxanmus),
PolicyMarker  (ayrentudukamus u  aBropuzanus), KeyNote2
(ayreHTU]UKAIMS U aBTOpU3ALIHSA)).

Jnsa peanuzanuuu cucteM AAA npuMeHseTcs rnepBast rpyIna npoToKOJIOB.

CewmeiictBo mpoTtokosnoB TACACS (Terminal Access Controller Access
Control System) B mocineanee Bpems nojaepxuBaercss komnanueit Cisco, OHaKoO B
CHJIy TOrO 4YTO MPOTOKOJ KOHTPOJUPYETCS KOHKPETHOH OpraHu3ainueil oH He
pruoOPEN MOMYISIPHOCTH U MPUMEHSIETCS TOJIBKO B PEIICHUSX KOTOPBIE CTPOSTCSA
Ha 6aze 000pyI0BaHUS 3TOU KOMITaHUHU.

[Tporokon RADIUS (Remote Authentication Dial In User Service) siBisiercs
KIIMEHT-CEPBEPHBIM MPOTOKOJIOM ayTeHTU(UKAIMU, aBTOpU3aLMM U  y4é&Ta.
Kmuentom Boictymaer NAS (Network Access Server) KOTOpbId HPOU3BOJIUT
3aMpochl Ha ayTEHTUPUKAINIO CBOUX KIUMEHTOB. CepBep UMEET OCTYN K JTaHHBIM
C TOJb30BaTeNbCKONW HMH(pOpManuen ayTeHTHGUKauu. JaHHBI TPOTOKON OBLI
pa3paboran Livingston Enterprises nmpubmusutenbHo B 1989 u B manbHelem
noajepxkupaicss MuuuranoBckum Y Huepcutretrom (Merit). B 1997 B IETF 6putn
BHeceHbl cienyromme RFC: Remote Access Dial In User Service (RADIUS)
[RFC2138]; RADIUS Accounting [RFC2139]. IlpoTokos momjiepXUBacTCsi H
UCIOJIb3YETCS MHOTUMHU MPOU3BOIUTENSIMU TEPMUHAIIbHBIX CEPBEPOB, TAKUMHU KaK
Cisco, Ascend, Livingston u gpyrumu.

[Iporokon DIAMETER (DIAMETER = 2*RADIUS) npennonaraercs
UCIIOJIb30BAaThCs I OOecTieueHus MOJUTHKU Oe3omacHocTu, AAA U KOHTPOJIS
pecypcoB. JlaHHBI MPOTOKOJ TMO3UIMOHUPYETCS Kak 3aMeHa Oojee cTapomy
nporokoily RADIUS, koTopslif 10 3TOro yxe ObUI IIMPOKO PaCHpOCTPaHEH, C
BO3MOXKHOCTBbIO €ro NoJHOM »mynsuuu. Onucanue Qopmara cooOLIEHUN U
TpPaHCIIOPTAa HCIOJB3YEMOT0 BCEMH pACIIMPEHUSMU WIH  peaJu3alusIMU
DIAMETER conepxarbcs B RFC3588 u RFC4005. Paciimpenne DIAMETER sto
pacimidpeHue Ha 0a3e ONMMCAaHHOTO MPOTOKOJA JJIs CHEeLHAIbHBIX CEPBUCOB WM
3aga4 ucnoaszyemblie DIAMETER kak TpaHCIOPTHOrO MEXaHU3Ma.

CBOJIHbIE XapaKTEPUCTUK JAHHBIX MMPOTOKOJIOB MPHUBEAEHHI B Tabmumax 2.1-

2.3.
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Tabnuua 2.1 — Xapakrepuctuku nporokona TACACS+

HazsBanue

3HayeHne

TpaHCHOPTHBII TPOTOKOI

TCP

OOMeH COOOILIEHUSIMHU

3aIlpoC/OTBET OT KJIIMEHTA K CepPBEPY

[MocnenosarensHas (hop-by-hop) 6e3omacHocts

mmdpyeTcss BCE COOOMEeHNEe O0IIMUM
CEKPETHBIM KITFOYOM

CkBosHas (end-to-end) Ge30macHOCTb

HET

Pazmep cooOmenus

3aroJI0BOK (12 0ailT) +
NarpuOyta(l..N) * atpubyt (8..255
0aiiT)

OO1ee KOMMYECTBO PA3TUUHBIX aTPHOYTOB

256

Bo3MmoxkHOCTE MEepeHAaIpaBJICHUA 3alIpOCa

HECT

Tabnuma 2.2 — Xapakrepuctuku nporokosna RADIUS

HasBanue

3HaueHue

TpaHCcOPTHBIN MPOTOKOI

UDP

OOMeH COOOLICHUSIMU

3arpoc/OTBET OT KIIMEHTA K CEPBEPY

[MTocnenoBatenshas (hop-by-hop) 6e3onacHocTs

mudpyercss TOJBKO Mapoib OOHMIMM
CEKPETHBIM KJII0YOM

CkBosHas (end-to-end) Ge30macHOCTD

HECT

Pasmep cooOrmmenust

3aroJIOBOK (12 0aiiT) +
Narpu6yra(0..N) * arpudyr (3..255
0aiT)

OO111ee KOMMYECTBO PA3IMUHBIX aTpUOYTOB

256

Bo3MOXHOCTB NIEpEHaIIpaBiIeHUs 3apoca

€CTh

Ta6muma 2.3 — Xapakrepuctuku nporokona DIAMETER

HazsBaunue

3HayeHune

TpaHCTIOPTHBIN IPOTOKOI

UDP wimu TCP

OOMeH COOOLICHUSIMU

3aIpOC/OTBET OT KJIMEHTA K CEPBEpY,
COOOIIEHUS OT cepBepa KIUEHTY

[MocnenosatenbHas (hop-by-hop) 6e30macHocTh

mudpyercss Bc€ coollieHne o0ImumM
CEKPETHBIM KITIOYOM, HE IHudpyercs
IpU  UCIOJB30BAHUM IIH(PPOBAHUS
Ha IP ypoBHe

CxBo3snas (end-to-end) 6e3omacHOCTh

€CTh

Pazmep cooOrmmenust

3aroyioBok (12 6Gaiit) + NAVP(0..N)
* AVP (12..65400 6aiit)

OO0r1ee KOIMYECTBO Pa3TUIHBIX aTPHOYyTOB

65535

Bo3MOXHOCTB NIEpeHaripaBiIeHus 3anpoca

€CTh




21

Taxk xak mpotokon RADIUS sBnsercs 06a30BbIM M, Ha JaHHBIM MOMEHT,
HanOoJiee pacrnpoCTPaHEHHBIM, TO PACCMOTPUM CTPYKTYpPY €ro IakeTra U BUIbI
3alpOCOB U OTBETOB IIPOTOKOJIA.

JlaHHBIE MEXAYy KIIMEHTOM U cepBepoM mnepenaroTcs nocpeacrsom RADIUS
naketa. Onua RADIUS naker unkancynupyerca B UDP maker. Kaxnplii maker
COZEPXKUT MH(OpMaIUIO, TPUBEAEHHYIO HA pUcyHKe 2.1.

Pucynok 2.1 — Crpykrypa RADIUS nakera

Crpykrypa RADIUS nakera cocTout us:

— Code — conepxut kox RADIUS koMaH1bl/0TBETA,;

— Indentifier — wcmonb3yercs AJisi COMOCTABICHHs 3allpoca U OTBETa HE
HETo;

— Length — nmuna maker;

— Authenticator — ucronb3yercs s ayrentudukanuu orseta or RADIUS
cepBepa, a TaKKe UCIIONb3yeTCsl B aJITOPUTME COKPBITHS MTapOJIs;

— Attributes — ngamHble mpuHAIIEKAIUME IIAKeTaM 3ampoca W OTBETa,
rmaBHOM 3amadeit atpuOyroB RADIUS sBasercs TpaHCOPTHPOBKA
UHQOpPMAIIUN MEXIY KIMCHTAaMH, CEpBEpaMU M ITPOYUMH areHTaMH
RADIUS, HekoTopsie aTpuOyThl MOTYT BKJIIOUATCs OOJIBIIE YeM OIUH
pas, 3TO 3aBHCHT OT crielipuku arpuodyTa.

Jlnuna crincka arpubytoB onpenensercs qmuHon RADIUS nakera.

OO6mwmit popmat aTpudyTa NpeoCTaBICH Ha pUCYHKE 2.2.

0 8 16 24
I T T T T T T I T T T T T T I T T T T T T T T T T T T T T
Type Length Yalue ...
[T T T T T 1 I [ T T T T T T T T T T T T T 1

Pucynok 2.2 — ®opmat RADIUS artpubyra

dopmar RADIUS artpubyta cocToUT U3:

— Type — Tekymue 3HaYeHUE TAHHOTO TOJISI TMPUBOJSATCS B IOCIETHUX
FRC, koropsie otHOcsiTcs k mpotokoily RADIUS. 3nauenus 192-223
3ape3epBUPOBAHBI I SKCIIEPUMEHTAIBHOTO MCIOIb30BaHUS, 3HAUCHUS
223-240  3ape3epBUpOBaHBl JUIA  peaTM3alMOHHO-CIIEIU(PUIECKOTO
WCIIONIb30BaHUs, U 3HaueHus 241-255 3ape3epBUPOBaHbl U HE JOJIKHBI
ucnonb3oBarbca. Kak RADIUS cepBep tak 1 RADIUS kimeHT moryt
UTHOPUPOBATH aTPUOYTHI HEM3BECTHOT'O TUIIA;

— Length — nuna atpudyra, BKitouaercs oy Type, Length u Value;

— Value — 3nauenue aTpulOyra, TAaHHOE TOJE MOXET OBITh HYJICBOH WIIH
OoJIbIIIECH MJIMHBI U COAECPKUT UHGOPMALIHMIO CTIEHU(UUHYIO IS TAaHHOTO
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aTpulyTa, opMar u JJIMHA JAHHOI'O MOJIsl onpeaenserca nousimu Type u

Length.
[Tosie Value mosxer ObUTH crenyromux GopMaToB:
—string — 0-253 okrtera (BochbMHpaspsaHOro Oaiita), mHpHYEM HE

obs3aTensHO okoHuaHue cTpoku Oom (ASCII NUL) tak kak u3BecTHa
JUTMHA aTpuOyTa;

— address — 32x OUTHOE 3HAYECHHE;

— integer — 32x OUTHOE 3HAYCHHUE;

— time — 32x GuTHOe 3HadYeHue, koauuecTBO cekyHa ot 00:00:00 GMT 1ro
suBapst 1970ro roma, cranmapTHble aTpuOyThl HE HCHOJB3YIOT JTAHHBIN
TUN, OH CYIIECTBYET JUISI NPEAOCTaBICHUS BO3MOXKHOCTH  €ro
UCIOJIL30BaTh B aTpUOyTax onpenensieMbIx (prupMoi-mOCTaBITUKOM.

Crannaprusle Tunsl aTpudyToB (User-Name, User-Password u Tak ganee) u
ux (popMaThl JEATEIBHO OMKCAHbI B cOOTBETCTBYIOMUX RFC.

B3aunmopeiictue nocpeactsoM RADIUS ucnons3dyer mapagurmy 3ampoc-
OTBET, 3ampoc (GopMHUpYyeTcs KIMEHTOM M TMOCBUIAETCS CEepBepy, OTBET
dbopMupyeTcsl cepBepOM M TMOCHIIACTCS KIUEHTY. BO3MOXKHBIE CIIEYIONINE Maphl
3aMpoc-OTBET:

— access-request, (client->server), 3ampoc gocTyma IOJB30BaTEI0 K

HEKOTOPOMY cepBHUCY. BO3MOXKHBIE OTBETHI HA ATOT 3aIMPOC:

— access-accept, (server->client), MO3UTHBHBIA OTBET Ha 3alpoOC access-
request OT KJIMCHTA,

— access-reject, (server->client), HeraTUBHBI OTBET Ha 3alpPOC aCCESS-
request oT KJIMCHTa,

— access-challenge, (server->client), oTBeT Ha 3ampoc access-feuquest,
KOrJa CEpBEP OXHUIAET HEKOTOPOro JIOMOJHHUTEIBHOIO OTBETA OT
KJIMEHTA Ha 3aIpoc access-request;

— accounting request, (client->server), 3ampoc Ha coXpaHCHHE YUETHOU
uHpopmanuu. OTBET HA ATOT 3aMPOC:

— accounting response, (server->client), OTBET KIJIHMEHTYy B cClly4ac
YCIICIIHOTO COXpaHeHus1 YIETHON nH(OpMAIIUU Ha cepBepe.

TUIIOBOM NOPANOK JOCTYIA IIOJIb30BATENSA K CETH IOCPEICTBOM CETEBOIO

cepBepa I0CTyIa U JajJbHEUIINM OTKIOYEHUEM MPUBEAEH HA pUCYHKE 2.3.

Jnst 3ammuTel coobmennii kimeHT U cepBep RADIUS o6namaror "oOmmm
cekpetroMm" (Shared Secret) mmu, mpoie roBops, kiaodoM. Ilpu 3TomM pedn, Kak
MpaBUJIO, UJET O LENOYKE CHUMBOJIOB, MMEIOIIEHCS Kak Ha cCepBepax, Tak U Ha
kimentax RADIUS.

B nannoii naGoparopnoil pabore B kauectBe RADIUS cepsepa Oynem
ucnonb3oBath GPL cepBep FreeRADIUS, KoTOpblii SIBISETCS  BBICOKO
MIPOU3BOJUTEIBHBIM U XOPOILIO KOH(MUIYpUpPYEMBbIM pelieHueM. braromapst ero
CTaOWJIBHOCTH Ha JaHHBIM MOMEHT OH MPUMEHSETCS B MHOTHX pa3paboTkax
KOTOpbI€ 00€CTIeYnBaIOT pab0Ty MUJIJTMOHOB TTOJIH30BATEIICH.
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Login session

@ Arccegs-request -
P Access-accept H

Metwork  |{E)Rscounting request (Start) |

. Accounting
Access | Accounting-response @H Sener
Server (Radius
(Radius server)
client) Logout session

_@ﬁccuuntinq-request fStan

]

. Accounting-response FH

Pucynok 2.3 — TumnoBoil Nopsiji0K AOCTYIIA MOJIb30BaTENs K CETH

Kparko paccmorpum paccmorpuM kak cepBep FreeRADIUS oOpabateiBaet
3anpockl  ayTeHTU(uKauuu, aBTtopu3zanuu U yu€ra. OOBIUHO  3ampoc
ayrenTuukanuu noiaydeHHbli oT NAS k FreeRADIUS obGpaGateiBaercst B 2a
JTama: aBTopusanus u ayreHTHukauus. B ciayuae cepBepa FreeRADIUS
aBTOpU3AallMM — 3TO MPOLECC IONYy4eHUs HHPOpMalUU O TMOJIb30BATEIE U3
BHEIIHUX UCTOYHUKOB ((aitn, b/l nmu LDAP), u npoBepka Toro yto nHpopManuu
B 3alpoce JOCTAaTOYHO JUIsl aBTOPU3ALMU TI0JIb30BaTENA. ABTOpPU3AIL[MOHHBIE
MOAYJU B3aUMOJICUCTBYIOT C MCTOYHHUKAaMU JaHHBIX, clegoBarenbHO ldap, sql,
¢aitnbl, passwd SBISIOTCS aBTOPU3ALMOHHBIMU MOAYJISIMU. MeToa mocpeacTBOM
KOTOPOTO OyJeT MPOUCXOAUTh ayTeHTU(UKAIMs BbIOMpAETCS Ha MPOTSHKEHUH
aBTOPU3ALIMOHHOIO  3Tana. OTO [MO3BOJSAET CTPOUTH THOKHE TOJUTHUKU
ayTeHTU(UKAUMU M  aBTOPU3ALMM, HAOpUMEpP 3alpPeTUTh  I0JIb30BATEIIO
UCIIOJIb30BaTh HEKOTOPbIE METOABl ayTeHTHUKAIUU. AyTEHTU(UKAIUS — 3TO
IpOLECC CpPaBHEHUS I0Jb30BATEILCKUX IapaMeTpPoOB JOCTyla B 3ampoce C
napaMeTpaMy JIOCTyla XpaHUMbIMH BO BHEUIHMX HCTOYHUKE JaHHBIX CEpBepa
FreeRADIUS (daiin, BJ1, LDAP u Tak nanee).

Ha mporsbkennn miporecca apropusanuu U ayreHTudukanuu FreeRADIUS
noanepxkuBaet 3u  cnucka RADIUS  arpubytoB: sineMeHTHl  3ampoca,
KOH(QUI'YpallMOHHbIE  DJIEMEHTBl M  B3JEMEHThl  oTBeTa. ATpuUOYyTHl U3
ayreHTuukaimonHoro RADIUS makera BKIIOYAKOTCS B CIHCOK 3JIEMECHTOB
3anpoca. Moy aBTOpU3aIluu U ayTeHTU(HUKAIUU MOTYT 100aBJIATh aTpUOYTHI B
CHHCOK JJIEMEHTOB OTBETa, JAHHBIX aTpuOyThl OyayT A00aBIEHBI B OTBETHBIN
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nakeT RADIUS cepepa NAS. Cnucok KOHQUIYpallMOHHBIX 3JIEMEHTOB
UCIIONb3yeTcs AJsl BHYTpeHHUX omnepanuid cepBepa FreeRADIUS, nanpumep aiis
nepeaayr HEeKOTOPBIX JIAHHBIX OT MOAYJISI aBTOPU3AIMKI M OIYJII0 ayTeHTU(UKAIIUN
(maposb moIb30BaTENs).

Kak Obuto ckazano Beime, cepBep FreeRADIUS wumeer MoaynbHYHO
apXUTEKTypy, UTO TPEJOCTABISIET YIOOHBIA MEXaHW3M I J10OABJICHHUS
HeoOXoauMon (PyHKIMOHATBHOCTU. Tak Hampumep Ajisi pabOThl ¢ BHEUIHUM
WCTOYHUKOM JaHHBIX B BHUJE cepBepamu bJ[ HCIONB3yeTcs COOTBETCTBYIOIIMU
Moayib (rlm_sql), KOTOpBIM TO3BOJIIET B3aUMOJCHCTBOBATh C pasiuvHbIMU B/,
TakuMu Hampumep kak db2, oracle, sybase, mysql, postgresql u ap. B cBoro
ouepenp B3aumogeiictBue RADIUS cepsepa ¢ cepBepom B/l mo3possieT ymoOHO
YIpPaBIsATh JAHHBIMUA aBTOPHU3ALNH, AyTeHTU(UKALUU U YUETA.

B kauectBe cepBepa b/l 6ynem ucnonb3zoBath cepBep PostgreSQL, koTopsrit
SBJISIETCS. Pa3BUTOM OOBEKTHO PEJSIMOHHON CHUCTEMOW ympaBlieHus Oa3amu
JAQHHBIX TOJJICPKUBAIOIIEH paclIMpeHHOE TMOJMHOXecTBa craHgaprta SQL,
BKJIIOUasi  TpaH3aKIUH, BHEIIHME  KJIOYH,  [OJA3AIpPOCHl,  TPUITEPHI,
MOJIb30BATEJIbCKUE TUTIBI U (DYHKITUU.

2.3 Xoja padoThl

2.3.1 YcmaHoeka HeobxoO0umMbix Nakemoe

B cocTaB He0OXOAMMBIX MAKETOB BXOJIST:

— postgresql (http://www.postgresql.org/download/);

- freeradius (http://freeradius.org/download.html);

— BCE IMIaKEThl YCTAHOBJECHHbIE U HACTPOCHHBIE B XOJI€ IEPBOM

1abopaToOpHOM PadOTHI.

JlaHHBIEC TIAKETHI Y’K€ MOTYT OBITh YCTAHOBIIEHBI B CUCTEME, B TAKOM CIydae
JaHHBIN dTanm paboThl SABJSIETCS HE 00s3aTeIbHBIM. B MpOTHBHOM ciiydyae U B
cillydyae HEOOXOJAMMOCTH OOHOBUT YK€ YCTAaHOBJEHHBIE BEPCHUU IAKETOB UX
HEOOXOJIMMO 3arpy3UTh U3 CETH U yCTaHOBHUTH. CyIIECTBYET HECKOJIBKO CIIOCOOOB
YCTAHOBKH TMAKETOB B CUCTEMY: MPH TOMOIIH MEHEKepa MaKeTOB UCIOIb3yeMOTr0
muctpubytuBa Linux (apt-get, yum u T.1.) (3arpy3ka M yCTaHOBKa OyayT
MPOUCXOIUTh ABTOMATHUYECKH); 3arpy3ka M YCTAHOBKA YK€ COOpaHHOTO IaKeTa
Ut ucnosb3dyeMoro nuctpudyrtuBa Linux (deb, rpm u T.1.); 3arpy3ka UCXOZHOTO
KOJla TIaKeTa C MOCJIEeAYIONIEeH ero COOPKO 1 yCTaHOBKOM.

PaccmotpuM Hanbosee yHUBEpPCAJIbHBIM BapUaHT — YCTaHOBKA MAaKETOB M3
UCXOJIHBIX KOJOB. JlJ1s1 3TOro HEOOXOAUMO 3arpy3uTh HCXOJHBIE KOJAbI MMaKETOB,
OOBIYHO TMOMHMO O(HUIIUAILHOTO pecypca pa3paboTyMKa B CETU CYHIECTBYIOT
MHOKECTBO 3€pKaJjl XpaHAIINX Pa3Hble BEPCUU MaKETOB.

2.3.2 3azpy3ka nakemoe

[lakeTbl HEOOXOaUMBIE M Ja0OpaTOPHOM PabOThHl MOKHO 3arpy3uTh C UX
ouIaNbHBIX CATOB:

— postgresql (http://www.postgresql.org/ftp/source/);

— freeradius (http://freeradius.org/download.html).
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2.3.3 Pacnakoeka nakemos

PaSapXI/IBI/IpOBaHI/Ie MOXXHO CICJIaTb KOMaHAaMMU:

$ tar xvf postgresgl-<version>.tar.gz
$ tar xvf freeradius-server-<version>.tar.gz

B pe3ynbTare pazapXuBUpOBaHUS JOHKHBI OBITH CO3/IaHBI OJHOMMEHHBIE C
MMEHaMU MMaKeTOB Manku 0e3 npedukca tar.gz.

2.3.4 YcmaHoeka nakema postgresql

Boiinure B KOpHEBYHO Tamnky makera postgresql-<version>. Heobxoodumo
Hanuuue bison, flex — 6OoabwUHCMBO OUCMPUOYMUBOE UMEOM OOHOUMEHHbIE
naxkemsl, a maxdxce development sepcuti budruomex libz, libreadline (zIlib-devel,
readline-devel ons Fedora, RHEL, libz-dev, libreadline-dev ons Debian, Ubuntu).
JUis KOH(PUTYPUPOBAHMS, KOMIWJISAIMA W YCTAHOBKH BBIMOJHUTE CJICAYIOIINE
KOMAaH/IbI:

$ cd postgresgl-<version>
$ ./configure --prefix=/ --exec-prefix=/usr --datarootdir=/usr/share
$ make
$ sudo -s
# make install
# useradd -d /dev/null -s /bin/false -M postgres
# mkdir -p /var/lib/pgsgl/data
# chown -R postgres /var/lib/pgsql
# sudo -u postgres initdb -D /var/lib/pgsqgl/data/
# sudo -u postgres pg ctl -D /var/lib/pgsqgl/data -1
/var/lib/pgsqgl/data/postgres.log start

[TpoBepbTe paboOTOCIIOCOOHOCTH CEpBEpA:

# ps ax | grep postgres

14041 pts/0 S 0:00 /usr/bin/postgres -D /var/lib/pgsqgl/data
14043 2 Ss 0:00 postgres: writer process

14044 2 Ss 0:00 postgres: wal writer process

14045 2 Ss 0:00 postgres: autovacuum launcher process

14046 2 Ss 0:00 postgres: stats collector process

# netstat -nl | grep 5432

tcp 0 0 127.0.0.1:5432 0.0.0.0:* LISTEN

# sudo -u postgres createdb test

root@serpentarium: /home/student/postgresgl-9.1.1# sudo -u postgres psql
test

psgl (9.1.1)

Type "help" for help.

test=# \g

Bonee neranbHyl0 HMHCTPYKIMIO MO YCTaHOBKE postgresql M3 MCXOAHBIX
KOJIOB MOYKHO ITOJTY4HTh B paiinie postgresql-<version>/INSTALL.

2.3.5 YcmaHoeka nakema freeradius

BoiinuTe B KOpHeByr manky mnakera freeradius-<version>. Heob6xooumo
nanuyue development sepcuii 6ubiuomex libdb, libpg (libdb-devel, libpgxx-devel
ons Fedora, RHEL, libdb-dev, libpgxx-dev ons Debian, Ubuntu). Codbepure maker

freeradius, 3TO MOXHO clieNIaTh CIACAYIOIUMHU KOMaHIaMHU:
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make install
mkdir -p /var/run/radiusd

$ cd freeradius-server-<version>

$ $ ./configure --prefix=/ --exec-prefix=/usr --datarootdir=/usr/share
$ make

$ sudo -s

#

#

Bonee nertanpbHyr0 MHCTPYKIIMIO 1O ycTaHOBKe freeradius M3 HCXOMHBIX
KOJIOB MOYKHO MOJIy4uTh B aiine freeradius-<version>/INSTALL.

2.3.6 Co30aHue B[] dnsi modyns rim_sql/rim_sql_postresql cepeepa
FreeRADIUS

Co3znanue mnomab3oBatess bJl PostgreSQL moxHO caenaTte KoMaHaamu
createuser u createdb. KomaHabr MOTYT OBITH BBIMIOJIHEHBI TOJIBKO MOJIb30BaTEIIEM
b/l numeroneM npasa Ha co3aaHue noJsb3osarenen u coznanue b/l. Ilo ymonuanuto
TaKUM I10JIb30BaTEJIEM SIBIIICTCSA postgres:

$ sudo -u postgres createuser -E -P freeradius

Enter password for new role: freeradius

Enter it again: freeradius

Shall the new role be a superuser? (y/n) n

Shall the new role be allowed to create databases? (y/n) n

Shall the new role be allowed to create more new roles? (y/n) n
$ sudo -u postgres createdb -0 freeradius freeradius

Tak xak B cxeme BbJ| mcmompizyemoit moaynem rlm sql/rlm sql postgresql
MPUMEHSIOTCA XpaHUMBbIE TPOLEAYpPHI TO B co3aanHol bl Heo6xoaumMo oObSIBUTH
s3bIK plpgsql, 2ToO MOXXHO caenaTh cienyrole kKoMaHAou (OOBIYHO CO3/IaH II0
YMOJTYaHUIO):

$ sudo -u postgres createlang plpgsgl freeradius

[To yMOon4aHHIO MPOMHHUIMAIM3UPOBAHHBIN peno3uTopuil bl HacTpoeH Tak
yTo ayTeHTU(]uKanus Bcex moib3oBarened U b/ mpousBoauthes merogom ident
sameuser (cooTBeTcTBHE TMoJib3oBareneii PostgreSQL, Bumamensna b/ wu
nonb3oBarens OC cuctemsbl). [loaTomy B KOHPUIypalnMOHHBIA (aili METOHOB
ayTeHTU(uKanum KJINEHTOB PosgtreSQL (o YMOJTYaHU IO
/var/lib/pgsql/data/pg hba.conf), HeoOxogumMo Tmepen BCeMH  OCTAILHBIMH
HACTpOMKaMH, 100aBUTH CJIEAYIONIYIO CTPOUKY:

# TYPE DATABASE USER ADDRESS METHOD
host freeradius freeradius 127.0.0.1/32 password

U nepeszanycruts cepBep b/l PostgreSQL:

# sudo -u postgres pg ctl -D /var/lib/pgsqgl/data -1
/var/lib/pgsgl/data/postgres.log restart

3aBepmatromuM stanoM co3ganue bJ[ B cepBepe BJ[ PostgreSQL nmis
monynst rlm_sql/rlm sql postresql cepepa FreeRADIUS, sBnsercs co3panue
Ta0JIUI, XPaHUMBIX MPOLEAYp, TpUrrepoB U T.A. Moaynb rlm sql mo3Bosser
CaMOCTOATENLHO MPUAYMaTh U co3aaTh cxeMy b/, 3amoiqHUTh COOTBETCTBYIOLIME
M0JIsL 3alPOCOB B KOH(PUTI'YpaMOHHOM (paiijie MOAYJsl, U MCIOIb30BATH MOIYJIb.
OpHako JaHHBIM MOJYJb TaKXe MPEJOCTABISIET CTaHgapTHble cxeMbl bJl u
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KOH(pUrypanuoHHbie (aitnbl ajig Hanbolsiee 00IIepacnpoCTpaHEHHBIX CEPBEPOB
b/, Takux kak oraclesql, posgtresql, mysql. Cxembr BJI (daiiner db oracle.sql,
db postgresql.sql, db mysql.sql), mpociie ycTaHOBKH, pacmoOOKEHBI B KaTajore
/etc/raddb/sql. Kondurypanronnsie Gaiinbr (daiinbr oraclesql.conf,
postgresql.conf) B nupexTopun /etc/raddby/.

Nuanumnanmszanuio coszmanHo b/l crampaptHou cxemou bJl mns mMomyns
rlm_sql/rlm_sql postgresql MmoxkHO cenath cieayromed KoMaH0M:

$ sudo cp /etc/raddb/sgl/postgresgl/schema.sgl /tmp

$ sudo chmod 777 /tmp/schema.sqgl

$ sudo -u postgres psgl -h 127.0.0.1 -d freeradius -U freeradius -f
/tmp/schema.sql

2.3.7 [obaeneHue nonb3oeamesel 8 co30aHHyo B/]

CranpaptHas cxema bJl gns  monyns rlm_sql/rlm_sql postgresql
OoTOOpaxaeT CTPYKTypy KoHpurypaumonHoro aiina cepBepa FreeRADIUS
"users". TakuM 00pa3oM I TOrO YTO OBl MOHATH KAaKWE JAaHHBIE HEOOXOIUMO
no6asuth B BJI, MO)XKHO M3yunuTh man 5 users, U MpUMepbl TPUBOAUMBIE B (aitiie
users.

Jnst noGaBiieHHs] TPOCTEHIero TUIa MoJIb30BaTeNsl, Te UM M10JIb30BaTENs
COIIOCTaBJISIETCS C ero mapojem, 0e3 mpoBepku tuna RADIUS makera u 6e3
00aBJICHUS JTIOMOJTHUTEIBHBIX aTpUOYTOB OTBETHOTO MAKETa, MOXKHO BBITIOJHUTH
cnenyromuii SQL oneparop:

$ sudo -u postgres psgl -h 127.0.0.1 freeradius freeradius
freeradius=> insert into radcheck (UserName, Attribute, op, Value)

values ('linux', 'User-Password', '==', 'testl23');

INSERT 0 1

freeradius=> insert into radcheck (UserName, Attribute, op, Value)
values ('windows', 'User-Password', '==', 'qwertyl');

INSERT 0 1

freeradius=> \qg

2.3.8 KoHopueypupoeaHue cepeepa FreeRADIUS

[Ipu ycranoBku mnakera FreeRADIUS Takxke ycTraHaBiaMBaroTCs €ro
KOHQUTypanMoHHble Galabl MO0 yMOM4aHUIO (OOBIYHO 3TO  JUPEKTOPHUS
/etc/raddb/), ecnu B ycTaHaBIMBaeMON TUPEKTOPUU KOH(MUTYpalMOHHBIE (Hailiibl
y’Ke TPUCYTCTBYIOT (IIpU OOHOBJICHUU TAaKETa) OHU HE MEepPEeTUPAIOTCA, MPU ITOM
BBIBOJIUTHCSI IPEYIPEKIECHUE O Paililax KOTOpPbIE HE ObIJIM YCTaHOBJIEHHBI.

OcHoBHBIM KOH(UTyparmoHHbIM (aitiom cepepa FreeRADIUS sBasiercs
/etc/raddb/radiusd.conf, ykazaTe Apyroil myTb K JaHHOMY KOH(UIypalOHHOMY
daiimy MoXHO dYepe3 mapamerpbl 3amycka radiusd. Omnmcanue CTPYKTYphl H
napameTpoB JaHHOTO KOH(UrypanuoHHoro u moxayinei ceprepa FreeRADIUS
MOXXHO MPOYUTATh B COOTBETCTBYIOIIMX man crpaHuniax (man 5 radiusd.conf u
T.J.).

Tak kak OCHOBHOUW KOH(UI'YpallMOHHBIA (paill UMEeT AOBOJBHO OOJbLINE
pa3Mepbl B CHJIy XOpPOLIEr0 ONUCAHUS BCEX €ro 3JIEMEHTOB, TO MPUBEIEM €ro,
0003Ha4YMB TOJILKO T€ MECTA I'/I€ B HETO BHOCHJIUCh U3MEHEHUS.
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[Ipumep koudurypaunonnoro ¢aina /etc/raddb/radiusd.conf:

# -*- text -*-

#4#

## radiusd.conf -- FreeRADIUS server configuration file.
##

## http://www.freeradius.org/

#4# $Ids

##

FHEEAFAFHE A A AR AR AR AR AR R AR R R R R R A R R

Read "man radiusd" before editing this file. See the section
titled DEBUGGING. It outlines a method where you can quickly
obtain the configuration you want, without running into
trouble.

Run the server in debugging mode, and READ the output.
$ radiusd -X

We cannot emphasize this point strongly enough. The vast
majority of problems can be solved by carefully reading the
debugging output, which includes warnings about common issues,
and suggestions for how they may be fixed.

There may be a lot of output, but look carefully for words like:
"warning", "error", "reject", or "failure". The messages there
will usually be enough to guide you to a solution.

If you are going to ask a question on the mailing list, then
explain what you are trying to do, and include the output from
debugging mode (radiusd -X). Failure to do so means that all
of the responses to your question will be people telling you
to "post the output of radiusd -X".

H o o 3 S S S S 3 S S 3E S Sk 3 S S S S S B S 3 S
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#

# The location of other config files and logfiles are declared

# in this file.

#

# Also general configuration for modules can be done in this

# file, it is exported through the API to modules that ask for

# it.

#

# See "man radiusd.conf" for documentation on the format of this
# file. Note that the individual configuration items are NOT

# documented in that "man" page. They are only documented here,
# in the comments.

#

# As of 2.0.0, FreeRADIUS supports a simple processing language
# in the "authorize"™, "authenticate", "accounting", etc. sections.
# See "man unlang" for details.

#

prefix = /

exec prefix = /usr

sysconfdir = ${prefix}/etc
localstatedir = ${prefix}/var
sbindir = ${exec prefix}/sbin

logdir = ${localstatedir}/log/radius
raddbdir = ${sysconfdir}/raddb
radacctdir = ${logdir}/radacct

#
# name of the running server. See also the "-n" command-line option.
name = radiusd

# Location of config and logfiles.
confdir = ${raddbdir}
run dir = ${localstatedir}/run/${name}

# Should likely be ${localstatedir}/lib/radiusd
db dir = ${raddbdir}

#
# libdir: Where to find the rlm * modules.
#
#

This should be automatically set at configuration time.
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If the server builds and installs, but fails at execution time
with an 'undefined symbol' error, then you can use the libdir
directive to work around the problem.

The cause is usually that a library has been installed on your
system in a place where the dynamic linker CANNOT find it. When
executing as root (or another user), your personal environment MAY
be set up to allow the dynamic linker to find the library. When
executing as a daemon, FreeRADIUS MAY NOT have the same
personalized configuration.

To work around the problem, find out which library contains that symbol,
and add the directory containing that library to the end of 'libdir',
with a colon separating the directory names. NO spaces are allowed.

e.g. libdir = /usr/local/lib:/opt/package/lib

You can also try setting the LD LIBRARY PATH environment variable
in a script which starts the server.

If that does not work, then you can re-configure and re-build the
server to NOT use shared libraries, via:

./configure --disable-shared
make
make install

o S S s S S S S S S 3R 3R S Sk S 3k 3E S S S S 3k 3 S S S S SE

ibdir = ${exec prefix}/lib
pidfile: Where to place the PID of the RADIUS server.

The server may be signalled while it's running by using this
file.

This file is written when ONLY running in daemon mode.

e.g.: kill -HUP ‘cat /var/run/radiusd/radiusd.pid’

= o3 3 S S S S

pidfile = ${run dir}/S${name}.pid
chroot: directory where the server does "chroot".

The chroot is done very early in the process of starting the server.

After the chroot has been performed it switches to the "user" listed
below (which MUST be specified). If "group" is specified, it switchs
to that group, too. Any other groups listed for the specified "user"
in "/etc/group" are also added as part of this process.

#
#
#
#
#
#
#
#
# The current working directory (chdir / cd) is left *outside* of the

# chroot until all of the modules have been initialized. This allows

# the "raddb" directory to be left outside of the chroot. Once the

# modules have been initialized, it does a "chdir" to ${logdir}. This
# means that it should be impossible to break out of the chroot.

#

#

#

#

#

#

#

#

#

#

#

If you are worried about security issues related to this use of chdir,
then simply ensure that the "raddb" directory is inside of the chroot,
end be sure to do "cd raddb" BEFORE starting the server.

If the server is statically linked, then the only files that have
to exist in the chroot are ${run dir} and ${logdir}. If you do the
"cd raddb" as discussed above, then the "raddb" directory has to be
inside of the chroot directory, too.

chroot = /path/to/chroot/directory

# user/group: The name (or #number) of the user/group to run radiusd as.
#

# If these are commented out, the server will run as the user/group

# that started it. In order to change to a different user/group, you

# MUST be root ( or have root privleges ) to start the server.

#

# We STRONGLY recommend that you run the server with as few permissions
# as possible. That is, if you're not using shadow passwords, the
#
#
#
#
#
#

user and group items below should be set to radius'.

NOTE that some kernels refuse to setgid(group) when the value of
(unsigned) group is above 60000; don't use group nobody on these systems!

On systems with shadow passwords, you might have to set 'group = shadow'
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# for the server to be able to read the shadow password file. If you can

# authenticate users while in debug mode, but not in daemon mode, it may be
# that the debugging mode server is running as a user that can read the

# shadow info, and the user listed below can not.

#

# The server will also try to use "initgroups" to read /etc/groups.

# It will join all groups where "user" is a member. This can allow

# for some finer-grained access controls.

#

#user = radius

#group = radius

H o o S S S S S S S 3 S S 3 S 3E

max request time: The maximum time (in seconds) to handle a request.

Requests which take more time than this to process may be killed, and
a REJECT message is returned.

WARNING: If you notice that requests take a long time to be handled,
then this MAY INDICATE a bug in the server, in one of the modules
used to handle a request, OR in your local configuration.

This problem is most often seen when using an SQL database. If it takes
more than a second or two to receive an answer from the SQL database,
then it probably means that you haven't indexed the database. See your
SQL server documentation for more information.

Useful range of values: 5 to 120

max request time = 30

= o o 3 S S S S 3 S S S S 3k 3 S 3F

cleanup delay: The time to wait (in seconds) before cleaning up
a reply which was sent to the NAS.

The RADIUS request is normally cached internally for a short period
of time, after the reply is sent to the NAS. The reply packet may be
lost in the network, and the NAS will not see it. The NAS will then
re-send the request, and the server will respond quickly with the
cached reply.

If this value is set too low, then duplicate requests from the NAS
MAY NOT be detected, and will instead be handled as seperate requests.

If this value is set too high, then the server will cache too many
requests, and some new requests may get blocked. (See 'max requests'.)

Useful range of values: 2 to 10

cleanup delay = 5
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max requests: The maximum number of requests which the server keeps
track of. This should be 256 multiplied by the number of clients.
e.g. With 4 clients, this number should be 1024.

If this number is too low, then when the server becomes busy,
it will not respond to any new requests, until the 'cleanup delay'
time has passed, and it has removed the old requests.

If this number is set too high, then the server will use a bit more
memory for no real benefit.

If you aren't sure what it should be set to, it's better to set it
too high than too low. Setting it to 1000 per client is probably
the highest it should be.

Useful range of values: 256 to infinity

max_requests = 1024
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listen: Make the server listen on a particular IP address, and send
replies out from that address. This directive is most useful for
hosts with multiple IP addresses on one interface.

If you want the server to listen on additional addresses, or on
additionnal ports, you can use multiple "listen" sections.

Each section make the server listen for only one type of packet,
therefore authentication and accounting have to be configured in

different sections.

The server ignore all "listen" section if you are using '-i' and '-p'



#
#

listen {
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on the command line.

#
#
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Type of packets to listen for.
Allowed values are:
auth listen for authentication packets
acct listen for accounting packets
proxy IP to use for sending proxied packets
detail Read from the detail file. For examples, see
raddb/sites-available/copy-acct-to-home-server
status listen for Status-Server packets. For examples,
see raddb/sites-available/status
coa listen for CoA-Request and Disconnect-Request
packets. For examples, see the file
raddb/sites-available/coa-server
ype = auth
Note: "type = proxy" lets you control the source IP used for
proxying packets, with some limitations:
* A proxy listener CANNOT be used in a virtual server section.
* You should probably set "port = 0".
* Any "clients" configuration will be ignored.
See also proxy.conf, and the "src ipaddr" configuration entry
in the sample "home server" section. When you specify the
source IP address for packets sent to a home server, the
proxy listeners are automatically created.
IP address on which to listen.
Allowed values are:
dotted quad (1.2.3.4)
hostname (radius.example.com)
wildcard (*)
paddr = *
OR, you can use an IPv6 address, but not both
at the same time.
pvéaddr = :: # any. ::1 == localhost
Port on which to listen.
Allowed values are:
integer port number (1812)
0 means "use /etc/services for the proper port"
ort = 0
Some systems support binding to an interface, in addition
to the IP address. This feature isn't strictly necessary,
but for sites with many IP addresses on one interface,
it's useful to say "listen on all addresses for ethO".
If your system does not support this feature, you will
get an error if you try to use it.
nterface = eth0

Per-socket lists of clients. This is a very useful feature.

The name here is a reference to a section elsewhere in
radiusd.conf, or clients.conf. Having the name as

a reference allows multiple sockets to use the same
set of clients.

If this configuration is used, then the global list of clients
is IGNORED for this "listen" section. Take care configuring
this feature, to ensure you don't accidentally disable a
client you need.

See clients.conf for the configuration of "per socket clients".

lients = per socket clients

This second "listen" section is for listening on the accounting

port,

isten {

i
i

too.

paddr = *
pvéaddr =
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port = 0
type = acct

interface = eth0

clients = per socket clients
hostname lookups: Log the names of clients or just their IP addresses
e.g., www.freeradius.org (on) or 206.47.27.232 (off).
The default is 'off' because it would be overall better for the net
if people had to knowingly turn this feature on, since enabling it
means that each client request will result in AT LEAST one lookup
request to the nameserver. Enabling hostname lookups will also
mean that your server may stop randomly for 30 seconds from time
to time, if the DNS requests take too long.
Turning hostname lookups off also means that the server won't block
for 30 seconds, if it sees an IP address which has no name associated
with it.
allowed values: {no, yes}

ostname lookups = no

Core dumps are a bad thing. This should only be set to 'yes'
if you're debugging a problem with the server.
allowed values: {no, yes}

allow core dumps = no

# Regular expressions
#
# These items are set at configure time. If they're set to "yes",
# then setting them to "no" turns off regular expression support.
#
# If they're set to "no" at configure time, then setting them to "yes"
# WILL NOT WORK. It will give you an error.
#
regular expressions = yes
extended expressions = yes
#
# Logging section. The various "log *" configuration items
# will eventually be moved here.
#
log {
#
# Destination for log messages. This can be one of:
#
# files - log to "file", as defined below.
# syslog - to syslog (see also the "syslog facility", below.
# stdout - standard output
# stderr - standard error.
#
# The command-line option "-X" over-rides this option, and forces
# logging to go to stdout.
#
destination = files
#
# The logging messages for the server are appended to the
# tail of this file if destination == "files"
#
# If the server is running in debugging mode, this file is
# NOT used.
#
file = ${logdir}/radius.log

If this configuration parameter is set, then log messages for
a *request* go to this file, rather than to radius.log.

i.e. This is a log file per request, once the server has accepted
the request as being from a valid client. Messages that are
not associated with a request still go to radius.log.

Not all log messages in the server core have been updated to use
this new internal API. As a result, some messages will still
go to radius.log. Please submit patches to fix this behavior.

o S S S o S
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The file name is expanded dynamically. You should ONLY user
server-side attributes for the filename (e.g. things you control).
Using this feature MAY also slow down the server substantially,
especially if you do thinks like SQL calls as part of the
expansion of the filename.

The name of the log file should use attributes that don't change
over the lifetime of a request, such as User-Name,
Virtual-Server or Packet-Src-IP-Address. Otherwise, the log
messages will be distributed over multiple files.

dynamic expansion macro: %{debug: 1}, where the debug level
for this request is set to 'l' (or 2, 3, etc.). e.g.

update control ({
Tmp-String-0 = "%${debug:1}"
}

The attribute that the value is assigned to is unimportant,

#

#

#

#

#

#

#

#

#

#

#

#

# Logging can be enabled for an individual request by a special
#

#

#

#

#

#

#

#

#

#

# and should be a "throw-away" attribute with no side effects.
#
#

requests = ${logdir}/radiusd-%{%{Virtual-Server}:-DEFAULT}-%Y%m%d.log

Which syslog facility to use, if ${destination} == "syslog"

The exact values permitted here are OS-dependent. You probably
don't want to change this.
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syslog facility = daemon

# Log the full User-Name attribute, as it was found in the request.
#

# allowed values: {no, vyes}

#

stripped names = no

# Log authentication requests to the log file.
#

# allowed values: {no, yes}

#

auth = no

# Log passwords with the authentication requests.
# auth badpass - logs password if it's rejected
# auth goodpass - logs password if it's correct
#

# allowed values: {no, yes}

#

auth_badpass = no

auth goodpass = no

# Log additional text at the end of the "Login OK" messages.
# for these to work, the "auth" and "auth goopass" or "auth badpass"
# configurations above have to be set to "yes".
#
# The strings below are dynamically expanded, which means that
# you can put anything you want in them. However, note that
# this expansion can be slow, and can negatively impact server
# performance.
#

# msg goodpass = ""

# msg badpass = ""

# The program to execute to do concurrency checks.
checkrad = ${sbindir}/checkrad

# SECURITY CONFIGURATION

#

# There may be multiple methods of attacking on the server. This
# section holds the configuration items which minimize the impact
#
#

of those attacks

security {
#
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max attributes: The maximum number of attributes
permitted in a RADIUS packet. Packets which have MORE
than this number of attributes in them will be dropped.

If this number is set too low, then no RADIUS packets
will be accepted.

If this number is set too high, then an attacker may be
able to send a small number of packets which will cause
the server to use all available memory on the machine.
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Setting this number to 0 means "allow any number of attributes"
max_attributes = 200

reject delay: When sending an Access-Reject, it can be

delayed for a few seconds. This may help slow down a DoS
attack. It also helps to slow down people trying to brute-force
crack a users password.

Setting this number to 0 means "send rejects immediately"
If this number is set higher than 'cleanup delay', then the

rejects will be sent at 'cleanup delay' time, when the request
is deleted from the internal cache of requests.
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Useful ranges: 1 to 5
reject delay = 1

status_server: Whether or not the server will respond
to Status-Server requests.

When sent a Status-Server message, the server responds with
an Access-Accept or Accounting-Response packet.

This is mainly useful for administrators who want to "ping"
the server, without adding test users, or creating fake
accounting packets.

It's also useful when a NAS marks a RADIUS server "dead".

The NAS can periodically "ping" the server with a Status-Server
packet. If the server responds, it must be alive, and the

NAS can start using it for real requests.

See also raddb/sites-available/status
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status_server = yes

}

# PROXY CONFIGURATION

#

# proxy requests: Turns proxying of RADIUS requests on or off.

#

# The server has proxying turned on by default. If your system is NOT
# set up to proxy requests to another server, then you can turn proxying
# off here. This will save a small amount of resources on the server.
#

# If you have proxying turned off, and your configuration files say

# to proxy a request, then an error message will be logged.

#

# To disable proxying, change the "yes" to "no", and comment the

# SINCLUDE line.

#

# allowed values: {no, yes}

#

proxy requests = yes

SINCLUDE proxy.conf

CLIENTS CONFIGURATION

Client configuration is defined in "clients.conf".

H= o o

The 'clients.conf' file contains all of the information from the old
'clients' and 'naslist' configuration files. We recommend that you
do NOT use 'client's or 'naslist', although they are still
supported.
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Anything listed in 'clients.conf' will take precedence over the
information from the old-style configuration files.

SINCLUDE clients.conf

THREAD POOL CONFIGURATION

The thread pool is a long-lived group of threads which
take turns (round-robin) handling any incoming requests.

You probably want to have a few spare threads around,

so that high-load situations can be handled immediately. TIf you
don't have any spare threads, then the request handling will

be delayed while a new thread is created, and added to the pool.

You probably don't want too many spare threads around,
otherwise they'll be sitting there taking up resources, and

not doing anything productive.

The numbers given below should be adequate for most situations.

hread pool {

# Number of servers to start initially --- should be a reasonable
# ballpark figure.
start _servers = 5

Limit on the total number of servers running.

If this limit is ever reached, clients will be LOCKED OUT, so it
should NOT BE SET TOO LOW. It is intended mainly as a brake to
keep a runaway server from taking the system with it as it spirals
down. ..

You may find that the server is regularly reaching the
'max_servers' number of threads, and that increasing
'max servers' doesn't seem to make much difference.

If this is the case, then the problem is MOST LIKELY that
your back-end databases are taking too long to respond, and
are preventing the server from responding in a timely manner.

The solution is NOT do keep increasing the 'max servers'
value, but instead to fix the underlying cause of the

problem: slow database, or 'hostname lookups=yes'.

For more information, see 'max request time', above.
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max servers = 32

Server-pool size regulation. Rather than making you guess
how many servers you need, FreeRADIUS dynamically adapts to
the load it sees, that is, it tries to maintain enough
servers to handle the current load, plus a few spare
servers to handle transient load spikes.

It does this by periodically checking how many servers are
waiting for a request. If there are fewer than

min spare servers, it creates a new spare. If there are
more than max spare servers, some of the spares die off.
The default values are probably OK for most sites.
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min spare_ servers = 3
max spare_servers = 10

When the server receives a packet, it places it onto an
internal queue, where the worker threads (configured above)
pick it up for processing. The maximum size of that queue
is given here.

When the queue is full, any new packets will be silently
discarded.

The most common cause of the queue being full is that the
server is dependent on a slow database, and it has received
a large "spike" of traffic. When that happens, there is
very little you can do other than make sure the server
receives less traffic, or make sure that the database can
handle the load.
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max queue size = 65536
There may be memory leaks or resource allocation problems with

the server. 1If so, set this value to 300 or so, so that the
resources will be cleaned up periodically.

server which have not yet been fixed.

'0' is a special value meaning 'infinity', or 'the servers never

#
#
#
#
# This should only be necessary if there are serious bugs in the
#
#
#
#

exit'
max requests per server = 0

# MODULE CONFIGURATION

#

# The names and configuration of each module is located in this section.

#

# After the modules are defined here, they may be referred to by name,
# 1in other sections of this configuration file.

#
modules

Each module has a configuration as follows:

name [ instance ] {
config item = value

}

{

#

#

#

#

#

#

#

#

# The 'name' is used to load the 'rlm name' library
# which implements the functionality of the module.
#
#
#
#
#
#
#
#
#
#

The 'instance' is optional. To have two different instances
of a module, it first must be referred to by 'name'.
The different copies of the module are then created by

inventing two 'instance' names, e.g. 'instancel' and 'instance?2'

The instance names can then be used in later configuration

INSTEAD of the original 'name'. See the 'radutmp' configuration

for an example.

#
# As of 2.0.5, most of the module configurations are in a

# sub-directory. Files matching the regex /[a-zA-Z0-9 .]+/
# are loaded. The modules are initialized ONLY if they are
# referenced in a processing section, such as authorize,

# authenticate, accounting, pre/post-proxy, etc.

#

$

INCLUDE ${confdir}/modules/

Extensible Authentication Protocol

#

#

# For all EAP related authentications.

# Now in another file, because it is very large.
#
$

INCLUDE eap.conf

# Include another file that has the SQL-related configuration.
# This is another file only because it tends to be big.

#

SINCLUDE sql.conf

This module is an SQL enabled version of the counter module.

#

#

#

# Rather than maintaining seperate (GDBM) databases of

# accounting info for each counter, this module uses the data
# stored in the raddacct table by the sgl modules. This

# module NEVER does any database INSERTs or UPDATEs. It is
# totally dependent on the SQL module to process Accounting
# packets.

#
$

INCLUDE sqgl/mysqgl/counter.conf

#

# IP addresses managed in an SQL table.
#

SINCLUDE sqglippool.conf
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}
Instantiation

This section orders the loading of the modules. Modules
listed here will get loaded BEFORE the later sections like
authorize, authenticate, etc. get examined.

#

#

#

#

#

#

# This section is not strictly needed. When a section like

# authorize refers to a module, it's automatically loaded and
# initialized. However, some modules may not be listed in any
# of the following sections, so they can be listed here.

#
#
#
#
#
#

Also, listing modules here ensures that you have control over
the order in which they are initalized. TIf one module needs
something defined by another module, you can list them in order
here, and ensure that the configuration will be OK.

instantiate {
#
# Allows the execution of external scripts.
# The entire command line (and output) must fit into 253 bytes.

#

# e.g. Framed-Pool = “%{exec:/bin/echo foo}"

exec

#

# The expression module doesn't do authorization,

# authentication, or accounting. It only does dynamic
# translation, of the form:

#

# Session-Timeout = “${expr:2 + 3}°

#

# So the module needs to be instantiated, but CANNOT be
# listed in any other section. See 'doc/rlm expr' for
# more information.

#

expr

#

# We add the counter module here so that it registers
# the check-name attribute before any module which sets
# it
# daily
expiration
logintime

subsections here can be thought of as "virtual" modules.

#
#
# e.g. If you have two redundant SQL servers, and you want to
# use them in the authorize and accounting sections, you could
# place a "redundant" block in each section, containing the

# exact same text. Or, you could uncomment the following

# lines, and list "redundant sql" in the authorize and

# accounting sections.

#

#

#

#

#

redundant redundant sql {
sqgll
sql?2

—

}
WA A A R R R A A

#
# Policies that can be applied in multiple places are listed

# globally. That way, they can be defined once, and referred

# to multiple times.

#

S R R
SINCLUDE policy.conf

B
Load virtual servers.

This next $INCLUDE line loads files in the directory that
match the regular expression: /[a-zA-Z0-9 .]1+/

It allows you to define new virtual servers simply by placing
a file into the raddb/sites-enabled/ directory.

= o S S 3 B
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#
SINCLUDE sites-enabled/

T A A R R R R R R

All of the other configuration sections like "authorize {}",
"authenticate {}", "accounting {}", have been moved to the
the file:

raddb/sites-available/default

#

#

#

#

#

#

#

# This is the "default" virtual server that has the same
# configuration as in version 1.0.x and 1.1.x. The default
# installation enables this virtual server. You should
# edit it to create policies for your local site.

#

#

#

#

#

#

For more documentation on virtual servers, see:
raddb/sites-available/README

FHEHFF A A AR AR A AR AR AR AR R A R R R R R

B xoudurypammonnom ¢aiine Hactpoexk bJl, He0OX0IUMO BBECTH JaHHBIC
OTHOCHUTENLHO co3naHHou bJl, mosb3oBartens cepsepa b/l, ero mapons u aapeca
cepsepa b/l.

[Mpumep koudurypanmonnoro ¢aira sql.conf:

# -*- text -*-

##

## sgl.conf -- SQL modules
##

## $SIds

A A
Configuration for the SQL module
The database schemas and queries are located in subdirectories:
sql/DB/schema.sqgl Schema
sql/DB/dialup.conf Basic dialup (including policy) queries
sql/DB/counter.conf counter
sql/DB/ippool.conf IP Pools in SQL
sql/DB/ippool.sqgl schema for IP pools.

Where "DB" is mysqgl, mssqgl, oracle, or postgresqgl.
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Set the database to one of:

mysqgl, mssqgl, oracle, postgresqgl
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database = "postgresqgl"

#
# Which FreeRADIUS driver to use.
#

driver = "rlm sql ${database}"

# Connection info:
server = "127.0.0.1"
port = 5432

login = "freeradius"
password = "freeradius"

# Database table configuration for everything except Oracle
radius db = "freeradius"

# If you are using Oracle then use this instead

# radius db =

" (DESCRIPTION= (ADDRESS= (PROTOCOL=TCP) (HOST=localhost) (PORT=1521)) (CONNECT DATA=(SID=your sid)))"

If you want both stop and start records logged to the
same SQL table, leave this as is. If you want them in
different tables, put the start table in acct tablel
and stop table in acct table2

H= H o
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acct tablel = "radacct"
acct table2 = "radacct"

# Allow for storing data after authentication

postauth table = "radpostauth"
authcheck table = "radcheck"
authreply table = "radreply"
groupcheck table = "radgroupcheck"
groupreply table = "radgroupreply"

# Table to keep group info
usergroup table = "radusergroup"

# If set to 'yes' (default) we read the group tables
# If set to 'no' the user MUST have Fall-Through = Yes in the radreply table
# read groups = yes

# Remove stale session if checkrad does not see a double login
deletestalesessions = yes

# Print all SQL statements when in debug mode (-x)
sgqltrace = no
sqltracefile = ${logdir}/sqgltrace.sql

# number of sqgl connections to make to server
num_sgl socks = 5

# number of seconds to dely retrying on a failed database
# connection (per socket)
connect failure retry delay = 60

# lifetime of an SQL socket. If you are having network issues
# such as TCP sessions expiring, you may need to set the socket
# lifetime. If set to non-zero, any open connections will be

# closed "lifetime" seconds after they were first opened.
lifetime = 0

Maximum number of queries used by an SQL socket. If you are
having issues with SQL sockets lasting "too long", you can
limit the number of queries performed over one socket. After
"max_geuries", the socket will be closed. Use 0 for "no limit".
max queries = 0

H= = S

# Set to 'yes' to read radius clients from the database ('nas' table)
# Clients will ONLY be read on server startup. For performance
# and security reasons, finding clients via SQL queries CANNOT
# be done "live" while the server is running.
#
#

readclients = yes

# Table to keep radius client info
nas_table = "nas"

# Read driver-specific configuration
$INCLUDE sqgl/${database}/dialup.conf

)

"Obmmue cekpetsl” (kmroun) cepBepa FreeRADIUS u NAS cepsepoB ¢
KOTOPHIMH OH B3aMMOJCHCTBYET HaxomaTcs B KOH(UTypalumoHHOM (aiine
clients.conf. Kak u Bce koHpurypanunonusie ¢aitnsl FreeRADIUS, nannsiii ¢aiin
XOpOIIO MPOKOMMEHTHpOBaH. Jlisi  BBIOJNHEHUS J1abopaTopHOi  paboThI
JAOCTaTOYHO €r0 HACTPOEK 10 YMOITYAHHIO.

[Tpumep koudurypamnuronnoro ¢aiina /etc/raddb/clients.conf:

# -*- text -*-

#4#

## clients.conf -- client configuration directives
##

## $Ids$

FHAF RS HA AR AR A R A R A R A R
#
# Define RADIUS clients (usually a NAS, Access Point, etc.).
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Defines a RADIUS client.

'127.0.0.1"' is another name for 'localhost'. It is enabled by default,
to allow testing of the server after an initial installation. If you
are not going to be permitting RADIUS queries from localhost, we suggest
that you delete, or comment out, this entry.

Each client has a "short name" that is used to distinguish it from
other clients.

In version 1.x, the string after the word "client" was the IP
address of the client. 1In 2.0, the IP address is configured via
the "ipaddr" or "ipvo6addr" fields. For compatibility, the 1.x
format is still accepted.

client localhost {

# Allowed values are:

# dotted quad (1.2.3.4)

# hostname (radius.example.com)
ipaddr = 127.0.0.1

# OR, you can use an IPv6 address, but not both
# at the same time.
ipvéaddr = :: # any. ::1 == localhost

A note on DNS: We STRONGLY recommend using IP addresses
rather than host names. Using host names means that the
server will do DNS lookups when it starts, making it
dependent on DNS. i.e. If anything goes wrong with DNS,
the server won't start!

The server also looks up the IP address from DNS once, and
only once, when it starts. If the DNS record is later
updated, the server WILL NOT see that update.
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One client definition can be applied to an entire network.
e.g. 127/8 should be defined with "ipaddr = 127.0.0.0" and
"netmask = 8"

If not specified, the default netmask is 32 (i.e. /32)

We do NOT recommend using anything other than 32. There
are usually other, better ways to achieve the same goal.
Using netmasks of other than 32 can cause security issues.

You can specify overlapping networks (127/8 and 127.0/16)
In that case, the smallest possible network will be used
as the "best match" for the client.

Clients can also be defined dynamically at run time, based

on any criteria. e.g. SQL lookups, keying off of NAS-Identifier,
etc.

See raddb/sites-available/dynamic-clients for details.

S oS T3 e S S S 3 S S S S 3k 3 S S S H 3k

netmask = 32

The shared secret use to "encrypt" and "sign" packets between
the NAS and FreeRADIUS. You MUST change this secret from the
default, otherwise it's not a secret any more!

The secret can be any string, up to 8k characters in length.

Control codes can be entered vi octal encoding,
e.g. "\101\102" == "AB"

Quotation marks can be entered by escaping them,
e.g. "foo\"bar"

A note on security: The security of the RADIUS protocol
depends COMPLETELY on this secret! We recommend using a
shared secret that is composed of:

S o S S S S S S S H S S S S S
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# upper case letters

# lower case letters

# numbers

#

# And is at LEAST 8 characters long, preferably 16 characters in
# length. The secret MUST be random, and should not be words,
# phrase, or anything else that is recognizable.

#

# The default secret below is only for testing, and should

# not be used in any real environment.

#

secret = testingl23

#

# Old-style clients do not send a Message-Authenticator

# 1in an Access-Request. RFC 5080 suggests that all clients
# SHOULD include it in an Access-Request. The configuration
# 1tem below allows the server to require it. If a client

# 1s required to include a Message-Authenticator and it does
# not, then the packet will be silently discarded.

#

# allowed values: yes, no

require message authenticator = no

#

# The short name is used as an alias for the fully qualified
# domain name, or the IP address.

#

# It is accepted for compatibility with 1.x, but it is no

# longer necessary in 2.0

#

shortname = localhost

#

# the following three fields are optional, but may be used by
# checkrad.pl for simultaneous use checks

#

#

# The nastype tells 'checkrad.pl' which NAS-specific method to
# wuse to query the NAS for simultaneous use.

#

# Permitted NAS types are:

#

# cisco

# computone

# livingston

# max40xx

# multitech

# netserver

# pathras

# patton

# portslave

# tc

# usrhiper

# other # for all other types

#

nastype = other # localhost isn't usually a NAS...

#

# The following two configurations are for future use.

# The 'naspasswd' file is currently used to store the NAS

# login name and password, which is used by checkrad.pl

# when querying the NAS for simultaneous use.

#

login = lroot

password = someadminpas

#

# As of 2.0, clients can also be tied to a virtual server.

# This is done by setting the "virtual server" configuration
# d1tem, as in the example below.

#

virtual server = homel

#
#
#
#

A pointer to the "home server pool"™ OR a "home server"

section
client.

that contains the CoA configuration for this
For an example of a coa home server or pool,
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# see raddb/sites-available/originate-coa
# coa_server = coa
}
# IPv6 Client
#client ::1 {

# secret = testingl23
# shortname = localhost
#}

#

# All IPv6 Site-local clients
#client fe80::/16 {

# secret = testingl23

# shortname = localhost

#}

#client some.host.org {

# secret = testingl23

# shortname = localhost

#}

#

# You can now specify one secret for a network of clients.
# When a client request comes in, the BEST match is chosen.
# 1i.e. The entry from the smallest possible network.
#

#client 192.168.0.0/24 {

# secret = testingl23-1

# shortname = private-network-1

#}

#

#client 192.168.0.0/16 {

# secret = testingl23-2

# shortname = private-network-2

#}

#client 10.10.10.10 {

# # secret and password are mapped through the "secrets" file.
# secret = testingl23

# shortname = livl

# # the following three fields are optional, but may be used by
# # checkrad.pl for simultaneous usage checks

# nastype = livingston

# login = lroot

# password = someadminpas

#

}
FHESEF A HE A A AR AR AR AR A R A A R R R R R R

Per-socket client lists. The configuration entries are exactly
the same as above, but they are nested inside of a section.

You can have as many per-socket client lists as you have "listen"
sections, or you can re-use a list among multiple "listen" sections.

Un-comment this section, and edit a "listen" section to add:
"clients = per socket clients". That IP address/port combination
will then accept ONLY the clients listed in this section.

clients per socket clients {
client 192.168.3.4 {
secret = testingl23
}

o S S S S S S 3 S S S S 3 S

}

Yrober FreeRADIUS obpamancs x BJ] nis monydeHus! JTOTHHA U MTaposst
aBTOPU3HPYEMOT0 TOJIb30BATENsI, a TAKKE JIJII BHECEHMsI 3allicell aKKayHTHHTa,
HEOOXOIMMO PAaCKOMMEHTHPOBATh CTPOKH «sql» B daiine sites-enabled/default B
ceknusax authorize u authenticate coorBercrBenHo. SQL 3ampocs! k BJl XxpausTcs B
daiine /etc/raddb/sql/postgresql/dialup.conf.

[Mpumep xoudurypanunonnoro ¢aina /etc/raddb/sites-enabled/default:
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As of 2.0.0, FreeRADIUS supports virtual hosts using the
"server" section, and configuration directives.

Virtual hosts should be put into the "sites-available"
directory. Soft links should be created in the "sites-enabled"
directory to these files. This is done in a normal installation.

If you are using 802.1X (EAP) authentication, please see also
the "inner-tunnel" virtual server. You wll likely have to edit
that, too, for authentication to work.

SIds
T A R A R R R S R

Read "man radiusd" before editing this file. See the section
titled DEBUGGING. It outlines a method where you can quickly
obtain the configuration you want, without running into
trouble. See also "man unlang", which documents the format
of this file.

set of circumstances, with the widest possible number of
authentication methods. This means that in general, you should
need to make very few changes to this file.

The best way to configure the server for your local system

is to CAREFULLY edit this file. Most attempts to make large
edits to this file will BREAK THE SERVER. Any edits should

be small, and tested by running the server with "radiusd -X".
Once the edits have been verified to work, save a copy of these
configuration files somewhere. (e.g. as a "tar" file). Then,
make more edits, and test, as above.

#

#

#

#

#

#

#

#

#

#

#

#

#

#

#

#

#

#

#

#

#

#

# This configuration is designed to work in the widest possible
#

#

#

#

#

#

#

#

#

#

#

#

# There are many "commented out" references to modules such
# as ldap, sql, etc. These references serve as place-holders.
# If you need the functionality of that module, then configure
# it in radiusd.conf, and un-comment the references to it in
# this file. 1In most cases, those small changes will result
# in the server being able to connect to the DB, and to

# authenticate users.

#

#

FHEHE A R R R R R R R R R
In 1.x, the "authorize", etc. sections were global in
radiusd.conf. As of 2.0, they SHOULD be in a server section.

The server section with no virtual server name is the "default"
section. It is used when no server name is specified.

We don't indent the rest of this file, because doing so
would make it harder to read.
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Authorization. First preprocess (hints and huntgroups files),
then realms, and finally look in the "users" file.

Any changes made here should also be made to the "inner-tunnel"
virtual server.

The order of the realm modules will determine the order that
we try to find a matching realm.

Make *sure* that 'preprocess' comes before any realm if you
need to setup hints for the remote radius server
authorize {

#

H o o S S S S 3 S S 3

Security settings. Take a User-Name, and do some simple
checks on it, for spaces and other invalid characters. If
it looks like the user is trying to play games, reject it.

#

#

#

#

# This should probably be enabled by default.

#

# See policy.conf for the definition of the filter username policy.
#

f

ilter username
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#

# The preprocess module takes care of sanitizing some bizarre
# attributes in the request, and turning them into attributes
# which are more standard.

#

# It takes care of processing the 'raddb/hints' and the

# 'raddb/huntgroups' files.

preprocess

#

# If you want to have a log of authentication requests,
# un-comment the following line, and the 'detail auth log'
# section, above.

auth log
#
# The chap module will set 'Auth-Type := CHAP' if we are

# handling a CHAP request and Auth-Type has not already been set
chap

#

# If the users are logging in with an MS-CHAP-Challenge

# attribute for authentication, the mschap module will find

# the MS-CHAP-Challenge attribute, and add 'Auth-Type := MS-CHAP'
# to the request, which will cause the server to then use

# the mschap module for authentication.

mschap

#

# If you have a Cisco SIP server authenticating against
# FreeRADIUS, uncomment the following line, and the 'digest'
# line in the 'authenticate' section.

digest

#

# The WiMAX specification says that the Calling-Station-Id

# 1s 6 octets of the MAC. This definition conflicts with

# RFC 3580, and all common RADIUS practices. Un-commenting

# the "wimax" module here means that it will fix the

# Calling-Station-Id attribute to the normal format as

# specified in RFC 3580 Section 3.21

wimax

#

# Look for IPASS style 'realm/', and if not found, look for

# 'Q@realm', and decide whether or not to proxy, based on

# that.

IPASS

#

# If you are using multiple kinds of realms, you probably

# want to set "ignore null = yes" for all of them.

# Otherwise, when the first style of realm doesn't match,

# the other styles won't be checked.

#

suffix

ntdomain

#

# This module takes care of EAP-MD5, EAP-TLS, and EAP-LEAP

# authentication.

#

# It also sets the EAP-Type attribute in the request

# attribute list to the EAP type from the packet.

#

# As of 2.0, the EAP module returns "ok" in the authorize stage
# for TTLS and PEAP. In l.x, it never returned "ok" here, so
# this change is compatible with older configurations.

#

# The example below uses module failover to avoid querying all
# of the following modules if the EAP module returns "ok".

# Therefore, your LDAP and/or SQL servers will not be queried
# for the many packets that go back and forth to set up TTLS
# or PEAP. The load on those servers will therefore be reduced.
#

0]
@
o}

ok = return

=
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# Pull crypt'd passwords from /etc/passwd or /etc/shadow,
# using the system API's to get the password. If you want
# to read /etc/passwd or /etc/shadow directly, see the

# passwd module in radiusd.conf.

#

unix

#

# Read the 'users' file

files

#

# Look in an SQL database. The schema of the database

# 1s meant to mirror the "users" file.

#

# See "Authorization Queries" in sqgl.conf

sql

#

# If you are using /etc/smbpasswd, and are also doing
# mschap authentication, the un-comment this line, and
# configure the 'etc smbpasswd' module, above.

etc smbpasswd

#
# The ldap module will set Auth-Type to LDAP if it has not
# already been set

ldap

#

# Enforce daily limits on time spent logged in.

daily

#

# Use the checkval module

checkval

expiration

logintime

#

# If no other module has claimed responsibility for

# authentication, then try to use PAP. This allows the

# other modules listed above to add a "known good" password

# to the request, and to do nothing else. The PAP module

# will then see that password, and use it to do PAP

# authentication.

#

# This module should be listed last, so that the other modules

# get a chance to set Auth-Type for themselves.

#

pap

#

# If "status server = yes", then Status-Server messages are passed
# through the following section, and ONLY the following section.
# This permits you to do DB queries, for example. If the modules
# listed here return "fail", then NO response is sent.

#

Autz-Type Status-Server {

}

Authentication.

This section lists which modules are available for authentication.

Note that it does NOT mean 'try each module in order'. It means
that a module from the 'authorize' section adds a configuration
attribute 'Auth-Type := FOO'. That authentication type is then

used to pick the apropriate module from the list below.

In general, you SHOULD NOT set the Auth-Type attribute. The server
will figure it out on its own, and will do the right thing. The
most common side effect of erroneously setting the Auth-Type
attribute is that one authentication method will work, but the
others will not.
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The common reasons to set the Auth-Type attribute by hand
is to either forcibly reject the user (Auth-Type := Reject),
or to or forcibly accept the user (Auth-Type := Accept).

Note that Auth-Type := Accept will NOT work with EAP.
Please do not put "unlang" configurations into the "authenticate"

section. Put them in the "post-auth" section instead. That's what
the post-auth section is for.

authenticate {

H = H

= = 3

#
# PAP authentication, when a back-end database listed
# 1in the 'authorize' section supplies a password. The
# password can be clear-text, or encrypted.
Auth-Type PAP {

pap
}

Most people want CHAP authentication

A back-end database listed in the 'authorize' section
MUST supply a CLEAR TEXT password. Encrypted passwords
won't work.

Auth-Type CHAP ({

chap

H= = FH

}

#

# MSCHAP authentication.

Auth-Type MS-CHAP {
mschap

}

#
# If you have a Cisco SIP server authenticating against

# FreeRADIUS, uncomment the following line, and the 'digest'
# 1line in the 'authorize' section.

digest

#
# Pluggable Authentication Modules.
pam

See 'man getpwent' for information on how the 'unix'

module checks the users password. Note that packets
containing CHAP-Password attributes CANNOT be authenticated
against /etc/passwd! See the FAQ for details.

For normal "crypt" authentication, the "pap" module should

be used instead of the "unix" module. The "unix" module should
be used for authentication ONLY for compatibility with legacy
FreeRADIUS configurations.

H= o o H S S 3
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# Uncomment it if you want to use ldap for authentication
#

# Note that this means "check plain-text password against
# the ldap database", which means that EAP won't work,

# as it does not supply a plain-text password.

Auth-Type LDAP {

ldap
}
#
# Allow EAP authentication.
eap
#
# The older configurations sent a number of attributes in
# Access-Challenge packets, which wasn't strictly correct.
# If you want to filter out these attributes, uncomment
# the following lines.
#

Auth-Type eap {

eap {
handled =1
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# }
# if (handled && (Response-Packet-Type == Access-Challenge)) {
# attr filter.access challenge.post-auth
# handled # override the "updated" code from attr filter
# }
# }
}
#
# Pre-accounting. Decide which accounting type to use.
#
preacct {
preprocess
#
# Session start times are *implied* in RADIUS.
# The NAS never sends a "start time". Instead, it sends
# a start packet, *possibly* with an Acct-Delay-Time.
# The server is supposed to conclude that the start time
# was "Acct-Delay-Time" seconds in the past.
#
# The code below creates an explicit start time, which can
# then be used in other modules.
#
# The start time is: NOW - delay - session length
#
# update request {
# FreeRADIUS-Acct-Session-Start-Time = "%{expr: %1 - ${%{Acct-Session-
Time}:-0} - ${%{Acct-Delay-Time}:-0}}"
# }
#
# Ensure that we have a semi-unique identifier for every
# request, and many NAS boxes are broken.
acct_unique
#
# Look for IPASS-style 'realm/', and if not found, look for
# 'Q@realm', and decide whether or not to proxy, based on
# that.
#
# Accounting requests are generally proxied to the same
# home server as authentication requests.
# IPASS
suffix
# ntdomain
#
# Read the 'acct users' file
files
}
#
# Accounting. Log the accounting data.
#
accounting {
#
# Create a 'detail'ed log of the packets.
# Note that accounting requests which are proxied
# are also logged in the detail file.
detail
# daily
# Update the wtmp file
#
# If you don't use "radlast", you can delete this line.
unix
#
# For Simultaneous-Use tracking.
#
# Due to packet losses in the network, the data here
# may be incorrect. There is little we can do about it.
radutmp
# sradutmp

# Return an address to the IP Pool when we see a stop record.



48

# main_pool
#
# Log traffic to an SQL database.
#
# See "Accounting queries" in sqgl.conf
sql
#
# If you receive stop packets with zero session length,
# they will NOT be logged in the database. The SQL module
# will print a message (only in debugging mode), and will
# return "noop".
#
# You can ignore these packets by uncommenting the following
# three lines. Otherwise, the server will not respond to the
# accounting request, and the NAS will retransmit.
#
# if (noop) {
# ok
# }
#
# Instead of sending the query to the SQL server,
# write it into a log file.
#
# sql log
# Cisco VoIP specific bulk accounting
# pgsgl-voip
# For Exec-Program and Exec-Program-Wait
exec
# Filter attributes from the accounting response.
attr filter.accounting response
#
# See "Autz-Type Status-Server" for how this works.
#
# Acct-Type Status-Server {
#
# }
}

# Session
# or rlm s

database, used for checking Simultaneous-Use. Either the radutmp

gl module can handle this.

# The rlm sql module is *much* faster

session {

radutmp
#
# See "Simultaneous Use Checking Queries" in sqgl.conf

sgl

# Post-Aut

# Once we

# addition

post-auth {
#

# mai

#
#
#
#
# rep

#
#
#
#
# sql

#
#
#

hentication
KNOW that the user has been authenticated, there are
al steps we can take.

Get an address from the IP Pool.

n_pool

If you want to have a log of authentication replies,
un-comment the following line, and the 'detail reply log'
section, above.

ly log

After authenticating the user, do another SQL query.

See "Authentication Logging Queries" in sqgl.conf

Instead of sending the query to the SQL server,
write it into a log file.
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#

sql log

#

# Un-comment the following if you have set

# 'edir account policy check = yes' in the ldap module sub-section of
# the 'modules' section.

#

ldap

# For Exec-Program and Exec-Program-Wait
exec

Calculate the various WiMAX keys. In order for this to work,
you will need to define the WiMAX NAI, usually via

update request {
WiMAX-MN-NAI = "%${User-Name}"
}

If you want various keys to be calculated, you will need to
update the reply with "template" values. The module will see
this, and replace the template values with the correct ones
taken from the cryptographic calculations. e.g.

update reply {
WiMAX-FA-RK-Key = 0x00
WiMAX-MSK = "${EAP-MSK}"
}

You may want to delete the MS-MPPE-*-Keys from the reply,
as some WiMAX clients behave badly when those attributes
are included. See "raddb/modules/wimax", configuration
entry "delete mppe keys" for more information.

He o S S 3 3 S S S S S3E 3 S S S S 3 S T S
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If there is a client certificate (EAP-TLS, sometimes PEAP
and TTLS), then some attributes are filled out after the
certificate verification has been performed. These fields
MAY be available during the authentication, or they may be
available only in the "post-auth" section.

The first set of attributes contains information about the
issuing certificate which is being used. The second
contains information about the client certificate (if
available) .

= oS3 S S S S S S

update reply {
Reply-Message += "${TLS-Cert-Serial}"
Reply-Message += "${TLS-Cert-Expiration}"
Reply-Message += "${TLS-Cert-Subject}"
Reply-Message += "${TLS-Cert-Issuer}"
Reply-Message += "${TLS-Cert-Common-Name}"

Reply-Message += "${TLS-Client-Cert-Serial}"
Reply-Message += "${TLS-Client-Cert-Expiration}"
Reply-Message += "${TLS-Client-Cert-Subject}"
Reply-Message += "${TLS-Client-Cert-Issuer}"
Reply-Message += "${TLS-Client-Cert-Common-Name}"

If the WiMAX module did it's work, you may want to do more
things here, like delete the MS-MPPE-*-Key attributes.

if (updated) {
update reply {
MS-MPPE-Recv-Key !* 0x00
MS-MPPE-Send-Key !* 0x00

H= o S S S S S

Access-Reject packets are sent through the REJECT sub-section of the
post-auth section.

Add the ldap module name (or instance) if you have set
'edir account policy check = yes' in the ldap module configuration

H= o 3 S
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#
Post-Auth-Type REJECT ({
# log failed authentications in SQL, too.
# sgl
attr filter.access reject

-

#

# When the server decides to proxy a request to a home server,
# the proxied request is first passed through the pre-proxy

# stage. This stage can re-write the request, or decide to

# cancel the proxy.

#

# Only a few modules currently have this method.

#

pre-proxy {

# attr rewrite

# Uncomment the following line if you want to change attributes
# as defined in the preproxy users file.
# files

# Uncomment the following line if you want to filter requests
# sent to remote servers based on the rules defined in the
# 'attrs.pre-proxy' file.

# attr filter.pre-proxy

# If you want to have a log of packets proxied to a home
# server, un-comment the following line, and the
# ‘'detail pre proxy log' section, above.

# pre proxy log

#
# When the server receives a reply to a request it proxied

# to a home server, the request may be massaged here, in the
# post-proxy stage.

#

post-proxy {

# If you want to have a log of replies from a home server,
# un-comment the following line, and the 'detail post proxy log'
# section, above.

# post proxy log

# attr rewrite

# Uncomment the following line if you want to filter replies from
# remote proxies based on the rules defined in the 'attrs' file.
# attr filter.post-proxy

If you are proxying LEAP, you MUST configure the EAP
module, and you MUST list it here, in the post-proxy
stage.

You MUST also use the 'nostrip' option in the 'realm'
configuration. Otherwise, the User-Name attribute

in the proxied request will not match the user name
hidden inside of the EAP packet, and the end server will
reject the EAP request.

H= o e S S 3 S 3 S
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If the server tries to proxy a request and fails, then the
request is processed through the modules in this section.

The main use of this section is to permit robust proxying
of accounting packets. The server can be configured to
proxy accounting packets as part of normal processing.
Then, if the home server goes down, accounting packets can
be logged to a local "detail" file, for processing with
radrelay. When the home server comes back up, radrelay
will read the detail file, and send the packets to the
home server.

With this configuration, the server always responds to
Accounting-Requests from the NAS, but only writes

= o S S S S B S S S S S H 3R S
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# accounting packets to disk if the home server is down.
#
Post-Proxy-Type Fail {
detail
}

—~ =

B cnexctBum HebobII0N OMMOKK 11a0J0HOB KOH(MUTYpAalMOHHBIX (ailioB
B (paiine dictionary Oyaer colepxkaTbCsi HE MPaBUIIbHBIA MyTh HAa OCTaJbHBIC
cioBapu. Heo0xoqumo ucnpaBuTh 3TOT MYTh.

[Tpumep daitna /etc/raddb/dictionary:

This is the master dictionary file, which references the
pre-defined dictionary files included with the server.

Any new/changed attributes MUST be placed in this file, as
the pre-defined dictionaries SHOULD NOT be edited.

$Ids

= o3 S S S S

The DHCP dictionary is used only when the server is built with
"configure --with-dhcp". It is not (and should not) be used in
other situations. If you are running just a RADIUS server, this
line can be deleted. 1If you are using DHCP, the following line
should be uncommented.

Ideally, the "configure" process should automatically enable this
dictionary, but we don't yet do that.
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SINCLUDE //dictionary.dhcp

#
# The filename given here should be an absolute path.
#
SINCLUDE /usr/share/freeradius/dictionary
Place additional attributes or SINCLUDEs here. They will
over-ride the definitions in the pre-defined dictionaries.

See the 'man' page for 'dictionary' for information on
the format of the dictionary files.

H H o S

If you want to add entries to the dictionary file,
which are NOT going to be placed in a RADIUS packet,
add them here. The numbers you pick should be between
3000 and 4000.

o3 S

#ATTRIBUTE My-Local-String 3000 string
#ATTRIBUTE My-Local-IPAddr 3001 ipaddr
#ATTRIBUTE My-Local-Integer 3002 integer

2.3.9 TecmupoeaHue pabomsi cepeepa FreeRADIUS

[Tocne ycranoBku cepsepa FreeRADIUS M0XHO MpOM3BECTH TECTUPOBAHUE
ero padotel. [ TecTUpoBaHUS W OTJIAJIKM pabOThI cepBepa yIAOOHBIM SIBIISETCS
OTJIAJIOYHBIA PEXKUM, IPU ITOM BCE COOOIICHHS cepBepa OyAyT BHIBOAUTHCS HA
KOHCOJIb Ha KOTOpOM cepBep ObLI 3allyllleH. 3amyCcK cepBepa B OTJIAJ0YHOM
pEKUME MPOU3BOUTHCS CIECIYIOLIEH KOMaH/I0M:

# radiusd -X

B xoze 3anycka cepBepa OyaeT BBIBOJUTCS COOOIIEHHUS O CTaTyce 3arpy3Ku
cepBepa u ero Mmoxyiei. [locie 3arpy3ku Ha KOHCOIb OyI€T BEIBEIEHO COOOIIECHNE
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"Ready to process requests." ("T'oroB k o06paboTke 3ampocoB"). OTCyTCTBHE
COO6IJ.IGHH$I TOBOPpUT O TOM YTO CCPBCP HC 3aITYCTHIICA, NJIA BBIACHCHUA ITPUYNHBI
c00s1 HEOOXOIMMO PACCMOTPETh BEIBOJAMMBIC CEPBEPOM COOOIIICHHMS.

TecTupoBanus cepBepa BO3MOXKHO C IOMOINBIO ckpunTa radtest, KOTOPBIH
UMEET CJICYIONTYO TIOCIE0BATSIIbHOCTD TapaMeTPOB 3aITyCcKa:

$ radtest user passwd radius-server[:port] nas-port-number secret
[ppphint] [nasname]

3HaueHue secret yCTaHaABIMBAeTCs dYepe3 KOHPUTYpalMOHHBIM (aiin
clients.conf, B KOTOpOM COOTHOCHUTBCS aJpec KIHUEHTa KOTOPBIA TEHEPHUpPYET
RADIUS 3ampochl 1 CEeKpeTHOro Kitoua, IpHU MOMOIIM KOTOPOro MPOU3BOJIUTCA
muppoBaHUE IMAKeTa.

BbI30B MaHHOTO CKpWITa i TECTUPOBAHUS CO3JaHHBIX B IYHKTE 3
noJib3oBaresel 0y1eT UMeTh CIAeAYIOIUNA BUL:

# radtest linux testl23 127.0.0.1 0 testingl23

B xoHcomm rae ObLT 3amyIeH cepBep JOJDKHBI ObITh BBIBEAEHBI COOOIIECHMUS,
YTO OBUI MOJIYYEH 3allpOC M Ha OCHOBE Yero OBl CTeHEpPUPOBAaH OTBET HA JaHHBIN
3a1poc:

rad recv: Access-Request packet from host 127.0.0.1 port 58278, id=38, length=75
User-Name = "linux"
User-Password = "testl23"
NAS-IP-Address = 10.100.2.10
NAS-Port = 0
Message-Authenticator = 0xe605727bd4887194c6415fb2cc254ala
# Executing section authorize from file //etc/raddb/sites-enabled/default
+- entering group authorize {...}
++ [preprocess] returns ok
++ [chap] returns noop
++ [mschap] returns noop
++[digest] returns noop
[suffix] No 'Q@' in User-Name = "linux", looking up realm NULL
[suffix] No such realm "NULL"
++[suffix] returns noop
[eap] No EAP-Message, not doing EAP
++[eap] returns noop
++[files] returns noop
[sgl] expand: %${User-Name} -> linux
[sgl] sgl set user escaped user --> 'linux'
rlm sqgl (sql): Reserving sgl socket id: 4
[sall expand: SELECT id, UserName, Attribute, Value, Op FROM radcheck WHERE
Username = '%{SQL-User—-Name}' ORDER BY id -> SELECT id, UserName, Attribute, Value, Op FROM
radcheck WHERE Username = 'linux' ORDER BY id
rlm sql postgresgl: Status: PGRES TUPLES OK
rlm sgl postgresqgl: query affected rows = 1 , fields = 5
WARNING: Found User-Password == "...".
WARNING: Are you sure you don't mean Cleartext-Password?
WARNING: See "man rlm pap" for more information.
[sgql] User found in radcheck table

[sall expand: SELECT id, UserName, Attribute, Value, Op FROM radreply WHERE
Username = '%{SQL-User—-Name}' ORDER BY id -> SELECT id, UserName, Attribute, Value, Op FROM
radreply WHERE Username = 'linux' ORDER BY id

rlm sqgl postgresgl: Status: PGRES TUPLES OK

rlm sql postgresql: query affected rows = 0 , fields =5

[sql] expand: SELECT GroupName FROM radusergroup WHERE UserName='S%{SQL-User-Name}'
ORDER BY priority -> SELECT GroupName FROM radusergroup WHERE UserName='linux' ORDER BY priority

rlm sql postgresgl: Status: PGRES TUPLES OK

rlm sql postgresql: query affected rows = 0 , fields =1

rlm sqgl (sql): Released sql socket id: 4

++[sgl] returns ok

++[expiration] returns noop

++[logintime] returns noop

++ [pap] returns updated

Found Auth-Type = PAP
RN R NN R R R RN RN R R R RN N NN NN RN
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! Replacing User-Password in config items with Cleartext-Password. tt
RN RN N RN RN RN R R RN RN RN R

!'!'l Please update your configuration so that the "known good" tl
1!l clear text password is in Cleartext-Password, and not in User-Password. !!!
|/ L O O O O

# Executing group from file //etc/raddb/sites-enabled/default
+- entering group PAP {...}

[pap] login attempt with password "test1l23"

[pap] Using clear text password "testl23"

[pap] User authenticated successfully

++ [pap] returns ok

# Executing section post-auth from file //etc/raddb/sites-enabled/default
+- entering group post-auth {...}

++ [exec] returns noop

Sending Access-Accept of id 38 to 127.0.0.1 port 58278
Finished request 0.

Going to the next request

Waking up in 4.9 seconds.

Cleaning up request 0 ID 38 with timestamp +1539

Ready to process requests.

[Iporpamma radtest qo/KHA MOJYYUTh YIOBIETBOPUTENIbHBIA OTBET Ha
3aMpoc B TEYEHUH HECKOJIBKUX CEKYH/:

Sending Access-Request of id 38 to 127.0.0.1 port 1812
User-Name = "linux"
User-Password = "testl23"
NAS-IP-Address = 10.100.2.10
NAS-Port = 0
Message-Authenticator = 0x00000000000000000000000000000000
rad_recv: Access-Accept packet from host 127.0.0.1 port 1812, id=38, length=20

2.3.10 KOHd)ueypupoeaHue pptp cepeepa poptop

Koudurypuposauue PPTP cepsepa POPTOP 6bu10 mpou3BeneHo B nepBoi
nabopatopHoit pabore. [lns moGaBieHUS BO3MOXHOCTH JIAHHOMY CEpPBEPY
MIPOU3BOJUTh AayTEHTH(UKAIIMIO TOJb30BaTesied He depe3 ¢ain a depes b,
HEOOXOIMMO BHECTH HE3HAYUTEIbHBIC M3MEHEHUS B CO3JaHHBIC B XOJ€ IMEPBOM
nabopatopHoil paboThl ¢daiybl U co3narh KoHpurypannonusie ¢aiasr RADIUS
KJIIMEeHTa — TIaruHoB radius.so u plugin radattr.so

K w3MeHeHHsAM KOTOpble HEOOXOIMMO BHECTH B CO3JIaHHBIE B IEPBOM
nabopaTopHOU padote ¢aiibl ABIseTCS 100aBIEHUE CTPOK:

plugin radius.so
plugin radattr.so

B KoHel[ (aiina /etc/ppp/options.pptpd.

HeoOxonumo  ycTaHOBUTH KJIMEHTCKyr0 OubOnuoreky radiusclient-ng
(http://developer.berlios.de/projects/radiusclient-ng/).  Beimosuum  cOOpky
YCTAHOBKY U3 UCXOAHBIX KOAOB:

$ tar xvf radiusclient-ng-<version>.tar.gz

$ cd radiusclient-ng-<version>

$ ./configure --prefix=/ --exec-prefix=/usr —datarootdir=/usr/share
$ make

$ sudo -s

# make install

OO6mwmit KOH(UTYparnOHHBIN baiin RADIUS KJIMEHTA
/etc/radiusclient-ng/radiusclient.conf:
# General settings
specify which authentication comes first respectively which

#
# authentication is used. possible values are: "radius" and "local".
# if you specify "radius,local" then the RADIUS server is asked
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# first then the local one. if only one keyword is specified only
# this server is asked.
auth order radius, local

# maximum login tries a user has
login tries 4

# timeout for all login tries
# if this time is exceeded the user is kicked out
login timeout 60

# name of the nologin file which when it exists disables logins.
# it may be extended by the ttyname which will result in

# a terminal specific lock (e.g. /etc/nologin.ttyS2 will disable
# logins on /dev/ttyS2)

nologin /etc/nologin

# name of the issue file. it's only display when no username is passed
# on the radlogin command line
issue //etc/radiusclient-ng/issue

# RADIUS settings

# RADIUS server to use for authentication requests. this config

# item can appear more then one time. if multiple servers are

# defined they are tried in a round robin fashion if one

# server is not answering.

# optionally you can specify a the port number on which is remote
# RADIUS listens separated by a colon from the hostname. if

# no port is specified /etc/services is consulted of the radius

# service. if this fails also a compiled in default is used.
authserver localhost

# RADIUS server to use for accouting requests. All that I
# said for authserver applies, too.
#

acctserver localhost

# file holding shared secrets used for the communication
# between the RADIUS client and server
servers //etc/radiusclient-ng/servers

# dictionary of allowed attributes and values
# just like in the normal RADIUS distributions
dictionary //etc/radiusclient-ng/dictionary

# program to call for a RADIUS authenticated login
login radius /usr/sbin/login.radius

# file which holds sequence number for communication with the
# RADIUS server
segfile /var/run/radius.seq

# file which specifies mapping between ttyname and NAS-Port attribute
mapfile //etc/radiusclient-ng/port-id-map

# default authentication realm to append to all usernames if no

# realm was explicitly specified by the user

# the radiusd directly form Livingston doesnt use any realms, so leave
# it blank then

default realm

# time to wait for a reply from the RADIUS server
radius timeout 10

# resend request this many times before trying the next server
radius_retries 3

# local address from which radius packets have to be sent
#bindaddr *

# LOCAL settings
# program to execute for local login

# it must support the -f flag for preauthenticated login
login local /bin/login
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B wunrepecax coBmectumoctu ¢ legacy Bepcusimu RADIUS kiuenrta
HEOOXOIMMO  CO37aTh  CHUMBOJHMYECKYIO  CCBUIKY  Ha  Karajior  C
KOH(UTypallmOHHBIMU (aiiiamu:

# In -s /etc/radiusclient-ng/ /etc/radiusclient

Koundurypauuonnsiii ¢aitn RADIUS knmeHTa, ¢ 0OOMMH CeKpeTaMu
nanHoro kinumeHta W RADIUS  cepBepoB € KOTOPBIMH OH  MOXKET
B3auMojeiictBoBaTh /etc/radiusclient-ng/servers (3HaueHHe KIOYa JOJDKHO
COBIAJaTh CO 3HAYEHUE BBEAEHHBIM B KOH(purypamumonHom ¢aiine FreeRADIUS
cepsepa — /etc/raddb/clients.conf):

#Server Name or Client/Server pair Key

# _______________________________
#portmaster.elemental.net hardlyasecret
#portmaster2.elemental .net donttellanyone
127.0.0.1 testingl23

Taxxke HeEoOXOAMMO  BHECTH  CIeAylolue U3MEHeHuss B dain
/etc/raddb/modules/mschap cepsepa FreeRADIUS (cooTBeTcTBYyIOIINE HACTPOUKHU
OBLIIM BKJIIOUEHBI B MepBOM JlaboparopHoil pabote Ha cepBepe POPTOP B ¢aiine
letc/ppp/options.pptpd):

# —*- text -*-

#

S

Microsoft CHAP authentication

#
#
# This module supports MS-CHAP and MS-CHAPv2 authentication.
# It also enforces the SMB-Account-Ctrl attribute.

#

mschap {

If you are using /etc/smbpasswd, see the 'passwd'
module for an example of how to use /etc/smbpasswd

H= H

if use mppe is not set to no mschap will
add MS-CHAP-MPPE-Keys for MS-CHAPvl and
MS-MPPE-Recv-Key/MS-MPPE-Send-Key for MS-CHAPv2

H= H S T

use mppe = yes

# if mppe is enabled require encryption makes
# encryption moderate

#

require encryption = yes

# require strong always requires 128 bit key
# encryption

#

require strong = yes

# Windows sends us a username in the form of

# DOMAIN\user, but sends the challenge response
# based on only the user portion. This hack

# corrects for that incorrect behavior.

#

# with ntdomain_hack = no

The module can perform authentication itself, OR

use a Windows Domain Controller. This configuration
directive tells the module to call the ntlm auth
program, which will do the authentication, and return
the NT-Key. Note that you MUST have "winbindd" and
"nmbd" running on the local machine for ntlm auth

to work. See the ntlm auth program documentation

for details.

H o3 S S
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If ntlm auth is configured below, then the mschap
module will call ntlm auth for every MS-CHAP
authentication request. If there is a cleartext

or NT hashed password available, you can set
"MS-CHAP-Use-NTLM-Auth := No" in the control items,

and the mschap module will do the authentication itself,
without calling ntlm auth.

Be VERY careful when editing the following line!
You can also try setting the user name as:
—-username=%{mschap:User—Name }

attribute, and do prefix/suffix checks in order to obtain
the "best" user name for the request.

e s S S S S S S S S S S S SR S S SR e

In that case, the mschap module will look at the User-Name

ntlm auth = "/path/to/ntlm auth --request-nt-key --username=%{%{Stripped-User-
Name}:-%{%{User-Name}:-None}} --challenge=%{%{mschap:Challenge}:-00} --nt-response=%{%{mschap:NT-

# For Apple Server, when running on the same machine as
# Open Directory. It has no effect on other systems.

#

use_open_directory = yes

# On failure, set (or not) the MS-CHAP error code saying
# "retries allowed".
allow retry = yes

# An optional retry message.
retry msg = "Re-enter (or reset) the password"

s xoppekTHOro ucnoib3oBanus arpudyToB Microsoft RADIUS knuenty

HY)KeH AJOIIOJIHUTCJIbHbBIN CHOBapB. CO3,HaHTe
/etc/radiusclient-ng/dictionary.microsoft co cieayroImM cCoaepKaHuEM:
#
# Microsoft's VSA's, from RFC 2548
#
# $Id: poptop ads howto 8.htm,v 1.8 2008/10/02 08:11:48 wskwok Exp $
#
VENDOR Microsoft 311 Microsoft
BEGIN VENDOR Microsoft
ATTRIBUTE MS-CHAP-Response 1 string Microsoft
ATTRIBUTE MS-CHAP-Error 2 string Microsoft
ATTRIBUTE MS-CHAP-CPW-1 3 string Microsoft
ATTRIBUTE MS—-CHAP-CPW-2 4 string Microsoft
ATTRIBUTE MS-CHAP-LM-Enc-PW 5 string Microsoft
ATTRIBUTE MS-CHAP-NT-Enc-PW 6 string Microsoft
ATTRIBUTE MS-MPPE-Encryption-Policy 7 string Microsoft

# This is referred to as both singular and plural in the RFC.
# Plural seems to make more sense.

ATTRIBUTE MS-MPPE-Encryption-Type 8 string Microsoft
ATTRIBUTE MS-MPPE-Encryption-Types 8 string Microsoft
ATTRIBUTE MS-RAS-Vendor 9 integer Microsoft
ATTRIBUTE MS-CHAP-Domain 10 string Microsoft
ATTRIBUTE MS-CHAP-Challenge 11 string Microsoft
ATTRIBUTE MS-CHAP-MPPE-Keys 12 string Microsoft encrypt=1
ATTRIBUTE MS-BAP-Usage 13 integer Microsoft
ATTRIBUTE MS-Link-Utilization-Threshold 14 integer Microsoft
ATTRIBUTE MS-Link-Drop-Time-Limit 15 integer Microsoft
ATTRIBUTE MS-MPPE-Send-Key 16 string Microsoft
ATTRIBUTE MS-MPPE-Recv-Key 17 string Microsoft
ATTRIBUTE MS-RAS-Version 18 string Microsoft
ATTRIBUTE MS-01d-ARAP-Password 19 string Microsoft
ATTRIBUTE MS-New-ARAP-Password 20 string Microsoft
ATTRIBUTE MS-ARAP-PW-Change-Reason 21 integer Microsoft
ATTRIBUTE MS-Filter 22 string Microsoft
ATTRIBUTE MS-Acct-Auth-Type 23 integer Microsoft
ATTRIBUTE MS-Acct-EAP-Type 24 integer Microsoft
ATTRIBUTE MS-CHAP2-Response 25 string Microsoft
ATTRIBUTE MS-CHAP2-Success 26 string Microsoft
ATTRIBUTE MS-CHAP2-CPW 27 string Microsoft
ATTRIBUTE MS-Primary-DNS-Server 28 ipaddr

ATTRIBUTE MS-Secondary-DNS-Server 29 ipaddr

dbaiin
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ATTRIBUTE MS-Primary-NBNS-Server 30 ipaddr Microsoft

ATTRIBUTE MS-Secondary-NBNS-Server 31 ipaddr Microsoft

#ATTRIBUTE MS-ARAP-Challenge 33 string Microsoft

#

# Integer Translations

#

# MS-BAP-Usage Values

VALUE MS-BAP-Usage Not-Allowed 0

VALUE MS-BAP-Usage Allowed 1

VALUE MS-BAP-Usage Required 2

# MS-ARAP-Password-Change—Reason Values

VALUE MS-ARAP-PW-Change-Reason Just-Change-Password 1

VALUE MS-ARAP-PW-Change-Reason Expired-Password 2

VALUE MS-ARAP-PW-Change—-Reason Admin-Requires-Password-Change 3

VALUE MS-ARAP-PW-Change-Reason Password-Too-Short 4

# MS-Acct-Auth-Type Values

VALUE MS-Acct-Auth-Type PAP 1

VALUE MS-Acct-Auth-Type CHAP 2

VALUE MS-Acct-Auth-Type MS-CHAP-1 3

VALUE MS-Acct-Auth-Type MS-CHAP-2 4

VALUE MS-Acct-Auth-Type EAP 5

# MS-Acct-EAP-Type Values

VALUE MS-Acct-EAP-Type MD5 4

VALUE MS-Acct-EAP-Type OTP 5

VALUE MS-Acct-EAP-Type Generic-Token-Card 6

VALUE MS-Acct-EAP-Type TLS 13

END-VENDOR Microsoft

HOI[ KITFOUUTEC 3TOT CJIOBApPBb, a TaK¥XKeE CJIOBAapb
/etc/radiusclient-ng/dictionary.merit, JIOTIHCaB B KOHEI[ daiina

letc/radiusclient-ng/dictionary cremyromue cTpoku:

INCLUDE /etc/radiusclient-ng/dictionary.merit
INCLUDE /etc/radiusclient-ng/dictionary.microsoft

2.3.11 lMposepka pabomwbi vpn knueHma u3 OC Windows u OC Linux

OTHOCUTENBPHO KJIMEHTCKON CTOPOHBI HUKAKUX W3MEHEHHM, OTHOCHUTEIBHO
nepBoi J1abopaTtopHON paboThl, BHOCUTh HY HYXHO. JloOaBiieHHME MeXaHH3Ma
aBTOpU3alMM ayTeHTU(UKAMu ©u yu€Ta mnocpencrBoM mporokoia RADIUS
pacimupuiIo ynoocTBa BOZMOXKHOCTA aJMUHUCTPUPOBAHUS KIMEHTOB U y4&Ta MX
paboThI.

Jlnst mpumepa, Tak kak cepBep FreeRADIUS 6wt HacTpoeH 4To Obl yuéTHBIC
TaHHbIe COXpaHsAIuCch B B/, MOKHO MOCMOTPETHh CTATHCTUKY PadOThHI KIMEHTA:

$ sudo -u postgres psgl -h 127.0.0.1 freeradius freeradius
psgl (9.1.1
Type "help" for help.

freeradius=> select UserName, AcctStartTime, AcctStopTime, FramedProtocol from radacct;

username | acctstarttime | acctstoptime | framedprotocol
—————————— +--—
linux | 2011-10-30 13:25:45-04 | | PPP

(1 row)

freeradius=> \g

Jloru cepepoB POPTOP u FreeRADIUS npu ynaunoi asropuszanuu VPN
KJINEHTA MTPUBEICHBI HIXKE!
Jlor cepepa POPTOP:

Oct 30 13:31:48 serpentarium pptpd[4758]: MGR: Launching /usr/sbin/pptpctrl to handle
client

Oct 30 13:31:48 serpentarium pptpd[4758]: CTRL: local address = 192.168.0.234

Oct 30 13:31:48 serpentarium pptpd[4758]: CTRL: remote address = 192.168.1.234

Oct 30 13:31:48 serpentarium pptpd[4758]: CTRL: pppd options file =
/etc/ppp/options.pptpd

Oct 30 13:31:48 serpentarium pptpd[4758]: CTRL: Client 10.100.2.135 control connection
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pppdl
[
perpd[4759
[
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Jlor cepsepa FreeRADIUS:

rad recv:

19da3

Service-Type
Framed-Protocol
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]
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]
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]
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CTRL

CTRL

CTRL

CTRL:
CTRL:
CTRL:
CTRL:
CTRL:
CTRL:

CTRL:
CTRL:

CTRL:
CTRL:
CTRL:
CTRL:

(PPPD Lau

ncher) :

(PPPD Launcher) :

(PPPD Launcher) :

Received PPTP Control Message (type: 1)
Made a START CTRL CONN RPLY packet

I wrote 156 bytes to the client.

Sent packet to client

Received PPTP Control Message (type: 7)
Set parameters to 10000000 maxbps, 3
Made a OUT CALL RPLY packet

Starting call (launching pppd, opening
pty fd = 6

tty fd =7

I wrote 32 bytes to the client.
Sent packet to client

program binary

local address

remote address

Plugin radius.so loaded.

RADIUS plugin initialized.

Plugin radattr.so loaded.

RADATTR plugin initialized.

Plugin /usr/lib/pptpd/pptpd-logwtmp.so loaded.

: pppd 2.4.5 started by root,

Using interface pppO

Conne
GRE:

GRE:

GRE:
GRE:
GRE:
GRE:
GRE:
GRE:
GRE:
GRE :
GRE:
GRE:
GRE:
GRE:
MPPE
GRE:
GRE:
GRE:
GRE:

ct:

buffering packet #2

uid 0

ppp0 <--> /dev/pts/2
buffering packet #1

(expecting #0,

(expecting #0,

timeout waiting for 1 packets

accepting
accepting
accepting
accepting
accepting
accepting
accepting
accepting
accepting
accepting
accepting
128-bit st
accepting
accepting
accepting
accepting

#1 from
#2 from
packet
packet
packet
packet
packet
packet
packet
packet
packet
ateless
packet
packet
packet
packet

queue
queue

#3

#4

#5

#6

#7

#8

#9

#10

#11

compression enabled
#12

#13

#14

#15

Cannot determine ethernet address for proxy ARP
IP address 192.168.0.234
remote IP address 192.168.1.234

local

Access-Request packet from host 127.0.0.1 port 38527,

PP

User-Name = "linux"

MS-CHAP-Challenge
MS-CHAP2-Response
0x88003197ced72bd4b6£221ac0a40a4863c2400000000000000002e1dd371410e2e27£224b2b7180b4bf9cb9dl47blec

Calling-Station-Id
NAS-IP-Address
NAS-Port

10.

0

Framed-User

P

0x3651751a0b084636e6bb96013e80blce

"10.100.2.135"

100.2.10

id=50, length=147

# Executing section authorize from file //etc/raddb/sites-enabled/default
+- entering group authorize {...}
+[preprocess]
++ [chap]
[mschap]

++ [mschap]
++[digest]

[suffix]
[suffix]

++ [suffix]

[eap]

++ [eap]

returns ok

returns noop

Found MS-CHAP attributes.
returns ok
returns noop

No '@'

No such realm
returns noop
No EAP-Message,
returns noop

in User-Name
"NULL

not do

"linux",
"

ing EAP

Setting 'Auth-Type

looking up realm NULL

mschap'

lost or

lost or
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[files] users: Matched entry DEFAULT at line 172

++[files] returns ok

[sqgl] expand: %${User-Name} -> linux

[sqgl] sgl set user escaped user --> 'linux'

rlm sql (sql): Reserving sgl socket id: 1

[sgl] expand: SELECT id, UserName, Attribute, Value, Op FROM radcheck WHERE
Username = '${SQL-User-Name}' ORDER BY id -> SELECT id, UserName, Attribute, Value, Op
radcheck WHERE Username = 'linux' ORDER BY id

rlm sql postgresgl: Status: PGRES TUPLES OK

rlm sql postgresql: query affected rows = 1 , fields =5

WARNING: Found User-Password == "...".

WARNING: Are you sure you don't mean Cleartext-Password?

WARNING: See "man rlm pap" for more information.

[sgql] User found in radcheck table

[sgl] expand: SELECT id, UserName, Attribute, Value, Op FROM radreply WHERE
Username = '%{SQL-User-Name}" ORDER BY id -> SELECT id, UserName, Attribute, Value, Op
radreply WHERE Username = 'linux' ORDER BY id

rlm sql postgresqgl: Status: PGRES TUPLES OK

rlm sql postgresql: query affected rows = 0 , fields =5

FROM

FROM

[sgl] expand: SELECT GroupName FROM radusergroup WHERE UserName='${SQL-User-Name}'
ORDER BY priority -> SELECT GroupName FROM radusergroup WHERE UserName='linux' ORDER BY priority

rlm sqgl postgresgl: Status: PGRES TUPLES OK

rlm sql postgresql: query affected rows = 0 , fields =1
rlm sgl (sgl): Released sql socket id: 1

++[sgl] returns ok

++[expiration] returns noop

++[logintime] returns noop

[pap] WARNING: Auth-Type already set. Not setting to PAP
++ [pap] returns noop

Found Auth-Type = MSCHAP
L A A I |

Replacing User-Password in config items with Cleartext-Password. tt
EEREEE RN R NN R R RN R RN R RN R R RN R R RN RN R

Please update your configuration so that the "known good" t

11
11l clear text password is in Cleartext-Password, and not in User-Password. !!!
EEEREEERE NN R RN RN RN R RN R RN RN NN

# Executing group from file //etc/raddb/sites-enabled/default

+- entering group MS-CHAP {...}

[mschap] Creating challenge hash with username: linux

[mschap] Told to do MS-CHAPv2 for linux with NT-Password

[mschap] adding MS-CHAPv2 MPPE keys

++ [mschap] returns ok

# Executing section post-auth from file //etc/raddb/sites-enabled/default

+- entering group post-auth {...}

++ [exec] returns noop

Sending Access-Accept of id 50 to 127.0.0.1 port 38527
Framed-Protocol = PPP
Framed-Compression = Van-Jacobson-TCP-IP
MS-CHAP2-Success =

0x88533d39413945423345363443444535364530353043314335433244324336374142393837423030364633

MS-MPPE-Recv-Key = 0x76a08ea53026518cc06e7ad093c4e2aa
MS-MPPE-Send-Key = 0x7efc0£f029ddcaeb5335b1837820a0e34e
MS-MPPE-Encryption-Policy = 0x00000002
MS-MPPE-Encryption-Types = 0x00000004

Finished request 3.

Going to the next request

Waking up in 4.9 seconds.

rad_recv: Accounting-Request packet from host 127.0.0.1 port 54319, id=51, length=111

Acct-Session-Id = "4EAD8A(08129700"
User-Name = "linux"
Acct-Status-Type = Start
Service-Type = Framed-User
Framed-Protocol = PPP
Calling-Station-Id = "10.100.2.135"
Acct-Authentic = RADIUS
NAS-Port-Type = Async
Framed-IP-Address = 192.168.1.234
NAS-IP-Address = 10.100.2.10
NAS-Port = 0
Acct-Delay-Time = 0
# Executing section preacct from file //etc/raddb/sites-enabled/default
+- entering group preacct {...}
++ [preprocess] returns ok
[acct unique] Hashing 'NAS-Port = 0,Client-IP-Address = 127.0.0.1,NAS-IP-Address

10.100.2.10,Acct-Session-Id = "4EAD8A08129700",User-Name = "linux"'
[acct unique] Acct-Unique-Session-ID = "d8dlfa7eed249ecc".
++[acct unique] returns ok
[suffix] No 'Q@' in User-Name = "linux", looking up realm NULL

[suffix] No such realm "NULL"
++[suffix] returns noop
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++[files] returns noop
# Executing section accounting from file //etc/raddb/sites-enabled/default

+- entering group accounting {...}
[detail] expand: %${Packet-Src-IP-Address} -> 127.0.0.1
[detail] expand: //var/log/radius/radacct/%{%{Packet-Src-IP-Address}:-%{Packet-

Src-IPv6-Address}}/detail-%Y%m%d -> //var/log/radius/radacct/127.0.0.1/detail-20111030
[detail] //var/log/radius/radacct/%{%{Packet-Src-IP-Address}:-%{Packet-Src-IPv6—
Address}}/detail-%Y%m%d expands to //var/log/radius/radacct/127.0.0.1/detail-20111030
[detail] expand: %t -> Sun Oct 30 13:31:52 2011
++[detail] returns ok
++[unix] returns ok

[radutmp] expand: //var/log/radius/radutmp -> //var/log/radius/radutmp

[radutmp] expand: %{User-Name} -> linux

++ [radutmp] returns ok

[sgl] expand: %${User-Name} -> linux

[sgl] sgl set user escaped user --> 'linux'

[sql] expand: ${NAS-Port} -> 0

[sql] expand: ${Acct-Delay-Time} -> 0

[sgl] expand: INSERT INTO radacct (AcctSessionId, AcctUniqueld, UserName, Realm,
NASIPAddress, NASPortId, NASPortType, AcctStartTime, AcctAuthentic, ConnectInfo start,
CalledStationId, CallingStationId, ServiceType, FramedProtocol, FramedIPAddress,
AcctStartDelay, XAscendSessionSvrKey) VALUES ('${Acct-Session-Id}"', '${Acct-Unique-Session-
Id}’', '%${SQL-User-Name} ', NULLIF('%${Realm}', '"), '${NAS-IP-Address}', ${%${NAS-Port}:-
NULL}, '${NAS-Port-Type}', ('$S'::timestamp - '${%{Acct-Delay-Time}:-0}'::interval),
'${Acct-Authentic}', '${Connect-Info}', '${Called-Station-Id}"', '${Calling-Station-Id}"',
'${Service-Type}', '$S{Framed-Protocol}"', NULLIF('${Framed-IP-Address}', '')::inet, 0,
'${X-Ascend-Session-Svr-Key}') -> INSERT INTO radacct (AcctSessionId, AcctUniqueId, UserName,
Realm, NASIPAddress, NASPortId, NASPortType, AcctStartTime, AcctAuthentic,
ConnectInfo start, CalledStationId, CallingStationId, ServiceType, FramedProtocol,

FramedIPAddress, AcctStartDelay,
rlm sqgl (sgl): Reserving sqgl socket id: 0
rlm sqgl postgresgl: Status: PGRES COMMAND OK
rlm sqgl postgresqgl: query affected rows = 1
rlm sqgl (sgl): Released sql socket id: O
++[sgl] returns ok
++[exec] returns noop
[attr filter.accounting response] expand: ${User-Name} -> linux
attr filter: Matched entry DEFAULT at line 12
++[attr filter.accounting response] returns updated
Sending Accounting-Response of id 51 to 127.0.0.1 port 54319
Finished request 4.
Cleaning up request 4 ID 51 with timestamp +581
Going to the next request
Waking up in 4.8 seconds.
Cleaning up request 3 ID 50 with timestamp +581
Ready to process requests.

Jlnst obJierdeHuss aIMUHUCTPUPOBAHUS KJIMEHTOB M MIPOCMOTPA CTATUCTHKU
MOXXHO Hamucarbh MpOrpaMMbl, CKPUMTHI, web-uHTepdeiicel u Tak nanee. OgHaKo
Ha JIaHHBIA MOMEHT YK€ CYIIECTBYEeT MHOI0 pPa3HOOOpa3HbIX MPOTrpaMm

oOecrieunBarOIUX BhIMOMHEHHE TaHHBIX 3a11a4d B cBia3ke POPTOP u FreeRADIUS
u apyroe 110, nanpumep FreeNIBS.

2.4 Coaep:kaHue oT4eTa

OT4éT MODKEH CconIepXkaTh XON BBHIMOJHEHUs Ja0opaTopHO pPabOTHI ¢
JUCTUHTaMu Jior-¢aiinoB paborsl cepBepoB POPTOP u FreeRADIUS, a Takxe kon
SQL 3amnpocoB mpousBoaumbix K B/I.

2.5 KoHTpoJsbHBIE BONIPOCHI

1. Kakue npoToKkoJibl ayTeHTU(DUKALIUY, aBTOPU3ALUU U YUETA Bbl 3HaeTe?

2. Kakue nocTonHcTBa U HeocTaTtku mporokoia RADIUS?

3. K kakomy ypoBaio mozemu OSI cinemgyer otHectu mpotokoin RADIUS?
Kaxoit TpaHCIOPT OH KCIONB3YyeT U moyeMy?

4. Kakoli mnpuHOMN ayTeHTH(UKAIMK, aBTOPU3AIlMU U yu€Tra B MPOTOKOJIE
RADIUS? Kakue koMaH bl 3aIIpOCOB/OTBETOB JIJISI 3TOTO MPUMEHSIOTCS?
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. CepBep FreeRADIUS u ero mMoaynu. Onuiumre ajiroputM OTpadbOTKU
RADIUS 3anpoca jaHHBIM CEPBEPOM.

. Kakue monmymu cepepa FreeRADIUS Obum ucCmonb30BaHbl B JIAaHHOU
nabopartopHoii pabote? KakoBo u3 HazHaueHue?

. B uém npeumymecrBo ucnonbizoBanus bl B cepepe FreeRADIUS? Kakue
enié UCTOYHUKH JAHHBIX MOTY OBITh UCITOJI30BAHBI?

. Ilepeuncnure MNPOTOKOIBI aABTOPU3AIMHU, KOTOpPbIE MOMAJIEPKUBAIOTCS
cepepom FreeRADIUS.

. Ocobennoctn wucnosib3zoBanusi cepBepa FreeRADIUS nns noctpoeHus
cucteM yuera Tpaduka VPN nomp3oBaTeseil.

10.Bo3moxen nu oOMeH ayTeHTHU(UKAIMOHHBIMHM JAHHBIMU MOJIb30BaTENICH

(poymunr) mexay paznuuabiMu RADIUS cepepamu? Ilonsarue obnacrei
(Realm), mpumenenue obaacteit mpu opraHu3alii pOyMUHTa.
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3 CamocTtosaTenbHana pabota Ne3. Hactponka no4YtoBOro
cepBepa postfix

3.1 Heas padoTsl

Ha npumepe MTA postfix n3yuutb KOHPUTYpHUpPOBAHKE MTOYTOBOTO CepBEpa
B cpene UNIX.

3.2 KpaTkue TeopeTudecKue CBeIeHUA

Postfix — arent mepemaun moutel (MTA — mail transfer agent). Postfix
SBJISIETCSI CBOOOAHBIM MPOrPAMMHBIM 00ECIIEUEHUEM.

Postfix — aTo arent nepemauu coodmenunii (MTA, message transport agent),
KOTOpBIM 3aHUMaeTcs IMepecbulko mo mportokony SMTP  cooOmienuit ot
MoJb30BaTeNIbckoro moyroBoro areHta (MUA, mail user agent), Ha3bIBaeMOTro
TaK)Ke MOYTOBBIM KIIMCHTOM, K YIAJICHHOMY ITOYTOBOMY CEPBEPY.

MTA Takxke mMpuHUMAET COOOIICHUS OT yJAJCHHBIX MOUYTOBBIX CEPBEPOB U
nepecbuiaer ux Apyrum MTA uiau goctaBisieT B JIOKAJIbHBIE MOYTOBBIC SIIIHUKU.
IlepecnaB mim moctaBUB coobOmienne, Postfix 3akanuumBaeT cBoro pabory. 3a
JOCTAaBKy COOOIEHHSI KOHEYHOMY IIOJIb30BATEII0 OTBEYAIOT JPYTHE CEpPBEPHI.
Hanpumep, takue MTA, xak cepsepbl POP3 unu IMAP1, nepenator coobiuieHus
nouyToBbIM KimeHntam — Mutt, Outlook umu Apple Mail, ¢ mOMOIIBIO KOTOPBIX
M0JIb30BATENIb MOYKET MIPOYUTATH UX.

Postfix co3nmaBancs kak ampTepHatuBa Sendmail. Cuutaercs, uro Postfix
obicTpee paboraet, jJerde B aIMUHUCTPUPOBAHUH, O0Jiee 3alUIIEH U, YTO BAXKHO,
coBmecTuM ¢ Sendmail.

N3nauansno Postfix Obl1 pazpadoran Belitcom Benemoii B To Bpems, Korja
oH paboran B MccrnemoBarenbckoM IieHTpe uMeHH Tomaca YoOTcOHa KOMITaHUH
IBM. IlepBbie Bepcuu mporpamMbl CTalu JOCTYIHBI B cepennne 1999 roaa.

Postfix ornuyaercs npogymMaHHOW MOIYJIbHOM apXUTEKTYpOM, KOTOpas
MO3BOJIICT CO37IaTh OYEHb HANEKHYIO W OBICTPYIO IMOYTOBYIO cucremy. Tak,
HarpuMep, MPUBWIETUU 100t TPeOYIOTCS TONbKO 1 oTKpbiTust mopta (TCP 25
MOpT), a JEMOHBI, KOTOpbIC BBIMOJHAIOT OCHOBHYIO pPadOTy, MOryT paboTarhb
HEMPUBUJIETUPOBAHHBIM MOJIb30BAaTEIEM B M30JUPOBaHHOM (chroot) okpykeHHH,
YTO OYEHB MOJIOKUTEIILHO CKa3bIBACTCSl HA OE30TaCHOCTH.

Apxutektypa Postfix Bemonnena B ctwie UNIX — rae mnpocrtbie
MpOrpaMMbl BBINOJIHSAIOT MUHUMAJNbHBIM HA00p (QYHKIWNA, HO BBIMOJHAIOT HUX
ObICTpO U HaAekHO. [Ipu mpocToe MOUYTOBOW CUCTEMBI HEHYKHBIE IEMOHBI MOT'YT
MpekpamaTth CBOK padOTy, BBICBOOOXIAss TEM CaMblM TIaMsiTh, a IIpHU
HEOOXOAMMOCTH CHOBA 3aMyCKalOTCsl master-1eMOHOM.

Taxke CTOMT OTMETUTh 00Jiee MPOCTYIO U TMOHSITHYIO KOH(HUTYypaIuo 1o
cpaBHeHHIO ¢ Sendmail W MEHBIIYIO PECYpCOEMKOCTh, OCOOEHHO BO BpeMs
MPOCTOSI MOYTOBOM CUCTEMBI.

Cosmectum ¢ AIX, BSD, HP-UX, IRIX, GNU/Linux, Mac OS X, Solaris,
Tru64 UNIX, ¢akrnuecku MoxeT ObITb coOpan Ha mo0oi Unix-nogoOHON
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onepaurMoHHON cucreme, noguepxuparonied POSIX u umeroment komnuisatop C.
SIBnsieTcst ciy>k00# goctaBku mouThl o ymosdanuio B OC NetBSD.

3.3 Xoja padoTnbl

3.3.1 YcmaHoeka Heob6xo00uMbix nNakemoe

[TakeTbl HEOOXOMUMBIE NI T1a0OpaTOPHOU PAOOTHI MOXKHO 3arpy3uTh C UX
opuLMaIbHBIX CAUTOB:
— postfix (http://www.postfix.org/download.html);
— clamav (http://www.clamav.net/lang/en/download/sources/);
- spamassassin (http://spamassassin.apache.org/);
— postgres, KOTOpbIA ObUT YCTAHOBIIEH M HACTPOEH B IMPOILION
nabopaTopHoii paboTe.

3.3.2 YcmaHoeka nakema postfix

llepeo ycmarno6xoul Heobx00uUMo 0CMAaHO8UMb U YOAIUMb U3 CUCTNEMbL
ece ycmanosnenuvle MTA (nanpumep sendmail unu exim)!

Heobxooumo ybeoumvcs 6 nmanuuuu development eepcuti 6ubnuomex
libdb, libpg (libdb-devel, libpgxx-devel ons Fedora, RHEL,; libdb-dev,
libpgxx-dev ons Debian, Ubuntu). Ilocre make tidy neobxooumo ykazame
onyuu coopku mooyas ezaumooeiicmeus c¢ postgres (-DHAS PGSQL), a
makdice Kamanoe ¢ 3a20J10804HLIMU ¢hatiiamu postgres (6 OaHHOM clyuae
/usr/include/postgresql), kamanoe c¢ oubauomexkamu (/usr/lib) u onyuio
nunkoeku ¢ libpg (-Ipq); ma omane make install na ece e6onpocul
KoHGhueypamopa omeewamo naxcamuem Enter).

BrinonHauTe cOOpKy 1 ycTaHOBKY postfix:

S tar xvf postfix-<version>.tar.gz
$ cd ./postfix-<version>
$ make tidy
$ make -f Makefile.init makefiles CCARGS='-DHAS PGSQL -
I/usr/include/postgresqgl' AUXLIBS='-L/usr/lib -1lpq’
make
sudo -s

useradd -d /dev/null -s /bin/false -M postfix
student@serpentarium:~$ sudo groupadd postdrop
make install

H H = 0 A

3.3.3 Hacmpouka postfix

Postfix mogaepxuBaeT HECKOIBKO PEKUMOB PAOOTHI: KOHEUHBIA CEPBEP C
UNIX akkayntamu (canonical domain), KOHEUHBI cepBep C BHUPTYaJbHBIMU
xoctamu M He UNIX akkayHTamu (Takke C XpaHEHHEM MHUCEM JIOKAJIbHO WJIU C
MEepPEChUIKON Ha ApYyrou cepsep), BpemeHHbiit SMTP cepep, A5t XpaHEHUsI TOYTHI,
KOTOPYIO OTIIPABUJIA HA 3JIEKTPOHHBINA aApec, yKazaHHbIM B 3anucax MX DNS.

B nannoit nmaGopatopHoit paboTe paccMmaTpuBaeTcss KOH(MUTYpHUpPOBAHUE
postfix nmms paboTel ¢ BUPTyaJbHBIMH XOCTaMH, Kak HauOoJiee THOKUU u
MacCIITaOUPyEeMBIH.
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CrnepBa mpoBenuTe 0a30BYI0 HACTPOHKY cepBepa [JIs POJM JIOKAJIhbHOTO
MTA wu standalone internet server (HacTpoWiku cepBepa XpaHsaTcs B (aiine
/etc/postfix/main.cf, HacTpoWku mpOrpaMMHBIX KaHAJOB TepeAaydl IHUCEeM B
/etc/postfix/master.cf):

[Tpumep koHpurypanumonHoro ¢aiina /etc/postfix/main.cf:

Global Postfix configuration file. This file lists only a subset
of all parameters. For the syntax, and for a complete parameter
list, see the postconf(5) manual page (command: "man 5 postconf").

For common configuration examples, see BASIC CONFIGURATION README
and STANDARD CONFIGURATION README. To find these documents, use
the command "postconf html directory readme directory", or go to
http://www.postfix.org/.

For best results, change no more than 2-3 parameters at a time,
and test if Postfix still works after every change.

H o o S S S S S S S 3

SOFT BOUNCE

The soft bounce parameter provides a limited safety net for

testing. When soft bounce is enabled, mail will remain queued that
would otherwise bounce. This parameter disables locally-generated
bounces, and prevents the SMTP server from rejecting mail permanently
(by changing 5xx replies into 4xx replies). However, soft bounce

is no cure for address rewriting mistakes or mail routing mistakes.

S o S S S S S 3 S

soft bounce = no
LOCAL PATHNAME INFORMATION

#
#
# The queue directory specifies the location of the Postfix queue.

# This is also the root directory of Postfix daemons that run chrooted.
# See the files in examples/chroot-setup for setting up Postfix chroot
# environments on different UNIX systems.

#

queue directory = /var/spool/postfix

# The command directory parameter specifies the location of all
# postXXX commands.
#

command directory = /usr/sbin

# The daemon directory parameter specifies the location of all Postfix
# daemon programs (i.e. programs listed in the master.cf file). This

# directory must be owned by root.

#

daemon directory = /usr/libexec/postfix

# The data directory parameter specifies the location of Postfix-writable

# data files (caches, random numbers). This directory must be owned
# by the mail owner account (see below).
#

data directory = /var/lib/postfix
QUEUE AND PROCESS OWNERSHIP

#
#
# The mail owner parameter specifies the owner of the Postfix queue

# and of most Postfix daemon processes. Specify the name of a user

# account THAT DOES NOT SHARE ITS USER OR GROUP ID WITH OTHER ACCOUNTS
# AND THAT OWNS NO OTHER FILES OR PROCESSES ON THE SYSTEM. In

# particular, don't specify nobody or daemon. PLEASE USE A DEDICATED

# USER.

#

mail owner = postfix

The default privs parameter specifies the default rights used by
the local delivery agent for delivery to external file or command.
These rights are used in the absence of a recipient user context.
DO NOT SPECIFY A PRIVILEGED USER OR THE POSTFIX OWNER.

H= o o S S

default privs = nobody

# INTERNET HOST AND DOMAIN NAMES
#

# The myhostname parameter specifies the internet hostname of this
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# mail system. The default is to use the fully-qualified domain name

# from gethostname (). $myhostname is used as a default value for many
# other configuration parameters.
#

#myhostname = host.domain.tld
myhostname = localhost

# The mydomain parameter specifies the local internet domain name.
# The default is to use $myhostname minus the first component.

# Smydomain is used as a default value for many other configuration
# parameters.

#

#mydomain = domain.tld

SENDING MAIL

The myorigin parameter specifies the domain that locally-posted
mail appears to come from. The default is to append $myhostname,
which is fine for small sites. If you run a domain with multiple
machines, you should (1) change this to $mydomain and (2) set up
a domain-wide alias database that aliases each user to
user@that.users.mailhost.

For the sake of consistency between sender and recipient addresses,
myorigin also specifies the default domain name that is appended
to recipient addresses that have no @domain part.

e s S S S S S 3 S S 3 B

myorigin = $myhostname
#myorigin = Smydomain

# RECEIVING MAIL

The inet interfaces parameter specifies the network interface
addresses that this mail system receives mail on. By default,
the software claims all active interfaces on the machine. The
parameter also controls delivery of mail to user@[ip.address].

#
#
#
#
#
# See also the proxy interfaces parameter, for network addresses that
# are forwarded to us via a proxy or network address translator.

#
#

Note: you need to stop/start Postfix when this parameter changes.
#

inet interfaces = all

#inet interfaces = Smyhostname

#inet_interfaces = Smyhostname, localhost

The proxy interfaces parameter specifies the network interface
addresses that this mail system receives mail on by way of a
proxy or network address translation unit. This setting extends
the address list specified with the inet interfaces parameter.

#
#
#
#
#
# You must specify your proxy/NAT addresses when your system is a
# backup MX host for other domains, otherwise mail delivery loops
# will happen when the primary MX host is down.

#

#proxy interfaces =
#proxy interfaces = 1.2.3.4

The mydestination parameter specifies the list of domains that this
machine considers itself the final destination for.

These domains are routed to the delivery agent specified with the
local transport parameter setting. By default, that is the UNIX
compatible delivery agent that lookups all recipients in /etc/passwd
and /etc/aliases or their equivalent.

The default is S$myhostname + localhost.$mydomain. On a mail domain
gateway, you should also include S$mydomain.

Do not specify the names of virtual domains - those domains are
specified elsewhere (see VIRTUAL README) .

Do not specify the names of domains that this machine is backup MX
host for. Specify those names via the relay domains settings for
the SMTP server, or use permit mx backup if you are lazy (see
STANDARD_CONFIGURATION_README).

The local machine is always the final destination for mail addressed
to user@[the.net.work.address] of an interface that the mail system
receives mail on (see the inet interfaces parameter).

S s S S S S S S S S S S S 3R 3 S S S S 3 S
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#

# Specify a list of host or domain names, /file/name or type:table
# patterns, separated by commas and/or whitespace. A /file/name

# pattern is replaced by its contents; a type:table is matched when
# a name matches a lookup key (the right-hand side is ignored).

# Continue long lines by starting the next line with whitespace.

#
#
#

See also below, section "REJECTING MAIL FOR UNKNOWN LOCAL USERS".

mydestination = $myhostname, localhost.$mydomain, localhost

#mydestination = Smyhostname, localhost.$mydomain, localhost, S$mydomain
#mydestination = S$myhostname, localhost.$mydomain, localhost, S$mydomain,
# mail.$mydomain, www.S$mydomain, ftp.Smydomain

REJECTING MAIL FOR UNKNOWN LOCAL USERS

The local recipient maps parameter specifies optional lookup tables
with all names or addresses of users that are local with respect
to $mydestination, $inet interfaces or $Sproxy interfaces.

If this parameter is defined, then the SMTP server will reject
mail for unknown local users. This parameter is defined by default.

To turn off local recipient checking in the SMTP server, specify
local recipient maps = (i.e. empty) .

The default setting assumes that you use the default Postfix local
delivery agent for local delivery. You need to update the
local recipient maps setting if:

- You define S$mydestination domain recipients in files other than
/etc/passwd, /etc/aliases, or the $virtual alias maps files.
For example, you define $mydestination domain recipients in
the $virtual mailbox maps files.

- You redefine the local delivery agent in master.cf.
- You redefine the "local transport" setting in main.cf.

- You use the "luser relay", "mailbox transport", or "fallback transport"
feature of the Postfix local delivery agent (see local(8)).

Details are described in the LOCAL RECIPIENT README file.

Beware: if the Postfix SMTP server runs chrooted, you probably have
to access the passwd file via the proxymap service, in order to
overcome chroot restrictions. The alternative, having a copy of
the system passwd file in the chroot jail is just not practical.

The right-hand side of the lookup tables is conveniently ignored.
In the left-hand side, specify a bare username, an @domain.tld
wild-card, or specify a user@domain.tld address.

He oS S S S 3 S S S S 3F S S SE S 3k 3 S S S S S S S S S S 3R S S SR S 3R S S 3 S 3k 3E

#local recipient maps = unix:passwd.byname Salias maps
#local recipient maps = proxy:unix:passwd.byname S$alias maps
#local recipient maps =

The unknown_ local recipient reject code specifies the SMTP server
response code when a recipient domain matches $mydestination or
${proxy,inet} interfaces, while $local recipient maps is non-empty
and the recipient address or address local-part is not found.

The default setting is 550 (reject mail) but it is safer to start
with 450 (try again later) until you are certain that your
local recipient maps settings are OK.

#
#
#
#
#
#
#
#
#

unknown_local recipient reject code = 550
# TRUST AND RELAY CONTROL

The mynetworks parameter specifies the list of "trusted" SMTP
clients that have more privileges than "strangers".

In particular, "trusted" SMTP clients are allowed to relay mail
through Postfix. See the smtpd recipient restrictions parameter
in postconf (5).

You can specify the list of "trusted" network addresses by hand
or you can let Postfix do it for you (which is the default).

= o S S S S B S
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# By default (mynetworks style = subnet), Postfix "trusts" SMTP

# clients in the same IP subnetworks as the local machine.

# On Linux, this does works correctly only with interfaces specified
# with the "ifconfig" command.

#

# Specify "mynetworks style = class" when Postfix should "trust" SMTP
# clients in the same IP class A/B/C networks as the local machine.

# Don't do this with a dialup site - it would cause Postfix to "trust"
# your entire provider's network. Instead, specify an explicit

# mynetworks list by hand, as described below.

#

# Specify "mynetworks style = host" when Postfix should "trust"

# only the local machine.

#

#mynetworks style = class

mynetworks style = subnet
#mynetworks style = host

Alternatively, you can specify the mynetworks list by hand, in
which case Postfix ignores the mynetworks style setting.

Specify an explicit list of network/netmask patterns, where the
mask specifies the number of bits in the network part of a host
address.

You can also specify the absolute pathname of a pattern file instead
of listing the patterns here. Specify type:table for table-based lookups
(the value on the table right-hand side is not used).

H o o o S S S 3

mynetworks = 192.168.0.0/16, 10.100.0.0/16
#mynetworks = S$config directory/mynetworks
#mynetworks = hash:/etc/postfix/network table

The relay domains parameter restricts what destinations this system will
relay mail to. See the smtpd recipient restrictions description in
postconf (5) for detailed information.

By default, Postfix relays mail

- from "trusted" clients (IP address matches S$mynetworks) to any destination,

- from "untrusted" clients to destinations that match S$relay domains or
subdomains thereof, except addresses with sender-specified routing.

The default relay domains value is Smydestination.

#

#

#

#

#

#

#

#

#

#

# In addition to the above, the Postfix SMTP server by default accepts mail
# that Postfix is final destination for:

# - destinations that match $inet interfaces or $proxy interfaces,
# - destinations that match S$mydestination

# - destinations that match S$virtual alias domains,
# - destinations that match $virtual mailbox domains.

# These destinations do not need to be listed in S$relay domains.
#
#
#
#
#
#
#
#
#
#
#
#

Specify a list of hosts or domains, /file/name patterns or type:name
lookup tables, separated by commas and/or whitespace. Continue

long lines by starting the next line with whitespace. A file name

is replaced by its contents; a type:name table is matched when a
(parent) domain appears as lookup key.

NOTE: Postfix will not automatically forward mail for domains that
list this system as their primary or backup MX host. See the

permit mx backup restriction description in postconf (5).

relay domains = Smydestination

# INTERNET OR INTRANET

# The relayhost parameter specifies the default host to send mail to
# when no entry is matched in the optional transport (5) table. When

# no relayhost is given, mail is routed directly to the destination.

#

# On an intranet, specify the organizational domain name. If your

# internal DNS uses no MX records, specify the name of the intranet

# gateway host instead.

#

# In the case of SMTP, specify a domain, host, host:port, [host]:port,
# [address] or [address]:port; the form [host] turns off MX lookups.

#

# If you're connected via UUCP, see also the default transport parameter.
#

#relayhost = $mydomain

#relayhost = [gateway.my.domain]
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#relayhost = [mailserver.isp.tld]
#relayhost = uucphost
relayhost =

#
#
#
#
#
#
#
#
#
#
#
#
#

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
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REJECTING UNKNOWN RELAY USERS

The relay recipient maps parameter specifies optional lookup tables
with all addresses in the domains that match S$relay domains.

If this parameter is defined, then the SMTP server will reject
mail for unknown relay users. This feature is off by default.

The right-hand side of the lookup tables is conveniently ignored.
In the left-hand side, specify an @domain.tld wild-card, or specify
a user@domain.tld address.

relay recipient maps = hash:/etc/postfix/relay recipients

INPUT RATE CONTROL

The in flow delay configuration parameter implements mail input
flow control. This feature is turned on by default, although it
still needs further development (it's disabled on SCO UNIX due
to an SCO bug) .

A Postfix process will pause for $in flow delay seconds before
accepting a new message, when the message arrival rate exceeds the
message delivery rate. With the default 100 SMTP server process
limit, this limits the mail inflow to 100 messages a second more
than the number of messages delivered per second.

Specify 0 to disable the feature. Valid delays are 0..10.

in _flow delay = 1s

ADDRESS REWRITING

The ADDRESS REWRITING README document gives information about
address masquerading or other forms of address rewriting including
username->Firstname.Lastname mapping.

ADDRESS REDIRECTION (VIRTUAL DOMAIN)

The VIRTUAL README document gives information about the many forms
of domain hosting that Postfix supports.

"USER HAS MOVED" BOUNCE MESSAGES

See the discussion in the ADDRESS REWRITING README document.
TRANSPORT MAP

See the discussion in the ADDRESS REWRITING README document.
ALIAS DATABASE

The alias maps parameter specifies the list of alias databases used
by the local delivery agent. The default list is system dependent.

On systems with NIS, the default is to search the local alias
database, then the NIS alias database. See aliases(5) for syntax
details.

If you change the alias database, run "postalias /etc/aliases" (or
wherever your system stores the mail alias file), or simply run
"newaliases" to build the necessary DBM or DB file.

It will take a minute or so before changes become visible. Use
"postfix reload" to eliminate the delay.

#alias maps = dbm:/etc/aliases
alias maps = hash:/etc/aliases
#alias maps = hash:/etc/aliases, nis:mail.aliases
#alias maps = netinfo:/aliases

#
#
#
#
#

The alias database parameter specifies the alias database(s) that
are built with "newaliases" or "sendmail -bi". This is a separate
configuration parameter, because alias maps (see above) may specify
tables that are not necessarily all under control by Postfix.
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#alias database = dbm:/etc/aliases

#alias_database = dbm:/etc/mail/aliases

alias database = hash:/etc/aliases

#alias database = hash:/etc/aliases, hash:/opt/majordomo/aliases

ADDRESS EXTENSIONS (e.g., user+foo)

The recipient delimiter parameter specifies the separator between
user names and address extensions (user+foo). See canonical (5),
local(8), relocated(5) and virtual (5) for the effects this has on
aliases, canonical, virtual, relocated and .forward file lookups.
Basically, the software tries user+foo and .forward+foo before
trying user and .forward.

#
#
#
#
#
#
#
#
#
#

recipient delimiter = +

DELIVERY TO MAILBOX

mailbox file relative to a user's home directory. The default
mailbox file is /var/spool/mail/user or /var/mail/user. Specify

#
#
# The home mailbox parameter specifies the optional pathname of a
#
#
# "Maildir/" for gmail-style delivery (the / is required).

=

#home mailbox = Mailbox
#home mailbox = Maildir/

# The mail spool directory parameter specifies the directory where
# UNIX-style mailboxes are kept. The default setting depends on the
# system type.

#

#mail spool directory = /var/mail

#mail spool directory = /var/spool/mail

The mailbox command parameter specifies the optional external

command to use instead of mailbox delivery. The command is run as

the recipient with proper HOME, SHELL and LOGNAME environment settings.
Exception: delivery for root is done as S$default user.

Other environment variables of interest: USER (recipient username),
EXTENSION (address extension), DOMAIN (domain part of address),
and LOCAL (the address localpart).

Unlike other Postfix configuration parameters, the mailbox command
parameter is not subjected to $parameter substitutions. This is to
make it easier to specify shell syntax (see example below) .

Avoid shell meta characters because they will force Postfix to run
an expensive shell process. Procmail alone is expensive enough.

IF YOU USE THIS TO DELIVER MAIL SYSTEM-WIDE, YOU MUST SET UP AN
ALIAS THAT FORWARDS MAIL FOR ROOT TO A REAL USER.
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#mailbox_command = /some/where/procmail
#mailbox_command = /some/where/procmail -a "SEXTENSION"

The mailbox transport specifies the optional transport in master.cf
to use after processing aliases and .forward files. This parameter
has precedence over the mailbox command, fallback transport and
luser relay parameters.

Specify a string of the form transport:nexthop, where transport is
the name of a mail delivery transport defined in master.cf. The
:nexthop part is optional. For more details see the sample transport
configuration file.

NOTE: if you use this feature for accounts not in the UNIX password
file, then you must update the "local recipient maps" setting in
the main.cf file, otherwise the SMTP server will reject mail for
non-UNIX accounts with "User unknown in local recipient table".
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#mailbox transport = Ilmtp:unix:/file/name
#mailbox transport = cyrus

The fallback transport specifies the optional transport in master.cf
to use for recipients that are not found in the UNIX passwd database.
This parameter has precedence over the luser relay parameter.

Specify a string of the form transport:nexthop, where transport is
the name of a mail delivery transport defined in master.cf. The

#
#
#
#
#
#
# :nexthop part is optional. For more details see the sample transport
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configuration file.

#
#
# NOTE: if you use this feature for accounts not in the UNIX password
# file, then you must update the "local recipient maps" setting in

# the main.cf file, otherwise the SMTP server will reject mail for

# non-UNIX accounts with "User unknown in local recipient table".

#

#fallback transport = lmtp:unix:/file/name

#fallback transport = cyrus

#fallback transport =

The luser relay parameter specifies an optional destination address
for unknown recipients. By default, mail for unknown@$mydestination,
unknown@ [$inet interfaces] or unknown@[$proxy interfaces] is returned
as undeliverable.

The following expansions are done on luser relay: Suser (recipient
username), $shell (recipient shell), S$home (recipient home directory),
Srecipient (full recipient address), Sextension (recipient address
extension), $domain (recipient domain), $local (entire recipient
localpart), S$recipient delimiter. Specify ${name?value} or
${name:value} to expand value only when S$name does (does not) exist.

luser relay works only for the default Postfix local delivery agent.

NOTE: if you use this feature for accounts not in the UNIX password
file, then you must specify "local recipient maps =" (i.e. empty) in
the main.cf file, otherwise the SMTP server will reject mail for
non-UNIX accounts with "User unknown in local recipient table".
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#luser_relay = Suser@other.host
#luser relay = S$local@other.host
#luser relay = admint+S$local

# JUNK MAIL CONTROLS

#

# The controls listed here are only a very small subset. The file

# SMTPD ACCESS README provides an overview.

# The header checks parameter specifies an optional table with patterns
# that each logical message header is matched against, including

# headers that span multiple physical lines.

#

# By default, these patterns also apply to MIME headers and to the

# headers of attached messages. With older Postfix versions, MIME and
# attached message headers were treated as body text.

#

# For details, see "man header checks".

#

#header checks = regexp:/etc/postfix/header checks

# FAST ETRN SERVICE

#

# Postfix maintains per-destination logfiles with information about
# deferred mail, so that mail can be flushed quickly with the SMTP

# "ETRN domain.tld" command, or by executing "sendmail -gRdomain.tld".
# See the ETRN README document for a detailed description.

#

# The fast flush domains parameter controls what destinations are

# eligible for this service. By default, they are all domains that

# this server is willing to relay mail to.

#

#fast flush domains = $relay domains

# SHOW SOFTWARE VERSION OR NOT

#

# The smtpd banner parameter specifies the text that follows the 220
# code in the SMTP server's greeting banner. Some people like to see
# the mail version advertised. By default, Postfix shows no version.
#

# You MUST specify Smyhostname at the start of the text. That is an
# RFC requirement. Postfix itself does not care.

#

#smtpd banner = $myhostname ESMTP S$mail name
#smtpd banner = Smyhostname ESMTP Smail name (Smail version)

# PARALLEL DELIVERY TO THE SAME DESTINATION

#

# How many parallel deliveries to the same user or domain? With local
# delivery, it does not make sense to do massively parallel delivery



71

# to the same user, because mailbox updates must happen sequentially,
# and expensive pipelines in .forward files can cause disasters when
# too many are run at the same time. With SMTP deliveries, 10

# simultaneous connections to the same domain could be sufficient to
# raise eyebrows.
#
#
#
#

Each message delivery transport has its XXX destination concurrency limit
parameter. The default is $default destination concurrency limit for
most delivery transports. For the local delivery agent the default is 2.

#local destination concurrency limit = 2
#default destination concurrency limit = 20
DEBUGGING CONTROL

#
#
# The debug peer level parameter specifies the increment in verbose
# logging level when an SMTP client or server host name or address
# matches a pattern in the debug peer list parameter.

#

d

ebug peer level = 2

# The debug peer list parameter specifies an optional list of domain
# or network patterns, /file/name patterns or type:name tables. When
# an SMTP client or server host name or address matches a pattern,

# increase the verbose logging level by the amount specified in the
# debug peer level parameter.

#
#debug peer list = 127.0.0.1
#debug peer list = some.domain

The debugger command specifies the external command that is executed
when a Postfix daemon program is run with the -D option.

#

#

#

# Use "command .. & sleep 5" so that the debugger can attach before

# the process marches on. If you use an X-based debugger, be sure to
# set up your XAUTHORITY environment variable before starting Postfix.
#
d

ebugger command =
PATH=/bin:/usr/bin:/usr/local/bin:/usr/X11R6/bin
ddd $daemon directory/$process name $process id & sleep 5

If you can't use X, use this to capture the call stack when a
daemon crashes. The result is in a file in the configuration
directory, and is named after the process name and the process ID.

debugger command =
PATH=/bin:/usr/bin:/usr/local/bin; export PATH; (echo cont;
echo where) | gdb $daemon directory/$process name $process id 2>&l
>Sconfig directory/Sprocess name.Sprocess id.log & sleep 5

Another possibility is to run gdb under a detached screen session.
To attach to the screen sesssion, su root and run "screen -r

<id string>" where <id string> uniquely matches one of the detached
sessions (from "screen -list").

debugger command =
PATH=/bin:/usr/bin:/sbin:/usr/sbin; export PATH; screen
-dmS S$process name gdb $daemon directory/$process name
Sprocess _id & sleep 1
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INSTALL-TIME CONFIGURATION INFORMATION
The following parameters are used when installing a new Postfix version.

#
#
#
#
# sendmail path: The full pathname of the Postfix sendmail command.
# This is the Sendmail-compatible mail posting interface.

#

sendmail path = /usr/sbin/sendmail

# newaliases path: The full pathname of the Postfix newaliases command.
# This is the Sendmail-compatible command to build alias databases.
#

newaliases path = /usr/bin/newaliases

# mailg path: The full pathname of the Postfix mailg command. This
# is the Sendmail-compatible mail queue listing command.

#

mailg path = /usr/bin/mailqg

# setgid group: The group for mail submission and queue management
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# commands. This must be a group name with a numerical group ID that
# is not shared with other accounts, not even with the Postfix account.

#

setgid group = postdrop

# html directory: The location of the Postfix HTML documentation.

#

html directory = no

# manpage directory: The location of the Postfix on-line manual pages.

#

manpage directory = /usr/local/man

# sample directory: The location of the Postfix sample configuration files.
# This parameter is obsolete as of Postfix 2.1.

#

sample directory = /etc/postfix

# readme directory: The location of the Postfix README files.

#

readme directory = no

B nanHoM koHUTryparmoHHOM ¢aiisie IpUCyTCTBYIOT:

myorigin — JOMEHHOE MMs, KOTOpPOe OyJIeT HMCIOJIb30BAHO B KaueCTBE
cepBepa OTIPABKH/MONyUEHHUS JTOKATbHBIX ITHCEM;

mydestination — crnucok KOHEYHBIH ajpecoB (B JaHHOM cliydae IModTa
MOJKET OBITh OTIPaBJICHA TOJBKO HaM, mta He OyIeT IepechulaTh Mo4TY,
aipecyeMyro 4yKUM Smtp cepBepam);

mynetwork_style —  yka3piBaeT oOrpaHMueHHE Ha  BO3MOYKHBIX
OTHpaBHUTEIICH (B TaHHOM CJIy4ae OrPaHUYMBAEM IOJICETh, OTKYIa MOT'YT
NPUHUMATHCS TUChMa);

mynetworks — mojceTs, ¢ KOTOPBIX OyACT MPOM3BOAUTCS TOTydYCHUEC
TUCEM;

relayhost — crnenyronuii y3en st mepechbUIKH MOYTHI (IIYCTOS 3HAYCHUE
O3HAa4yaeT OTIPaBKy IIMCEM HEMOCPEACTBEHHO ajapecaTy, BMeCTO
MEePECHUIKU Ha YYKOU smtp);

alias_maps, alias_database — B/ mis 3agaHus ICEBJOHMMOB JIOKAJIbHBIX
MoJIb30BaTelIel (OCTaBICHO MO-YMOJYAHHUIO).

OcranpHble ONIUU ObUIM OCTaBIEHbI He TpoHyThIMHU. HacTpoiika SSL B
JTaHHOMU J1abopaTOpHOM paboTe HE paccMaTpUBajach.

Jo0aBpTe BUpTyanbHbI XocT mail.lan. OTnpaBka nuceM Ha BUPTyaJbHBIN
XO0CT OyAeT Bo3MoOkHa aapecaram, He umerommux UNIX akkayHTOB Ha cepBepe (B
OTJIMYUU OT, HallpUMeEp, JIOKAIbHBIX MMOJIb30BaTelNei). J[s Kaxka0ro moib30BaTens
OyIeT BBIJIENICH KaTaJor JIJIsl XpaHEHUs TUCEM, CTPYKTYpa KOTOPOTO COBMECTUMA C
psnoM pop3/imap cepBEpPOB, UTO MO3BOJIMT Pa3BEPHYTh IOJHOLECHHBIN email

cepsep.

JobGaBpTe B KOHel KoH(purypauuonHoro aitna /etc/postfix/main.cf
CIIEYIOIIUE CTPOKH:

virtual mailbox domains = mail.lan

virtual mailbox maps = pgsqgl:/etc/postfix/pgsgl-vmailbox.cf
virtual mailbox base = /var/mail/vhosts

virtual gid maps = static:5000

virtual uid maps = static:5000

virtual minimum uid = 1000

JlanHbie CTpOKM 0003HAYAIOT:

virtual_mailbox_domains — 3agaet criucok BUPTyaIbHBIX XOCTOB,
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— virtual_mailbox_maps — HacTpoWKH COEIUHEHHUS IJIs MOAKIFOYCHUS
Kk b/l ¢ akkayHTaMH M COIIOCTABJIEHHBIMM KaXJOMY AaKKayHTY
KarajoraMu XpaHeHus moduThl (i cama bJ] — TekcroBbiit daitn, eciu
yKka3aHo, kak hash:/path/to/db);

— virtual mailbox base poauTeIbCKUI KaTAJIOT JJIsl XpaHEHUS TTHCEM;

— virtual_gid_maps, virtual_uid_maps — uid & gid nanok ¢ nucbMamu
(13 cooOpakeHnit 6€30MacHOCTH);

— virtual_minimum_uid — MuHHMManbHOE 3HaueHHe uid U1 HamoK ¢
MUCbMaMH.

Coznaiite HEOOXOIMMYIO HEpapXHIO KaTajoroB JJisl MHCEM BUPTYaJbHBIX

MOJIb30BaTENIel U YCAaHOBUM BIIAJEbIIA:

# groupadd --gid 5000 vmail

# useradd --uid 5000 -s /bin/false -d /dev/null -g vmail vmail
# mkdir -p /var/mail/vhosts/mail.lan/santa/

# mkdir -p /var/mail/vhosts/mail.lan/test/

# chown -R vmail:vmail /var/mail/vhosts/*

Hanee co3maiite camy B/l u ponmum x Hel (mosib30Baresb postgres MMeer
aJIMMMHCTPAaTUBHBIE IIPaBa M MO-yMOJIYAaHUIO HE UMEET NapoJs):

$ sudo -u postgres createuser -P vmail

Enter password for new role: vmail

Enter it again: vmail

Shall the new role be a superuser? (y/n) n

Shall the new role be allowed to create databases? (y/n) n
Shall the new role be allowed to create more new roles? (y/n) n
$ sudo -u postgres createdb -0 vmail postfix

$ sudo -u postgres psqgl -d postfix

psal (9.1.1)

Type "help" for help.

postfix=# create table vmailbox (name varchar, address varchar);

CREATE TABLE

postfix=# alter table vmailbox owner to vmail;

ALTER TABLE

postfix=# insert into vmailbox (name, address) values ('santa@mail.lan',
'mail.lan/santa/"');

INSERT 0 1

postfix=# insert into vmailbox (name, address) values ('test@mail.lan',

'mail.lan/test/");

INSERT 0 1

postfix=# \g

[To ymonm4aHuiO NPOMHULMAIM3UPOBAHHBIM peno3utopuit b/l HacTpoeH Tak
yTO ayTeHTU(UKamusa Bcex mosb3oBareneid u b/l mpousBoguThest metogom ident
sameuser (cooTBeTcTBHE TMoJib3oBarenelt PostgreSQL, Bmamensiia b wu
nosnb3oBaress OC cuctemsbl). [loaToMy B KOHPUTIypallMOHHBINA (aiil MeTOHO0B
ayTeHTU(UKauu KJIMEHTOB PosgtreSQL (mo YMOJIYaHUIO
/var/lib/pgsqgl/data/pg_hba.conf), HeoOXomummo mepea BCEMH  OCTaIbHBIMH
HACTPOMKaMH, 100ABUTH CJICAYIONIYIO CTPOUKY:

# TYPE DATABASE USER ADDRESS METHOD
host postfix vmail 127.0.0.1/32 password

3agaiiTe HacTpoiku moakroueHust K b1 amst postfix.

[Tpumep koHpurypamnronnoro daiina /etc/postfix/pgsql-vmailbox.cf:
hosts = 127.0.0.1

# The user name and password to log into the pgsql server.

user = vmail
password = vmail
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# The database name on the servers.
dbname = postfix

# Postfix 2.2 and later The SQL query template. See pgsgl table(5).
query = SELECT address FROM vmailbox WHERE name='%s'

3amycrute pPostfix:

# postalias /etc/aliases
# postfix start

Y6eautecrh B TOM, 4TO IEMOH HAIMYCTHUJICS:

$ ps ax | grep postfix
23804 2 Ss 0:00 /usr/libexec/postfix/master

$ netstat -1 | grep smtp
tcp 0 0 *:smtp xx LISTEN

Jlorm  Postfix  moxnHo moumtath B (arimax  /var/log/mail.err,
/var/log/mail.info, /var/log/mail.log, /var/log/mail.warn.

UroOel postfix mepeunTan KOHPUTypalMI0 MPUMEHSIOTCA KOMaH[a
# postfix reload. Ecnu HeoOxomumo omoBecTHTh posfix o HOBBIX aiimax ¢
anmacaMu (HE HACTPOWKAMH, a HEMOCPEICTBEHHO ajguacaMu, HE BaXKHO Yero —
postfix MHOro uero Moker anuacuth). # postalias /path/to/aliases/file, mus
yKkazanus (aiina c anuacamu: # postmap /path/to/aliases/file.

3.3.4 [Ipoeepka 3a0aHHbIX Hacmpoek postfix

Co3znaiiTe HOBOrO CUCTEMHOI'O IMOJIb30BaTENsI, KOTOPOMY OYyJEeT OTHpaBIECHO
TECTOBOE MHUCbMO YEPE3 JIOKATbHYIO PACCHUIKY:

# useradd testuser

[IpoBepbTe paboTOCIIOCOOHOCTH JOKATBLHON PACCHUIKU:

$ mail -s "Local mailing" testuser
Testing local delivery

Cc:

$ sudo -u testuser mail

Mail version 8.1.2 01/15/2001. Type ? for help.
"/var/mail/testuser": 1 message 1 new

>N 1 student@serpentar Sun Oct 30 17:17 14/519 Local mailing
& 1

Message 1:

From student@localhost.localdomain Sun Oct 30 17:17:46 2011
X-Original-To: testuser

To: testuser@localhost.localdomain

Subject: Local mailing

Date: Sun, 30 Oct 2011 17:17:46 -0400 (EDT)

From: student@localhost.localdomain (student)

Testing local delivery

& quit

[TpoBepbTe pabOTOCIIOCOOHOCTH BUPTYaIbHBIX XOCTOB:

$ mail -s "Virtual mailbox - local testing" santa@mail.lan
Test message for virtual user santa

Cc:

$ sudo -s

# cat /var/mail/vhosts/mail.lan/santa/new/1320009585.V8011666a7M716203.serpentarium
Return-Path: <student@serpentarium.localdomain>
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X-Original-To: santa@mail.lan
Delivered-To: santa@mail.lan
Received: by serpentarium (Postfix, from userid 1000)
id 95022666A5; Sun, 30 Oct 2011 17:19:45 -0400 (EDT)
To: santa@mail.lan
Subject: Virtual mailbox - local testing
Message-Id: <20111030211945.95022666A5@serpentarium>
Date: Sun, 30 Oct 2011 17:19:45 -0400 (EDT)
From: student@serpentarium.localdomain (student)

Test message for virtual user santa

HpI/I H€O6XOI[I/IMOCTI/I 3aaHuA KBOT HJIN Sl’l’ltp aYTeHTI/ICpI/IKaHI/II/I 06paTI/ITeCB
K IOKYMCHTAIIUU.

3.3.5 YcmaHoeka u Hacmpolka cnameunbmpa

JlobaBbTe  (QuIABTpalIMI0O CcllaMa ¢ HCIOJb30BaHHUEM  Spamassassin.
Heobxooumo nanuuue 6 cucmeme cieoyrowux mooyiet perl: html-parser, net-dns,
netaddr-ip, lwp-useragent (perl-HTML-Parser, perl-Net-DNS, perl-NetAddr-IP,
perl-LWP-UserAgent-Determined ons Fedora, RHEL; libhtml-parser-perl, libnet-
dns-perl, libnetaddr-ip-perl, liblwp-useragent-determined-perl oasn Debian,
Ubuntu); mociie momaganust B KOHCONb perl Ha Bce BOIPOCHI AHAliora YCTaHOBKU
OoTBe4aTh yTBepAUTENbHO Enter'om:

$ tar xvf Mail-SpamAssassin-<version>.tar.gz
$ cd Mail-SpamAssassin-<version>
$ sudo -s
# perl -MCPAN -e shell
o conf prerequisites policy ask
install Mail::SpamAssassin
quit
# sa-update

[Tpumep kouduryparmonnoro ¢aiira /etc/mail/spamassassin/local.cf:

This is the right place to customize your installation of SpamAssassin.

See 'perldoc Mail::SpamAssassin::Conf' for details of what can be
tweaked.

Only a small subset of options are listed below

H o S S S 3 3

FHEHHH R A R R R R R R R R R R S R R R R R
# Add *****SPAM***** to the Subject header of spam e-mails

#
rewrite header Subject *****SPAM*****

# Save spam messages as a message/rfc822 MIME attachment instead of
# modifying the original message (0: off, 2: use text/plain instead)
#
r

eport_safe 0

# Set which networks or hosts are considered 'trusted' by your mail

# server (i.e. not spammers)

#

# trusted networks 212.17.35.

# Set file-locking method (flock is not safe over NFS, but is faster)

#

# lock method flock

# Set the threshold at which a message is considered spam (default: 5.0)
#

required score 1.0
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# Use Bayesian classifier (default: 1)
#

use bayes 1

# Bayesian classifier auto-learning (default: 1)
#
bayes auto learn 1

# Set headers which may provide inappropriate cues to the Bayesian
# classifier
#

bayes ignore header X-Bogosity
bayes ignore header X-Spam-Flag
bayes ignore header X-Spam-Status

Some shortcircuiting, if the plugin is enabled
fplugin Mail::SpamAssassin::Plugin::Shortcircuit

#

#

i

#

# default: strongly-whitelisted mails are *really* whitelisted now, if the
# shortcircuiting plugin is active, causing early exit to save CPU load.

# Uncomment to turn this on
#
#
#
#
#

shortcircuit USER_IN WHITELIST on
shortcircuit USER IN DEF WHITELIST on
shortcircuit USER IN ALL SPAM TO on
shortcircuit SUBJECT IN WHITELIST on

# the opposite; blacklisted mails can also save CPU

#

# shortcircuit USER IN BLACKLIST on

# shortcircuit USER_IN BLACKLIST TO on

# shortcircuit SUBJECT IN BLACKLIST on

# if you have taken the time to correctly specify your "trusted networks",
# this is another good way to save CPU

#

# shortcircuit ALL TRUSTED on

# and a well-trained bayes DB can save running rules, too
#

# shortcircuit BAYES 99 spam

# shortcircuit BAYES 00 ham

endif # Mail::SpamAssassin::Plugin::Shortcircuit

B namHOM mpmMepe OBUTM packOMEHTHpOBaHBI omiuu rewrite _header,
report_safe, use bayes, bayes auto learn, bayes ignore_header. Hasnauenue stux
OINUUNA TPOKOMMEHTHPOBAHO B KOH(UTYpAIlMOHHOM (haiisie BbIllIe U HE TPEOYIOT
nosicHeHui. 3HaueHue required score yMEHbIIEHO s Oojiee  CTpPOrow
bunbpTpanuu.

3amycTuTe spamassassin:

# spamd -d

3.3.6 UHnmeepauyusi cnam¢punbmpa e postfix

[IpoBenuTe MpoOCTEHIIYI0O MHTETpAIMI0 spamassassin B postfix. B manno#
nabopatopHoil pabore crnam@uiabTp OYIET BBIMOJHATh MOCTOOPAOOTKY TpHU
normaganuu nucbMa B odepenb MTA. TlocroOpaboTka KOHTEHTa MPH ITOMOIITH
cnam puIbTPOB MpUBeAeHA Ha pucyHke 3.1.
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Unfiltered -* smtpdi8) gmgr{8) local(8) -*Filtered
>- cleanup(8) -» Postfix -<smtp(B) ~ Filtered
pickup(8) queus pipe(8)
- |
| W
maildrop . Postfix _  Postfix _ Content
queue postdropil) sendmail(l] filter

Pucynoxk 3.1 — Ilocto6paboTka KOHTEHTA MPU MTOMOITU ClIaMUILTPOB

C

http://www.
eHTQUIBTp OyAeT mepenaBaTh MUChMa U3 OYEPEIH B Spamassassin npu
MOMOIIM KJIMEHTAa Sspamc, pe3yibTaT (GuiabTpanuu (BHIOW3MEHEHHOE IMHChMO)
OTChLIATh Ha3zad B ouepedp nuceM postfix mpu momomu sendmail. Sendmail
nepegava

Kout

UHXEKTHPY
cnam puiIbT

OtpenakTupyite ¢aiia HaCTPOEK MPOrpaMMHBIX KaHAJIOB Iepeaayy MUCEM.

apXUTEKTYPOU postfix
postfix.org/OVERVIEW.html.

MOXXHO O3HAaKOMMUTCA

€T TMHUChMa TaKuUM
py OyZleT HEBO3MOXKHA.

o0pa3oM, 4YTO TMOBTOpPHAs

[Tpumep koudurypanuonnoro ¢aina /etc/postfix/master.cf:

#
# Postfix master process configuration file. For details on the format
# of the file, see the master(5) manual page (command: "man 5 master").
#
# Do not forget to execute "postfix reload" after editing this file.
#
#
# service type private unpriv chroot wakeup maxproc command + args
# (yes) (yes) (yes) (never) (100)
#
smtp inet n - n - - smtpd
-o content filter=spamfilter :dummy
#smtp inet n - n - 1 postscreen
#smtpd pass - - n - - smtpd
#dnsblog  unix - - n - 0 dnsblog
#tlsproxy unix - - n - 0 tlsproxy
#submission inet n - n - - smtpd
# -o smtpd tls security level=encrypt
# -o smtpd sasl auth enable=yes
# -o smtpd client restrictions=permit sasl authenticated, reject
# -o milter macro daemon name=ORIGINATING
#smtps inet n - n - - smtpd
# -o smtpd tls wrappermode=yes
# -o smtpd sasl auth enable=yes
# -o smtpd client restrictions=permit sasl authenticated, reject
# -o milter macro daemon name=ORIGINATING
#628 inet n - n - - gmgpd
pickup fifo n - n 60 1 pickup
cleanup unix n - n - 0 cleanup
qmgr fifo n - n 300 1 amgr
#qmgr fifo n - n 300 1 ogmgr
tlsmgr unix - - n 10007 1 tlsmgr
rewrite unix - - n - - trivial-rewrite
bounce unix - - n - 0 bounce
defer unix - n - 0 bounce
trace unix - - n - 0 bounce
verify unix - n - 1 verify
flush unix - n 10007 0 flush
proxymap unix - - n - - proxymap
proxywrite unix - - n - 1 proxymap
smtp unix - - n - - smtp
# When relaying mail as backup MX, disable fallback relay to avoid MX loops
relay unix - - n - - smtp
-o smtp_ fallback relay=
# -o smtp_helo_timeout=5 -o smtp connect_ timeout=5
showg unix n - n - - showqg
error unix - - n - - error
retry unix - - n - - error
discard unix - - n - - discard



local unix - n n - - local
virtual unix - n n - - virtual
Imtp unix - - n - - Imtp
anvil unix - - n - 1 anvil
scache unix - - n - 1 scache

Interfaces to non-Postfix software. Be sure to examine the manual
pages of the non-Postfix software to find out what options it wants.

Many of the following services use the Postfix pipe(8) delivery
agent. See the pipe(8) man page for information about ${recipient}
and other message envelope options.

maildrop. See the Postfix MAILDROP README file for details.
Also specify in main.cf: maildrop destination recipient limit=1

maildrop unix - n n - - pipe
flags=DRhu user=vmail argv=/usr/local/bin/maildrop -d ${recipient}

Recent Cyrus versions can use the existing "lmtp" master.cf entry.

Specify in cyrus.conf:
Imtp cmd="1mtpd -a" listen="localhost:1lmtp" proto=tcp4

Specify in main.cf one or more of the following:
mailbox transport = lmtp:inet:localhost
virtual transport = Imtp:inet:localhost

Cyrus 2.1.5 (Amos Gouaux)
Also specify in main.cf: cyrus destination recipient limit=1

H o o S S S S S S S 3R 3k S S S 3k 3F S S SR S 3R 3F S 3F S S 3 s S S

#cyrus unix - n n - - pipe

# user=cyrus argv=/cyrus/bin/deliver -e -r ${sender} -m ${extension} ${user}
#

#

#

# 0ld example of delivery via Cyrus.

#

#old-cyrus unix - n n - - pipe

# flags=R user=cyrus argv=/cyrus/bin/deliver -e -m ${extension} ${user}
#

#

#

# See the Postfix UUCP_README file for configuration details.

#

#uucp unix - n n - - pipe

# flags=Fghu user=uucp argv=uux -r -n -z -a$sender - $nexthop!rmail (S$recipient)
#

#

#

# Other external delivery methods.

#

#ifmail unix - n n pipe

# flags=F user=ftn argv= /usr/llb/lfmall/lfmall -r $nexthop (Srecipient)
#

#bsmtp unix - n n - - pipe

# flags=Fg. user=bsmtp argv=/usr/local/sbin/bsmtp -f $sender $nexthop S$recipient
#

#scalemail-backend unix - n n - 2 pipe

# flags=R user=scalemail argv=/usr/lib/scalemail/bin/scalemail-store

# S${nexthop} ${user} ${extension}

#

#mailman unix - n n - - pipe

# flags=FR user=list argv=/usr/lib/mailman/bin/postfix-to-mailman.py

# S{nexthop} ${user}

spamfilter unix - n - pipe
flags=Rq user=spamfilter argv—/usr/local/bln/spamc -e /usr/sbin/sendmail -i -f
${sender} -- S${recipient}

[Tockoapky 1iemovKka (UIbTpAllMH cllaMa padoTaeT OT I0JIb30BaTeNs
spamfilter, To co3manum ero:
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# useradd -s /bin/false -d /dev/null -g nogroup spamfilter

He 3a0yapTe otrmare koMaHmy postfix, d9ToOBl JeMOH mepeunTan
KOH(UTYypaluIo:

# postfix reload

3.3.7 HUHmeepauyuss aHmueupyca 8 postfix

[TpoBenute mpocreiimyto uaTerpanuio clamav (clamav-milter) B postfix. B
JTaHHOU JTabopaTopHOi padoTe cnaMPuIbTp OyIeT BBINOIHATH MPeao0paboTKy 10
nonaganus nuchkmMa B ouepeab MTA. IlpenoOpaboTka KOHTEHTa MpU MOMOIIU
MBI GUIBTPOB MPUBEICHA HA PUCYHKE 3.2.

sMTP-only  non-sMTP
filters filters
-~

| 1)

P

|
|
Network -> smtpd(8) K

\
Network -» gmgpd(8] -=cleanup(8) -»ncoming
/
pickup(8)
Local ->gendmail(1)

Pucynok 3.2 — Ilpeno6paboTka KOHTEHTa IPH MOMOIIH M3 GUIBTPOB

Heobxooumo ybeoumvcs 6 nanuuuu development eepcuu oOubauomexu
libmilter (libmilter-dev ons Debian, Ubuntu; omcymcmeyem 6 Fedora, RHEL, umo
oenaem CcOOPKY HEBO3MOJCHOU U NONb308AMENAM OAHHLIX OUCMPUOYMUBOS
cnedyem npocmo ycmanosums ounapuwiti nakem clamav-milter). Tlons3oBaTess
clamav HyXHO coO31aBaTh 10 BBINOJHEHUS COOpKU. BpimonHuTEe COOpPKY H
YCTaHOBKY clamav:

$ tar xvf clamav-<version>.tar.gz

$ cd ./clamav-<version>

$ sudo useradd -d /dev/null -s /bin/false -M clamav

$ ./configure --enable-milter —prefix=/ --exec-prefix=/usr —datarootdir=/usr/share
$ make

$ sudo -s

# make install

Wuterpanus antuBupyca clamav (clamav-milter) mpoBoautcs mpeneibHO
npocto. Jlo6aBbTe B KOHel KoHpurypanuonHoro aiina /etc/postfix/main.cf
CIIEAYIOIIUE CTPOKHU:

smtpd milters = unix:/var/run/clamav/clamav-milter.ctl
milter default action = accept

Ilpumeuanue 1. Oonvuuncmeo odemonos POStlix ewvinoansiomes ¢ chroot
(/var/spool/postfix). ITpoBepum, B kakoit cpeae Boimonusercs Smtpd (5i ctonouk):

$ head -n 15 /etc/postfix/master.ct
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#
# Postfix master process configuration file. For details on the format
# of the file, see the master(5) manual page (command: "man 5 master").
#
# Do not forget to execute "postfix reload" after editing this file.
#
#
# service type private unpriv chroot wakeup maxproc command + args
# (yes) (yes) (yes) (never) (100)
#
smtp inet n - n - - smtpd

-o content filter=spamfilter:dummy
#smtp inet n - n - 1 postscreen
#smtpd pass - - n - - smtpd
#dnsblog unix - - n - 0 dnsblog

CornacHo xoHdurypanuu smtpd BBITOJHSAETCS NPUBUIUTHPOBAHHBIM (NO
chroot), 4To 3HAYUT, YTO MOMCK COKeTa clamav-milter B 1€MCTBUTEILHOCTH OyET
MPOMCXOIUTH 10 IyTH /var/run/clamav/clamav-milter.ctl

Ckondurypupyiite clamav, clamav-milter, freshclam. Kondurypuposanue
CBOAMUTCS K CO3/JaHUIO0 (ajoB JIOTOB, YyKa3aHUs COOTBETCTBYIONIUX MyTeH B
KOH(QUTYpalmoHHbIM (haitnam, a maxowce kommenmuposanuem cmpok Example.

# mkdir -p /var/lib/clamav

# chown clamav /var/lib/clamav/

# touch /var/log/freshclam.log

# touch /var/log/clamd.log

# touch /var/log/clamav-milter.log
# chown clamav /var/log/*clam*

# mkdir -p /var/run/clamav

# chown clamav /var/run/clamav

[Mpumep koudurypanmonnoro ¢aiina /etc/clamav-milter.conf:

#4#

## Example config file for clamav-milter

##

# Comment or remove the line below.

#Example

#4#

## Main options

##

# Define the interface through which we communicate with sendmail
# This option is mandatory! Possible formats are:

# [[unix|local]:]/path/to/file - to specify a unix domain socket
# inet:port@[hostname|ip-address] - to specify an ipv4 socket

# inet6:port@[hostname|ip-address] - to specify an ipvé socket

#

# Default: no default

MilterSocket /var/run/clamav/clamav-milter.ctl
#MilterSocket inet:7357

# Define the group ownership for the (unix) milter socket.
# Default: disabled (the primary group of the user running clamd)
#MilterSocketGroup virusgroup

# Sets the permissions on the (unix) milter socket to the specified mode.
# Default: disabled (obey umask)
MilterSocketMode 666

# Remove stale socket after unclean shutdown.
#

# Default: yes

#FixStaleSocket yes

# Run as another user (clamav-milter must be started by root for this option to work)
#

# Default: unset (don't drop privileges)

User clamav
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# Initialize supplementary group access (clamav-milter must be started by root).
#

# Default: no

#AllowSupplementaryGroups no

# Waiting for data from clamd will timeout after this time (seconds).
# Value of 0 disables the timeout.

#

# Default: 120

#ReadTimeout 300

# Don't fork into background.
#

# Default: no

#Foreground yes

# Chroot to the specified directory.

# Chrooting is performed just after reading the config file and before dropping
privileges.

#

# Default: unset (don't chroot)

#Chroot /newroot

# This option allows you to save a process identifier of the listening
# daemon (main thread).

#

# Default: disabled

PidFile /var/run/clamav/clamav-milter.pid

# Optional path to the global temporary directory.
# Default: system specific (usually /tmp or /var/tmp).
#

#TemporaryDirectory /var/tmp

#4#
## Clamd options

# Define the clamd socket to connect to for scanning.
# This option is mandatory! Syntax:

# ClamdSocket unix:path

# ClamdSocket tcp:host:port

# The first syntax specifies a local unix socket (needs an absolute path) e.g.:
# ClamdSocket unix:/var/run/clamd/clamd.socket

# The second syntax specifies a tcp local or remote tcp socket: the

# host can be a hostname or an ip address; the ":port" field is only required
# for IPv6 addresses, otherwise it defaults to 3310, e.g.:
#
#
#
#
#
#
C.

ClamdSocket tcp:192.168.0.1

This option can be repeated several times with different sockets or even
with the same socket: clamd servers will be selected in a round-robin fashion.

Default: no default
lamdSocket unix:/var/run/clamav/clamd.ctl

##
## Exclusions

##

# Messages originating from these hosts/networks will not be scanned

# This option takes a host (name) /mask pair in CIRD notation and can be

# repeated several times. If "/mask" is omitted, a host is assumed.

# To specify a locally orignated, non-smtp, email use the keyword "local"
#

# Default: unset (scan everything regardless of the origin)
#LocalNet local

#LocalNet 192.168.0.0/24

#LocalNet 1111:2222:3333::/48

This option specifies a file which contains a list of basic POSIX regular
expressions. Addresses (sent to or from - see below) matching these regexes
will not be scanned. Optionally each line can start with the string "From:"
or "To:" (note: no whitespace after the colon) indicating if it is,
respectively, the sender or recipient that is to be whitelisted.

If the field is missing, "To:" is assumed.

Lines starting with #, : or ! are ignored.

Default unset (no exclusion applied)

#
#
#
#
#
#
#
#
#
#Whitelist /etc/whitelisted addresses
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Messages from authenticated SMTP users matching this extended POSIX

regular expression (egrep-like) will not be scanned.

As an alternative, a file containing a plain (not regex) list of names (one
per line) can be specified using the prefix "file:".

e.g. SkipAuthenticated file:/etc/good guys

Note: this is the AUTH login name!

#
#
#
#
#
#
#
#
# Default: unset (no whitelisting based on SMTP auth)

#SkipAuthenticated * (tom|dick|henry)$

# Messages larger than this value won't be scanned.

# Make sure this value is lower or equal than StreamMaxLength in clamd.conf
#

# Default: 25M

#MaxFileSize 10M

##
## Actions
##

# The following group of options controls the delievery process under
# different circumstances.

# The following actions are available:

# - Accept

# The message is accepted for delievery

# - Reject

# Immediately refuse delievery (a 5xx error is returned to the peer)
# - Defer

# Return a temporary failure message (4xx) to the peer

# - Blackhole (not available for OnFail)

# Like Accept but the message is sent to oblivion

# - Quarantine (not available for OnFail)

# Like Accept but message is quarantined instead of being delivered
#

#

#

#

#

#

#

NOTE: In Sendmail the quarantine queue can be examined via mailg -gQ
For Postfix this causes the message to be placed on hold

Action to be performed on clean messages (mostly useful for testing)
Default: Accept
OnClean Accept

# Action to be performed on infected messages
# Default: Quarantine
#0OnInfected Quarantine

# Action to be performed on error conditions (this includes failure to
# allocate data structures, no scanners available, network timeouts,

# unknown scanner replies and the like)

# Default: Defer

#OnFail Defer

# This option allows to set a specific rejection reason for infected messages
# and it's therefore only useful together with "OnInfected Reject"

# The string "%v", if present, will be replaced with the virus name.

# Default: MTA specific

#RejectMsg

# If this option is set to "Replace" (or "Yes"), an "X-Virus-Scanned" and an

# "X-Virus-Status" headers will be attached to each processed message, possibly
# replacing existing headers.

# If it is set to Add, the X-Virus headers are added possibly on top of the

# existing ones.

# Note that while "Replace" can potentially break DKIM signatures, "Add" may

# confuse procmail and similar filters.

# Default: no

AddHeader Replace

# When AddHeader is in use, this option allows to arbitrary set the reported
# hostname. This may be desirable in order to avoid leaking internal names.
# If unset the real machine name is used.

# Default: disabled

#ReportHostname my.mail.server.name

# Execute a command (possibly searching PATH) when an infected message is found.
# The following parameters are passed to the invoked program in this order:

# virus name, queue id, sender, destination, subject, message id, message date.
# Note #1: this requires MTA macroes to be available (see LogInfected below)
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# Note #2: the process is invoked in the context of clamav-milter

# Note #3: clamav-milter will wait for the process to exit. Be quick or fork to
# avoid unnecessary delays in email delievery

# Default: disabled

#VirusAction /usr/local/bin/my_infected message_handler

#4#

## Logging options

##

# Uncomment this option to enable logging.

# LogFile must be writable for the user running daemon.
# A full path is required.

#

# Default: disabled

LogFile /var/log/clamav-milter.log

# By default the log file is locked for writing - the lock protects against
# running clamav-milter multiple times.

# This option disables log file locking.
#
#
#

Default: no
LogFileUnlock yes

Maximum size of the log file.

Value of 0 disables the limit.

You may use 'M' or 'm' for megabytes (1M = 1m = 1048576 bytes)

and 'K' or 'k' for kilobytes (1K = 1k = 1024 bytes). To specify the size
in bytes just don't use modifiers.

#
#
#
#
#
#
# Default: 1M
#LogFileMaxSize 2M

# Log time with each message.
#

# Default: no

LogTime yes

# Use system logger (can work together with LogFile).
#

# Default: no

#LogSyslog yes

# Specify the type of syslog messages - please refer to 'man syslog'
# for facility names.

#

# Default: LOG LOCAL®6

#LogFacility LOG MAIL

# Enable verbose logging.
#

# Default: no
#LogVerbose yes

# This option allows to tune what is logged when a message is infected.

# Possible values are Off (the default - nothing is logged),

# Basic (minimal info logged), Full (verbose info logged)

# Note:

# For this to work properly in sendmail, make sure the msg id, mail addr,

# rcpt_addr and i macroes are available in eom. In other words add a line like:
# Milter.macros.eom={msg id}, {mail addr}, {rcpt addr}, i

# to your .cf file. Alternatively use the macro:

# define ("confMILTER MACROS EOM', “{msg id}, {mail addr}, {rcpt addr}, i')

# Postfix should be working fine with the default settings.

#
#
#

Default: disabled
LogInfected Basic

# This option allows to tune what is logged when no threat is found in a scanned message.
# See LogInfected for possible values and caveats.

# Useful in debugging but drastically increases the log size.

# Default: disabled

#LogClean Basic

[Tpumep koupuryparmonnoro daiira /etc/clamd.conf:

#4#
## Example config file for the Clam AV daemon
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## Please read the clamd.conf (5) manual before editing this file.

##

# Comment or remove the line below.
#Example

# Uncomment this option to enable logging.

# LogFile must be writable for the user running daemon.
# A full path is required.

# Default: disabled

LogFile /var/log/clamd.log

# By default the log file is locked for writing - the lock protects against
# running clamd multiple times (if want to run another clamd, please

# copy the configuration file, change the LogFile variable, and run

# the daemon with --config-file option).

# This option disables log file locking.

# Default: no
#LogFileUnlock yes

# Maximum size of the log file.

# Value of 0 disables the limit.

# You may use 'M' or 'm' for megabytes (1M = 1lm = 1048576 bytes)

# and 'K' or 'k' for kilobytes (1K = lk = 1024 bytes). To specify the size
# in bytes just don't use modifiers.

# Default: 1M

#LogFileMaxSize 2M

# Log time with each message.
# Default: no
LogTime yes

# Also log clean files. Useful in debugging but drastically increases the
# log size.

# Default: no

#LogClean yes

# Use system logger (can work together with LogFile).
# Default: no
#LogSyslog yes

# Specify the type of syslog messages - please refer to 'man syslog'
# for facility names.
# Default: LOG LOCAL6
#LogFacility LOG MAIL

# Enable verbose logging.
# Default: no
#LogVerbose yes

# Log additional information about the infected file, such as its
# size and hash, together with the virus name.
#ExtendedDetectionInfo yes

# This option allows you to save a process identifier of the listening
# daemon (main thread).

# Default: disabled

pPidFile /var/run/clamav/clamd.pid

# Optional path to the global temporary directory.
# Default: system specific (usually /tmp or /var/tmp).
#TemporaryDirectory /var/tmp

# Path to the database directory.
# Default: hardcoded (depends on installation options)
DatabaseDirectory /var/lib/clamav

# Only load the official signatures published by the ClamAV project.
# Default: no
#0fficialDatabaseOnly no

# The daemon can work in local mode, network mode or both.
# Due to security reasons we recommend the local mode.

# Path to a local socket file the daemon will listen on.
# Default: disabled (must be specified by a user)
LocalSocket /var/run/clamav/clamd.ctl

# Sets the group ownership on the unix socket.
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# Default: disabled (the primary group of the user running clamd)
#LocalSocketGroup virusgroup

# Sets the permissions on the unix socket to the specified mode.
# Default: disabled (socket is world accessible)
#LocalSocketMode 660

# Remove stale socket after unclean shutdown.
# Default: yes
#FixStaleSocket yes

# TCP port address.
# Default: no
#TCPSocket 3310

TCP address.

By default we bind to INADDR ANY, probably not wise.
Enable the following to provide some degree of protection
from the outside world.

Default: no
TCPAddr 127.0.0.1

= o

# Maximum length the queue of pending connections may grow to.
# Default: 200
#MaxConnectionQueueLength 30

# Clamd uses FTP-like protocol to receive data from remote clients.
# If you are using clamav-milter to balance load between remote clamd daemons
# on firewall servers you may need to tune the options below.

Close the connection when the data size limit is exceeded.

The value should match your MTA's limit for a maximum attachment size.
Default: 25M
StreamMaxLength 10M

H= = o

# Limit port range.
# Default: 1024
#StreamMinPort 30000
# Default: 2048
#StreamMaxPort 32000

# Maximum number of threads running at the same time.
# Default: 10
#MaxThreads 20

# Waiting for data from a client socket will timeout after this time (seconds).
# Default: 120
#ReadTimeout 300

# This option specifies the time (in seconds) after which clamd should

# timeout if a client doesn't provide any initial command after connecting.
# Default: 5

#CommandReadTimeout 5

# This option specifies how long to wait (in miliseconds) if the send buffer is full.
# Keep this value low to prevent clamd hanging

#

# Default: 500

#SendBufTimeout 200

# Maximum number of queued items (including those being processed by MaxThreads threads)

# It is recommended to have this value at least twice MaxThreads if possible.

# WARNING: you shouldn't increase this too much to avoid running out of file
descriptors,

# the following condition should hold:

# MaxThreads*MaxRecursion + (MaxQueue - MaxThreads) + 6< RLIMIT NOFILE (usual max is
1024) B

#

# Default: 100

#MaxQueue 200

# Waiting for a new job will timeout after this time (seconds).
# Default: 30
#IdleTimeout 60

# Don't scan files and directories matching regex
# This directive can be used multiple times

# Default: scan all

#ExcludePath */proc/

#ExcludePath "/sys/
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# Maximum depth directories are scanned at.
# Default: 15
#MaxDirectoryRecursion 20

# Follow directory symlinks.
# Default: no
#FollowDirectorySymlinks yes

# Follow regular file symlinks.
# Default: no
#FollowFileSymlinks yes

# Scan files and directories on other filesystems.
# Default: yes
#CrossFilesystems yes

# Perform a database check.
# Default: 600 (10 min)
#SelfCheck 600

# Execute a command when virus is found. In the command string %v will
# be replaced with the virus name.

# Default: no

#VirusEvent /usr/local/bin/send sms 123456789 "VIRUS ALERT: %v"

# Run as another user (clamd must be started by root for this option to work)
# Default: don't drop privileges
User clamav

# Initialize supplementary group access (clamd must be started by root).
# Default: no
#AllowSupplementaryGroups no

# Stop daemon when libclamav reports out of memory condition.
#ExitOnOOM yes

# Don't fork into background.
# Default: no
#Foreground yes

# Enable debug messages in libclamav.
# Default: no
#Debug yes

# Do not remove temporary files (for debug purposes) .
# Default: no
#LeaveTemporaryFiles yes

# Detect Possibly Unwanted Applications.
# Default: no
#DetectPUA yes

# Exclude a specific PUA category. This directive can be used multiple times.
# See http://www.clamav.net/support/pua for the complete list of PUA

# categories.

# Default: Load all categories (if DetectPUA is activated)

#ExcludePUA NetTool

#ExcludePUA PWTool

# Only include a specific PUA category. This directive can be used multiple
# times.

# Default: Load all categories (if DetectPUA is activated)

#IncludePUA Spy

#IncludePUA Scanner

#IncludePUA RAT

In some cases (eg. complex malware, exploits in graphic files, and others),
ClamAV uses special algorithms to provide accurate detection. This option
controls the algorithmic detection.
Default: yes

AlgorithmicDetection yes

H= o S S

##
## Executable files
##

# PE stands for Portable Executable - it's an executable file format used
# in all 32 and 64-bit versions of Windows operating systems. This option allows



87

# ClamAV to perform a deeper analysis of executable files and it's also

# required for decompression of popular executable packers such as UPX, FSG,
# and Petite. If you turn off this option, the original files will still be
# scanned, but without additional processing.

# Default: yes

#ScanPE yes

# Executable and Linking Format is a standard format for UN*X executables.

# This option allows you to control the scanning of ELF files.

# If you turn off this option, the original files will still be scanned, but
# without additional processing.

# Default: yes

#ScanELF yes

# With this option clamav will try to detect broken executables (both PE and
# ELF) and mark them as Broken.Executable.

# Default: no

#DetectBrokenExecutables yes

#4#

## Documents

#4#

# This option enables scanning of OLE2 files, such as Microsoft Office

# documents and .msi files.

# If you turn off this option, the original files will still be scanned, but
# without additional processing.

# Default: yes

#ScanOLE2 yes

# With this option enabled OLE2 files with VBA macros, which were not

# detected by signatures will be marked as "Heuristics.OLE2.ContainsMacros".
# Default: no

#OLE2BlockMacros no

This option enables scanning within PDF files.

If you turn off this option, the original files will still be scanned, but
without decoding and additional processing.

Default: yes
ScanPDF yes

H= H o

#4#
#4# Mail files
#4

# Enable internal e-mail scanner.

# If you turn off this option, the original files will still be scanned, but
# without parsing individual messages/attachments.

# Default: yes

#ScanMail yes

Scan RFC1341 messages split over many emails.
You will need to periodically clean up S$TemporaryDirectory/clamav-partial directory.
WARNING: This option may open your system to a DoS attack.
Never use it on loaded servers.
Default: no
ScanPartialMessages yes

H H o

# With this option enabled ClamAV will try to detect phishing attempts by using
# signatures.

# Default: yes

#PhishingSignatures yes

# Scan URLs found in mails for phishing attempts using heuristics.
# Default: yes
#PhishingScanURLs yes

# Always block SSL mismatches in URLs, even if the URL isn't in the database.
# This can lead to false positives.

#

# Default: no

#PhishingAlwaysBlockSSLMismatch no

# Always block cloaked URLs, even if URL isn't in database.
# This can lead to false positives.
#
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# Default: no
#PhishingAlwaysBlockCloak no

# Allow heuristic match to take precedence.

# When enabled, if a heuristic scan (such as phishingScan) detects

# a possible virus/phish it will stop scan immediately. Recommended, saves CPU
# scan-time.

# When disabled, virus/phish detected by heuristic scans will be reported only at
# the end of a scan. If an archive contains both a heuristically detected

# virus/phish, and a real malware, the real malware will be reported

#

# Keep this disabled if you intend to handle "*.Heuristics.*" viruses

# differently from "real" malware.

# If a non-heuristically-detected virus (signature-based) is found first,

# the scan is interrupted immediately, regardless of this config option.

#

# Default: no

#HeuristicScanPrecedence yes

#4#

## Data Loss Prevention (DLP)

#4#

# Enable the DLP module
# Default: No
#StructuredDataDetection yes

# This option sets the lowest number of Credit Card numbers found in a file
# to generate a detect.

# Default: 3

#StructuredMinCreditCardCount 5

# This option sets the lowest number of Social Security Numbers found
# in a file to generate a detect.

# Default: 3

#StructuredMinSSNCount 5

# With this option enabled the DLP module will search for valid
# SSNs formatted as xxx-yy-zzzz

# Default: yes

#StructuredSSNFormatNormal yes

# With this option enabled the DLP module will search for valid
# SSNs formatted as xxxyyzzzz

# Default: no

#StructuredSSNFormatStripped yes

##

## HTML

#4#

# Perform HTML normalisation and decryption of MS Script Encoder code.

# Default: yes

# If you turn off this option, the original files will still be scanned, but
# without additional processing.

#ScanHTML yes

#4#

## Archives

#4#

# ClamAV can scan within archives and compressed files.

# If you turn off this option, the original files will still be scanned, but
# without unpacking and additional processing.

# Default: yes

#ScanArchive yes

# Mark encrypted archives as viruses (Encrypted.Zip, Encrypted.RAR).
# Default: no
#ArchiveBlockEncrypted no

LR
## Limits
##

# The options below protect your system against Denial of Service attacks
# using archive bombs.
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This option sets the maximum amount of data to be scanned for each input file.
Archives and other containers are recursively extracted and scanned up to this
value.

Value of 0 disables the limit

Note: disabling this limit or setting it too high may result in severe damage
to the system.

Default: 100M
MaxScanSize 150M

S o S S S S

Files larger than this limit won't be scanned. Affects the input file itself
as well as files contained inside it (when the input file is an archive, a
document or some other kind of container).
Value of 0 disables the limit.
Note: disabling this limit or setting it too high may result in severe damage
to the system.
Default: 25M
MaxFileSize 30M

S o S S S S S

# Nested archives are scanned recursively, e.g. if a Zip archive contains a RAR
# file, all files within it will also be scanned. This options specifies how

# deeply the process should be continued.

# Note: setting this limit too high may result in severe damage to the system.
# Default: 16

#MaxRecursion 10

# Number of files to be scanned within an archive, a document, or any other

# container file.

# Value of 0 disables the limit.

# Note: disabling this limit or setting it too high may result in severe damage
# to the system.

# Default: 10000

#MaxFiles 15000

4
## Clamuko settings
#4

# Enable Clamuko. Dazuko must be configured and running. Clamuko supports

# both Dazuko (/dev/dazuko) and DazukoFS (/dev/dazukofs.ctrl). DazukoFS

# 1s the preferred option. For more information please visit www.dazuko.org
# Default: no

#ClamukoScanOnAccess yes

The number of scanner threads that will be started (DazukoFS only).
Having multiple scanner threads allows Clamuko to serve multiple
processes simultaneously. This is particularly beneficial on SMP machines.
Default: 3

ClamukoScannerCount 3

H H o S

# Don't scan files larger than ClamukoMaxFileSize
# Value of 0 disables the limit.

# Default: 5M

#ClamukoMaxFileSize 10M

# Set access mask for Clamuko (Dazuko only).
# Default: no

#ClamukoScanOnOpen yes

#ClamukoScanOnClose yes

#ClamukoScanOnExec yes

# Set the include paths (all files inside them will be scanned). You can have
# multiple ClamukoIncludePath directives but each directory must be added

# in a seperate line. (Dazuko only)

# Default: disabled

#ClamukoIncludePath /home

#ClamukoIncludePath /students

# Set the exclude paths. All subdirectories are also excluded. (Dazuko only)
# Default: disabled
#ClamukoExcludePath /home/bofh

With this option you can whitelist specific UIDs. Processes with these UIDs
will be able to access all files.

This option can be used multiple times (one per line).

Default: disabled
ClamukoExcludeUID 0

H H o

# With this option enabled ClamAV will load bytecode from the database.
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# It is highly recommended you keep this option on, otherwise you'll miss detections for

many new viruses.

SYSTEMS

# Default: yes
#Bytecode yes

# Set bytecode security level.
# Possible values:
# None - no security at all, meant for debugging. DO NOT USE THIS ON PRODUCTION

# This value is only available if clamav was built with --enable-debug!

# TrustSigned - trust bytecode loaded from signed .c[lv]d files,

# insert runtime safety checks for bytecode loaded from other sources
# Paranoid - don't trust any bytecode, insert runtime checks for all

# Recommended: TrustSigned, because bytecode in .cvd files already has these checks
# Note that by default only signed bytecode is loaded, currently you can only

# load unsigned bytecode in --enable-debug mode.

#

#

#

Default: TrustSigned
BytecodeSecurity TrustSigned

# Set bytecode timeout in miliseconds.
#

# Default: 5000

# BytecodeTimeout 1000

[Tpumep kouduryparmonnoro gaiina /etc/freshclam.conf:

##
## Example config file for freshclam
## Please read the freshclam.conf (5) manual before editing this file.

##

# Comment or remove the line below.
#Example

# Path to the database directory.

# WARNING: It must match clamd.conf's directive!

# Default: hardcoded (depends on installation options)
DatabaseDirectory /var/lib/clamav

# Path to the log file (make sure it has proper permissions)
# Default: disabled
UpdateLogFile /var/log/freshclam.log

# Maximum size of the log file.

# Value of 0 disables the limit.

# You may use 'M' or 'm' for megabytes (1M = 1lm = 1048576 bytes)
# and 'K' or 'k' for kilobytes (1K = 1k = 1024 bytes).

# in bytes just don't use modifiers.

# Default: 1M

#LogFileMaxSize 2M

# Log time with each message.
# Default: no
LogTime yes

# Enable verbose logging.
# Default: no
#LogVerbose yes

# Use system logger (can work together with UpdateLogFile) .
# Default: no
#LogSyslog yes

# Specify the type of syslog messages - please refer to 'man syslog'
# for facility names.
# Default: LOG LOCAL6
#LogFacility LOG MAIL

# This option allows you to save the process identifier of the daemon
# Default: disabled
pPidFile /var/run/clamav/freshclam.pid

# By default when started freshclam drops privileges and switches to the
# "clamav" user. This directive allows you to change the database owner.
# Default: clamav (may depend on installation options)

DatabaseOwner clamav
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# Initialize supplementary group access (freshclam must be started by root).
# Default: no
#AllowSupplementaryGroups yes

# Use DNS to verify virus database version. Freshclam uses DNS TXT records

# to verify database and software versions. With this directive you can change
# the database verification domain.

# WARNING: Do not touch it unless you're configuring freshclam to use your

# own database verification domain.

# Default: current.cvd.clamav.net

#DNSDatabaseInfo current.cvd.clamav.net

# Uncomment the following line and replace XY with your country

# code. See http://www.iana.org/cctld/cctld-whois.htm for the full list.
# You can use db.XY.ipvé6.clamav.net for IPvé connections.
#DatabaseMirror db.XY.clamav.net

# database.clamav.net is a round-robin record which points to our most

# reliable mirrors. It's used as a fall back in case db.XY.clamav.net is
# not working. DO NOT TOUCH the following line unless you know what you
# are doing.

DatabaseMirror database.clamav.net

# How many attempts to make before giving up.
# Default: 3 (per mirror)
#MaxAttempts 5

# With this option you can control scripted updates. It's highly recommended
# to keep it enabled.

# Default: yes

#ScriptedUpdates yes

# By default freshclam will keep the local databases (.cld) uncompressed to

# make their handling faster. With this option you can enable the compression;
# the change will take effect with the next database update.

# Default: no

#CompressLocalDatabase no

# With this option you can provide custom sources (http:// or file://) for
# database files. This option can be used multiple times.

# Default: no custom URLs

#DatabaseCustomURL http://myserver.com/mysigs.ndb

#DatabaseCustomURL file:///mnt/nfs/local.hdb

# Number of database checks per day.
# Default: 12 (every two hours)
#Checks 24

# Proxy settings

# Default: disabled
#HTTPProxyServer myproxy.com
#HTTPProxyPort 1234
#HTTPProxyUsername myusername
#HTTPProxyPassword mypass

# If your servers are behind a firewall/proxy which applies User-Agent
# filtering you can use this option to force the use of a different

# User-Agent header.

# Default: clamav/version number

#HTTPUserAgent SomeUserAgentIdString

# Use aaa.bbb.ccc.ddd as client address for downloading databases. Useful for
# multi-homed systems.

# Default: Use 0S'es default outgoing IP address.

#LocalIPAddress aaa.bbb.ccc.ddd

# Send the RELOAD command to clamd.
# Default: no
NotifyClamd /etc/clamd.conf

# Run command after successful database update.
# Default: disabled
#0OnUpdateExecute command

# Run command when database update process fails.
# Default: disabled
#OnErrorExecute command

# Run command when freshclam reports outdated version.
# In the command string $v will be replaced by the new version number.
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# Default: disabled
#0OnOutdatedExecute command

# Don't fork into background.
# Default: no
#Foreground yes

# Enable debug messages in libclamav.
# Default: no
#Debug yes

# Timeout in seconds when connecting to database server.
# Default: 30
#ConnectTimeout 60

# Timeout in seconds when reading from database server.
# Default: 30
#ReceiveTimeout 60

# With this option enabled, freshclam will attempt to load new
# databases into memory to make sure they are properly handled
# by libclamav before replacing the old ones.

# Default: yes

#TestDatabases yes

# When enabled freshclam will submit statistics to the ClamAV Project about
# the latest virus detections in your environment. The ClamAV maintainers

# will then use this data to determine what types of malware are the most

# detected in the field and in what geographic area they are.

# Freshclam will connect to clamd in order to get recent statistics.

# Default: no
#SubmitDetectionStats /path/to/clamd.conf

# Country of origin of malware/detection statistics (for statistical

# purposes only). The statistics collector at ClamAV.net will look up

# your IP address to determine the geographical origin of the malware

# reported by your installation. If this installation is mainly used to

# scan data which comes from a different location, please enable this

# option and enter a two-letter code (see http://www.iana.org/domains/root/db/)
# of the country of origin.
# Default: disabled
#DetectionStatsCountry country-code

# This option enables support for our "Personal Statistics" service.

# When this option is enabled, the information on malware detected by

# your clamd installation is made available to you through our website.

# To get your HostID, log on http://www.stats.clamav.net and add a new

# host to your host list. Once you have the HostID, uncomment this option
# and paste the HostID here. As soon as your freshclam starts submitting
# information to our stats collecting service, you will be able to view
# the statistics of this clamd installation by logging into
# http://www.stats.clamav.net with the same credentials you used to
# generate the HostID. For more information refer to:
# http://www.clamav.net/support/faqg/fag-cctts/
# This feature requires SubmitDetectionStats to be enabled.
# Default: disabled
#DetectionStatsHostID unique-id

# This option enables support for Google Safe Browsing. When activated for

# the first time, freshclam will download a new database file (safebrowsing.cvd)
# which will be automatically loaded by clamd and clamscan during the next

# reload, provided that the heuristic phishing detection is turned on. This

# database includes information about websites that may be phishing sites or
# possible sources of malware. When using this option, it's mandatory to run
# freshclam at least every 30 minutes.

# Freshclam uses the ClamAV's mirror infrastructure to distribute the

# database and its updates but all the contents are provided under Google's

# terms of use. See http://code.google.com/support/bin/answer.py?answer=70015
# and http://safebrowsing.clamav.net for more information.

# Default: disabled

#SafeBrowsing yes

# This option enables downloading of bytecode.cvd, which includes additional
# detection mechanisms and improvements to the ClamAV engine.

# Default: enabled

#Bytecode yes

# Download an additional 3rd party signature database distributed through
# the ClamAV mirrors. Here you can find a list of available databases:
# http://www.clamav.net/download/cvd/3rdparty
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# This option can be used multiple times.
#ExtraDatabase dbnamel
#ExtraDatabase dbname2

3amycture clamav, clamav-milter, freshclam (mepmeiii 3amyck freshclam
UCTIOJIb3YeTCs JIIs1 OOHOBJICHUS 0a3bl CUTHATYD):

# freshclam -v
# clamd

# freshclam -d
# clamav-milter

[Tocnie Bcero npojaesaHHOTO MUChbMa JOJDKHBI (PMIIBTPOBATHCS OT cllaMa U
BUPYCOB. YKaxkuTe postfix komaHay /Ui nepeunThIBaHUS KOH(UTYPALIUH:

# postfix reload

[IpoBepbTe, BCe M B MOPSIAKE OTCHUIKOW OYEPEIHOrO MHChbMa OJHOMY H3,
HaIpuMep, BUPTYaJIbHBIX ITOTb30BaTEICH.

Ipumeuanue 2: npu ucnonv3o8anuu KiueHmog mail, mutt m.0. postfix
oocmasisem nucbMo 8 06x00 smipd (kiuewm He coedunsemcs Ha 25 nopm), no
IMOMY HEOOXO0UMO OMAPABUMb NUCLMO «U3BHEY (ROOKTIOYUMCS K HAWeM) SMmIp
no cemu). Ucnonn3yiite telnet:

S telnet localhost 25

Trying 127.0.0.1...

Connected to localhost.

Escape character is '""]'.

220 localhost ESMTP Postfix

helo localhost

250 localhost

mail from: dummy@mailbox.com

250 2.1.0 Ok

rcpt to: test@mail.lan

250 2.1.5 Ok

data

354 End data with <CR><LF>.<CR><LF>
This message will be passed through spamfilter and clamav
Some new headers will be added

250 2.0.0 Ok: queued as D660866712

quit

221 2.0.0 Bye

Connection closed by foreign host.

# sudo -s

# cat /var/mail/vhosts/mail.lan/test/new/1320064241.V801168036M405968.serpentarium
Return-Path: <dummy@mailbox.com>

X-Original-To: test@mail.lan

Delivered-To: test@mail.lan

Received: by localhost (Postfix, from userid 5003)

id 480A766715; Mon, 31 Oct 2011 08:30:41 -0400 (EDT)
X-Spam-Checker-Version: SpamAssassin 3.3.2 (2011-06-06) on serpentarium
X-Spam-Flag: YES
X-Spam-Level: *

X-Spam-Status: Yes, score=2.0 required=1.0 tests=ALL TRUSTED,MISSING HEADERS,

MISSING SUBJECT autolearn=no version=3.3.2
X-Spam-Report:

* -1.0 ALL TRUSTED Passed through trusted hosts only via SMTP

* 1.2 MISSING HEADERS Missing To: header

* 1.8 MISSING SUBJECT Missing Subject: header
Received: from localhost (localhost [127.0.0.11])

by localhost (Postfix) with SMTP id D660866712

for <test@mail.lan>; Mon, 31 Oct 2011 08:29:42 -0400 (EDT)
Message-Id: <20111031122953.D660866712C@1localhost>
Date: Mon, 31 Oct 2011 08:29:42 -0400 (EDT)

From: dummy@mailbox.com

X-Virus-Scanned: clamav-milter 0.97.3 at serpentarium
X-Virus-Status: Clean

Subject: ****kGPAM* ** **

X-Spam-Prev-Subject: (nonexistent)
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This message will be passed through spamfilter and clamav
Some new headers will be added

Kak BWIHO B TONYYEHHOM THChbME TOSBUJIUCH 3arojioBku X-Spam-*,

CBHUJICTCIILCTBYIONIUE O MPOCMOTPE NHChMa spamassassin, u X-Virus-*, 4ro
CBUJIETENILCTBYET 00 CKAHMPOBAHHUH ITMCbMa aHTUBUPYCOM.

3.4

Coaep:xanue oT4eTa
OTu€Tr nOKEeH coiepKaTh XOJ BBIOJHEHUS J1abopaTOpPHOU padboOThI C

oucTUHramMu Jor-gaiinoB cepepoB Postfix u Clamav-Milter, a Takxke Tena
OPUTHHATBHBIX U TPOQUIBTPOBAHHBIX ITHCEM.

3.5

1.

W

KOHTpOJ’II)HI)Ie BOIIPOCHI

[lo xakomy mpoTOKONy ceTeBoro ypoBHsi cepep Postfix monkmrovaercs k
cepBepy FreeRADIUS.

OnuiuTe MeXaHU3Mbl TPOBEPKU MUCEM aHTUBUPYCOM U CIIaMUITBLTPOM.
Bo3moskna nu pabota Bcex AeMoHoB Postfix B chroot-okpyxenun?
Onummurte npouecc koHpurypupoBanus Postfix g padoter B chroot-
OKPY>KCHUH.

Kakumu wmeromamu  (kpoMe  chroot-okpyXeHus)) MOXHO  TOBBICUTH
3allUIIEHHOCTh cepBepa OT aTak? OmnuiuTe BO3MOXHOCTH cepBepa Postfix
JUTSI 3alTUTHI KJIIMEHT-CEPBEPHBIX COSIUHCHUM.

HazoBuTe mpuyuHbl HCHOJIB30BaHUS aBTOoM3MeHEeHUs aapecoB? [IpuBenure
MpUMeEpPhI UCIIOJIb30BAHUS ABTOM3MEHEHHUS aipecoB B cepBepe Postfix.
OnumuTe OCHOBHBIE TMOIXOIBI ISl 3allyCKa HECKOJBbKUX KOMHUU cepBepa
Postfix ¢ pa3sHbIME KOH(DUTYpAITASIMH.

Onumurte 0a30Byt0 apxuTekTypy cepBepa Postfix. Onumute mpoiecc
MoJTy4eHus MouThl cepBepom Postfix.

Onumure 06a30Byr0 apxXxuTekTypy cepBepa Postfix. Onumute mpormecc
JIOCTaBKH MOUTHI cepBepoM Postfix.

10.OnummTe 6a30Byr0 apxuTekTypy cepBepa Postfix. Ilepeuncaure u xkpaTko

OIMILINTE OCHOBHBIE BCIIOMOTraTelbHbIe CEpBUCHI cepBepa Postfix.
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4 CamocTtosiTenbHasa padorta Ne4. peobpazoBaHue ceTeBbIX
agpecoB u ctatuctuka B unbrpax iptables. Tunosbie
pelweHus 3amnTbl ceTen

4.1 Ilean padoTbl

OcBouTh CHHTaKcUC KoMmaHJ yrpasiieHus: puibtpom mnakeroB B OC Linux.
[IpomogenupoBaTh pabOTy CETEBOr0 MIII03a MEX1y ABYMs ceTsMu. OCBOHUTH
TEXHUKY paboTel c TpaHcisuedn cereBbix anpecoB (NAT). Paccmorpers
KOH(QUrypauuu GUiabTPOB Ji CTAHIAPTHBIX TUIIOB MOAKIIIOUEHUS CETei.

4.2 KpaTkue TeopeTH4ecKue cBeleHUs

Iptables — yrunauTa KOMaHAHON CTPOKH, SBJISETCS CTaHIAPTHBIM
uHTepdeiicoM yrnpasienus paboToil MexxcereBoro 3kpana (Opanamayspa) netfilter
s saep Linux Bepeumit 2.4, 2.6, 3.0. lnsg ucnonb3oBaHWs YTUIUTHI iptables
TpeOyIoTCS MPUBHIIETUU Cymeproib3oBarens (root). MHorna moxa cioBoMm iptables
MMEETCs B BUJLY M caM MEKCeTeBoi dKkpaH netfilter.

YroObl 100aBUTH HOBBIE MpaBHUIa HYKHO MCIIOIL30BaTh KOMaHAy iptables-
save, KOTOpasi COXpaHsieT TeKylue npaBuia B Qaitn koupurypauuu (0 Fedora u
RHEL /etc/sysconfig/iptables ucnonvzyemcs no-ymonuanuro, u asmomamuyecKku
noozpyacaemcst npu 3anycke cepeuca iptables).

Jlna Debian u Ubuntu, npu HneobXx00umocmu, MONCHO 6DVUHYIO
Hacmpoums KoHuypayuro, Hanpumep mym: /etc/iptables.up.rules; a 3amem
HACMpoums agmomMamuyeckoe UCNONb3068AHUe 9M020 ¢hauia npu 3anycke
cucmembi.

daiin /etc/network/if-pre-up.d/iptables (He 3a0yapTe yCTaHOBUTH e€xecution
our):

#!/bin/bash
/sbin/iptables-restore < /etc/iptables.up.rules

[Mpumep daita konpuryparmu iptables:
*filter

# Allows all loopback (lo0) traffic and drop all traffic to 127/8 that doesn't use 1lo0
-A INPUT -i lo -j ACCEPT
-A INPUT ! -i lo -d 127.0.0.0/8 -j REJECT

# Accepts all established inbound connections
-A INPUT -m state --state ESTABLISHED,RELATED -3j ACCEPT

# Allows all outbound traffic
# You could modify this to only allow certain traffic
-A OUTPUT -j ACCEPT

# Allows HTTP and HTTPS connections from anywhere (the normal ports for websites)
-A INPUT -p tcp --dport 80 -3j ACCEPT
-A INPUT -p tcp --dport 443 -j ACCEPT

# Allows SSH connections for script kiddies
# THE -dport NUMBER IS THE SAME ONE YOU SET UP IN THE SSHD CONFIG FILE
-A INPUT -p tcp -m state --state NEW --dport 30000 -j ACCEPT

# Now you should read up on iptables rules and consider whether ssh access
# for everyone is really desired. Most likely you will only allow access from certain
IPs.
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# Allow ping
-A INPUT -p icmp -m icmp --icmp-type 8 -j ACCEPT

# log iptables denied calls (access via 'dmesg' command)
-A INPUT -m limit --limit 5/min -j LOG --log-prefix "iptables denied: " --log-level 7

# Reject all other inbound - default deny unless explicitly allowed policy:
-A INPUT -3 REJECT
-A FORWARD -3j REJECT

COMMIT

Jna aktuBauuu mpaBui U3 (aitna koHPUTrypauu (He CoXpaHsoTCs Mocie
nepe3anycka CUCTEMBbI ), HEOOXOIMMO BBIITOJHUTH KOMaHY:

# iptables-restore < /etc/iptables.test.rules

YToOBl BBIBECTH CIHMCOK AKTHBHPOBAHHBIX IPABHJI HYXXHO BBITOJHUTH
KoMmaHy iptables ¢ kimtouom L:

# iptables -L -n

YtoObl BBIBECTH JOMOJIHUTEIBHYI0 MHPOPMAIMIO O HENOoYKax U IMpaBuiax,
BBIITOJIHUATE

# iptables -L -n -v

B omnepauuonnoit cucreme Linux mnpeoOpa3oBaHuE CETEBBIX aJpEcOB
BBHITIOJTHSIETCS € TIOMOIITBIO iptables B siape B Tabnuiie nat.

TonbKO MEpBBINA MAKeT U3 MOTOKA MPOXOAUT Yepe3 IENOUKH 3TON TaOIHIIb,
TPaHCIALUS aApPECOB WM MACKUPOBKA MPUMEHSIOTCS KO BCEM IMOCIEIYIOIIUM
nakeTaM B TOTOKE aBTOMaTHuecku. Jlyisg 3Tol TaOIuIlbl XapaKTepHBI JEWCTBUS:
DNAT, SNAT, MASQUERADE.

HetictBue DNAT (Destination Network Address Translation) mpousBogut
npeoOpa3oBaHue aApecoB HA3HAYCHHs B 3arojOBKax MaKeTOB. DTHM ACHCTBHEM
MIPOU3BOAUTCA IIEPEHANPABIIEHUE NAKETOB Ha Jpyrue ajapeca, OTJIUYHBIE OT
YKa3aHHBIX B 3aroJIOBKaX MakeTOB. THUNUYHBIM TNPUMEHEHUEM  SIBIISETCS
nepeHarnpaniieHde http 3ampocoB Ha MPOKCH CepBEep WM IEpeHAIpaBIICHUE
3alpOCOB K CEPBHUCY MO MYyOJUYHOMY aJpecy Ha CEpBHUC, PACIOJIOKECHHBIA B
IIPUBATHOM CETH.

SNAT (Source Network Address Translation) ucnonab3yercst st ©U3MEHEHUS
HMCXOAHBIX anpecoB MmakeTtoB. C IOMOIIBIO 3TOTO JEWCTBUS MOYKHO CKpPBITh
CTPYKTYPY JIOKQJIbHOM CE€TH, a 3a0QHO W Pa3leivUTh €IWHCTBECHHBIN BHEIHUN [P
azgpec MeXAy KOMIbIOTEpaMU JOKAJIbHOM ceTH isi Bhixoja B MHtepHer. B sToM
cinydae Opanamaydsp ¢ momoiibio SNAT aBTOMaTH4eCcKd MPOU3BOIUT MPSMOE U
oOpaTHOe npeoOpa3zoBaHUE aIPECOB, TEM CaMbIM JaBas BO3MOXKHOCTb BBINOJIHATH
MOAKJIFOYEHUE K cepBepaM B IHTepHETE ¢ KOMITBIOTEPOB B JIOKAJIbHON CETH.

MackupoBka (MASQUERADE) npumensiercss B TeX Xe LEIIX, 4TO M
SNAT, vHo B oriamuue oT mociuenneii, MASQUERADE paer Gonee cuiabHYIO
Harpy3ky Ha cucteMy. IlpomcxoguT 3TO MOTOMY YTO KaXKIbld pa3, Koria
TpeOyeTcsl BBINIOJIHEHUE ATOTO JEUCTBUSA, Mpou3Boautcs 3ampoc IP anpeca nmis
yKa3aHHOI'0 B JIeMcTBUU ceTeBoro uHrepdeiica, B To Bpems kak mis SNAT [P
aJipec ykasblBaeTcsl HemocpeAcTBeHHO. OnHako, Ojaroaaps TakoMy OTJIMYUIO,
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MASQUERADE wmoxet paboTtaTh B ciyyasix ¢ quHamudeckum [P agpecom, T.e.
KOr/la Bbl mojkitovyaerech kK MHTepHer, ckaxem, uepe3 PPP, SLIP uwnu DHCP.

4.3 Xoa padboTsbl

BrionHe ecTecTBeHHO, UTO ajpeca M HEKOTOPHIE IPYTrUe apryMeHThl KOMaH]]
B BalleM ciy4yae Oyayt apyrue. He HyxHO mepeHabupaTh KOMaH/Ibl PUBEACHHBIC
nainee, HEOOXOAUMO pa3o0paThbCsl AJsI Yero OHM MpeAHA3HAUYEeHbl U MPABUIBHO
WCIIOJIb30BaTh UX I CBOMX MTapaMeTPOB CETH.

Pexomennyercss B kauectBe Hostl Ha pucynke 4.1 mcmnosbp3oBaTh XOCT Ha
BUPTYQJIbHOM MalllMHE K KOTOpOMY B HacTpoilkax BM noakmwouuts 2
BUPTYaJbHBIX CETEBBIX aJIallTePa B PEKUME MOCTA.

Obpamume eHumaHue, umo & VirtualBox moowcem npucymcmeosamo
owuobKka, Komopas 3aKuo4aemcs 6 mMOM, UMO BblOAHHbLL Ol 00HO20 U3
unmepgheticoe  BM [P aodpec obo3nauaemcs poymepom, Kax Oyoiuxkam u
nponadaem nOOKNIOYeHue Ko 6HewHel cemu. B ciyuae 803HUKHOBEHUS OAHHOU
npobaemvl  HeobXooumo 6pyuHylo nepenasHauums IP  adpec npobremnozo
unmepqgeiica u uCnpasuUmMsb MAPUPYMUIAYUIO.

4.3.1 YcmaHoeka Heobxo0UMbIX Makemoe

B OonpmMHCTBE JIUCTPUOYTMBOB BCE HEOOXOAMMBIE MaKEThl JIJIA
BBITIOJTHEHUSI JTAHHOW paboThl BKIJIIOUEHBI B 0a30BYIO IMOCTaBKY, €CIIM JKE€ Y Bac
Apyrasi cuTyalus TO HpoBepbTe Hanmuuue makeroB (iptables, openssh-server,
openssh-client juis Ubuntu u Debian, iptables, openssh-server, openssh-clients s
RHEL u Fedora).

1. Ynanute Bce cyliecTByIOUIME MpaBuia;

# iptables -F

# iptables -X

# iptables -t nat -F

# iptables -t nat -X

# iptables -t mangle -F

# iptables -t mangle -X

2. 3anaiite monutuku mo ymosdanuio jis nenodexk INPUT, OUTPUT,

FORWARD Tta0auns! filter:

# iptables -P INPUT DROP
# iptables -P FORWARD DROP
# iptables -P OUTPUT ACCEPT

Tenepp Bamr koMIbroTep HE MOKET IPUHUMATH BXOJSAIINE AKETHI, XOTsI BCE
UCXOJAIINE MaKeThl pa3peuieHbl. CeTeBble NPOrpaMMbl U CEPBHUCHI HE PadOTaroT.
[IpoBepUTH ITO MOKHO CIEIYIOIMMU KOMAHIaAMU:

$ ping kid.stu.cn.ua
$ ssh <pam mormr>@kid.stu.cn.ua

OtBeTa He OyerT.
3. Pa3pemmre BXonsiMe MakeTsl AJS JOKAJIbHOW METIM U YCTaHOBJIEHHBIX
COEIMHEHUH. 3a/1aiiTe npaBua;
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# iptables -A INPUT -i lo -3j ACCEPT
# iptables -A INPUT -i eth0O -m conntrack --ctstate RELATED,ESTABLISHED
-j ACCEPT

4. TlonpoOyiiTe BBITOIHUTH KOMAHY:

$ ssh <pam smormr>@kid.stu.cn.ua

5. Paspemure koMaHAy TECTUPOBAHUS CETU ping:

# iptables -A INPUT -i eth0O -p ICMP -s 0/0 --icmp-type 0 -j ACCEPT
# iptables -A INPUT -i eth0 -p ICMP -s 0/0 --icmp-type 3 -j ACCEPT
# iptables -A INPUT -i eth0 -p ICMP -s 0/0 --icmp-type 5 —-j ACCEPT
# iptables -A INPUT -i eth0O -p ICMP -s 0/0 --icmp-type 8 -j ACCEPT
# iptables -A INPUT -i eth0O -p ICMP -s 0/0 --icmp-type 11 -j ACCEPT

JleiicTBUE ATHX MTPaBUJI MOYKHO MIPOBEPUTH KOMAaHOM ping Ha ¢80l xocm.
6. Paspemure BXojsmue ssh coeTMHEHUS .

# iptables -A INPUT -i eth0O -p tcp --dport 22 -j ACCEPT

[TpoBepuTh 3TO MPAaBUIIO MOXKHO 3aIYCTUB Ha KoMmbioTepe sshd u 3aiinsg Ha
CBOH XOCT yAaneHHo 1o ssh.

4.3.2 [lMpeobpa3osaHue cemeesbix adpecos

HeoOxonumo Hanmuume ceTeBbIX ABYX MHTEP(}ENHCOB ¢ pa3sHBIMH MOJICETSIMU
IIOKJIIOYECHHBIMU K HUM. [IprMep cxeMbl ceTn NpuBeneH Ha pUCyHKe 4. 1.

/ CSTUnetwork
- 192.168.105.0/24 .

J

V -k\x \ /
TN /!

Host1 Host2
eth0 ethO

192.168.105.10/24 1.1.1.2/24

ethl
1.1.1.1/24

Pucynok 4.1 — IIpumep cxemsl cetu

UroOwr amantepsl Ha Hostl Morim oOMeHWBaThCSA MakeTaMu HEOOXOIUMO
BkrouuTh packet forwarding. Jlns storo B (aiine /etc/sysctl.conf 3nauenwue
napametpa net.ipv4.ip_forward usmenute Ha 1 u nepeunTaiiTe KOHPUTYpALHIO:

# sysctl -p

4.3.3 [lMpeobpasoesaHue adpeca npu nomowu SNAT

Jlnst mpuMepa, mponsuTIoCcTpupoBaHHoOro Ha pucyHke 4.1, Ha Hostl mo6aBeTe
clieyroliee NpaBuiio:

# iptables -A INPUT -i ethl -j ACCEPT
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# iptables -A FORWARD -i ethl -o eth0O -j ACCEPT
# iptables -A FORWARD -i eth0O -o ethl -j ACCEPT
# iptables -t nat -A POSTROUTING -3j SNAT --to-source 192.168.105.10

st Toro, yTo OBl MPOBEPUTH AaHHOE MpaBuiio Ha Host2 1o6aBbTe MapuipyT
o ymonyanuto uepe3 1.1.1.1 u 3anmyctuTte ping Ha aApec U3 BHEUIHEHN CETH.

# route add default gw 1.1.1.1

4.3.4 [MpeobpasoesaHue adpeca Ha3Ha4yeHusi nakema (Destination
Network Adress Translation)

Jns mpuMepa, pouJIIIOCTpUpOoBaHHOrO Ha pucyHke 4.1 Ha Hostl nqoGaBbTe
CJIeIYIOIIIHE MPaBuUJa;

# iptables -A INPUT -i eth0O -p tcp -d 192.168.105.10 --dport 222 -j
ACCEPT

# iptables -t nat -A PREROUTING -p tcp -d 192.168.105.10 --dport 222 -j
DNAT --to-destination 1.1.1.2:22

st Toro, 4TOOBI MPOBEPUTH PAOOTOCIIOCOOHOCTh JAHHOI'O MIPaBUiia, HY>KHO
Ha Host2 3anyctuts sshd u monpo6oBaTh BBITOTHUTE BXO/I:

$ ssh <user from host 1>@192.168.105.10:222

4.3.5 [MpeobpasosaHue adpeca npu nomouw,u MASQUERADE

Ilpumeuanue: neped GvinonHeHUueM OAHHO20 NYHKMA  HEOOXOOUMO
npeosapumenbHo Yoaiums npasuio, 0ovasiennoe 6 nynkme no nacmpoiixe SNAT.
CHauasna BbIBEIUTE CIUCOK MPABHII U3 TAOIUIIBI nat:

# iptables -t nat -L --line-numbers

3areM ynanure Bee npasuia u3 nenodku POSTROUTING:

# iptables -t nat -D POSTROUTING <HOMep mnpabwmja_ HaduHas c_1>

Jlst mpuMepa, TpoMJUTIOCTPUPOBAaHHOTO Ha pucyHke 4.1, Ha Hostl mo6aBsTe
clIeyIolIee MPaBUIIO:

# iptables -t nat -A POSTROUTING -o ethO -3 MASQUERADE

[TpoBepbTe paboTy ceru.

4.3.6 Peanusayusi noocyema mpaghuka c nomouwbto iptables Ha
JIOKaJIbHOM KOMIblomepe

HyxHO co3naTe JBe LENOYKM Uil MOJACYETa BXOMSIIEr0 M HCXOISILIEr0o
TpapuKa COOTBETCTBEHHO.

# iptables -N incount
# iptables -N outcount

Jlo6aBuTh ipaBuiia 715 Iepedpocku Tpaduka B 1EMOYKH incount u outcount.

# iptables -I INPUT 1 -i ethO -3j incount
# iptables -I OUTPUT 1 -o eth0 -j outcount
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[IpaBuia, KOTOpPHIE CYUTAIOT BECh BXOMSIIUN U UCXOIAIMNHN Tpaduk:

# iptables -A incount -i eth0 -s 0/0 -d 0/0
# iptables -A outcount -o eth0 -s 0/0 -d 0/0

HpOCMOTpeTB CTAaTUCTUKY 110 ITpaBUJIaM I CITOYKHU MOKHO KOMaHIaMU:

# iptables -L outcount -v -x —--line-numbers -n
# iptables -L incount -v -x --line-number -n

O6Hy.HI/ITL CUCTYUKHU ITPABUJI B IICIIOYKEC MOKHO KOMaHHOﬁI

# iptables -L outcount -Z

4.3.7 KoHthucypupoeaHue munogo20 cemeego20 3KpaHa 0sisi
domauwHel JI0OKaslbHOU cemu ¢ 8bIXO0O0OM 8 UHmMepHem 4epe3 PPTP
nooknYeHue

YceTHO mpoaHanu3upyldTe MpUBENAEHHBIE HUIKE BapHaHThl KOHQUTypaluii
s Iptables, BbIMONHATH IpUBEICHHBIE MTpaBUiia HE HYKHO. [IpuBenute B oTuere
BapUaHTHI IPUMEHEHUS JJIsl IEPBOTO U BTOPOTO BapruaHTa KOH( UTypaIliH.
Bapuant 1:

#!/bin/sh
#
# rc.firewall - Initial SIMPLE IP Firewall script

IPTABLES="/sbin/iptables"

SIPTABLES -P INPUT DROP
SIPTABLES -P FORWARD DROP
SIPTABLES -P OUTPUT ACCEPT

SIPTABLES -t nat POSTROUTING -o ppp0 -j MASQUERADE

SIPTABLES -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
SIPTABLES -A INPUT -p ALL -i lo -j ACCEPT

SIPTABLES -A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT
SIPTABLES -A FORWARD -p ALL -o ethO -j ACCEPT

Bapuanrt 2:
#!/bin/sh

rc.firewall - Initial SIMPLE IP Firewall script

#
#
#
# Authors: Polianitsa Yuriy, Lavrenenko Pavlo
# Based on David Whitmarsh script

# (c) 2001, 2002 Sparkle Computer Co 1td.

# based on rc.firewall by Oskar Andreasson <blueflux@koffein.net>
FHEEAEES S

# Cexums 3amaHMs HYXHOM KOHOMI'ypaumy Bamero KOMIbOTEpa YCKOPUT 3allyCck
# mpuBemeHHOTO clLeHapus OGuibTPa.

#

# ImanaszoH 3HaueHw Bamei JioKajdbHOM ceTru M localhost IP. /24 osHauaer,
# UTO MOIm ampec CeTu UCIHIOJIb3YITCS TOJIBKO NepBHX 24 Gura 32-ro IP
#anpeca,uro skBMBajeHTHO 255.255.255.0

LAN BCAST ADDRESS="XXX.XXX.XXX.63"
INTERNAL ADDRESS RANGE="xXxx.XXX.xXX.56/29"

INET IFACE="ethl"
LAN IFACE="ethO"

LO IFACE="1lo"
LO IP="127.0.0.1"
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IPTABLES="/sbin/iptables"
# OumcTuTh iptables oT nparBui

SIPTABLES -F

SIPTABLES -X

$IPTABLES -t nat -F
$IPTABLES -t nat -X
SIPTABLES -t mangle -F
SIPTABLES -t mangle -X

#
# YCTAHOBUTL MNOJIMTUKU [MO-YMOJIUAHMI IJIg lernodyek INPUT, FORWARD m OUTPUT

#

SIPTABLES -P INPUT DROP
SIPTABLES -P OUTPUT ACCEPT
SIPTABLES -P FORWARD DROP

# Haunem c Tabmouuel mangle
# nenouxa PREROUTING

SIPTABLES -t mangle -P PREROUTING DROP
# Bamperurs IP spoofing

SIPTABLES -t mangle -A PREROUTING -s 192.168.0.0/16 -j DROP
SIPTABLES -t mangle -A PREROUTING -s 10.0.0.0/8 -3 DROP
$IPTABLES -t mangle -A PREROUTING -s 172.16.0.0/12 -3j DROP

# PaspemmTh BHYyTPEHHME [aKeTH Ha BHYTPEHHEM CeTeBOM MHTepderice
SIPTABLES -t mangle -A PREROUTING -i $LAN IFACE -s $INTERNAL ADDRESS RANGE -j ACCEPT

# PaspemmTh BHEWHME [AKEeTH Ha BEHIIHEM MHTepderce
SIPTABLES -t mangle -A PREROUTING -i $INET IFACE ! -s SINTERNAL ADDRESS RANGE -j ACCEPT

# PaspelmTb TPaH3UT [1aKEeTOB

SIPTABLES -A FORWARD -p ALL -s $INTERNAL ADDRESS RANGE -j ACCEPT

SIPTABLES -A FORWARD -m state --state ESEABLISHEB,RELATED -j ACCEPT

SIPTABLES -A FORWARD -m limit --limit 3/minute --limit-burst 3 -j LOG --log-level 7 --
log-prefix "IPT FORWARD packet died: "

# Cosmarh crneumasbHbE Henouku mia I1CMP, TCP mu UDP makeToB

SIPTABLES -N icmp packets
#
# mpaBwmna mns ICMP nakeToB

#

# Paspeumrs Tun ICMP makeTos echo reply

SIPTABLES -A icmp packets -p ICMP -s 0/0 --icmp-type 0 -j ACCEPT
# Paspemmrb Tun ICMP makeTor destination unreachable

SIPTABLES -A icmp packets -p ICMP -s 0/0 --icmp-type 3 -j ACCEPT
# PaspeumTs Tun ICMP nakeTor redirect

SIPTABLES -A icmp packets -p ICMP -s 0/0 --icmp-type 5 -j ACCEPT
# Paspemwrs Tun ICMP makeToB time exceeded

SIPTABLES -A icmp packets -p ICMP -s 0/0 --icmp-type 11 -j ACCEPT
SIPTABLES -A FORWARD -p ICMP -j icmp packets

#

# npaBusia myis UDP makeToB

#

SIPTABLES -N udpincoming packets

SIPTABLES -A udpincoming packets -p UDP -s 0/0 --source-port 53 -j ACCEPT # DNS
SIPTABLES -A udpincoming packets -p UDP -s 0/0 --source-port 123 -j ACCEPT # ntp

SIPTABLES -A FORWARD -p UDP -j udpincoming packets
# npaBwia myisa TCP makerToB

SIPTABLES -N tcp packets

#

# lenouxa allowed misa paspemeHHbx TCP coenmHeHM

#

SIPTABLES -N allowed



syn:

SIPTABLES -A allowed -p TCP --syn -j ACCEPT

SIPTABLES -A allowed -p TCP -m state --state ESTABLISHED,RELATED -j ACCEPT

SIPTABLES -A allowed -p TCP -j DROP

# XypuanmpoBaTb ¥ orTbpocuTb TCP makeTel C npm3HakoM New u COpPOWEeHHM

# ©Gurom SYN

SIPTABLES -A tcp packets -p tcp ! --syn -m state --state NEW -j LOG --log-prefix "New not
SIPTABLES -A tcp packets -p tcp ! --syn -m state --state NEW -j DROP

SIPTABLES -A FORWARD -p TCP -Jj tcp packets

# OBsaszaTenbHOe NpaBWIO IJsS MHTepdelca MneTys
SIPTABLES -A INPUT -p ALL -i S$LO_IFACE -d $LO_IP -j ACCEPT

SIPTABLES -A INPUT -m limit --limit 3/minute --limit-burst 3 -j LOG --log-level 7 --log-

prefix "IPT INPUT packet died: "

syn:

#
# uenouxa OUTPUT
#

SIPTABLES -A OUTPUT -p tcp ! --syn -m state --state NEW -j LOG --log-prefix "New not
SIPTABLES -A OUTPUT -p tcp ! --syn -m state --state NEW -j DROP
SIPTABLES -A OUTPUT -p ALL -s $LO_IP -j ACCEPT

SIPTABLES -A OUTPUT -p ALL -s $BR7IP -j ACCEPT
SIPTABLES -A OUTPUT -m limit --limit 3/minute --limit-burst 3 -j LOG --log-level 7 --log-

prefix "IPT OUTPUT packet died: "

4.4

Conepxxkanue oTyera
OTu€T MOJDKEH cojaep)KaTh XOJI BBIMOJHEHUS J1a0opaTOpHOM pPaboOThl ¢

MIPOKOMMEHTHPOBAHHBIMU (Ha3HAUYCHUE, OIMCAHME TMapaMeTpPOB) JIMCTUHTAMHU
BBeleHHBIX kKomaHj [PTables, u komMaHJ, NpUMEHSIOIIUXCA [JIs MPOBEPKU
KOH(QUTYypaluu 1UTI03a.

4.5

1.

KoHTpoJbHBbIE BOIPOCHI

Onumure B3aUMOCBSI3b OCHOBHBIX KOMIOHEHTOB netfilter. Bo3moxkHo sn
CO3/IaHHE TT0JIH30BATEIILCKUX TAOIUII.

[aiite ompeneneHue TEPMUHAIBHOTO W HETEPMUHAIBHOIO JIEMCTBUSL.
[IpuBenuTe mpuMep OTIIPABKHU MAKETa B MOJIb30BATEIBCKYIO IICTIOUKY.

Kakue menouku comepkarcs B Tabnuiax nat, mangle, filter, security, raw,
rawpost. Onumure HazHadeHnus nenouek INPUT, FORWARD, OUTPUT,
PREROUTING, POSTROUTING.

[lepeunciuTe KpUTEpUH COCTOSHHS coeAuHeHus. ONUIMTEe BO3MOXKHBIC
COCTOSIHUSI COCIMHEHUSI.

Onummurte pnevicteus ACCEPT, DROP, REJECT, RETURN, MARK,
DELUDE. Bce nu neiictBus nepeuucieHbl? Eciu HET, TO ONUIIUTE HE
MEPEUYHCICHHbIE IEUCTBUSI.

HazoBute ocHoBHBIE Monynu iptables. Kak ¢punbTpoBaTh makeTsl Mo UMEHH
u UID nporpaMmbl OTIpaBUBLIEH ITAKET.

Onumute paboty MASQUARADE npu coenuHeHun Xocta U3 JIOKaIbHOU
CeTM C XOCTOM M3 BHeIHeW ceTu. Kak «BBITIAAUTY COENUHEHUE IS
BHemHero xocta? Kak wmapuipytuzarop ompenessieT aapec Ha3zHAuYeHHs
MaKeTa MOPUXOIAIIEr0 B OTBET M3 BHEIMHEW ceTtu? Bo3MoxHO s
YCTAaHOBJICHNE COSMHEHUSI MHUIIMUPOBAHOTO U3 BHEIIHEH ceTu?
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8. OnmmmTte nomosHUTENbHBIE KpuTepuu (multiport, iprange) u KpuTepuu
MapkupoBku (mark, connmark).

9. Omummre mumuTHpyromme kputepun  (limit,  hashlimit, connlimit,
connbytes, quota, quota2, length, length2).

10.Onmmute kxputepuit recent. IlpuBeaure mnpumep KOHMUTyparUu IS
OTKPBITHS TIOPTA IO CTYKY» TIPH ITOMOIIU KPUTEPHs recent.
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5 CamocTtosaTenbHas pab6ota Ne5. Hactpouka HTTP-npokcu
cepBepa Squid

5.1 Ieab padoTsI

VYcranoBka u koHdurypupoanune HTTP proxy cepBepa Squid mnoxg
orepanmoHHoi cucreMod Linux. KonpurypupoBanue KIMEHTOB BHPTyalbHOU
YacCTHOM CETH MOoJI onepalnuoHHbIMU cucTteMaMu Linux u Windows.

5.2 Kparkne TeopeTudecKue CBeIeHUA

Squid — mporpaMMHBIA TIakeT, peaTu3yINHid (YHKIUIO KIMUPYIOMIETO
npokcu-cepepa st nporokonoB HTTP, FTP, Gopher u (B ciyuae
coorBercTBYtomux Hactpoek) HTTPS. Pa3zpaboran coobiiecTtBoM Kak mporpamma
C OTKPBITBIM UCXOAHBIM KOJIOM (pactpocTpansiercs B coorBeTcTBuu ¢ GNU GPL).
Bce 3anpock! BRITOJIHIET KaK OAWMH HEOJIOKUPYEMBIN MPOIIECC BBO1A/BBIBO/IA.
Ucnonsszyercs B UNIX-like cucremax u B OC cemerictBa Windows NT.
HNmeet BO3MOXXHOCTh B3auMoJieiicTBus ¢ Active Directory Windows Server mytém
ayrentudukanuu yepe3 LDAP, yTo mo3BoJsieT HCMOIL30BaTh pa3rpaHUYCHUS
J0CTYIIa K MHTEPHET pecypcaM IMOJb30BaTeNel, KOTOpble UMEIOT YUETHBIEC 3alUCU
Ha Windows Server, Takke TIO3BOJSET OpPraHU30BaTh «HAPE3KY» HHTEPHET
Tpapuka AJii pa3IMuYHbIX MoJib3oBaTenel. Mcmonb3yercs BMecTe C JBUIKKAMH
Mediawiki Ha wiki xoctuHTax. Mcrnosib30BaHHE KAMIMPYIOIIETO MPOKCH-CEpBEpa
CTaHOBHUTCS BBITOAHO NpuMepHO ¢ 2000 moceTuTesieid B CyTKH.
CepBep Squid pa3BuBaeTcs B TeueHHE yxke MHorux Jyer. ObecreumBaer
COBMECTUMOCTb € OOJBIIMHCTBOM BaKHEUIINX MPOTOKOJIOB MIHTEpHETA, a TaKkKe C
OINEpPALIMOHHBIMHU CHCTEMAMHU
Jng KOHTpoJds JocTynma K pecypcam U OINpeAesieHHus psija AeUcTBHI
UCIOJIb3YIOTCS cUCKU KoHTpousiss gocrymna. Kaxaeii ACL Moxer cocTtodTh u3
HECKOJIbKUX KpUTEPUEB (HO TOIBKO OAHOTO TUIA):
— azpec (ceTh) UCTOUHMKA 3aIpoca, LeJU 3arpoca;
— YMsl (JOMEHHOE MMS1) UCTOYHHKA 3allpoca, UMs 111U 3aIpoca;
- yactu URL 3ampoca;
— IPOTOKOJT;
— nopt (mosyyaresisi, OTIpaBUTEIIsA, camoro squid’a);
— meron (POST unu GET) npu nepenaue nanuwsix no HTTP;
— opay3sep (User-agent);
— ident (3ampoc k paboyeli CTaHIINUHN );
— HOMEpP aBTOHOMHOM CHCTEeMbl OTIpaBUTENs/TIOIydaTess (He ISl BCEX
CIIy4aeB);

— aBTOpHU3alMs Ha IPOKCU-CEpBEPE (CM. HUXKE);

- HOMEpP COEIMHEHMS (Yalle BCEro MUCHOJb3YeTCs [JIsi OTPaHUYECHHUS
KOJINYECTBA COCTMHEHUM );

- SNMP;

- cepTu(UKaThI OJI30BATEI;

— napaMmeTphl 3apoca;
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— BHEILIHUE 00pabOTUUKHU.

Squid nonnepkMBaeT HECKOIBKO BUIOB UACHTU(DUKAIINH TTOJTb30BAT EJICH:

- no IP-anpecy (i 1OMEHHOMY UMEHU Y3J1a);

— 0 MepelaHHbIM PEKBU3UTaM (JIOTUH/TIAPOJIb);

- 10 UJAEHTU(DUKATOPY MOJIH30BATENHCKOr0 areHTa (Opaysepa).

Jlns unenTuukauy no J0ruHy/mapoiito BO3MOXKHO HCIOIb30BaTh:

— OOBIYHBIE JIOTHH/TIapOJib;

— NTLM-aBTopu3zanuto;

— BHEIIIHUE MpOrpaMMmbl aBTopu3ainuu (ompexaenstoniue ¢dopmar
aBTOPH3AIIHN).

5.3 Xoja padoTbi

BrnionHe ecTecTBEHHO, YTO aapeca U HEKOTOPBIE APYyrue apryMeHTbl KOMaH ]l
B BalleM ciy4ae OynyT apyrue. He HyxHO nepeHaOupaTh KOMaHAbl PUBEICHHBIC
nanee, HEOOXOIUMO pa3o0paThCs IJIsl Yero OHU MpEeAHA3HAYEHBI U TMPABUIIBHO
MCIOJIb30BaTh UX JUIsl CBOUX ITapaMeTPOB CETH.

OOparuTe BHUMaHUE, YTO MOPSIOK pa3pelIalolinX U 3alpenalolnX MpaBul
B squid.conf UMEET 3HAYEHUE.

Pexomenayetrcs B kauectBe Hostl (pucynok 5.1) ucnosib3oBath XOCT Ha
BUPTyaJbHOM MalIMHE K KOTOpOMY B HacTtpoilkax BM mnoxnkmrounts 2
BUPTYaJbHBIX CETEBBIX aJallTepa B PEKUME MOCTA.

Obpamume eHumaHnue, umo & VirtualBox modcem npucymcmeosamo
owubKa, KOmopas 3aKiuyaemcs 6 MmMOM, UMO 6blOAHHLIL O 00HO20 U3
unmepgeticoe BM IP adpec ob6o3nauaemcs poymepom, Kak Oyoauxam u
nponadaem NOOKNIOYEeHUe KO 6HewHel cemu. B ciyuae 603HuKkHO8eHUs OAHHOU
npobaemvl  HeobXooumo 8pyuHylo nepenasHawums IP  adpec npobremnozo
unmepeiica u UCNpasUMb MapUPymu3ayuio.

5.3.1 YcmaHoeka Heob6xo00uMbix nakemoea

B cocTaB He0OXOIMMBIX TAKETOB BXOJIAT:

- squid (http://www.squid-cache.org/Versions/);

— freeradius, postgresql, ycTaHOBIEHHBIE W  HACTPOCHHBIC B

nabopatopHoit pabote Ne2.

JlaHHBIEC TIAKETHI Y’K€ MOTYT OBITh YCTAHOBIIEHBI B CUCTEME, B TAKOM CIIydae
JaHHBIN 3Tan paboThl SABISIETCS HE 00s3aTedbHBIM. B mpoTMBHOM ciiydae U B
cllydyae HEOOXOJAMMOCTH OOHOBUT YK€ YCTAaHOBJEHHBbIE BEpPCHUU TAKETOB HX
HEOOXOIMMO 3arpy3UTh U3 CETH U yCTaHOBHUTH. CyIIECTBYET HECKOJIBKO CIIOCOOOB
YCTAaHOBKH MAKETOB B CUCTEMY: MPHU MOMOIIY MEHEKEepa MaKeTOB UCIOIb3yeMOr0
muctpubytuBa Linux (apt-get, yum u T.1.) (3arpy3ka M yCTaHOBKa OyayT
MPOUCXOJIUTh AaBTOMATHYECKH); 3arpy3ka M yCTaHOBKAa YK€ COOpaHHOTO IakKeTa
Ui ucnosibdyeMoro nuctpudyrtuBa Linux (deb, rpm u T.x.); 3arpy3ka UCXOZHOTO
KO/la MaKeTa ¢ Mocheayolei ero cOOpKoil U yCTaHOBKOM.

PaccmotrpuM Hanbosee yHHBEpCalbHBI BapUAHT — YCTAHOBKA MAKETOB M3
UCXOJIHBIX KOJOB. JlJIs1 3TOro HeOoOXOAUMO 3arpy3UTh MCXOJIHbIE KOJABI MMaKETOB,
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OOBIYHO MOMHMMO O(HUIIUAILHOIO pecypca pa3paboTYMKa B CETU CYUIECTBYIOT
MHOKECTBO 3€pKaJjl XpaHAIINX Pa3HbIe BEPCUH MAKETOB.

5.3.2 3aepy3ka nakemos

[lakeTbl HEOOXOaUMBIE NI T1a0OpaTOPHOU PAOOTHI MOXKHO 3arpy3uTh C UX
opuIHaIbHBIX CAalTOB:
— squid (http://www.squid-cache.org/Versions/).

5.3.3 Pacnakoeka nakemoe
PaBapXI/IBI/IpOBaHI/Ie MOXHO CACJIaTh KOMaHJaMMA:

$ tar xvf squid-<version>.tar.gz

B pesynbrate pazapXuBHPOBaHUS OJDKHBI OBITH CO3[aHBI OJHOUMEHHBIE C
MMEHAMU TIaKeTOB Marnku 0e3 mpedukca tar.gz.

5.3.4 YcmaHoeka nakema squid

Bolinute B KOpHeBylo  manky —makera  squid-<version>.  Jlns
KOHQUTYPHPOBAHUS, KOMITMJISIIIAM W  YCTAHOBKU  BBIMOJHHUTE  CJICAYIOIIHEC
KOMAaH/IbI:

$ cd squid-<version>
$ ./configure --prefix=/ --exec-prefix=/usr --datarootdir=/usr/share --enable-basic-auth-
helpers="squid radius auth" --with-logdir=/var/log/squid --with-default-user=squid --enable-
delay-pools N B
$ make
$ sudo -s
# make install
# useradd -d /dev/null -M -s /bin/false squid
# mkdir -p /var/log/squid
# chown squid /var/log/squid
# squid -z
# squid

[IpoBepbTe pabOTOCIIOCOOHOCTH CEPBEpA:

# ps ax | grep squid

16666 2 Ss 0:00 squid

16668 ? S 0:00 (sgquid)

16689 pts/0 S+ 0:00 grep squid

# netstat -nl | grep 3128

tcp6 0 0 :::3128 HE LISTEN

Bosiee AeTanbHyr0 MHCTPYKIIMIO MO YCTaHOBKE squid M3 MCXOJHBIX KOJOB
MOJKHO TIOJTy4HTh B aiiie squid-<version>/INSTALL.

5.3.5 Hacmpouka npokcupoeaHusi HTTP mpacuka

HeobxoauMo Hanmuuue CeTeBBbIX JIBYX MHTEP(EHCOB ¢ pa3HBIMU MOJACETIMHU
MOJIKJTIOYECHHBIMU K HUM. [Ipumep cxembl ceTu npuBesieH Ha pucyHke S.1.

[IpoBepbTe TOCTYMHOCTh PECYPCOB BHYTPEHHEN ceTH moauTexa (cs.stu.cn.ua
U stu.cn.ua) u3 BUPTyaIbHON MaITUHBI.

JIs1 IpUBEIEHHOM BBINIE CXEMBI CETH, MPOBOJIUM MEPBUYHYIO HACTPOUKY
CKBHJA, yOHUpaeM JOKaJIbHYI CETh IOJUTEXa M3 CIHUCKA JIOKAIbHBIX CETeH, U
nobasmsiem Ttyna cerb 1.1.1.0/24 310 HeoOXxoauMo iid  pa3pelieHus
npokcupoBanus Tpadduka uz cetu 1.1.1.0 B cerp 192.168.0.0, xoTOpYIO CKBH]
OyzeT cunTaTh BHEIIIHEH.
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/" CSTU network A

| 192.168.105.0/24

\
R . //
. Y

N 4
Hostl Host2
ethO | ethO
192.168.105.10/24 1.1.1.2/24
ethl
1.1.1.1/24
Pucynok 5.1 — IIpumep cxemsl cetu
[Ipumep koudurypannonnoro ¢aina /etc/squid.conf:
# Squid normally listens to port 3128
http port 3128
#Recommended minimum configuration:
acl all src all
acl manager proto cache object
acl localhost src 127.0.0.1/32
acl to localhost dst 127.0.0.0/8 0.0.0.0/32
# Rule allowing access from your local networks.
# Adapt to list your (internal) IP networks from where browsing
# should be allowed
acl localnet src 10.0.0.0/8 # RFC1918 possible internal network
acl localnet src 172.16.0.0/12 # RFC1918 possible internal network
f#acl localnet src 192.168.0.0/16 # RFC1918 possible internal network
acl localnet src 1.1.1.0/24 # RFC1918 possible internal network
#
acl SSL ports port 443 # https
acl SSL ports port 563 # snews
acl SSL ports port 873 # rsync
acl Safe ports port 80 # http
acl Safe ports port 21 # ftp
acl Safe ports port 443 # https
acl safe ports port 70 # gopher
acl Safe ports port 210 # wais
acl Safe ports port 1025-65535 # unregistered ports
acl safe ports port 280 # http-mgmt
acl Safe ports port 488 # gss-http
acl Safe ports port 591 # filemaker
acl safe ports port 777 # multiling http
acl Safe ports port 631 # cups
acl Safe ports port 873 # rsync
acl Safe ports port 901 # SWAT

acl purge method PURGE
acl CONNECT method CONNECT

# Only allow cachemgr access from localhost
http_access allow manager localhost
http access deny manager

# Only allow purge requests from localhost
http_access allow purge localhost
http_access deny purge

# Deny requests to unknown ports
http access deny !Safe ports

# Deny CONNECT to other than SSL ports
http access deny CONNECT !SSL ports

# Rule allowing access from your local networks.
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http access allow localnet

# And finally deny all other access to this proxy
http access deny all

# Some security
hierarchy stoplist cgi-bin ?

# Logging
access_log /var/log/squid/access.log squid

[lepe3arpy3ure KOHPUTYypALIHIO CKBUI:
# squid -k reconfigure

[TpoBepbTe paboThI MPOKCHU-CEPBEPA U3 KOHCOJIH:

$ export http proxy="http://1.1.1.1:3128"
$ wget cs.stu.cn.ua
$ wget stu.cn.ua

[locne dyero oTkpoiTe 3arpykKeHHble (ailiabl 1 yOenuTech YTO TaM UMEHHO

CTpaHuIla CS.stu.

5.3.6 Qunbmpauyus no URL

Cospnaiite ¢aiin co cnuckom URL, koTopbie OyayT 0JIOKMPOBATHCHA.
[Tpumep ¢aiina /etc/pornlist:

stu.cn.ua

Ecau HCO6XOHHLH)33HPCTHTB BCC MOAAOMCHBI, TO MEpca MMCHEM JTOMCHA

CTaBHUM TOYKY.

Bxirounte gunbTp B squid (He 3a0yabTe nepe3arpy3uTh KOHPUTYypaIuIo).
[Mpumep xoudurypammonnoro ¢aiina /etc/squid/squid.conf:

# Squid normally listens to port 3128
http port 3128

#Recommended minimum configuration:

acl all src all

acl manager proto cache object

acl localhost src 127.0.0.1/32

acl to localhost dst 127.0.0.0/8 0.0.0.0/32

# Rule allowing access from your local networks.
# Adapt to list your (internal) IP networks from where browsing
# should be allowed

acl localnet src 10.0.0.0/8 # RFC1918 possible internal network
acl localnet src 172.16.0.0/12 # RFC1918 possible internal network
#acl localnet src 192.168.0.0/16 # RFC1918 possible internal network
acl localnet src 1.1.1.0/24 # RFC1918 possible internal network
#

acl SSL ports port 443 # https

acl SSL ports port 563 # snews

acl SSL ports port 873 # rsync

acl Safe ports port 80 # http

acl safe ports port 21 # ftp

acl Safe ports port 443 # https

acl Safe ports port 70 # gopher

acl safe ports port 210 # wais

acl Safe ports port 1025-65535 # unregistered ports

acl safe ports port 280 # http-mgmt

acl safe ports port 488 # gss-http

acl safe ports port 591 # filemaker

acl safe ports port 777 # multiling http

acl Safe ports port 631 # cups

acl safe ports port 873 # rsync

acl safe ports port 901 # SWAT

acl purge method PURGE
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acl CONNECT method CONNECT

# Only allow cachemgr access from localhost
http access allow manager localhost
http access deny manager

# Only allow purge requests from localhost
http access allow purge localhost
http_access deny purge

# Deny requests to unknown ports
http access deny !Safe ports

# Deny CONNECT to other than SSL ports
http access deny CONNECT !SSL ports

# Deny acces to porn domains

acl PornSites dstdomain "/etc/pornlist"

http access deny PornSites

# Rule allowing access from your local networks.
http_access allow localnet

# And finally deny all other access to this proxy

http_access deny all

# Some security
hierarchy stoplist cgi-bin ?

# Logging
access_log /var/log/squid/access.log squid

VYo6enurecnh, uto URL He u3 daiina /etc/pornlist focTymnHsbI:

$ wget cs.stu.cn.ua

[TpoBepbTe YTO HEBO3MOXKHO MOIYYUTh JOCTYIH K stu.cn.ua:

$ wget stu.cn.ua

5.3.7 @unbmpauyus no knro4YesbIiM csioeam 8 URL
[Tpumep koudurypamnumonnoro aiina /etc/squid/squid.conf

# Squid normally listens to port 3128
http port 3128

#Recommended minimum configuration:

acl all src all

acl manager proto cache object

acl localhost src 127.0.0.1/32

acl to localhost dst 127.0.0.0/8 0.0.0.0/32

# Rule allowing access from your local networks.
# Adapt to list your (internal) IP networks from where browsing
# should be allowed

acl localnet src 10.0.0.0/8 # RFC1918 possible internal network
acl localnet src 172.16.0.0/12 # RFC1918 possible internal network
facl localnet src 192.168.0.0/16 # RFC1918 possible internal network
acl localnet src 1.1.1.0/24 # RFC1918 possible internal network
#

acl SSL ports port 443 # https

acl SSL ports port 563 # snews

acl SSL ports port 873 # rsync

acl Safe ports port 80 # http

acl safe ports port 21 # ftp

acl Safe ports port 443 # https

acl Safe ports port 70 # gopher

acl Safe ports port 210 # wais

acl Safe ports port 1025-65535 # unregistered ports

acl safe ports port 280 # http-mgmt

acl safe ports port 488 # gss-http

acl safe ports port 591 # filemaker

acl safe ports port 777 # multiling http
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acl safe ports port 631 # cups
acl safe ports port 873 # rsync
acl Safe ports port 901 # SWAT

acl purge method PURGE
acl CONNECT method CONNECT

# Only allow cachemgr access from localhost
http access allow manager localhost
http_access deny manager

# Only allow purge requests from localhost
http access allow purge localhost
http access deny purge

# Deny requests to unknown ports
http access deny !Safe ports

# Deny CONNECT to other than SSL ports
http access deny CONNECT !SSL ports

# Deny acces to porn domains
acl PornSites dstdomain "/usr/local/squid/etc/pornlist"
http access deny PornSites

# Deny access to urls containing listed words
acl Porning url_regex pirate|post
http access deny Porning

# Rule allowing access from your local networks.
http_access allow localnet

# And finally deny all other access to this proxy
http access deny all

# Some security
hierarchy stoplist cgi-bin ?

# Logging
access_log /var/log/squid/access.log squid

VY6eautecs, uto URL, He copepikalme 3anpenieHHbIX CIOB IOCTYITHBI:

$ wget cs.stu.cn.ua

[IpoBepbTE€ UTO HEBO3MOXKHO MOJIYYUTHh JOCTYI, HAIpUMEpP, K IOCTYy Ha
stu.cn.ua:

$ wget stu.cn.ua/post/744/

5.3.8 RADIUS aemopu3auus
CkoHpurypupyiTe MOIKIIOUYCHNAE K PaIuyC-CepBEpY.
[Ipumep koudurypaunonnoro ¢aina /etc/squid_radius config:

server 127.0.0.1
secret testingl23

3anyctute cepBepbl postgres u freeradius kak ykazaHo B siabopaTopHOU
pabote Ne2. IIpoBepbTe HACTPONKHM MOJKIIOYEHHUS M aBTOPU3ALMHU MPU MOMOIIU
3amycKa MOZYJISI aBTOPU3ALMU, MOCIIE Yer0 BBEIUTE UMsI MOJIb30BATEI U MAPOJIb
yepes nmpoden u HaxkuMaem Enter:

$ /usr/libexec/squid radius_auth -f /etc/squid radius config

linux testl23
OK

Ecoiu mosiBunock coobmenue OK 3HaunT Bce paboTaeT HOPMaIbHO
3aBepiIuTe padoTy npuinoxenus: Haxaruem Ctrl+C.
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Hacrpoiite ayreHTudukanuto B squid.
[Tpumep kondurypamuronnoro ¢aiina /etc/squid/squid.conf:

# Squid normally listens to port 3128
http port 3128

#Recommended minimum configuration:

acl all src all

acl manager proto cache object

acl localhost src 127.0.0.1/32

acl to localhost dst 127.0.0.0/8 0.0.0.0/32

# Rule allowing access from your local networks.
# Adapt to list your (internal) IP networks from where browsing
# should be allowed

acl localnet src 10.0.0.0/8 # RFC1918 possible internal network
acl localnet src 172.16.0.0/12 # RFC1918 possible internal network
#acl localnet src 192.168.0.0/16 # RFC1918 possible internal network
acl localnet src 1.1.1.0/24 # RFC1918 possible internal network
#

acl SSL ports port 443 # https

acl SSL ports port 563 # snews

acl SSL ports port 873 # rsync

acl Safe ports port 80 # http

acl safe ports port 21 # ftp

acl safe ports port 443 # https

acl safe ports port 70 # gopher

acl Safe ports port 210 # wais

acl Safe ports port 1025-65535 # unregistered ports

acl Safe ports port 280 # http-mgmt

acl safe ports port 488 # gss-http

acl safe ports port 591 # filemaker

acl safe ports port 777 # multiling http

acl Safe ports port 631 # cups

acl safe ports port 873 # rsync

acl Safe ports port 901 # SWAT

acl purge method PURGE
acl CONNECT method CONNECT

# Only allow cachemgr access from localhost
http access allow manager localhost
http_access deny manager

# Only allow purge requests from localhost
http access allow purge localhost
http access deny purge

# Deny requests to unknown ports
http access deny !Safe ports

# Deny CONNECT to other than SSL ports
http_access deny CONNECT !SSL ports

# Deny acces to porn domains
acl PornSites dstdomain "/usr/local/squid/etc/pornlist"
http access deny PornSites

# Deny access to urls containing listed words
acl Porning url regex pirate|post
http_access deny Porning

# Rule allowing access only from your local networks.
http access deny !localnet

# Radius auth

auth _param basic program /usr/local/squid/libexec/squid radius auth -f
/etc/squid/radius_config

auth param basic children 5

auth _param basic realm Web-Proxy

auth param basic credentialsttl 5 minute

auth _param basic casesensitive off

acl radius-auth proxy auth REQUIRED
http access allow radius-auth

# Rule allowing access from your local networks.
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#http access allow localnet

# And finally deny all other access to this proxy
http access deny all

# Some security
hierarchy stoplist cgi-bin ?

# Logging

access_log /var/log/squid/access.log squid

[TpoBepbTe pabOTHI IPOKCH-CEPBEPA U3 KOHCOJIU:

$ export http proxy="http://linux:testl123@1.1.1.1:3128"

$ wget cs.stu.cn.ua

[Tocne yero oTkpoiTe 3arpyx’eHHbIM Qailn u ydoenurech 4To TaM UMEHHO
CcTpaHuIla cs.stu.

[IpoBepbpTe Takke BAapUaHT, KOIJa MMs IO0JIb30BATENS WM MApOjb 3aJaHbl
HEBEPHO.

5.3.9 OepaHu4yeHue nNponycKHou cnocobHocmu

3agaiTe orpaHUYeHUE CKOPOCTH JIJIs JIOKaIbHOM mojiceTu localnet.
[Tpumep koudurypamnuronnoro ¢aiina /etc/squid/squid.conf:

# Squid normally listens to port 3128
http port 3128

#Recommended minimum configuration:

acl all src all

acl manager proto cache object

acl localhost src 127.0.0.1/32

acl to localhost dst 127.0.0.0/8 0.0.0.0/32

# Rule allowing access from your local networks.
# Adapt to list your (internal) IP networks from where browsing
# should be allowed

acl localnet src 10.0.0.0/8 # RFC1918 possible internal network
acl localnet src 172.16.0.0/12 # RFC1918 possible internal network
#acl localnet src 192.168.0.0/16 # RFC1918 possible internal network
acl localnet src 1.1.1.0/24 # RFC1918 possible internal network
#

acl SSL ports port 443 # https

acl SSL ports port 563 # snews

acl SSL ports port 873 # rsync

acl Safe ports port 80 # http

acl Safe ports port 21 # ftp

acl safe ports port 443 # https

acl Safe ports port 70 # gopher

acl safe ports port 210 # wais

acl Safe ports port 1025-65535 # unregistered ports

acl Safe ports port 280 # http-mgmt

acl safe ports port 488 # gss-http

acl safe ports port 591 # filemaker

acl Safe ports port 777 # multiling http

acl Safe ports port 631 # cups

acl safe ports port 873 # rsync

acl Safe ports port 901 # SWAT

acl purge method PURGE
acl CONNECT method CONNECT

# Only allow cachemgr access from localhost
http access allow manager localhost
http_access deny manager

# Only allow purge requests from localhost
http access allow purge localhost
http access deny purge

# Deny requests to unknown ports
http access deny !Safe ports
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# Deny CONNECT to other than SSL ports
http access deny CONNECT !SSL ports

# Deny acces to porn domains
acl PornSites dstdomain "/usr/local/squid/etc/pornlist"
http access deny PornSites

# Deny access to urls containing listed words
acl Porning url regex pirate|post
http access deny Porning

# Rule allowing access only from your local networks.
http access deny !localnet

# Radius auth

auth param basic program /usr/local/squid/libexec/squid radius auth -f
/etc/squid/radius config

auth param basic children 5

auth param basic realm Web-Proxy

auth param basic credentialsttl 5 minute

auth param basic casesensitive off

acl radius-auth proxy auth REQUIRED
http access allow radius-auth

# And finally deny all other access to this proxy
http access deny all

# Some security
hierarchy stoplist cgi-bin ?

# Logging
access_log /var/log/squid/access.log squid

# DELAY POOL PARAMETERS (all require DELAY POOLS compilation option)
delay pools
delay class
delay class
delay class

WNRW
NNN

delay access 3 deny all
delay access 2 allow localnet
delay access 2 deny all
delay access 1 deny all

delay parameters 1 3000/3000 1500/1500

delay parameters 2 -1/-1 6000/6000

delay parameters 3 -1/-1 -1/-1

Ehue paB 3arpy3HTe CTpaHHHy u CpaBHHTe CKOpOCTB 3arpy3KH nu BpeMﬂ

MIOTPAYEHHOE Ha 3arpy3Ky CTPAHUIIbI B CPABHEHHUH C IPEABIAYIIIUM Pa30M:

$ wget cs.stu.cn.ua

CaMOCTOSITEIbHO MTPOBEPHTE CKOPOCTH JIUISA IBYX JAPYTUX MYJIOB 3aJaHHBIX B
npuMepe.

5.4 Copnep:kaHue oT4eTa

OTuér MODKEH colepXkaTh XOJNl BBHIMOMHEHHUS Ja0OopaTopHON padOTHI C
MIPOKOMMEHTHPOBAHHBIMU HW3MEHCHUSIMHU KOH(PUTYpalMoHHBIX (aitinoB Squid, a
TAK)KE JJUCTHHT KOMAaH/I, TPUMEHSIOIINXCS IS TPOBEPKU KOH(MUTYPALMH cepBepa.

5.5 KoHTpoJsbHBIE BONIPOCHI

1. Yto takoe cmucku KOHTpoist noctyna B Squid? [lepeuucnute oCHOBHBIE
KPUTEPUN HUCTOJIb3yeMble TIpH (OPMHUPOBAHUU CITMCKOB KOHTPOJIS JTOCTYIIA
B Squid. [IpuBenure mnpumep chnucka KOHTPOJS JOCTyHa Hjisi 3ampera
JIOCTYIIa K CepBepaM U3 OINpeIeSIeHHON MojceTn?
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[lepeuncoute Buabl wuaeHtu@ukanuu B Squid. HazoBute MeTonbl
UJCHTU (PUKAIMK 110 TOTUHY/TIApOJII0 moaepkuBaembie Squid?
[Monnepxxusaer mu Squid SSL/HTTPS/TLS? Kak Opaysep TyHHenIHpyeT
3armpocsl uepe3 Squid?

[TpuBeaure npumep koHpurypamuu Squid obecnednBaOMMA MPIMON
JIOCTYN K HEKOTOPBIM caiiTam.

[IpuBenutre mnpumep KoHpurypanuu Squid 3ampeliaronuii 3aKkauMBaHUE
OonpIIUX (halioB.

HazoButre u 00BsICHUTE Ha3zHAUEHUE KaXKJOTO0 U3 TPHUBEACHHBIX B
nabopatopHoil pabote mapameTpoB KoHpurypauuu Squid s orpaHuyeHUs
CKOPOCTH.

UYro takoe «<HTTP_ X FORWARDED FOR»? ITouemy Squid cHaGxaetr um
WWW-cepBepa? IlpuBenute mnpumep KOHPUTYypalluh 3allpeniaroniui
nobasnenue «HTTP_X FORWARDED FOR».

Omumure ocHOBHbIE NMpuHIMNBEI aHoHMMU3anuu HTTP-3anpocos? Kak 3to
ceazano ¢ «HTTP_X FORWARDED FOR»? IlpuBegute npumep
KoH(purypanuu Squid 3anpenarimuil onpeieJeHHbIe 3ar0J0BKH.

Onummure 0a3oByro KoHurypauuto Squid mis paboTel B pexuMme
MPO3PAYHOTO MPOKCH.

10.Onummre  koHdurypamuto  Squid nOpu  KOTOpOl  Bce  3ampochl

NePCHAIIPABIIAOTCA APYTOMY IIPOKCH-CCPBCPY €CJIM OH OOCTYICH HHAYC
3aIIPOCHI OTIIPABIAIOTCA HAIIPAMYIO.



=

ok

8.

9.

115

PekoMmeHpoBaHHaA nuTtepartypa

Carla Schroder. Linux Networking Cookbook. M.: O'Reilly Media, 2007.

Tony Bautts, Terry Dawson, Gregor N. Purdy. Linux Network Administrator's
Guide. M.: O'Reilly Media, 2005.

Evi Nemeth, Garth Snyder, Trent R. Hein, Ben Whaley. UNIX and Linux
System Administration Handbook (4th Edition). M.: Prentice Hall, 2010.

James Turnbull. Hardening Linux. M.: Apress, 2005.

Ed Sawicki. Advanced Guide to Linux Networking and Security. M.: Course
Technology, 2005.

Mike Erwin, Charlie Scott, Paul Wolfe. Virtual Private Networks, 2nd Edition.
M.: O'Reilly Media, 1998.

Oleg Kolesnikov, Brian Hatch. Building Linux Virtual Private Networks
(VPNSs). M.: Sams, 2002.

Jonathan Hassell. RADIUS. Securing Public Access to Private Resources. M.:
O'Reilly Media, 2002,

Michael Rash. Linux Firewalls: Attack Detection and Response with iptables,
psad, and fwsnort. M.: No Starch Press, 2007.

10. Steve Suehring, Robert Ziegler. Linux Firewalls (3rd Edition). M.: Novell

Press, 2005.

11. Kyle Dent D. Postfix: The Definitive Guide. M.: O'Reilly Media, 2003.
12.Don R Crawley. The Accidental Administrator: Linux Server Step-by-Step

Configuration Guide. M.: CreateSpace, 2010.

13. Alistair McDonald. SpamAssassin: A Practical Guide to Integration and

Configuration. M.: Packt Publishing, 2004.

14. Alan Schwartz PH.D. SpamAssassin. M.: O'Reilly Media, 2004.

15. Duane Wessels. Web Caching. M.: O'Reilly Media, 2001.

16. Ari Luotonen. Web Proxy Servers. M.: Prentice Hall PTR, 1997.

17. Duane Wessels. Squid: The Definitive Guide. M.: O'Reilly Media, 2004.



