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KPUCTANI3ALIA OEGIHILIA «KIBEPMPOCTIP» TA «IHCDQPMALIIWHVIVI MPOCTIP»
AK KOHLUENTYAINIbHOIO BA3UCY IH®OOPMALIUHOI BE3MEKN

AHomaujiss. Y cmammi 6yno 9ocnidxeHo KoHuenmyarnbHi 3acadu po3MexXy8aHHs MOHSAMb «iHGhop-
MayitiHul npocmip» ma «Kibeprnpocmip» K nepwoocHo8U iHghopmauitiHoi 6esneku. BusHayeHo cmaH
3abesrneyvyeHHs1 iHgbopmauyitiHOi besrneKku cycrnifibcmea ma ocobu WIISIXOM aHarizy 3aKkoHodagyux rlo-
JI0OXeHb ma ix 8i0nogidHocmi MiXKHapOOHUM 30608 ’s1I3aHHSIM. 3arporoHO8aHO WIISIXU Y3200XKEHHST ma
KoopduHauii iHmepecie depxasu ma couiyMy y rnumaHHsIX eapaHmyeaHHs ripasa Ha be3aneky 8 iHgho-
pmauyitiHit cebepi.
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NMPOCTPAHCTBO» KAK KOHLIENTYAJIIbHOIMO BA3UCA UH®OPMALIMOHHOU
BE3OMNACHOCTHU

AHHOmMauyus. B cmamese 6bi1510 uccnedosaHbl KOHUENMYasibHbIE OCHOBbI pa3apaHuyeHusi NoHImud
«UHGbOPMaUUOHHOE NPoCcmMpaHCmeo» U «KUbepnpocmpaHcmeo» Kak rnepe8ooCHO8b! UHGHOPMaUUOHHOU
b6e3onacHocmu. OnpedenieHo cocmosiHue obecrnedyeHus UHghopmauyuoHHoU b6e3onacHocmu obuwecm-
8a U nu4YHOCMU rymem aHasnusa 3akoHoOamesibHbIX MOMOXKEHUU U Uux coomeemcmeusi MexdyHapoo-
HbiM 0bsi3amersniscmeam. [1pednoxeHbl Mymu coanacoeaHusi U KoopOuHayuu uHmepecos 2ocydapcm-
8a U coyuyma 8 sorpocax obecrnedeHusi npasa Ha besonacHocms 8 UHGhopMayUOHHOU cghepe.

Knro4deeble cnosa: uHgopMayuoHHoe npocmpaHcmeo, KubeprnpocmpaHcmeo, UHhopMayuoHHast
b6e3onacHocmb, UHGhopMayuoOHHOoe eo3delicmeue, UHhOPMaUUOHHasi cucmema, UHgopMayUOHHOe
obwecmeo.
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CRYSTALLIZATION DEFINITIONS OF « CYBERSPACE» AND «INFORMATION SPACE»
AS A CONSEPTUAL BASIS OF INFORMATION SECURITY

Abstract. This article was researched conceptual basis conceptual bases of distinguishing between
the concepts «information space» and «cyberspace» as a fundamental principle of information
security. Determine the the state of information security of society and individuals by analyzing the
legal provisions and their compliance with international obligations. The ways of harmonizing and
coordinating the interests of the state and society in terms of guaranteeing the right to security in the
information field.

Keywords: information space, cyberspace, information security, informational influence, information
system, information society.

MocTtaHoBKa Npob6nemMun. HYHILWHIN piBEHb CoLianbHOIrO pO3BUTKY XapaKTEPU3yeTbCA LUBUOKUM 3pO-
CTaHHAM poni iHdopmauii y BCix cdepax cycninbHUX BiAHOCUH. HaykoBO-TeXHIiYHI nepeBTineHHs XXI
CTOpIYYS BUKMUKANM CYTTEBI CUCTEMHI 3MiHU B YCbOMY CBITi. 3aBAsIKU HOBITHIM OOCATHEHHAM Y cdepi
iHdopMaUitHO-KOMYHiKaLiiHMX TexHonorin (gani — IKT) 6yno ccdopmoBaHo BipTyanbHWUIA NPOCTIp, SKi
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Ha3nBaloTb iHPopMaLinHUM, KibepHeTuyHMM Towo. OaHak, BUHUKAE HEOOXIOHICTb YiTKOro po3mexy-
BaHHSA JaHWX MOHATb, NOB’si3aHa 3i CKNaaHICTIO BPErynoBaHHA NpaBOBIiAHOCKH Y cdepi iX BMKOpUC-
TaHHs.

AHani3 octaHHix gocnimpkeHb Ta nybnikauin. AkTyanbHICTb AaHOI cTaTTi Aocnigxkysano barato Bye-
HuX, 3okpeMa, 3aeup O. B., Kapuescbkunn M. B., MNaHoBa |. B., MenbHuk C. B., Tuxomupos O. O., Ta
iHWi. Y npaBoBi OOKTPWHI, a came, B ranysi Hayku iHbopmauiHOro npaea, NMTaHHS ChiBBiAHECEHHS
BM3HAYEHNX TEPMIHIB OYnn po3rnaHyTi Takumu BYeHUMM, sik binoyc J1., ByHbkiBcbka O. B., Bypsiiok
B. J1., ly6os 1. B., OxeBaH M. A. Ta iH. NpoTe, Ha »arnb, OCHOBHWI aKLeHT OyB 3pobneHunin Ha Tnyma-
YeHHi BULIEe3ragaHux NoHATb, B TOW Yac SK XapakTepucTMKa OCHOBHUX O3HaK 1X pO3MeXyBaHHSA 3anu-
wanaca 6e3 ysaru. Lle noACHIOETLCA, B NepLly Yepry, TUM, L0 BUBYEHHS MPABOBMX acneKTiB iCHyBaH-
HS NMIOAVHU Y Cy4aCcHOMY BipTyarbHOMY MPOCTOPi HEMOXNMBO 6e3 BUBYEHHS Ta aHanidy OCHOBHUX MO-
ro kaTteropin Ta gediHiuin.

MeTolo pob6oTH € aHani3 niaxoaiB OO PO3yMiHHSA Ta PO3MeXyBaHHS MOHATb «KibepnpocTip» Ta «iH-
dopmMaLiiHMIA NPOCTiPp» B Cy4aCHUX CoLianbHO-NOMITUYHUX YMOBaX, iX AeTani3audis Ta aganTauis oo
HauioHanbHMX Ta reononiTMYHNX YMOB Cy4acHOI YKpaiHCbKOT AepXKaBMy.

Buknag ocHoBHOro 3micty martepiany. CyTb 3anponoHOBaHOI TEMAaTuKM nNonsrae B TOMy, WO 3a-
BOSIKM CbOrOAHILLHBOMY LUBUOKOMY MPOrpecy MOXNUBOCTEN iHGOpMaLUiiHUX TEXHOMOFIN rOCTPO CTOITb
npobnema iHopmaLiiHOro BNIMBY Ha iHOMBIQYanbHY i CycninbHY CBiAOMICTb. TOMY HarasnbHOW Mpo-
©nemoto € 3abeaneyeHHs 0COBUCTOCTI | cycninbCTBa Big HEraTUBHOMO BNIIMBY iHOPMAaLUINHOrO NOTOKY,
a ans uboro HeobXxigHO onepyBaTu YiTKMM KaTeropianbHO-NOHATIMHUM anapaToMm.

LLlogo Bn3Ha4eHHs1 NOPiBHIOBAHUX MOHATL, CAig BigMiTUTWU HEOOHOPIAHICTL IX TNyMaveHb SK Ha 3aKo-
HOA4aBYOMY pPiBHi KpaiH, Tak i okpemumun HaykoBusiMu. 3okpema, MenbHuk C.B. Bu3Havae kibepnpocTip
SIK MPOCTip, ChOpPMOBaHUI iIH(POPMALINHO-KOMYHIKaUIMHUMX CUCTEMaMm, B IKOMY NPOXOASATb NpoLecu
nepeTBOPEHHS (CTBOPEHHS, 3bepiraHHs, obmiHy, 06pobkn Ta 3HMLEHHSA) iHdopMalii, npeacTaBneHoi
y BUrNSAI €NEeKTPOHHMUX KOMMIOTEPHUX AaHmx [1].

BignosigHo 40 MixXHapogHoro ctaHgapTy, KibepnpocTip — ue cepeaoBuLLe iCHYBaHHS, O BUHWUKIO B
pesynbTati B3aemogii niogen, nporpamHoro 3abesneyeHHs i nocnyr B IHTEPHETI 3a JOMOMOroH TEXHO-
NOriYHMX MPUCTPOIB | MepeXx, Nig’eQHaHUX OO HUX, SKOro He iCHye B Oyab-sikin di3nyHin dopmi [2, c. 8-
9]. 3a BM3HaveHHsIM MixXHapoaHOro coto3y enekTpo3B’a3Ky, KibepnpocTip — ue disnyHui i HedisnyHUN
NpPOCTip, WO CKNagaeTbCs 3 KOMM'IOTEPIB, KOMM'IOTEPHUX CUCTEM, MEPEX Ta KOMM'IOTEPHUX Mporpam,
KOMM'IOTEPHUX OaHNX, KOHTEHTY, AaHuX Tpadiky Ta kopucTtysauis [3].

BignosigHo go HopmaTtuBHoiI 6a3un CLUA, kibepnpocTip — Le cdepa, Lo XapakTepu3yeTbCs MOXIUBI-
CTIO BUMKOPUCTaHHS €NEeKTPOHHMX Ta enekTpOMarHiTHMX 3acobiB Ond 3anam’dTOBYBaHHSA, Moandiky-
BaHHA Ta OOMiHY AaHUMW Yepe3 MepexHi CUCTEMM Ta NOB’A3aHy 3 HUMK (Di3NYHY iHDPaCTPYKTYpY [2,
c. 8-9]. B Crparteriax kibepbesnekun Benuvkoi bputaHii Ta HimeuyunHn garoTbcst Taki BUSHAYEHHSA TEPMi-
HY «KiGepnpocTip»: BCi (hopmMu MepexeBoi, LMdpPoBOi akTUBHOCTI, O OXOMNMIOKTb KOHTEHT Ta Ail B
uncpoBMx Mepexax; BipTyanbHUA NPocTip BCiX IT-cnctem, Nnos’a3aHnx Ha piBHI 4aHWX B rnobansHomy
MacLuTabi. OcHoBoto kibepnpocTopy € mepexa IHTepHeT [3; 4].

OTxe, kibepnpocTip oxonntoe coboto sk Npouecu CTBOPeHHS, 36epiraHHs, 06pobkK iHdopmauii, Tak i
BiANOBIOHY IHPPACTPYKTYPY: KOMM'IOTEPHI Mepexi, cucTeMu, Nporpamu, NPUCTPOI, i, 3peLUToro, NIOAUHY
SIK KOPUCTYBaYa Taknux Mepex.

Buxogsum 3 LUIMPOKOro CNekTpy AaHOro NpocTopy Ta HEOAHOPIAHUX BiAHOCWH, WO BUHUKAKOTb Y HbO-
MY MPOMOHYEMO 34INCHUTW MOPIBHSAHHS CYTHOCTI NOHATL iHbopMaLinHOro npocTopy Ta kibepnpocTopy
(ame. Tabn. Ne 1).
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Tabnuus Ne 1

KpuTepin Ki6epnpocTip IHcbopmauiHui npocTip
IHdpacTpyKTYpHUIA, (DI3UYHUIA, CUHTaK- Mnmo6anbHuiA, MiXXHapogHWUIA, 3aranbHo-
PiBHi CUYHUIA I CEMAHTUYHUN. Oep>XaBHWUI, perioHanbHUI, NoKanbHUNA.
dopma  cniBicHyBaHHA  CYKYMHOCTI dopmMa  cniBiCHyBaHHS  CYKYMHOCTI
marepianbHNX Ta HemMaTepianbHUX | MaTepianbHUX Ta HemaTepianbHUX
[okTpuHansHe o6’ekTiB i npoueciB, cnpsMoBaHWX Ha | 06’ekTiB i npoueciB, CNpPAMOBaHUX Ha
TRyMma4eHHst NMOPOAXEHHS, CNPUIHATTS, | 3a40BOSEHHS iHbopMaLinHUX noTpeb BCixX
3anam aToByBaHHs, nepepobky Ta 0OMiH | XuBuKX icToT Ha 3emni [5, c. 166].
iHpopmauieto [5, c. 165].
KuBi icToTM Ta iX yrpynoBaHHS, SKi Cy6’ekT npupogHOro cepegoBuLla,
CMPOMOXHI CnpurimMaTK, 3anam’saToByBaTW | NPUPOAHI Ta LWITYYHi iHGopMaUinHi BigHO-
Ta nepepobnATM iHdOpMaLio, a TaKoX | CMHU MK HUMU Ta iX (DOPMYBaHHS i BUKO-
obMmiHIOBaTMCA Heto, cepen SkMX, B MepLUy | pUCTaHHA, maTtepianbHi Ta HemaTtepianbHi
Yyepry, niooavHa, BM3HayeHi BepcTBM | 06’ekTW i nMpouecu, CnpsiMOBaHi Ha 3ago-
CycninbCTBa Ta CYCMiNbCTBO B LiNOMY, | BOMNEHHS
nepxasa, NPUPOAHi Ta LUTYYHi iHpopmauinHuX notpeb ans
O6’exTn iHdbopMaUiHi BiQHOCUHM MK HUMKM Ta iX | 3abe3neyeHHs1 30epeXxeHHs XUTTa Ta
OpPMYyBaHHSA | BUKOPUCTaHHS, @ TaKOX | XUTTEQIANbHOCTI XKMBOT icToTu,
martepianbHi Ta HematepianbHi 06°€KTU i | yrpynoBaHHS XMBMX iCTOT.
npouecu, CrnpsIMOBaHi Ha MOPOOXKEHHS,
CAPUMHATTSA, 3anam’aAToBYBaHHS,
30epexeHHs,, nepepobky Ta  OBMIH
iHcpopmatieto.
JTiogmHa, cycninbCcTBO, AepXaBsa, Xusa KuBi icToTM Ta iX yrpynoBaHHs, SKi
icCTOTa, fKa CMApOMOXHa ChpuAMaTh, | CNPOMOXHI CnpuiMaTu, 3anam’aToByBaTU
Cy6’exti 3anam’aToByBaTn Ta nepepobnatTv | Ta nepepobnATM iHopmalilo, a Takox
iHdbopMmalito, a TakoX 0bMiHIOBaTUCS Heto. | oBMiHIOBaTUCS HElo.
- MPOTSXKHICTb;
- €OHICTb ANCKPETHOCTI Ta HEMEPEPBHOCTI;
. - MaTepianbHICTb Ta HemaTtepianbHICTb;
Bnactusocri

- abcTpakTHICTb i AicHICTb;
- peanbHiCTb 3aranbHOAiKY0ro BrMBY.

CnpsimoBaHicTb

Oxonne nuwe Xuei icToTW, SKi
CNPOMOXHI crpuviMaTy, 3anam’aToByBaTu
Ta nepepobnsaTu iHdopmalio, a Takox
oOMiHIOBaTUCA HElO.

Oxonntoe abcomnoTHO BCi  Axepena
iHbopmalii oes BUMOr woao
CMPOMOXHOCTI crnpunmatu,
3anam sToByBaTu Ta nepepobnsaTu
iHpopMmalLito, a TakoXx 0OMiHIOBATUCS HElO.

YKpaiHcbKi AepaBHi BigOMCTBa, BignosiganbHi 3a HauioHanbHy 6e3neky, TpakTyoTb KibepnpocTip sk
copmoBaHe iHOPMaLINHUMK, TENEKOMYHIKaUinHAMKW Ta KOMM'IOTEPHMMMW CUCTEMamu BipTyanbHe
cepefoBuile, WO (yHKUIOHYE SK eauHe uine y rnobanbHoMy macwTtabi, Ta B skoMy BigbyBaroTbCs
npowecu BupobHuuTBa, 36epiraHHs, 06pobku, nepenadi n obmiHy iHopmauieto. 3okpema, JOCHIOHUKM
HauioHanbHOro iHCTUTYTY CcTpaTeriyHMx 4OChigXKeHb MPOMNOHYIOTh Take BU3HAYEHHS KibeprnpocTopy: Lue
006’ekTI iHbOpMaLNHOIT iHPPaCTPYKTYpK, IO KepylTbes iHopMaLinHuMK (aBTOMaTM30BaHNMN) CUC-
TeMaMu ynpasniHHS, a TakoxX iHpopmallis, Lo B HUX uupKyntoe [6].

HaBepneHi BU3Ha4YeHHs cBigyaTh, WO KibeprnpocTip He 0OMeXYeTbCA Mepexeto IHTEPHET, a OXONIe
cepefoBMuLLEe, cTBoptoBaHe cyyacHumu IKT, Ta 6e3nocepeaHbo obnagHaHHs, Wo BigHocutbea ao IT-
iHppacTpykTypu [7, c. 81]. Mig iHopmaLinHUM NPOCTOPOM PO3YyMilOTb TEPUTOPIKD NOLLUUMPEHHS iHGOP-
Mauii 3a 4ONOMOroK KOHKPETHUX KOMMOHEHTIB CUCTEMU iH(bopMaLii i 3B'A3KY, | YHKUIOHYBaHHS iH(O-
pMaLifHOI OiIANbHOCTI Mae rapaHToBaHe npaBoBe 3abesneveHHs [8].
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3ayBaxumo, Wwo binosyc J1. Bu3Hayae iHpopmauiiHMin NPOCTIp SK CYKYMHICTb cy6’ekTiB iHdhopmaLin-
HOi B3aeMOZii Yn BNNuBY; BNacHe iHopmauii, NnpnuaHayeHoi Ansi BUKOPUCTaHHA cyb’ektamm iHdopma-
LiiHOT cdepw; iHpopMaLiNHOT iIHPACTPYKTYpH, O 3abe3neyye MOXIMBICTb 0OMiHY MiX cyb’ekTamu;
CyCNiNbHUX BIQHOCKH, KOTPiI hOPMYIOTLCA SIK HAcnigoK YTBOPEHHS, nepeaadi, pO3noBCIOMKEHHS i 30e-
piraHHs iHdbopMaLii, 0OMiHy iHdopmauieto BcepeamHi cycninbcTea [9, c. 189]. [lonoBHIoH4YMN 3a3Have-
He, aBTopW nigpy4YHuKa «lHdopmauiiHa Ta kidbepbesneka: COLIOTEXHIYHMIA acneKkT» Yy 3MICT MOHATTS
iHbopMaLiiHOro MPOCTOPY BKMaAdalTb HACTyMHe: ue rrnobanbHe iHdhopMaliiHe cepedoBuLLEe, sSIke B
peanbHOMy MacLuTabi Yacy 3abesneyvye koMnnekcHy 06pobKy BigoMocTen npo NpoTubopyi CTOpoHU Ta
TX HABKOMNULLIHE OTOYEHHS 3 METOIO NIATPMMAaHHS yXBartoBaHNX pilleHb WoA0 CTBOPEHHSA ONTUMarnbHO-
ro 3aAns OOCArHEHHs NOCTaBMeHuX Uinen cknagy cun i 3acobie Ta ix eeKTMBHOIO 3acTOCYBaHHS B
Pi3HMX YMOBaXx HaBKOMNULLHbLOI 0BCTaHOBKM [4, c. 7].

BesnocepeaHbo B pycni iHpOpMaUiiHOrO MPOCTOPY iCHYE Take CyCnifbHO-NOMITUYHE ABULLE SK iH-
dopmauiviHa 6e3neka — BU3HaYanbHa nepegymoBa Ta Hacnigok AieBol NoniTMkn gepxasn y cdepi 3a-
Be3nedyeHHs KOHCTUTYLINHMX NpaB rpomMagsH. AHani3 HaykoBux nybnikauin, gae nigctasu CTBepOXY-
BaTW NPO HEOAHOPIAHICTb BU3HAYEHOrO MOHATTS Ta MOXNMBICTb BUAINUTN OCHOBHI MOro nNepeaymoBM.
Tak, 0O4HMM 3 KITOYOBMX YMHHUKIB iHbopMaLinHOi 6e3nekn ocobu € NnpaBo Ha OOCTATHE 3HAHHS, OIS
cBigomoro i o6rpyHToBaHoro BMbopy. [lep>xaBa NoBuHHA HagaBaTh iHOpMaLi0 KOXXHOMY NpaBy CyT-
HICTb BiAHOCMHM, W06 OTPUMAaTKN NOBHY, TOYHY i CBOEYACHY iH(pOPMALitO; HIXTO HE Ma€e NpaBa NopyLl y-
BaTW iHTepecu iHdopmaLii Npo B3aeMUHN Byab-sikum iHdopmaLliiHoro BnnvBy. [nsi 36epexeHHst piB-
HoBarn Mk cBobOAOl iHGopMauii Ta HeobXigHICTIO obMexuTn ii B iHTepecax Ge3neku, Ooep)xaea
CTBOPIOE BiAMOBIQHUI NPaBOBUA MeXaHi3M, SIKUIA, 3 0QHOro OoKy, 3abesnevye 3axMcT iHPopMaLiiHKX
npas, 3 iHWoro 60Ky, AepXXaBHUN KOHTPOINb HaA perynoBaHHAM iHdopmauiHo 6e3nekoto [10].

MpaBuna, wo crocytoTbca cdepu iHbopMaLinHOi 6e3nekn B OCHOBHOMY 30CEpeKeHi Ha 3axuCTi
iHdopMauii Wwnaxom obmexeHHs gocTyny ocib 4o nesHoro Tuny iHdopmadii. MpoTe, cnig 3a3HauunTw,
LLIO OCHOBHOIO MILLEHHIO HEraTUBHOMO BNUBY iH(pOpMaLii € came NIoACLKUIA po3yM, Yepes SKuK i 3ain-
CHIOETBLCS BMMMB Ha CycninbHy ceigomictb [11].

OfHUM 3 nepLumnx KPOKiB Ha LUMSXY A0 BCTAHOBMEHHS MiXHaApOAHMX CTaHZapTiB no 60poTebi 3 3no-
YMHHUM BMKOPUCTaHHSIM iHpOpMaLinHKMX TexHonorin 6yna BcecBiTHS 3ycTpiy Ha BULLOMY piBHi 3 nu-
TaHb iHpopmauinHoro cycninbctea (2003) [12]. Lle npusseno go npunHATTa >KeHeBcbkol [deknapadii
npyHUMMiB. BoHa 3akpinnoe NpioputeT NpMBATHOMO XUTTH, WO € HEOOXiAHOK YMOBOK Ansi PO3BUTKY
iHbopMaUiiHOro cycninbCTBa Ta MiABULLEHHSA OO0BipY KOpPUCTYBadiB iHopMaLUinHUX TexHonorin. Kpim
TOro, B Aekrnapadii MiCTUTbCSl 3aKnUK 40 HEOOXIOHOCTi reHepyBaHHsi, pO3po0bKM i BMIPOBAOXKEHHS 10-
OanbHOi KynbTypu Kibepbeaneku, noninweHHs i 3abe3nevyeHHs 3axMCcTy i KOHAIAEHUINHOCTI AaHuX.
Ons gocarHeHHs uiel metn 6yB 3pobneHun akueHT Ha 34IMCHEHHI MibKHAapOA4HOro cniBpobiTHMLUTBA Ta
iMnnemMeHTauii umMx cTaH4apTiB B HaLiOHanbHe 3aKOHO4ABCTBO.

Ha xanb, ctaH iHdopmauinHoi 6e3nekn B YKpaiHi He Bignosigae uum Bumoram. Lle nigTBepmKyeTb-
cs, 3okpema, B AHamniTM4Hin gonosidi YKpaiHCbKOro LEHTPY €KOHOMIYHMX i NONITUYHUX JOCnigXKeHb
PasymkoBa, onybnikosaHin B 2001 poui, B AKii roBOpUTLCA: «AHani3 nokasye, Lo piBeHb iHpopmaLin-
HOi ©e3nekn B YKpaiHi, 3 HE3Ha4YHMMN 03HaKaMy HaAbNMKaTbCA A0 KPUTUMYHOI TOYKKM, @ caMe: BTpaTu
OeMOKpaTUYHNX MPUHUMNIB i 3acaj AepXaBu, NOBEPHEHHs 0O aBTopuTapusMmy, isonsauii YkpaiHu Ha
Mi>)KHapOAaHin apeHi» [12].

AHani3 HauioHanbHOro 3aKoOHO4AaBCTBA AA€ NiACTaBM BBaXKaTW, LLO HUHILLHA TEHOEHLUIA po3Luproe
3MiCT 3aKOHOAaBY0ro BM3Ha4YeHHs «iHopMaLinHoi 6e3neku». 3 po3BUTKOM iHhOpMaLiiHOrO cycninb-
CTBa Ta BOOCKOHAINEHHS HOPMaTMBHO-MPABOBOro 3abe3neyveHHst LMxX NpoLeciB, po3yMiHHSA 3akoHOAaB-
CTBa 3 iH(hopMaLinHoi 6e3nekn nepepocrna 3 By3bKOro, NPOCTOr0 BU3HAYEHHS] TEXHIYHOTO 3axXMUCTY iH-
dopmaLii B cknagHy poaranyXeHy cuctemy.

XapakTepuayloun cyyacHe yKpaiHCbKe KpUMiHanbHe 3aKOHOOABCTBO Chig 3a3HAYuUTH, WO MUTAHHIO
npo iHopmauinHy 6e3neky ocobMCTOCTi ik 06'ekTa KpMMiHaNbHO 3axUCTy BUAINEHOI TiNbkU CTaTTIO
163, gka nepegbavae BignNoBiganbHICTb 3a MNOPYLUEHHA TAEMHUL NMCTYBaHHSA, TenedOHHMX PO3MOB,
TenerpagHoi Ta iHLWOI KopecnoHAeHLIl, Lo nepeaatTbcs Yepes 3acobu 3B'A3ky abo komn'totep [13].
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3 TOuKM 30py MibKHApPOAHOro npaBa Take By3bke (DOPMYMOBaHHA JAHOrO BUAY 3MOYUHIB € HeJoCTaT-
HiM, 3 ornaay Ha Tou dakT, Wo YkpaiHa paTudikysana ABi OCHOBOMOMOXHI MDKHAPOAHI yroan, B SIKMX
BM3HaYeHa cuctema 3axopnis no 60poTbbi 3 KOMN'KOTEPHOO 3MOUYUHHICTIO.

Tak, Yroga npo cniBpobiTHUUTBO AepxaB-y4acHuub CniBgpyxHOCTi HesanexHux [depxaB y 60poTb6i
3i 3N04YMHHICTIO B cchepi komn'toTepHol iHdopmauii, Big 1 yepBHa 2001 pokyBu3Ha4ae KpuMiHanbHO
KapaHUMW HaCTYMHI OisHHS:

a) 34iNCHEeHHs HeCcaHKLiOHOBAHOro AOCTYNY A0 KOMM'OTepOoi iHdopMaLii 3axmLLEHOI 3aKOHOM, SKLLO
Le Npu3Besio 40 3HULLIEHHS, BroKyBaHHS, MoaMdikauio abo KonitoBaHHS;

0) CTBOPEHHS, BUKOPUCTAHHA abo NOLUMPEHHS LWKIAMMBUX Nporpam;

B) HeLUinboBe BMKOPUCTaHHS koMn'toTepiB abo iX MmepexeBux OO'€KTIB, sike BUKMMKANO pPyMHYBaHHS,
©6nokyBaHHA abo moaucpikadito iHopmaLlii, 3axmLLEeHOi 3aKOHOM, 3HaYHUIN 36UTOK abo Cepno3Hi Hac-
nigku;

) HE3aKOHHE BMKOPUCTaHHS MporpamMHoro 3abesneyeHHs i 6a3 gaHux, Wo € ob'ekTamu aBTOPCbKOro
npasa, a TakoX NpMBNacHeHHs aBTopcTaa [14].

KoHBeHLUis npo kibepanoyvmHHicTb Big 23 nuctonaga 2001 poky noknagae Ha gepkasn 060B'A30K BU-
KOPUCTOBYBATN 3aKOHOZABUI Ta iHWI 3axoau, siki MOXyTb OyTn HeoOXigHMMK ONnst BU3HAHHA HauioHa-
NbHUM 3aKOHOLABCTBOM KpUMiHANbHUX NPaBOMOPYLUEHHSb Y iHOpMaLinHiA cepi Ta HACTYMHOI ix
Knacudikauii 3a rpynamm 3rnoumHiB;

> nepLa rpyna - 3f04MHM NPOTK KOHQIAEHUINHOCTI, LiNiCHOCTI | 4OCTYNHOCTI KOMN'IOTEPHUX AaHUX
i cucTeM (He3aKOHHMIM OOCTYM, HE3aKOHHE MEPEXONSIEHHS, BTPYYaHHs B AaHi, BTPYYaHHS 3i 3MOBXMW-
BaHHSAM CUCTEMHUMU NPUCTPOSIMU);

» [apyra rpyna Bknioyae B cebe 3rnoumHu, nos'asaHi 3 komn'toTepamn (NigpobreHHs OOKYMEHTIB,
noB'dA3aHNX 3 KOMM'IOTEPaMK, LUaxpancTea, NoB'A3aHi 3 komn'loTepamu);

» TpeTsa rpyna BKMOYaE 3M04MHK, MOB'A3aHi 3i 3MiCTOM iHopmaLii (3M04YMHIB, NOB'A3aHi 3 AUTS-
Yoto nopHorpacdieto);

» YeTBepTa rpyna BKIOYaE 3M04MHU, MOB'A3aHi 3 NOPYLLUEHHSIM aBTOPCLKOro i CyMixkHMX npas [15].

Lle nossonsie KoHCTaTyBaTH, WO iHpopMauiiHa 6e3neka NOBMHHA PO3rNSAaTUCs K 34aTHICTb Aep-
)KaBu, CycninbCTBa, coujianbHOi rpynn, 0cobu 3 NEBHOI MMOBIPHICTIO 3abe3nevnTn JoCTaTHI i 3axuLe-
Hi iHbopMaLinHi pecypcu Ta iHopMaLinHi NOTOKKM ANa NIATPUMKM Ta OYHKLIOHYBaHHS CTanoro po3su-
TKY, NPOTUCTONATM Hebe3neLi i 3arpo3n HeraTMBHOMO IHPOPMALLIHOIO BMAMBY Ha iHOMBIQyanbHY i cyc-
NifbHY CBIAOMICTb i NCuXiky niogen [16, c. 21].

Takum YMHoM, iHpopmauiiHa 6e3neka BUMarae AMHaMivHOI KOOpPAMHaLLT Ta KOPUryBaHHS 0COBUCTUX,
couianbHKX i CycnifnbHUX iHTepeciB, WO6 He AONYCTUTN BUHUKHEHHSI PYWHIBHOIO KOHMMIKTY MK HUMMU,
nokanisauii i HeMTpani3auii HeraTMBHUX HacnigKiB He3aaTHOCTI 3abe3neynTn GanaHc iHTepeciB 3 06'e-
KTUBHUX YM CYB'EKTUBHUX NMPUYUH.

Omxe, aHani3 HauioHanbHOro 3aKOHO4ABCTBA Aa€ MiACTaBM BBaXaTW, LUO HUHILLHA TEHAEHLUIS po3-
LUMPIOE 3MICT 3aKOHOOABYOrO BU3HAYEHHS «iHdOpMaUinHOi 6e3nekn». 3 po3BUTKOM iHOpMaLinHOIO
CyCninbCTBa Ta BOOCKOHANEHHs HOPMATUBHO-MPABOBOro 3abe3neyeHHs LMX NpoueciB, pO3yMiHHS 3a-
KOHoOaBCTBa 3 iHopmaLinHoi 6e3nekn nepepocno 3 By3bKOro, NPOCTOro BU3HAYEHHS TEXHIYHOIo 3a-
XUCTY iHopMaLii B CKragHy posrany>XeHoi cucTemMu, BUXIOHUMU MOHATTAMU SKOI € iHopMaLinHUi
npocTip Ta kibepnpocTip. AHani3yloun HaBedeHi TNyMaYeHHsl, MOXHa 3poOWTU BUCHOBOK, LU0 iHGpOp-
MaUiNnHUIA NPOCTIP SK CYKYMHICTb enemeHTIB iHdopmaLinHoT B3aemogii Ta 6e3nocepeHbo iHdopmaLi,
sIka BUKOPUCTOBYETLCA CyD’'ekTamu iHbopmaLiHMX BiGHOCWH, CNiBBIAHOCUTLCA 3 MOHATTAM Kibepnpo-
cTip Ak uine Ta yacTtuHa. KibepnpocTip BUCTynae sik cdepa couianbHoi gisnbHOCTi, NoB’sa3aHa 3 0birom
iHdopMauii y BcecBiTHin iHDOpMaUINHOI NaByTUHI, @ TAKOX B iHLWMX iHPOPMAaLIHO-KOMYHIKaLinHNX
Mepexax.
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