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MO/JEJII CUCTEMMU BE3ITEKH OC ANDROID

Axmyansnicms memu docnioxncenns. Ha cbo0200mni nadbyno 3HauHo2o nowupents BUKOPUCIAHHS KOPUCHY8AYaMU MO-
OinbHUX NpUCMPOi8 Ma 000amKie 3 Memoro 36epicants npusamnoi ma Kongioenyitinoro ingpopmayii. Ilopao 3 yum 3pocma-
10Mmb Memoou ma WiAXU NOWUpeHHs wKioaueo2o npoecpamuozo sabesnevenns 6 OC Android. [[na eghexmusnoi 6opomvou 3
nowupeHHam HeoOXiOHutl HO8UY ma noKpawjerHull nioxio 0o ananizy moodeneti npag oocmyny OS Android. Y cmammi posens-
HYmMo po3pobnents Hogux mooenell, AKi 6azylomvcs Ha cmanoapmuomy memooi LSI, cmamucmuunomy ma kamezopiansHomy
ananizi piznux cepgicie Google, ujo dozeonume nokpawumu icuyiovy cucmemy dOe3nexu.

Ilocmanosxa npoonemu. Y 2anysi 3abesneuents 6e3neunoi ma eghexmugHoi pobomu MoOLIbHUX 3aCMOCYBaHb QYHKYIOHATbHA
ma ingopmayitina besnexka po3ens0aomvcs AK 06i PYHOAMEHMANTbHI CKIAO0BI, WO 83AEMO00N08HIOIOMb 00HA 00HY. OOHUM i3
HatleghekmusHiuux cnocodie OMpUMAHHI J0BMUCHUKOM 00CMYn 00 KoH@ioenyiinoi ingopmayii € 06xio cucmemu 00HOpa3060i
nepegipku OC Android. Oonum i3 3acobie niosuwenns naodiinocmi pobomu € po3pooxa mooenei 6e3nepepsHo20 3aXUcmy.

Ananiz ocmannix docnioxycens i nyonikayii. Posensanymo ocmanui nyonikayii y 6iokpumomy O0ocmyni, 6Kuouaoyu
cmamucmuuni oani Google Malware Project.

Buoinenns nedocnioncenux uwacmun 3azanvhoi npoonemu. Pospodbxka ma mamemamuune 0OIDYHMYBAHH MoOenel
be3nepepsrozo ananisy npusineie 6 OC Android.

Ilocmanogka 3ag0anuan. 3anpononysamu 6azosy mooens 3axucmy OC Android, wjo bazyemuvcs na ananisi npugineis.

Buknao ocnognozo mamepiany. 3anpononosano mooensb 6e3nepepsHo2o ananizy npospamHux 3acmocy8ams, wo oazy-
€MbCSL HA AHANI3T 003601i8 MEMOOOM JIAMEHMHO-CEMANMUYHOT IHOeKCayil.

Bucnogxu gionogiono 0o cmammi. [Ipogedeno ananiz ma nokasano 6aou 6a306020 nioxody zaxucmy OC «Android
Permissiony, 3a sikoeo 30ilicHIOEMbCA 00HOPA306a nepesipka pobomu 3acmocysans. Takodic HagedeHo Haubintbul penpeseH-
MAamueHi pe3ynbmamu mecmy8anus Hageoenux mooeinetl 015 PisHUX 8apianmie HaguanbLHOI GUOIPKUL.

Kniouogi cnosa: b6esnexa; cucmema 6es3nexu, QyHKyionanvua 6enexa; aieopumm CUCIEeMU 3aXUCHTY; MOOeTb CUCTeMU
saxucmy OC Android; namenmuno-cemanmuuna indexcayis, LSI.

Puc.: 9. Tabn.: 2. bién.: 9.

AKTyaabHicTh TeMH AocaizkeHHsi. Ha cboroini HaOys0 3HAYHOTO MOIIUPEHHS BUKOPU-
CTaHHSI KOPUCTYBauaMU MOOUTBHUX MPUCTPOIB Ta JOJATKIB 3 METOIO 30epiraHHs MPUBATHOI Ta
KoHieH1iHOIO0 1HpopMartii. [Topsa 3 HuM 3pOCTaOTh METOIM Ta IUISXU HOUIMPEHHS IIKII-
nuBoro nporpamHoro 3abesneueHHs B OC Android. [{ns epextuBHOT 60poTHOU 3 MOIIHUPEH-
HSM HEOOXiMHWN HOBHMM Ta TOKpAIleHWH MiAXi[ 10 aHamizy Mojened mpaB goctymy OS
Android. ¥V cTarTi po3riasiHyTo po3poOieHHsI HOBUX MOJENeH, siki 6a3yI0ThCsl HA CTaHAApPTHO-
My Metoni LSI, cratuctuuHoMy Ta KaTeropialbHOMY aHami3l pi3HHUX cepBiciB Google, o
JI03BOJIMThH TOKPAILUTH ICHYIOUY CUCTEMY OE€3MEKH.

IHocTtanoBka npodaemu. [Ipo6remu 3axucty OC Android moB’si3aHi 3 HETOCKOHANICTIO
Oaratbox (pakropiB camoi cucteMHOi arpopmu OC, 1O € 3py4HOIO i e(EeKTUBHOIO JUIS BU-
KOPHUCTaHHSI Ta IHTErpalii HOBUX MPOrpaMHUX IUIaTdOpM, ajie MpU LOMY 3aJIMIIAE JOCTYII
3JI0BMHCHHUKaAM 110 (YHKLIOHAJIBHUX BY3JiB Ta KOH(iIeHIIHHUX AaHux. KimrouoBoro mpobie-
MOI0 € HEOOXIJHICTh aKTUBHOI B3a€MO/IIi 3aCTOCYBaHb MDK COOOIO Ha PiBHI «3aCTOCYBaHHS —
OC Android», mo 3ymoBintoe norpeOy B moOya0Bi aJleKBaTHUX MOJENEH MpaB JOCTYIY, Ta
poboTH 3acTocyBaHb Juist KoxkHOTO noaatky OC Android.

AHaJi3 ocTaHHixX Tkeped i myOaikauniii. CucteMHuid aHai3 poOOTH MOOUIBHUX 3aCTOCY-
BaHb O0OB’S3KOBO BKIIOYae B cebe Onok 3abe3medeHHs (DYHKI[IOHATBHOT O€3MeKH, IIo
3MIIHCHIOE MOHITOPUHT MOTEHINIIMHO HEOE3MeYHNX YMOB Ta 1IeHTU(DIKY€e BIAMOBIIHI MOIIi, AKi
MOJYTh MPHU3BECTH /0 BTPATH JAHUX, JOCTYIY A0 KOH(DIASHIINHUX JaHUX CTOPOHHIX OCi0
a00 OJOKYBaHHS CTOPOHHIMU 0co0aMM HajleKHOTo Joctyny. Ha 6a3oBoMy erani npuKiiaaHo-
ro aHaiizy cucremu J03BoJiB «Android Permission» [4] — € moOynoBa TepM-IOKYMEHTHOI
MaTpulli, BUKOPUCTAHHs CUHTYSIPHOTO PO3Kiady [7] Ta mojaiblIvii aHalli3 Ha OCHOBI Ja-

TeHTHO-ceMaHnTu4HO1 iHaekcaii (LSI: Latent Semantic Indexing) [8].
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@opmyIIOBaHHA Lijel cTATTi (MOCcTAaHOBKA 3aBAaHHs1). MeTa cTarTi mojsrae B mody-
JI0B1 Mojienel 6e3rmepepBHOrO aHalizy poOOTH MPOTPaMHUX 3aCTOCYBaHb, 110 0a3yIOThCS Ha
aHaJji31 JO3BOJIB METOIOM JATEHTHO-CEMAHTUYHOI 1HIeKcalil.

Mopeas mpaB pocrymy. Ilpuknanuuii mporpamumii intepdeiic 3acrocyBanb APl €
Hailoubn uyTnuBUM KommnoHeHTOM OC Android, a #oro 3axuct 3AiliCHIOETBCA Yepes
HaNalITyBaHHS BIANOBiAHOI cucTteMu M03BONIB «Android Permission» [4]. Takum uuHOM,
KpUTHYHI (YHKIII JOAATKIB y MeXax I1i€l cucTeMu MaioTh OyTH BKIIIOYEHI uepe3 MiATBEp-
JDKEeHHS 3anuTy Ha joctyn 70 AndroidManifest.xml. Ane edexkTuBHICTH 3axHcTy, 10 Oa-
3YEThCS HA CHCTEMI JI03BOJIB, Ma€ NIeBHI oOMexxeHHs. [Ipu 6a30BoMy Mixoi, XapakTepHOMY
s «Android Permissiony», 311CHIOETBCSI OJHOpa3oBa MeEpeBIpKa POOOTH 3aCTOCYBAHHS
(single-point check), siky 3moBmucHe nporpamue 3abesnedeHHs (I13) moxxe oOiiiTu 1 Hamami
nepeaaBaTu KOHQIIEHIHHI 1aH1 32 J000MOroo BUKIUKIB API 6e3 Oyb-sSkux 0OMeXeHb.

V wiit crarti ansg nodynosu cucremu 6e3nekn OC Android mponoHyeMo BUKOPUCTOBYBA-
TH MOJEJI 3aXHCTy, 10 3AIMCHIOITH Oe3nepepBHuil aHamni3 [13. OCHOBOIO Takoro mMmiAXony
Mae OyTW aHaji3 JO3BOJIIB HAa OCHOBI JlaTeHTHO-cemMaHTHu4HOi iHAekcarii (LSI: Latent
Semantic Indexing) [8].

Humni LSI moxHa BBaXkaTH CTaHAAPTHOIO METOJMKOIO MOIIYKY iHGOpMaliiHUX OOKIB, Y
SKIA U1 BU3HAUEHHS HaMOUIbII peleBaHTHOIO Habopy (aiiiiB Ta TEKCTOBUX JOKYMEHTIB BH-
KOPHUCTOBYIOTbCS KIIFOUOB1 €JIEMEHTH KOJly Ta CJIoBa. MeToJIuKa CIHMPAEThCs Ha OOUUCIICHH1
MaTpull, y SIK1i pAIKH 3a/1al0ThCS €IEMEHTaMU KOy Ta CJIOBaMM, a CTOBIUMKHU — (paitimamMu Ta
nokymeHTamu. [Ipu momyky peneBaHTHHX (aiijIiB Ta JOKYMEHTIB MaTpHIlsl 3MEHIIYEThCS 3
JIOTIOMOT0I0 METOJy CHUHTYnspHoro poskiany (SVD: Singular Value Decomposition) [7].
Tak, Hanpukana, y Mexax 3a7adi HOLIyKy 3JI0BMUCHOTO I13 HEoOXinHO MPOBECTH aHali3 Ha
BIJIMOBIHICTh BIIOMUM CUTHATypaM 3arpo3 CIHUCKIB 03BoJiB y (aitnax XML. 3anutu ¢op-
MYIOTbCSl Ha OCHOBI CITUCKY HEOE3MeUHUX JI03BOJIB, IMICIS YOTO BEKTOP 3alMTy BUKOPHCTO-
BYETBCS ISl paH)KYBAaHHS 3aCTOCYBaHb. AHaNI3 CIUCKIB J03BOJIB y (paitmax XML mae neBHy
cneuniky 00 aHaJli3y TEeKCTOBUX (hailsliB, TOMY Mpoleaypa 3acTOCyBaHHs MeToauku LSI
[6] mae OyTu BH3HAuUEHa 3TiTHO 3 OCOOTUBOCTSIMH MOCTaBJeHOI 3aqaui. Ha puc. 1 HaBeneHa
cxema aHanizy 103BoiB [13 Android, mo 6a3yerscs Ha LSI.

| ETanngrotosky |

| Migrotoska matepianis aHomanbHoro 13 | | 3araneHi gaxi OC |

| nictuur N3 ” Knacudikauia M3 || possonn N3 | | KaTeropii || 3anuTun |

| NATEHTHO-CEMAHTWUYHA IHOAEKCALLIA |

IE” Nobyposa maTpuui |-----'-| CUHIYNAPHWIA pO3KAag

3MeHWeHHA po3mipy

=

dozeonu

penesaHmMHAicme

BU3HAYEHHA NOTEHLIAHO HEBE3MEYHOIO N3 |

@l BusHaueHHa N3, Wo nignarae aHanisy |----, emm———————

L
|—=| BignoeigHicTb TMUMOBMM 3anuTam |H—’
@l AMHamivyHWUIA aHanis | bBesnevHe N3

Puc. 1. Cxema ananizy oozeonis 113 Android, wo 6azyemvcs na LSI
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AJNTOpUTM aHaNizy J103BOJIIB, 110 MPALIOE 33 JAHOK CXEMOIO, CKIIAJA€ThCs 3 TAKUX €TalliB:

— BU3HAUEHHS TMEPeNiKy aHOMAaIbHUX JOJATKIB JUIS MOAAJBIIOT0 aHANI3Y iX JIICTUHTY 3a
MeToaukoro LSI;

— kjacudikailis JaHUX 3aCTOCYBaHb BIMOBIIHO J0 MEPETiKy T03BOMIB;

— BKJIFOUEHHS JI03BOJIIB y MacuB Kito4oBux ciiB LSI;

— nmoOy1oBa ABOBUMIPHOT MaTpHIli M, CTOBIMYHMKH SIKOT CKIAAIOThCS 3 HAOOPY aHOMaJIb-
HUX JIOJIATKIB, a PSAKH — 3 MEPEIiKy J03BOJIIB (TAaKUM YHHOM, €JIEMEHTH MaTPUIll BA3ZHAYAIOTh
cratuctuky aocryny I13 no pecypcis OC);

— 3acTocyBaHHs 110710 Matpulli M npouexypu SVD 3 MeTor0 3MeHIlIeHHs il po3Mipy Ta BU-
3HAUYEHHS HaHOLUTBIII PEeleBAaHTHHUX JI0 CHTHATYp 3710BMHCHOTO [13 3acTocyBaHb Ta iX paH)KyBaHHS;

— BU3HaueHHs Habopy [13, mo mijyiarae noaanbIIoMy aHami3y Ta OTPUMaHHS JUIsl KOJKHO-
0 3 IaHUX 3aCTOCYBaHb HAOOPY CTaHIAPTHUX J03BOJIB;

— SIKIIO JIO3BUI Ha 3aCTOCYBAaHHS HE BIAINOBIJIA€ 3arajJlbHOMY Ha0OPY THUIIOBHX J03BOJIB 13
HaOUTbII pereBaHTHUX KaTeropid, I13 mo3HauaeTbes SIK MOTEHLIMHO 3JIOBMUCHE 1 MiJUIArae
JMHAMIYHOMY aHaji3y.

Crin 3ayBakuTH, 11O MPEJICTaBlIEHA CXEMa € 3arajlbHUM aJrOpUTMOM 3ale3nedeHHs 0e3-
neku OC Android. Bona He BpaxoBye Te, 110 HE BCi MOTEHINHHO HeOe3MeYHi (PU3MKOBaHi)
JI03BOJIM BUKJIMKAIOTHCS 3aCTOCYBaHHSAMHU. TuM Ouiblle, OTPUMaHHS PU3UKOBAHOTO JI03BOJTY
HE XapaKTepu3ye 3aCTOCYBaHHS SIK OJTHO3HAYHO 370BMHUCHUI [13. Ajne HasBHICTb PU3UKOBA-
HOTO JIO3BOJY MOX€ MPHU3BECTH JJO XHOHOTO MO3UTUBHOTO MinTBep/uKeHHs. [1[00 3MeHmmTH
BIJICOTOK TaKMX BHIMAJKIB, HEOOXIJHO MEPEBIPUTH MPOrpaMy y BIPTyalbHOMY €MYIATOP1
(sandbox) 1 peTenbHO MpoaHai3yBaTH piBeHb oro Oe3meku. KpiM Toro, 3acTocyBaHHS METO-
muku LSI, Briarowaroun GopMyBaHHS TEPM-TOKYMEHTHOT MaTpHIll Ta BUKOPUCTAHHS CHUHTY-
JsIpHOTrO po3Kiany (Meroa SVD), Tako HE € TPUBIAIbHOO 33/1a4€10, TOMY JUIsl KOKHOIO KOH-
KpEeTHO1 3a/1a4i HEOOXIJTHO BU3HAUUTHU aKTyabHI MiXOIM Ta TOKAa3aTH MPOIIEC aHATI3Y.

[epum eTamom aHasi3y J03BOJIB HAa OCHOBI JJATEHTHO-CEMAaHTUYHOI 1HIEKcallil € mo0y-
JI0Ba TePM-JIOKYMEHTHO1 MaTpuIli M Ta BEKTOPY 3alHTIB ¢ Ha i OCHOBI:

M =[k*n]
— | * ’
g =[k*1]
i€ ¢ — KUIbKICTb JI03BOJIIB, SIK1 BIMOBIIAIOTh TEPMiHAM; 71 — KUIBKICTh 3aCTOCYBaHb (1110 B MEXax
1i€1 METOIMKH XapaKTepu3ytoThes (ainamu XML, siki BiANOBIIAIOTh JOKyMEHTaM); / — KUIbKICTb
BUKIMKIB. OT>Ke, MHOKHMHA J03BOJIB p Ta MHOXKMHA 3aCTOCYBaHb @ MOXYTh OyTH BU3HAYEH] SIK:
p= [p 15 pk] )
a= [al 5 an ]
CuHrynspHuil po3Kiaj; 3yMOBIIIOE€ TPEACTaBICHHS TEpM-AOKYMEHTHOI Matpuii M y
HACTYMHINA (opMi:

(1

M=y=s=(y}, 3)

ne V' — Bracuuii Bektop Matpuiii M, a S — miaroHanbHa MaTPHUIIS.
HactynHum eranom oOHMpaeThCsl 3HaYSHHS m, m<n, 100 3MEHIIUTH PO3MIPHICTh Mart-

puii Mk *Vl) o marpuni M, (k *m) AHAJOT{4HO ; 0GHPAETHCS Yepe3 3MEHIICHHS PO3-
MIpPHOCT1 S 1 BEKTOPY V:,,(M*m) Takum 4yMHOM, KOKHOMY 3aCTOCYBaHHIO ¢; BiINOBLAATH-
M€ BEKTOP-PAIOK V; .

Tenep oTpuMaTu anmpoOKCMMOBaHE 3HAUYEHHS MEHILOI PO3MIPHOCTI BEKTOPY 3amuTy ¢,
MOJKHA uepe3 JOOYTOK TPhOX MaTpPHULIb:

q,(m*1)=q*V,*S,. 4)
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BIIMOBIAHY (PYHKIIIFO F((],»,Cl,»). BignoBinHo 10 3amadyi HaM HEOOXIAHO 3aCTOCYBaTH Mipy
MOAIOHOCTI 711 JIMICHO3HAYHUX BEKTOPIB. TOMy B Mekax poOOTH MPOMOHYEMO BUKOPUCTATH
koedimient Oriai-bapkmana[9]:

_ q; "4
g [-lla [’

ne ¢, a; — ckansipHiit 100yToK ¢; 14d; ,a ||(],» | i ||ai | —ixus MOTYHOCTI.

Flg,.a,) (5)

Jlnst mepeBipkr €EeKTUBHOCTI pOOOTH aIropuTMy OYJIM BHUKOPHCTAaHI CTaTUCTHYHI JlaHi
cepicy Google Play [1] Ta 3pa3ku indopmariiinoro pecypey «Android Malware Genome Project»
[2], pamxoBaHi 3a KareropismMu «Po3BaxkanbHi cepBicH» (BiINoBinae kareropiiM «Games» 1
«Entertainment»), «KoMyHikariitHi 3aco0m» (Bimnoigae kareropii «Communicationy), «Myiib-
TUMEIIHI pecypcn» (BiamoBinae kareropisiMm «Music & Audio» Ta «Media & Video») 1 «/leck-
ToI-BiLKeTH» (BiamoBinae kareropii «Music and Video»). basyrouncs Ha nanux pecypey [3], a1
BKA3aHUX KaTeropiii MO)kHa OTPUMATH pe3yJbTaTy, HaBeJleH1 y Tao. 1.

Ta0mums 1
Biocomok 3n06mucnozo 113 3anexcro 6i0 kamezopii 3acmocysans
Kareropis 113 Biacorok I13, % 3Buuaiine 113, % 3nosmucue 113, %
Po3BaskasipHi cepBicH 85 90 80
Komynikariiiai 3acodu 10 6 13
MyneTEMeniiHI pecypcu 3 2 4%
JlecKTor-BimKeTn 2 2 3

3pa3ku Oynu moAiaeH1 Ha 3pa3ku HaB4yainbHOI BHOIpkH (80 % Bij moBHOI BHOIPKH) Ta
3pa3ku Juid TectyBaHHs MeTouku LSI (20 % Bix moBHOT BUOIpKH). AHaJi3 3alIUTIB HA OTPH-
MaHHS JI03BOJIIB J]a€ 3MOTY MIEPEBIPUTH, SIKOIO MIPOIO MOB’s3aH1 KaTeropii 3acTocyBaHb Ta Ka-
TEropii 3amuTiB Ta SK 1€ CIIBBITHOCUTHCS 3 HaBYAJIHHOIO BUOIPKOIO. Y IIbOMY MPUKIAIL, Y
3B’A3Ky 31 cHenudikor MaTepiaiy, MNpEACTaBICHOrO Ui HaBYaHHS CHCTEMHU 3axHCTY,
CHIBBIIHECEHHs B1I0YBaiocs came 31 3pa3kamu 310BMucHoro I13. Tomy o cxemu, npencras-
JIeH1i Ha puc. 1, Oynu BHECEeH1 BIMOBIIHI 3MIHH.

Yci noTeHIifHO HeOe3MeuHi 3aMUTH Ha J03BOJM Oyau BIAHECEHI, BIAMOBIIHO 10 CTaH-
JTapTHOI Kiacudikalii, 10 OAHIET 3 TPbOX KaTeropii (puc. 2): KoHQIAeHIIHHICTh (privacy),
tpadik (billing), po6ota OC Ta I13 (system operation).

| MOUNT_UNMOUNT_FILESYSTEMS || WRITE_SMS |

| WRITE_HISTORY_BOOKMARKS | | WRITE_CONTACTS |

| WRITE_EXTERNAL_STORAGE || GET_ACCOUNTS |

Kateropis «Tpadik» |—- ------ | Kateropis «KoHdigeHUilMHicTbY |- -------

Q)

INTERNET | AccEss_coARSE_LOCATION || READ_SMs |

CALL_PHONE | PROCESS_OUTGOING_CALLS || READ_LOGS |

SEND_SMS READ_PHONE_STATE |

Puc. 2. Kamezopii 3anumis i3 sucoxum puzuxom OC Android
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Haii0inb1 penpe3eHTaTUBHI pe3ysibTaTH TECTYBaHHS 3allPONOHOBAHOT MOJIENI JJISl TaHUX
TPbOX KaTeropiit mpezacrasieHi y Tabi. 2.

Tab6mums 2
Pezynomamu mecmysanns LSI-mooeni ananizy 113 OC Android, %
P03Ba)l(.a.]Ile Komynikaniiini MyJabTuMeaiitHi JeckTon-pigKeTn BlIlHOBlIlch.Tb
cepBicu 3aco0u pecypcu pe3yJbTartiB
88 6 3 3 84
92 5 2 1 93
94 3 2 1 98

TectyBanHs naHOT MOJENI MMOKa3ye, MO e(hEeKTUBHICTh CTATUYHOTO aHAIII3y 3al€KUTh BiJl
MIPOLICHTHOTO CIIBBITHOIIEHHS HAWOUIbII aKTyalbHUX KaTeropidl (y JaHOMY BHUIAJKy KaTe-
ropii «Po3BaxalibH1 cepBICH») y HaBUAJIbHINA BUOOPIII. AJjie, CIil KpIM TOTO 3ayBa)KUTH, IO B
Oy/b SIKOMY BUIAJIKY 3aJIMIIAETHCS MEBHUM MPOLEHT MOXUOOK JIPYroro poiy, A BiACHIIKO-
BYBaHHS SKMX HEOOX1IHO BUKOPUCTOBYBATH JUHAMIYHUNA aHAII3.

Mopeab po6oTH 3acTocyBaHb. SIK IOKa3ye TECTYBaHHS aJlTOPUTMY aHajli3y J03BOJIIB Ha
OCHOBI JIATEHTHO-CEMAaHTHYHOI iHJeKkcalil [5], Ha epeKTUBHICTh CTAaTMYHOIO aHaJi3y 3Hau-
HOIO MIpOI0 BIUIMBA€ aJIeKBAaTHICTb MOJEIIOBAaHHS pOOOTHM 3acTOCYBaHb Ta IIOBHOTA
BIJIMOBITHUX CTATUCTUYHUX JAaHUX, MOB’SI3aHUX 3 BUKOPUCTAHHIM 3710BMUCHUM 113 okpemux
Kareropiii 3anuTiB. st po3poOKu IUTICHOTO METOy HEOOXiMHO MOOYIyBaTH y3arallbHEHY
MOJielb POOOTH 3aCTOCYBaHb, 3aJyYUTH JO PO3MIISAY CTaTUCTUYHMMA aHal3 BUKOPUCTaHHS
3anuTiB Ta NOOyAyBaTH KJIacCU(iKaTOp MOTEHLINHHUX 3arpo3.

VY 3aranpHOMY BHJI pe3ylbTaTH aHali3y 3acTOCYBaHb Ha MOTEHLIMHO Hebe3meune 113
MO’KHA MOAUIMTH Ha YOTUPU BUAM HAHOUIBII TUIIOBUX MOKA3HUKIB (puc. 3):

— ICTUHHO MO3UTHBHI, KUIbKICTh SIKUX BU3HA4Ya€eThes K TP (true positive);

— ICTUHHO HETraTUBHI, KUIBKICTh SIKMX BU3Ha4YaeThes K TN (true negative);

— XMOHO MO3UTHBHI, 200 MOMUJIKH APYroro pojay, KUIbKICTh SIKHX BU3HAdaeTbes sK FP
(false positive);

— XMOHO HEraTuBHi, 200 MOMMWJIKH TMEPILOrO POay, KUIBKICTh SKUX BU3HAYAEThCA K FN
(false negative);

AHanis
@ TP || icTMHHO NO3UTUBHI
@ 3noBmucHi 3 —< =
@ FN|| xuBHo HeraTusHiI
@ FP XMBHO MO3UTUBHI
NobposkicHi M3 —< =
@ TN || icTUHHO HeraTUeHi

Puc. 3. Po3nooin pezynvmamis ananizy 3a u0amu nOKA3HUKIG

Ha ocHOBI 1aHuX BEeIWYMH MOYKHA BU3HAUYUTH TaKi OKA3HUKH, K KUIBKICTh ICTUHHO TO3H-
TUBHUX pimieHb TPR (true positive rate), KUIbKICTh XMOHO MO3UTUBHUX piuieHb FPR (false
positive rate), a Tako’ TOYHICTh NepeadayeHHs MO3UTUBHUX 3HaueHb PPV (positive predictive
value) Ta TouHicTh nepeadaueHHs HeraTuBHUX 3HaueHb FPV (positive predictive value):
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OnHuM 13 HaOUIBII ePEeKTUBHUX METOJIB MEPEBIPKU PE3yNbTaTiB poOOTH Ta BIOCKOHA-
JeHHsT po3po0iieHoi moeni ananizy 3acrocyBanb OC Android € baeciB knacudikatop, skuii
BITHOCUTBCSI 10O UMOBIPHICHUX KJTacU(IKaTOPIB Ta XapaKTEPU3YEThCS MPOCTHUM 1 KOMIAKTHUM
JITOPUTMOM, 1110 BUKOPUCTOBYE MIHIMYM amapatHux pecypciB OC, ajie npu HbOMY XapakTe-
pU3YETbCS BUCOKOIO TOUHICTIO. PoOoTa 3 1iuMm kinacudikaTopoMm BKiIoUae y cede ¢a3u HaB-
YaHHs Ta TecTyBaHHsA. Ha erari HaB4aHHS MoJieNb KJIacu(ikaTopa OTpPUMYe Ha BX1Jl HaBYajlb-
HYy BHOIpKY 3pa3kiB 100poskicHoro Ta 310BMucHoro I13 mms OC Android. Hanani, mig gac
TeCTyBaHHs ab0 poOOTH, MOJETbh BUSABISE HAIEKHICTh 3aCTOCYBaHHS 10 3j0BMHUCHOTO [13,
BUKOPHUCTOBYIOYH J[aH1, OTPUMaHI I1iJ1 4ac HaBYaHHS.

Jlns mpoBeneHHs epeKTUBHOT Kinacugikalii He0OOX1IHO BUSHAYUTHU MEBHY CTaTUCTUKY OT-
PUMaHHS 3aIIUTIB Ha 103B0JIM Ta API-BUKITNKIB, NPUKIA] SIKOT HABEIEHO Ha puUC. 4.

B, (B, S,

5.000 10.000

lava.lang.process.waitFor
LocationManager.getBestProvider
ConnectivityManagergetAllNetworkinfo
LocationMangerisProviderEnabled
Android.app.NotificationMangernaotify
Net.ConnectivityManager
Netwifi.WifiManagerGetConnectioninf
PackageManagersetComponentEnable
TelephonyManagergetline1Number
Android.permission. ACCESSS_WIFI_STATE
LocationManager.getlastKnownlocation
android.service.init
Android.permission VIBRATE
permission. ACCESS_FINE_LOCATICON
java.net.URLConnection.getinputStream
android.permission. WAKE_LOCK
Java.lang.Runtime.exec
TelephonyManagergetDevicelD
TelephonyManagergetSubscribed

android.permission.READ_PHONE_STATS

15.000

java.net.httpURLConnection
Permission.ACCESS NETWORK_STATE
java.net.url.openstream
java.net.URL.openConnection
android.permission.INTERNET

20.000 YacroTa BUKAMKIB

Puc. 4. Cmamucmuxa ompumanns 3anumis na dozeonu OC Android
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VY 1poMy BUNAJKY 3alUTH OYyJIO MOAUICHO Ha AECSTh THX, I10 HAHOUTBII aKTUBHO 3aCTOCOBY-

I0ThCS (Tpyma «ay), I’STHAAUATh THX, [0 HAHOLIBII aKTHMBHO 3aCTOCOBYIOThCA (Tpyma «by),

JBAJIIATh TUX, 10 HAMOUIBII aKTUBHO 3aCTOCOBYIOTHCS (TpyIa «C»), I'ATh THX, 10 HAWMEHII

aKTUBHO 3aCTOCOBYIOThCS (rpymna «d»). st nmux rpyn 3amuTiB Oyau BU3HA4YeHI BIAMOBIAHI IMO-

Ka3HUKU: 4acTOTa MOXUOOK Ta TOUHICTH (BIAMOBIHO, MOXMOOK MEPILOTO Ta APYroro poiy), Bil-
cotkowii cknan TNR, TPR, FNR, FPR, a takox noka3nuku Tognocti FPV 1 PPV (puc. 5-9).

Yacrora noxmboK Ta TOYHICTb

1,0
0,8 -
0.6 —M- Yactota noxuboK no3a KaTteropiu
—@— Yacrtora noxnboK y meskax Kateropii
—w— TOYHICTb No3a KaTeropin
04 —A— TOYHICTb Y MesKax KaTteropii
0,2 -
0.0 i T i - ] ; i
d a b c
Puc. 5. Yacmoma noxubox ma mouHicme ananisy
BiacoTkoBuii cknapg TPR ta FNR
1,0/4 ‘ |
| |
] s e 2 R H
0,8
Ak
0,6 —m— Kinbkictb TPR no3a Kateropiu
—®— Kinbkictb TPR y meskax Kateropii
—w— Kinbkictb FNR no3sa kateropii
0.4 o —a— Kinbkictb FNR y mexkax KaTteropii
v
n
0,2
Ak A -k
T RCCLITTITEETE S R T LL L r
\
non ! ‘ ‘ :
d a b c

Puc. 6. Biocomxosuii cknao TPR ma FNR

122



TEXHIYHI HAYKH TA TEXHOJIOTI Ne 2 (12),2018
TECHNICAL SCIENCES AND TECHNOLOGIES

BigcotkoBui cknag TNR Ta FPR

1.0 . qlr --------------------- -ll --------------------- |!o
‘E. """"""" ‘ |’ |
u n n n
0.8 -
06 —m— Kinbkictb TNR no3sa Kateropin
i —@— KinbKictb TNR y meskax Kateropii
—w— KinbKictb FPR no3a Karteropii
i —a— Kinbkictb FPRy mexkax Kateropii
0,2 -
(l) ------------------ m“* --------------------- e R &3
0'0 I 1 I| I
d a b c

Puc. 7. Biocomkosuii cknao TNR ma FPR

[MoKka3HUK TouHocTi PPV

1,00 o
0,95 -
0,90
X —— [10Ka3HMK TOUYHOCTI Y MesKax KaTteropii
e —-@— [1OKa3HUK TOYHOCTI N03a KaTeropin
0.85 T ¥ T X f J T
d a b o

Puc. 8. Hoxasznux mounocmi PPV
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lNMoKa3HUK TouHoCTi FPV

0,95
1} n
0,90
',,{:0
sy
0,85
f —— [TOKa3HWUK TOYHOCTI Y MesKax KaTeropii
¢ —@— [10Ka3HWK TOYHOCTI M03a KaTeropin
0,80

T ' T T T

d ' a b c
Puc. 9. Hoxasznux mounocmi FPV

AmHaii3 npeacTaBieHUX IpadikiB MoKasye, o 31 30UTBIIEHHSAM IPYIH 30UIBIIYETHCS TOUHICTD
aHATI3y Ta, BIIMOBIAHO, 3MEHIIYEThCS KUTBKICTh MOXUOOK. OCOOMMBO PI3HUIL OYEBHAHA TPHU
MOPIBHSHHI TPYI «@» 1 «d». Y 11bOMY BHIIAJIKy PI3HUIL [TOB’s3aHa HE JIMILE 3 PO3MIPOM TPYIH, a
i 3 1i aktyanpHicTio. KpiM TOTO, CITiNt 3ayBa’kKUTH, 11O ITij1 4aC TECTYBaHHS PO3POOIECHUX MOJIENeH
Ha 3pa3Kax, 110 MepedyBaloTh 1032 ME&KaMH KaTeropid, siki BAKOPUCTOBYBAIUCS NPH HaBYaHHI,
3MEHIIY€EThCS TOUHICTD aHAITI3Y Ta, BIAMOBIIHO, 30UTBIIYETHCS KUTBKICTD TTOXHOOK.

BucHoBKkH BiInmoBiaAHO 10 cTaTTi. 3anponoHOBaHI MOJIENI P MOCTIHHINA mepeBipIi 103-
BOJIIB, SIKI BUKOPUCTOBYIOTbCS 3aCTOCYBAaHHSIM, 3HAUHO 3MEHINYIOTh HETaTHMBHUN IMOTEHIIIal
370BMHCHHUKA. Ajie Juis 3a0e3neueHHs edexruBHoi 6e3nekn OC Android HeoOXiHO BU3HAYH-
TH BCi cIocoOu, 3a IOTOMOToI0 AKHX 370BMUcHE 13 Moske acomitoBaTu cede 3 3aBIaHHAM YU
HIIIUM 3aCTOCYBaHHSM, 110 HA/Ia€ HAMIpHI MPUBLIe] 1 CTAHOBUTUME MOTEHIIIHY 3arpo3sy. Lle
MOJKJIMBO JIUIIIE Yepe3 eKCIepUMEHTaNbHe BUBUEHHs crioco0iB ynpasiinas OC Android 3aB-
JAaHHSMH, L0 PeAi3yeThCs yepe3 JOCHIPKEHHS Mpolecy poOOTH CHCTEMH 32 YMOBH BCTa-
HOBJICHHS BCIX MOXJIMBUX KOMOIHAIIIM MepeMuKayiB HaJallITyBaHb IIIATPOPMH, K1 MOKYTb
BIUIMHYTU Ha CTaryc 3aBlIaHHs. [Ipu mpoMmy Mae 3JifiCHIOBaTHCS aHali3 JOJATKOBUX IPH-
BUIEIB, K1 MOKYTh OYTH OTpUMaHi 3aCTOCYBaHHSAM, KOJIM BOHO MPHEIHYETHCS 10 3aBIAHHS.
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UDC 004.056.57
Volodymyr Kazymyr, Igor Karpachev, Anna Usik
MODELS OF THE SYSTEM OF SECUTIRY OS ANDROID

Urgency of the research. Storing user’s private and confidential information have been widely used today by users of
mobile applications. Methods and ways of spreading malware in the Android operating system are growing at the same time.
A new and improved approach to Android OS access model analysis is needed for effective protection. The article deals with
the development of new models based on the standard LSI method, statistical and categorical analysis of various Google
services, which will lead to improvement in the existing security system.

Target setting. In the area of ensuring the safe and efficient operation of mobile applications, functional and infor-
mation security are considered as two fundamental components complementing each other. One of the most effective ways
for an intruder to access confidential information is bypassing the single-point OS check of the system. One of the tools to
improve the reliability of work is the development of continuous protection models.

Actual scientific researches and issues analysis. Recent open publications were considered, including statistical data
from Google Malware Project.

Uninvestigated parts of general matters defining. The development and mathematical justification of the models of con-
tinuous analysis of privileges in Android OS.

The research objective. Suggest a basic Android OS protection model based on the analysis of privileges.

The statement of basic materials. Proposed a model of continuous analysis of software applications, based on the anal-
ysis of permissions by latent semantic indexation.

Conclusions. The analysis and the defects of the basic approach of protection of OS “Android Permission” in which
one-time verification of application work is carried out is shown. There are also provided the most representative results of
the testing of the given models for various variants of the training sample.

Keywords: security; security system; functional security; security system algorithm,; Android OC protection model, la-
tent semantic indexing; LSI.

Fig.: 9. Table: 2. References: 9.
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Braoumup Kazumup, Heopv Kapnaues, Anna Ycux
MO/JEJIX CUCTEMBI BE3OITACHOCTH OC ANDROID

Axkmyanvrnocms memul uccnedoganua. Ha cecoonsunuii Oenv noIyHuno wupokoe pacnpocmpaneHue UCnonb3068aHue nojb-
308amenamu MOOUTLHBIX YCIMPOUCMS U NPUTOJICEHULL C YETbIO XPAHEHUsl YacmHoll u KoHguoenyuanshol ungopmayuu. Hapaoy c
IMUM PACHIY M MemOoObL U NYMU PACHPOCMPAHEH s 8DeOOHOCHO020 npoepammHozo obecnevenus 8 OC Android. [{na s¢ppexmusroi
60pbbbI ¢ pacnpocmpanenuem HeodXo0UM HOBbLIL U YIyHuieHHbI NOOX00 K ananuzy mooeneii npas oocmyna OS Android. B cmamve
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paccmompena paspabomka Hogbix Mooeinell Komopble bazupylomes Ha cmanoapmuom memoode LSI, cmamucmuueckom u kamezo-
puansHom ananu3z paznuuHsix cepsucos Google, umo no3gonum yiyHuums CyujeCmayIowyio cucmemy 6e30nacHoCnu.

Ilocmanogxka npoonemsvl. B obracmu obecnevenus 6e3onacHou u 3¢gexmusnoli pabomvl MOOUNILHBIX RPUTOHCEHUL
@yuxyuonanvnas u ungopmayuonnas 6e30nacHOCHb paccmMampuealomes Kak 0e QyHoameHmanvHele CocmasiAiowue, 63a-
umooonoausiom opyz opyea. OOHUM u3 camvlx IghpexmugHvix cnocobo8 NomyHeHUs: 310y MbIUIEHHUKO8 OOCMYN K KOHGUOeH-
yuanvHol unghopmayuu aeisiemcs 06x00 cucmemsvl oonokpamuou nposepku OC Android. Oonum u3z cpedcms nogvluieHus
HaoedcHoCcmuy pabomul A6AEMCS pa3pabomKa mooeiell Henpepvi8HO20 3aujUnbi.

Ananuz nocneonux uccinedoeanuii u nyonuxauyui. Paccmompenst nocneonue nyoauxayuu 8 omkpbimom oocmyne,
sxnioyas cmamucmuieckue oannvie Google Malware Project.

Buidenenue neuccnedosannvix uacmeii oouieit npoonemst. Pazpabomka u mamemamuueckoe obocrosanue mooenei
Henpepuignozo ananuza npusunecuii 8 OC Android.

Ilocmanogka 3aoauu. Ilpednoocums 6azosyro mooens saujumst OC Android ocnosanmbwiii ha ananuse npuguneui.

H3noscenue ocnosnozo mamepuana. Ilpeonazaemcs mooens Henpepvi6HO20 AHANU3A NPOSPAMMHBIX HPULOICEHUU, OC-
HOBAHHWIIL HA AHANU3E PA3PeuleHUll MemoO0OoM 1ameHMHO-CeMaAHMUYECKOU UHOEKCAYUU.

Bui16oowvt 6 coomeemcmeuu co cmamveit. [Ipogeden ananuz u noxazanvl Heoocmamku 06a306020 nooxooa 3auwumsr OC
«Android Permission» npu komopom ocyujecmansiemcs 00HOpa306as npogepka padomel npunodiceruil. Taxoice npusedensvl Haubo-
Jlee penpe3eHmamusHble pe3yibmamyl MmeCmupo8aHus NPUGEOEHHbIX MoOelell OISl PA3IUUHBIX 6APUAHIMOB 00y Harouell 8blOOPKU.

Knrouesnle cnosa: beonactocmy, cucmema 6e30nacHocmi; GYHKYUOHAbHAA 6e30NaCHOCHb; aneopumMm cucmem besonac-
Hocmu; modens cucmemvl 3awumuvt OC Android; namenmuo-cemanmuyeckas uHoexcayust; npospammnoe obecnederue; LSI.

Puc.: 9. Tabn.: 2. bubn.: 9.
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