BipyCiB NIPOHUKAIOTH Y KOMIT FOTEPH, HE3BAXKAIOUN HAa aHTHBIPYCHHUH 3aXUCT. XaKepu MPUAYMYIOTh BCE HOBI #
HOBI CIIOCOOU 3apa3HTH TEXHIKY.

AHTHBIpYC - IpOrpaMHUii 3aci0, IpU3HAYCHUIT 11 OOPOTHOU 3 BipycamMu. AHTHUBIPYCH MOXKHA PO3IUTHTH
Ha JIBl BEJMKI KaTeropii:

o [Ipu3naveni 1151 6e3nepepBHOI PoOOTH - /10 Li€T KaTEropii BiAHOCATHCS 3aCO0H MEPEBIPKU TIPH IOCTYTI,
MOIITOBI (UIBTPH, CHCTEMU CKaHyBaHHs Tpadiky [HTepHeT, iHII 3ac00H, 0 CKaHYIOTh MOTOKH JaHUX.

o [Ipu3HaveHi 1151 MePiOAMYHOrO 3aMyCKY - Pi3HOrO poay 3aco0y MEpeBipKH 3a 3alHMTOM, PH3HAYCHI
JUTsl OMHOKPATHOTO CKaHYBAHHS IIEBHHUX 00'eKTiB. J[0 TakKX 3ac00iB MOXKHA BiTHECTH CKaHep Ha BUMOTY (aiinoBoi
CHCTEMH B aHTHUBIPYCHOMY KOMILIEKCI JU1sl poOOYO0i CTaHIil, CKaHep Ha BUMOTY MOLITOBUX CKPUHBOK 1 3arajbHUX
TIAIOK B aHTHUBIPYCHOMY KOMITIEKCI JUIS IOIITOBOT CHCTEMH.

Sk mokasye mpakTHKa, 3armo0irTd BUHIKHEHHIO TIpo0IeMn HabaraTo mMpocTilie, HiXK HaMaraTHcs 3rofoM
Hei BupimmTa. CaMe TOMy Cy4acHi aHTUBIPYCHI KOMIUIEKCH 37e01IpIIOTO MAIOTh Ha yBa3i Oe3MepepBHAN PeKIM
excrutyaranii. Ilpore, 3aco0y mepioanuHoi mepeBipky Habarato e(eKTHUBHilIe MPH OOpOTHOI 3 HaCHiAKaMH
3apayKeHHs I TOMY He MEHIIl HeOOXiIHi.

AJte TakoX MOXKHA 3aXUCTUTHCH Bif Bipyca 0e3 JOIOMDKHHX IIPOrpaM HaIllJIeHHX Ha 3aXHucT. Jlo 3aranbHux
3aco00iB, 110 JONOMAararTh 3aro0irTH 3apa)KEeHHIO Ta HOro pyHHIBHUX HACIIKIB HAlIEXKAaTh:

® pe3epBHE KOMIOBaHHS iH(popMaIlii (CTBOpEHHsI KOIii (GaiiIiB i CHCTEMHHUX 00JIACTEH KOPCTKUX JTHUCKIB);

® YHUKHCHHS KOPHCTYBaHHS BWIAJKOBUMH i HeBimoMHMH mporpamamu. Haifuactime Bipycu
PO3MOBCIOKYIOTECSI PAa30M i3 KOMIT'IOTEPHUMH BipycaMH;

® [ICPE3aBaHTAXKCHH KOMI'IOTEpa Iepel I[0YaTKOM pOOOTH, 30KpeMa, Yy BHUMAJAKY, SKIIO 33 UM
KOMIT'TOTEPOM TIPAIFOBANH iHIII KOPUCTYBadi;

® 00MEXeHHS AOCTYIy A0 iH(popMarltii, 30kpema (i3nIHAN 3aXUCT TUCKETH i/ 9ac KOIOBaHHS (BailiiB i3
Hed.

Cnucok BUKOPHCTAHUX JiKepeJ

1. Komm’rotepHi Bipycu Ta ix ocHOBHa XapakTepuctuka [EnekrponHuii pecypc] // Pexxum noctyny 1o pecypey -
https://sites.google.com/site/diresideinaction/komp-uterni-virusi-ta-iech-osnovna-harakteristika.

2. KomIr'oTepHi BipycH Ta aHTHBIpYCH: IIOINIsL porpamicta [ Enexrponuuii pecypce] / Pexxum noctymy o pecypey -
https://books.google.com.ua/books?id=9z7mCQAAQBAJ&pg=PAS5&lpg=PA5&dq=Bripycu+rat+antussipycu&source=bl&ots=rKPupAdx7
j&sig=ACfU3UIFtwOVY1FG-

M vqinEQH4dq tViw&hl=ru&sa=X&ved=2ahUKEwj4woHy1JvhAhUx4KYKHcdTCBw4ChDoATA CegQICRAB#v=onepage&q=BbIpyc
1%20t1a%?20antuBbIpycu& f=false.

3.Metoauuni Matepianu 3 iHpopmaTuku [Enekrponnuii pecypc] // Pexxum noctymy 1o pecypcey - https://www.ua5.org/virus/

4. JloBigHUK IikaBUX (aKTiB Ta KOPHCHUX 3HaHb [EnexTpoHHMii pecypc] // Pexum noctymy 1o pecypcey -
https://dovidka.biz.ua/tsikavi-fakti-pro-komp-yuterni-virusi/
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3AJTAYA PO3II3HABAHHSA OBPA3IB B IHTEJIEKTYAJIBHUX
CUCTEMAX BUSABJIEHHA KIBEPATAK

Merpenko T.A., cT. BuKianay kadeapu kioepOe3neky Ta MaTeMaTHIHOTO MOJIEITIOBAHHS,
Koportka I''M., ctya.rp. Kb-161
Yepuiciecobkutl HAYIOHATLHUL MEXHONO2IYHUL YHIBepcUumem

IcHye Garato 3a/1ad, sIKi BUPILIYIOTh CHCTEMH IITYYHOTO IHTENIEKTY: 3a/1a4i po3ITi3HaBaHHs 00pasiB, PO3yMiHHS
TEKCTY, CTBOPEHHSI €KCIIEPTHUX CHCTEM, JOBEJICHHS TEOPEM, MOZIEITFOBAHHSI ITPOLIECIB 1 IBUILY, {IarHOCTUKY Ta OCTAHOBKH
niarHo3y. [IpoTe, omHi€ero 3 OCHOBHIIX € 33/1a4a pO3IiHaBaHHS 00pa3iB.

Po3mizHaBanHs 00pa3iB (00’ €KTIB, CHTHAIIB, SIBUII 9H MIPOIIECIB) — 3a]1a4a, SKY JIFOIIHI TOBOAUTHCS BHPIITyBaTH
TIPAKTHYHO KOXKHY CeKyHy. st BUpIIIeH s i€l 3a/1adi JIFO/IIHA 3aCTOCOBYE BEJHKI PECYPCH CBOTO MO3KY, BKIFOUAIOUN
omHouacHo Ouist 10 — 12 mutpy. HelipoHiB. Came Lie Ja€ MOYKITMBICTB JIFOZISIM MATTEBO BITI3HABATH OJIUH OJTHOTO, 3 BEJIMKOIO
MIBUKICTIO YMATATH MEYaTHI Ta PYKOIUCHI TEKCTH, OE3MOMUIIKOBO BOAUTH aBTOMOOLII Y CKJIATHOMY BYJIMYHOMY Tpadiky,
3MiHCHIOBATH BINOPAKIBKY JeTaleil Ha KOHBEEPI, pO3rayBaTH KOAM Ta iHILE.

Po3snizHaBaHHS sBJIsIE€ COOOIO 3a/1auy MEPETBOPEHHS BXiAHOI iH(OpMAaIIii, B IKOCTI KO JOPEYHO PO3TIISIATH
JIesIKi TapaMeTpH, O3HAKK PO3ITi3HaBaHNUX 00pasiB, B BUXI/HY, 1110 PE/ICTABIISIE COOOK0 BUCHOBOK IPO T€, JI0 SKOTO KJacy
HAJIEXUTh PO3Mi3HaBaHUK 00pa3. Po3mi3HaBaHHS BHKOPUCTOBYIOTHCSI B PI3HOMAHITHUX c(epax >KUTTS JIIOIMHU: Y
MEJIAIIMHI, METayprii, OaHKIBCBKil crpaBi, iHGOPMAIIMHAX TEXHOJOTISIX, OIOMeTpii, OXOPOHHINA cHucTeMi, Tomo. Y
KOXKHIH ray3i po3ri3HaBaHHS BUKOHYE IEBHY poJib. Taki ccTeMH HaOyJn IIMPOKOTO PO3IOBCIOKEHHS 1 B KibepOesnei
i 9ac po3Mi3HaBaHHS 3arpo3, aHOMaJlii Ta KidepaTak B iH(GOpPMAmifHMX CHCTeMax Ha OCHOBI aHAJI3y JaHWX IO
3UMTYIOThCS 3 TEBHUX JATYMKIB iH(OpMAIiHOI crcTeMu (CIy>KOOBOTO MPOTpaMHOTO 3a0e3MeUeHHs, OmepariiHuX
CHCTEM, arapaTHOro 3a0e3MeYeHHsT KOMITTOTEPIB Ta MEPEK, TOIo). KpiM Toro, MeTomy po3mnisHaBaHHS 3aCTOCYBaHHS 1 B
POOOTOTEXHIlLl, TaK SIK POOOTH TIOBHHHI OE3MOCEpeIHHO CIPHIMATH 30BHIIIHII CBIT, 1, BIIMOBIIHO, MaTH HPUCTPOL
MaIIMHHOTO 30DY.
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3acTocyBaHHS METOIIB PO3Mi3HABAHHS B iH(QOPMAIIMHMX CHCTeMaX B TEPIIy Yepry MOB’S3aHO 3 3aBIAHHAMA
3axucty iHpopmaiil. CTBOPIOIOTECS CHCTEMH pO3ITi3HABaHHS Kibep3arpos, sKi 1IeHTU(IKYIOTh KiOepaTak 1o
MPUTAMaHHUM M o3HaKaM. J1Js CTBOPEHHsI IHTENeKTyaIbHOI CHCTEMH PO3ITi3HABAHHSI KibepaTak HeoOXiIHO BUPIIIUTH §
OCHOBHHX 33124, TIOB’SI3aHHX 3 PO3POOKOI0 IHTENEKTYaIBHOro 3axucTy iHpopmaltii [ 1]. Came Tomy, MeTOIO 1€l poboTH €
PO3IVISAA OCHOBHMX 3aBIaHHs, II0 BUHUKAIOTH B TPOLECI TPOEKTYBAaHHS 1 TOOYIOBU IHTENEKTYaIBHHX CHUCTEM
po3ITi3HaBaHHS Kibeparax.

3apnanHs 1 mossirae B TOMy, 00 BM3HAUMTH MOBHHMM MEPENiK O3HAK (IapaMeTpiB), IO XapaKTepH3YIOTh
KibepaTaky, aHoMaIii Ta 3arpo3u IUIsl PO3ITi3HABAHHS SIKMX PO3POOJIETHCS JaHa CHCTeMa. B SIKOCTI MEpBUHHMX O3HAK
MOYKHA BUKOPHCTOBYBATH MapaMETPH SIKi 3UMTYIOTBCS 3 TICBHUX MPOrPaM, HAMPUKJIA], KUTBKICTh TAKETIB Ta Yac 3a SIKUi
BOHM HAJXOIITH /IO CHCTeMH ab0 eKCIIepMMEHTaJIbHI JaHi ofepskaHi B XOJ peani3alii TecTiB Ha IPOHHUKHEHHS Y
KOMIT'IOTEpHY CHCTEeMy. B SKOCTI BTOPHMHHHX O3HaK UIi PO3IMMi3HABAHHSA aHOMAIiH, 3arpo3 Ta KidepaTak MOKHA
BUKOPHUCTATH Pi3HOMAHITHI CTATHCTUYHI XapaKTEPUCTHKHY, HAIIPUKIIA]] TaHI MOHITOPHHTY.

3aBaaHHs 2 MOJSIrac B MPOBEICHHI MepBICHOI Kiiacudikallii po3mi3HaBaHuX 00'€KTIB a00 SIBHII, B CKJIAJaHHI
arpioproro angasirty kinacis. Kideparaku mozinsitorses Ha Taki knacu: DOS, R2L, U2R, PROBE. Denial of Service (DOS)
— KibepaTaky BiMOBH CHCTEM BiJl 0OCITYTOBYBaHHSI, SIKa XapaKTePU3Y€EThCsl TeHEPYBAHHSIM BEITKOTO 00’ eMy Tpadiky, 110
TIPU3BOJIUTE JI0 TIepeBaHTaXKeHH: 1 O1oKyBaHHs cepBepy; Remote to User (R2L) — kibepaTaki, 1110 XapaKTEepH3yIOTHCSI
OJIep>KaHHS JIOCTYITY HeJIETITUMHUM (HEe3apeecTpOBaHNM) KOPUCTYBayeM HECAHKI[IOHOBAHOTO BIJIAJICHOTO JIOCTYITY JI0
indopmanii ynpasminas; User to Root (U2R) — kibeparaku, 1o mependayaroTh HECAHKIIOHOBAHE PO3IIMPEHHS
NOBHOB)KCHb  HENICTITUMHHX  (HE3apeECTPOBAaHMX) KOPUCTYBAadiB [0 pIiBHSA JIOKAIBHOTO — CYIIEPKOPHCTYBava
(amminicTparopa); Probing (PROBE) — kibepartaku ckaHyBaHHS IIOPTIB 3 METOO Oiep KaHHs KOH(IIeHIIHHOT iH(popMartii.

3aBaaHHs 3 CKIIAJAETHCS B PO3POOLI anpiopHOTO CJIOBHHKA O3HAK. [l0 CITOBHMKA O3HAK MOYKHA BiTHECTH:

1) ba3oBi 03HaKH — 151 TPyTIAa MiCTUTE O3HAKH, SIKi MO>KHA OTPHMATH 3 3ar0JIOBKA MEPEKEBOT'O TTAKETY;

2) MepeskeBi 03HAKH — I TPyIa BKITFOUAE y ceOe 03HAKH, SKi MOYKHA ITOPAXYBATH I10 BiTHOIIEHHIO JI0 9aCOBOTO
BiKHa y 2 CEKyH/IH;

3) KoHTeHTHI 03HaKu — 151 TPyIa MICTUTh O3HAKH, SIKi MOXKHA OTPUMATH 3 BMICTY IAKeTIB, TaKi sIK cripoda
aBTOpH3ALLii YM cripoda CTBOpeHHs (aiiy.

3aBmaHHs 4 CKIIAJAEThCS B OMKCI BCIX KJaciB anpiopHOro andasiTy KIaciB HA MOBI O3HaK, BKJIIOYEHHX B
anpiopHUi CIOBHUK O3HaK. [Ipy CTBOpeHHI cucTeMu po3ri3HaBaHHS KibepaTak OyayTh BpaxoBYBAaTHCS TapameTpu
MmepexeBoro Tpadika 6azu ganux KDD 1999 Kup Data. 41 mapamerp — MakcHMaltbHa KUTBKICTh 1H(pOpMALLii, sIKy MOKHA
OyJ10 6 OTpUMATH 3 aHANI3Y MTAKETIB.

3aBmaHHA 5 ToONATAE B PO30OHTTI ampiopHOTO MPOCTOPY O3HAK KibepaTak Ha OONACTi, BIAMOBIIHI Kiacam
arpiopHoro angasity knaciB. Ha mincraBi BXigHUX mapameTpiB OTOUeHHs (POPMYIOTBCS MHOXKMHA MOXJIMBHX aTak Ta
BI/IMIOBITHA iM MHO>KHHA MOXKIIMBHX ITAPAMETPIB, 3TiTHO 3HAYCHD SKUX MOYKHA BUSBUTHA aHOMAJIGHHH CTaH, TIOPOKESHUI
BIJIOBITHAM €JIEMEHTOM 3 MHO>KHHH. J{JIs BUSIBIICHHST aHOMAJIBHOTO CTaHy KOYKHOMY THITy aTaKd MHOYKHUHH CTaBHTHCS Y
BI/ITIOBITHICTP MiIMHOKHHA [TAPaMETPIB 3 MHOKUHH MTAPaMETPIB, 3TITHO 3 KM MOYKHA BUSBUTH ITiI03PLTY aKTHBHICTH B
crcremi. Taknm arHOM (HOPMYETHCSI MHOKHHA TIap - “aTaka—TapamMeTpy’, B AKii KOJKHil aTari Oy/ie BiAIoBiqaT Hadip
TapameTpiB.

3aBnaHHs 6 TOSTaE y BHOOPI alrOPUTMIB PO3IMi3HABAHHS, M0 3a0€3MEeUyIOTh BITHECEHHS PO3ITi3HABAHOI
KibepaTaku J10 TOro 4H IHILOro Kiiacy abo iX Jesikoi CyKyMmHOCTI. AJITOPUTMH PO3ITi3HABAHHS IPYHTYIOThCS HA TOPIBHSIHHI
Tiel 4K 1HIIOT MipH ONU3BKOCTI ab0 MIPH CXOXKOCTI PO3MI3HAEThCS O00'€KTa 3 KOXHHMM KiacoM. B anropurmax
po3ITi3HaBaHHs, 10 0a3yIOThCS Ha BUKOPUCTAHHI IETEPMIHOBAHMX O3HAK, B SIKOCTI MipH OJM3BbKOCTI BAKOPUCTOBYETHCS
CepeIHbOKBAJPaTUYHE BiZICTAHb MK IAHMM 00'€KTOM 31 1 CYKYITHICTIO 00'€KTIB, SIKi SIBIISIOTH CO0O0 Ki1ac. B anropurmax
pO3Mi3HABAHHS, MO 0A3YIOThCS Ha BUKOPHCTAHHI IMOBIPHICHHUX O3HAK, B SIKOCTI Mipd OJH3BKOCTI BUKOPHCTOBYETHCS
PH3HIK, TIOB'SI3aHH 3 PILLICHHSIM ITPO PUHAISKHICTH PO3ITi3HABAHOTO 00'€KTa 110 KITacy. B anroputMax po3mizHaBaHHS, 10
0a3yr0ThCsI Ha BUKOPHUCTAHHI JIOTIYHUX 03HAK, HE BUKOPHUCTOBYETHCS TIOHSITTS «Mipa Onm3bkocTi». Komm mobymosaHo ormvic
KJTaciB Ha MOBI JIOTTYHUX O3HAK Y BUIVISI BiATIOBITHHX CITiIBBITHOIICHD, ITPH ITiICTAHOBII B IIi CITIBBIHOIIICHHS 3HAYCHD
03HaK, II0 XapaKTepH3yIOTh PO3Mi3HABAHHI 00'€KT, aBTOMATHYHO BHHHKAE BiMIIOBiAb: JO0 SIKOTO KiIacy abo KiaciB meit
00'eKT MOYKe OYTH BiZTHECESHHH 1 JI0 SIKUX BIH HE BiTHOCUTHCSL.[2 ]

Merton iHTEIEKTYaIbHOTO PO3IMi3HABAHHS KiOep3arpo3 3 BHKOPHCTAHHSM JIOTIYHHX O3HAK A€ MOJKIIMBICTH
OTPHUMATH pe3yJibTaT HaBiTh B CHTYallil, KOJIM HEMa€ MaHWX MO (YHKISX, 0 OMUCYIOTh PO3MOJT 3HAYEHb O3HAK
kibeparaku. B pamkax MeTony 3arporioHOBaHi JIOTiUHI MPOLEIypH po3ii3HaBaHHs 3arpo3.[2] [lapagurmoro oGy noBu
JIOTTYHHX TIPOLIEAYp PO3Mi3HABAHHS 3arpo3 € BiIIYKaHHs iHQOpPMaTUBHHX (hparMeHTiB ormuciB 00'ekTiB. Lli ¢parmenTr
TIPH CTBOPEHHI, KOHKPETHHX MPOEKTHHX PIIlIeHb JUIsi CACTEMH PO3ITi3HABAHHS, JI03BOJISITH O/THO3HAYHO POOMTH BUCHOBOK
PO HasBHICTH (00 BiZICYTHICTH) aTaku (aHOMaJTii, 3arpo3K) B paMKax KJacy. BXimHi maHi - 03HaKM aHOMAii, aTak i
Kibep3arpos.

3apaHHs 7 TONSTaE 'y BW3HA4YEHHI pododoro angasiTy KIaciB i poOOYOro CIOBHHKA O3HAK CHCTEMH
po3nizHaBaHHA. [H)OPMATHBHUMHU BBKAIOTHCS O3HAKH, SIKi BIOOPa)KArOTh TIEBHI 3aKOHOMIPHOCTI B OMHCAX O0'€KTIB,
BUKOPHCTOBYBAaHMX JUII HABYAHHSA. Y CHCTEMi pO3Ii3HAaBaHHA Kibep3arpo3 iH(QOpPMAaTHBHUME BBAXKAIOTHCS TaKi
(hparMeHTH, SIKi 3yCTPIYarOTHCS B OIFCaX 00'EKTIB OHOTO THITY 3arpo3, ajie He 3yCTPIYatoThCs B OMHCAX O0'€KTIB 1HIIIX
KJTaciB Kibep3arpos.

Hanpuknan, npu posmiznaBanHi DOS-atak cucTeMOI0 po3Mi3HaBaHHS OyIyTh BpaxOBYBATHCS HACTYITHI

HapaMeTpH:
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ITapameTtp Onuc
duration TPHUBAJICTP 3’ €THAHHS
protocol type THO POTOKONIy (tep, udp, Ta iH.)
service MepexeBa ciayx0a orpumysada(http, telnet)
flag cTaH 3’ €IHaHHS
src_bytes grcno OaWTIB MepeaHmX Bij IKepesa 10 OTpUMyBada
dst_bytes grcio OalTiB MepelaHiX BiJ OTpHMYyBaya 0 JLKeperna
land | K110 3’€THAHHA 0 IMEHTUIHUM nopTaMm, 0 B iHIMKUX BUMAAKaX
wrong_fragment KUTBKICTh HEBIPHHX TTAKETIiB
urgent KIUTBKICTB ITaKeTiB 3 (haroM urg

3aBnanHs 8 nossirae y BUOOP1 MOKa3HKUKIB €)EeKTUBHOCTI CUCTEMH PO3IMi3HABAHHS T4 aJITOPUTMIB OL[IHKH
ix 3Ha4eHb. J[Js1 KOXKHOTO KITacy KUIBKICTh O3HAK BapiroeThes Bi 3 10 9. [HpOpMaTHBHICTh 03HAKH 3MIHIOETHCS B
nianasoHi Bix -1 mo +1. J{ns ouiHky eeKTUBHOCTI MpoLeaAyp pO3Mi3HABAHHS MOKHA BUKOPHCTOBYBATH METO[
KOB3HOT0 KOHTpo:o [3]. ITig gac TecTyBaHHSA pO3pOOIEHOTO METONY iHTENEKTYaIbHOTO PO3Ii3HABaHHS 3arpo3, B
SKOCTI BXIZJHUX JIaHHX JUIsl HABYAaHHS Ta TECTYBaHHs BUKOpUCTOBYBasacs 6aza nanux KDD Cup Data.

TakuM 4YHMHOM, MM TIpOAHANI3yBaJK OCHOBHI 3aBJaHHS, $Ki HEOOXIIHO BHPINIMTH B THpoLeci
MPOEKTYBaHHS 1 MOOYAOBH IHTENEKTYIbHUX CUCTEM PO3Ii3HaBaHHs Kibep3arpos. bes iX BUpileHHS! He MOXKIINBa
noOynoBa  e(eKTHBHO-(YHKIIOHYIOUMX CHCTEM IHTENEKTyaJbHOTO pO3Mi3HaBaHHA o00pa3iB B ramysi
KibepOe3nexw.

CnHcok BUKOPHCTAHUX JIKepe

1. Topenuk A.JL., CoBpeMeHHOe cocTOsHHE IpoOiaeMsl pacriosHaBaHus: Hexoropsie acnektsl / A.JL. I'opemux, 1.b. I'ypeBuu, B.A.
Cxpunkus. — M.: Pagno u cBsi3b, 1985. — 160c.

2. ITerpenko T.A., JTaxuo B.A., I'puropsin I'.C. Po3po6ka ajanTHBHOI CHCTEMH po3li3HaBaHHs Kibep3arpo3 / besneka ykpaiHChKOTO
CyCIIIbCTBAa B KOHIEMIIi BCTYyIy B HOCTiHAycTpiampHe cycminbeTBo €C: HaykoBi NOHOBifl Ta Te3HM y4YacHHKIB HayKOBO-TIIPAKTHYHOI
koHpepenuii (M. Kui, 16 rpyans 2015 p.), K., 2015. C. 66-76.

3. Mipouiauk, M. A. Po3poOka MeToIiB OIliHKK e(EeKTHBHOCTI 3aXUCTy iH(pOpMaIlii B pO3MOAITIEHHMX KOMIT'IOTepHUX cucreMax [Tekcr]
/M. A. Mipommnuxk // IndopmaniiiHo-KkepyIodi CHCTeMH Ha 3ali3HHYHOMY TPAaHCIOPTi: HAyKOBO-TeXHIYHUH xypHaIL. — 2015. — Ne 4 (113). - C.
39-43.

YK 004.8:004.056.54
MPOTHUAII IITYYHOI'O IHTEJEKTY KIBEP3ATPO3AM

nakca A.O., CokonoBcbka A.A., ctynentu rpynu Kb-171
Yeos S.10., Buxiianau kadenpu KibepOe3neky Ta MaTEMaTHYHOTO MO/ICTIOBAHHS
YepHricigcbKuil HAYIOHANbHUL MEXHOA02IYHULL YHIBepCumem

Bixe maBHO CTanmo 3po3yMmisio, MO KOMMIaHIIM HOTPiOHO B 00OB'I3KOBOMY TIOPSIIKY pearyBaTH Ha Jeaai
3pOCTaloUy KIUIBKICTh TMONEPEKeHb CHUCTeM Oe3lekdu. A 3 ypaxyBaHHSM HIBHIKOCTI, 3 skoro B 2018 pori
MOIIMPIOBAIIKCS 110 CBITY aTakH BipyciB-BUMaradyis, 1 Bce OLIBIII dKOPCTKUX 3aKOHOJABYMX BUMOT PEaKIisi TOBUHHA
Oytn Habararo mBuANIOK. B yMmMoBax mediuuTy BiINOBiAHUX (axiBLiB KOMMaHIi 3BEpTAIOThCS JO 3ac00iB
MAIIMHHOTO HaBYaHHS 1 IITYYHOTO 1HTENEKTY JUIsl aBTOMAaTH3allil POLeciB Oe3MeKH.

B konTtekcti iHdopmaniiiHoi Oe3nexkn mTyuHuii intenekr (artificial intelligence, Al) - nie nmporpamHe
3a0e3MeueHHs, 31aTHE IHTEPIIPETyBaTH CTaH CEPEOBHUINA, PO3MMI3HABATH B Hill MOMIl 1 CAMOCTIHHO BXKUBATH
HeoOximHUX 3ax0/iB. Al 0co01mBO 100pe crpaBisETHCS 3 PO3ITiZHABAHHIM 3aKOHOMIPHOCTEH 1 aHOMaJTii, ToMy
MOXe OyTH IIPeKpacHUM IHCTPYMEHTOM BHSIBIICHHS 3arpo3.

CucreMu MalIMHHOTO HaBYaHHI - e [13, 31aTHe caMOCTiifHO HaBYATHCS HA BBEJCHUX JIFOAMHOIO TAHUX
1 pe3ynmpTaTax BHKOHAHUX [il. 3acoOM MAaIIMHHOTO HAaBYaHHS 3/aTHI OyAyBaTH NIPOTHO3H, CIUPAIOYNCH Ha
BiJOMOCTI TIPO PO3BHUTOK IO/l B MHHYIIOMY.

3acTocyBaHHS IITYYHOIO iHTEIEKTY i MAIIMHHOTO HABYAHHS /ISl BUSIBJIEHHS 3arpo3.

Y KOMHaHifX BXKe IOYald KOPHCTYBATHCS INTYYHHM IHTEJIEKTOM 1 MAIIMHHUM HaBYaHHAM IJIA
po3Mi3HaBaHHsI 3arpo3 Oe3MeKr 1 pearyBaHHs Ha HUX. 3'SIBHJIMCS JOCHUTH ITOTYXKHI IHCTPYMEHTH, ajie MOTPiOHO
BU3HAYMTHUCS, SIK BKIIIOUYMTH iX B 3arajibHy CTpaTeriro KibepOe3neKku miAnprueMcTBa.

Hanpuknan, B Oanky Barclays Africa 3acTOCOBYIOTh ITYYHHH IHTENEKT i1 BHUSBJICHHS O3HAK
KOMIIpOMETAIlil CHUCTeM B JIOKaJbHIM KOpIOpaTHBHIA Mepexi 1 B xMmapi. [Ipu mpomy moTpiOHa 00poOka
TITaHTCHKUX OOCSTIB JaHUX, a B 3B'A3KYy 3 IIBHJIKOIO 3MIHOIO CBITOBOro JaHAmadTy 3arpo3 i 3poCTaloduM
B32€EMOJIIEIO0 aTaKyIOUnX, U NPOTUCTOSIHHS iM HeoOXiHI Haliepe1oBiIi TexHoorii Ta Metoau. Hapikatoun Ha
rocTpuil nedinnT axiBuiB, B OaHKY 3a3HA4aIOTh, 110 BHUPIIIYBAaTH 3aBAaHHS O€3MEKH BPYYHY CHOTOIHI BXKE
MIPOCTO HEMOIKITHBO.
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