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BCTVII

[IpakTidHe 3aHATTS — 1€ BUJ HABYAIBHOTO 3aHATTA, MepeadadeHHid
HAaBYAJIbHUM TUIAHOM OCBITHBO-KBaTi(hiKalIifHOTO PiBHS «OakajlaBpy» CIEIiadbHOCTI
262 — «IlpaBooXOpoHHA [ISUIBHICTH», Ha SIKOMY BHKJIaJad OpraHidye JeTalbHUM
PO3TIIsiA CTyIEHTAMH OKPEMHX TEOPETHUYHUX TIOJIOKEHh HABUAJIbHOI JUCHIUTUIIHH
«IHdopmarriiina 6e3neka JaepxkaBu» Ta (HOpMye BMIHHS 1 HABUYKHM iX MPAKTHYHOTO
3aCTOCYBaHHS MUISXOM 1HAMBIAYadbHOTO BHKOHAHHS CTYACHTAMH BiJIIOBITHO
chopMyITHLOBAHUX 3aBJIaHb.

[lpakTryHi 3aHATTA MPOBOMATHCS B aAyAUTOPIsSX ab0 B HaBYAILHUX
nabopaTopisix, OCHAIICHWX HEOOXIIHUMH TEXHIYHMMH 3aco0aMyu HaBYaHHS,
KOMIT FOTEPHOIO TEXHIKOIO.

[lepemik TeM MNPaKTUYHUX 3aHATh BU3HAYAETHCS POOOYOI0 HABUYAIHHOIO
nporpamMor0 TUCHUIUTiHA. [IpoBeleHHsS TPaKTUYHOTO 3aHATTS TOYHMHAETHCS 3
OMUTYBaHHS CTYJEHTIB (32 JOMOMOTOI0 TMOMEPEIHBO MiATOTOBICHUX KOHTPOJIBHHUX
MUTaHb, HABEJIEHUX Yy KIHI[l KOXXHOI MPAaKTUYHOI POOOTH) Ji BUSIBJICHHS CTYTCHS
OBOJIOJIIHHS HMUMH HEOOXITHUMU TEOPETUYHUMHU MOJIOKEHHAMH, 1 TPYHTYETHCS Ha
Ha0op1 3aBAaHb P13HOI CKJIAIHOCTI JJIs PO3B'SI3yBaHHS iX CTYJIEHTAMH I1i]1 Yac 3aHSTh.



IIpakTuune 3ansaTTa Ne 1
2 200unu
Tema 3ansarrsa: HeOesneku 11 iHopmaliiHOi O€3MeKu JIepKaBH,
CYCH1JIbCTBA Ta OCOOMU.
MeTta 3aHATTS. 03HAMOMMTHCS 13 3arpo3aMu JIs 1HGOPMaIIMHOI Oe3MneKu
Jep>kaBH, CyCIIJILCTBA Ta OCOOM.

Teopernuni Bizomocri

3arpo3u iH(popMamiliHid Oe3meri — CyKYIMHICTh YMOB 1 (akTopiB, IO
CTBOPIOIOTh HEOE3MEKy >KUTTEBO BAXKJIMBHM IHTEpECaM OCOOMCTOCTI, CYCHUIbCTBA 1
nepsxaBu B iHGopMariitHii chepi. OCHOBHI 3arpo3u iHpopMaliiHii O0e3meri MoKHa
PO3AUTUTH HA TPU TPYIIH:

— 3arpo3d BIUIMBY HesAKicHOI iH(popmanii (HemZocToBipHOi, (aibIIKBOI,
ne3indopmaiiii) Ha 0COOUCTICTD, CYCIIIBCTBO, JIEPIKABY;

— 3arpo3W HECAHKI[IOHOBAHOTO 1 HEMPaBOMIPHOIO BIUIMBY CTOPOHHIX OCI0 Ha
iH(popmarnito 1 1HpopmalliiiHl pecypcu (Ha BUpOOHUITBO 1H(popMarii, iHhopmaliiHi
pecypcu, Ha CUCTEMU IXHBOTO (POPMYBAHHS 1 BAKOPUCTAHHS );

— 3arpo3u 1HGOpMaIIHHUM TIpaBaM 1 cBoOoaamM ocoOucToCTi (MpaBy Ha
BUPOOHMIITBO, PO3MOBCIO/IKEHHSI, TIOIIYK, OJCp>KaHHS, epeJaBaHHs 1 BAKOPUCTAHHS
iH(dOopMaIlii; MpaBy Ha IHTEJIEKTYalbHY BJIACHICThH Ha 1H(OpPMAIIiIO 1 pEYOBY BIACHICTh
Ha JOKYMEHTOBaHY 1H(opMaIlito; mpaBy Ha 3aXUCT YECTi 1 T1THOCTI 1 T.1H.).

AHami3 1 BUSBJICHHS 3arpo3 1H(POpMaliifHOi Oe3MeKu € BaXIJIMBOIO (DYHKIIIEIO
3a0e3neyeHHs 1HpopmaliiiHoi Oe3neku. barato B YoMy BUIIsSA po3po0IrOBaHOI
CUCTEMHU 3aXHUCTy 1 CKJIaJ MeXaHi3MIB ii peaiizailii BU3HAYAETHCA IMOTEHIIHHUMU
3arpo3aMu, BHUSIBJICHUMHU Ha 1bOMY eTami. Hampukiman, sKIo KOpPUCTyBaudl MarOTh
noctyn B IHTEpHET, TO KUIBKICTh 3arpo3 1H(opMaliiiHii Oe3meri pi3Ko 3pOcCTae,
BIIMOBITHO, 11€ BITOMBAETHCS HA METOJIaxX 1 3aco0ax 3axXucTy 1 T. 1.

3arpo3a 1HQopmarlliiiHiii Oe3meri - 1€ MOTEHIIiTHA MOXKJIUBICTh MOPYIICHHS
pexumy 1H(opMmauiiHoi Oe3nexku. HaBmuicHa peamizaiisi 3arpo3d Ha3HBAETHCS
aTakorw Ha 1HQpopMauiiiHy cucteMy. OcoOu, sSiKi HABMHUCHO pPEai3ylOTh 3arpo3u, €
3TOBMUCHHKAMH.

Haitfgacrime 3arpo3a € HacIiJIKOM HasSBHOCTI Bpa3JIMBHUX MICIlb B 3aXHCTI
iH(MOpMAIIHHUX CHUCTEM, HANpPHUKIIAJ, HEKOHTPOJILOBAHUN JTOCTYII JI0 MEPCOHAIBHHUX
KOMITIOTEpiB ab0 HemileH3iifiHe mporpaMHe 3a0e3nedyeHHs (HAa J>Kajdb HaBITh
JileH31iHe MporpamMHe 3a0e3eueHHs He 030aBIeHe yPa3IuBOCTEH ).

IcTopist po3BUTKY 1HGOPMAIIMHOTO CEpPEeIOBHINA IMOKa3ye, IO HOBI BpPa3jIuBi
Miclisl 3'SIBISIIOTBCSL MOCTIAHO. 3 TaKOIO 3K PETYJSIPHICTIO, ajieé 3 HEBEIUKUM
BiJICTaBaHHSM, 3'SBIAIOTHCS 1 3ac00M 3axucty. B OUIBIIOCTI CBOiH 3aco0u 3axucTy
3'IBJIAIOTBCS Yy BIANOBIAL HAa BHHUKAIOYl 3arpo3u, TakK, HAMPHUKIAA, MOCTIHHO
3'SIBJSIOTHCS. BUIIPABJICHHS O MporpaMHoro 3adesneueHHs (ipmu Microsoft, o
yCyBalOTh 4YEproBi Horo BpaznuBi micus. Takuil miaxia a0 3a0e3reueHHs] Oe3NeKu
MaJoe(pEeKTUBHUI, OCKUIBKM 3aBXAM ICHYE€ MPOMDKOK Yacy MK MOMEHTOM
BUSIBJICHHS 3arpo3u Ta ii ycyHeHHs M. Came B 11eil IPOMIDKOK 4acy 3JT0BMUCHUK MOXeE
3aBAAaTH HETOIPaBHOT IKOAU 1H()OpMaIii.

Y 1npoMmy 3B'A3Ky OUIbII MNPUHHATHUM € 1HIMK crmocid - cmocid
MOTIEPE/KYBATBHOTO 3aXUCTy, IO TOJISTa€ B PO3pOOIll MEXaHI3MIB 3aXHUCTY BiJ
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MOKJIMBHX, TepeadadyBaHUX 1 TMOTEHIIHHUX 3arpo3. AJie JesKi 3arpo3d HE MOXKHA
BBXaTH HACTIIKOM IIUJIECOPSIMOBAHUX Mill MIKIJUIMBOTO XapakTepy. ICHYIOTb
3arpo3u, BUKJIMKaHI BUMTAJKOBUMHU TIOMUJIKAMHU 200 TEXHOTEHHUMHU SIBUIIIAMH.

3HaHHS MOXJIMBHUX 3arpo3 iHdopmariiHiid 0e3mner, a TakoX BPa3jIuBUX MICIb
CHUCTEMH 3axXHCTy, HEOOXIJIHE IJii TOro, o0 BUOpaTH HAWOIIBIT EKOHOMIYHI 1
edexTrBHI 3aco0u 3abe3neueHHs iHdopMalliiftHOT Oe3IeKu.

Buau 3arpo3 indopmaniiiniii 6e3neni

3a cmynenem ecinomemuyHoi wikoOu: 3arpo3a - SBHI YW TOTCHINMHI mii, sKi
YCKIAAHIOITh a00 YHEMOXKIIMBIIOIOTh peali3allifo HaI[lOHAIbHUX IHTEPECiB B
iHbopMalliiHi cdepi Ta CTBOPIOIOTH HEOE3MeKy M CHCTEMH JIepP>KaBHOTO
yIOpaBIiHHSA, KUTT€3a0€3MeueHHs ii CHCTEMOYTBOPIOIOUHMX €JIEMEHTIB; HeOe3meka -
6e3nocepenns aectadinizaiis (yHKIIOHYBaHHS CUCTEMH JIEP>KaBHOTO YIIPaBIIHHS.

3a nosmoprosanicmio guuHeHHs: TIOBTOPIOBAaHI - TakKi 3arpo3u, K1 paHille BikKe
MaJi MicCIle; IPOAOBKYBaHI - HEOJTHOPA30BE 3/1MCHEHHS 3arpo3, 110 CKIAJA€ThCA 3
PAY TOTOKHUX, SIKI MAIOTh CIUIbHY METY.

3a cghepamu noxooocenus: €K30TCHHI - JDKEpeNo Jectadimizaiii cucTeMu
JICKUTH 103a 1 MeKaMH; €HJIOTeHHI1 - aJlfCOPUTM JecTablizallii cucTeMu nepedyBae y
camiii cucTeMi.

3a umogipnicmio peanizayii: IMOBIPHI - TaKl 3arpO3H, SIKi 332 BUKOHAHHS IEBHOTO
KOMIUIEKCY YMOB OOOB'SI3KOBO  BimOynyThbesa. [lpukimagoM MoXe ChayryBaTu
OTOJIOIICHHS aTaku 1H(OpMaLIMHUX pecypciB cy0'ekTa 3a0e3MeueHHs] HalllOHAIBHOI
Oesneku, AKe Mepeaye camiid araill; HEMOKJIMBI - Taki 3arpo3u, SKli 3a BUKOHAHHS
MIEBHOI'O KOMIUIEKCY YMOB HIKOJM HE€ BimOyayThcsa. Taki 3arpo3u 3a3BUyail MaroOTh
Ounbllle JIEKJIapaTUBHUWA XapakTep, HE NIIKPIJICHUH peaJbHOK 1, HAaBITh,
MOTEHLIMHOI MOXIJIUBICTIO 3A1MCHUTU MPOTOJIOMICH] HaMipH, BOHHU 31€O1IBIIOTO
MalOTh 3AJIAKYIOUHI XapaKTep; BUMAIKOBI - Takl 3arpo3H, sIK1 32 BAKOHAHHS TIEBHOTO
KOMILJIEKCY YMOB KOJKHOTO pa3y MPOTIKAIOTh MO-pi3HOMY. 3arpo3u JaHOTO PiBHS
JIOIIUIBHO aHaJli3yBaTH 3a JOMOMOTOK0 METOMIB JIOCHIJKEHHS Orepalliii, 30KkpeMa
Teopii WMOBIPHOCTEH 1 Teopii 1rop, SIKi BUBYAIOTh 3aKOHOMIPHOCTI Y BHUMAJKOBUX
SBUIIAX.

3a oocepenamu noxoodxcenHs: NMPUPOJAHOTO MOXOKEHHS - BKJIIOYAIOTh B cede
HeOe3MeyHl TeOJOTiYHI, METEOPOJIOTIYHI, TIJPOJIOTIYHI MOPCHKI Ta MpPICHOBOJHI
ABUIA, JACTPajallil0 IPYHTIB 4YM HaAp, MNPUPOJIHI TMOXKEKI, MACOBE YpPaKEHHS
CUIBCHKOTOCTIOAAPCHKUX POCIIMH 1 TBAPUH XBOPOOAMU UM LIKITHUKaMU, 3MIHA CTaHY
BOJIHUX pPeCypciB 1 01ocepu TOI0; TEXHOTEHHOTO TTOXOKEHHS - TPAHCTIOPTHI aBapii
(xaTacTpodu), MoKex1, HECIIPOBOKOBaH1 BUOYXH UM iX 3arpo3a, panToBE pyHHYBaHHS
KaHaJIIB 3B'SA3KY, aBapli Ha 1HKEHEPHUX Mepexkax 1 CIopylax >KUTTe€3a0e3NeyeHHs,
aBapii TOJJOBHUX CEpPBEPIB OPraHiB JEP>KABHOTO YIPABIIHHS TOILO; aHTPOIOT€HHOTO
MOXO/KEHHS - BYMHEHHS JIIOAMHOIO PI3HOMAHITHUX [Jid 3  pyilHyBaHHSA
iH(hOpMAIIIHHUX CUCTEM, PECYpCiB, MPOTpaMHOro 3abesnedeHHs: 00'ekta Tomio. Jlo
i€l TPymHW 3a 3MICTOM 1 HaJe)XaTh: HEHABMHUCHI, BUKJIWKAHI MOMUJIKOBUMU YH
HEHABMHUCHUMU JIIMH JIOAUHU (1€, HAMPUKIAZ, MOXKe OyTH MOMUIKOBHUMA 3aITyCK
MporpamMu, HEHABMHUCHE 1HCTAJISAINS 3aKJIaJO0K TOINO); HaBMHCHI (1HCIIpOBaH1), IO
CTaIM PE3yJIbTATOM HABMHUCHUX I oA (HampuKiIaa: HABMHCHA 1HCTaJISIS
nporpam, skl nepeAaroTh 1HGOPMAIiI0 HA 1HIII KOMM'IOTEPH, HABMHCHE BBEICHHS
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BIpYCIB TOIIIO).

3a 3HauenHsAM: JOMYCTUMI - TaKi 3arpO3H, SIK1 HE MOXKYTh IIPU3BECTHU JI0 KOJIATICY
cuctemu. [IpukiagoM MOXYTh CIYTyBaTU BIPYCH, sIKI HE MOIIKOJKYIOTh MPOTrpaMu
NUISIXOM 1X 3HUINCHHS;, HEJOMYCTHMI - TaKi 3arpo3u, siki: 1) MOXyTh y pasi ix
peanizalii IpU3BECTH JI0 KOJArCy 1 CUCTEMHOI JecTaliiizallii CUCTeMH; 2) MOXKYTh
PU3BECTU JI0 3M1H, HE CYMICHHX 13 TIOJIaJIbIINM ICHYBaHHSIM CUCTEMHU.

3a cmpykmyporo éniugy: CUCTEMHI - 3arpo3d, IO BIUIMBAIOTH OJpa3y Ha BCi
cKJIa/10B1 eneMeHTu cy6'ekta 3HB; cTpyKTypHI1 - 3arpo3u, M0 BIUIMBAIOTh Ha OKpEMi
CTpYKTypu cucteMu. JlaHi 3arpo3u € TakoX HeOe3NeYHUMH, BOJHOYAC BOHU
CTOCYIOTBCSl CTPYKTYPH OKPEMHUX OpraHiB JEpaBHOI Biaaud ab0 iX KOMIIOHEHTIB;
€JIEMEHTHI - 3arpo3H, IO BILUTUBAIOTh HA OKPEMI €JIEMEHTH CTPYKTypHU cuctemMu. JlaHi
3arpo3u HOCATh MOCTIHHUM XapakTep 1 MOXKYTh OyTH HEOE3MEYHUMH JIUIIE 32 YMOBU
Hee(eKTUBHOCTI a00 HE IPOBECHHS IX MOHITOPHHTY.

3a xapakmepom peanizayii: peajibHi - aKTUBI3allisd aJTOPUTMIB JecTabiizalli €
HEMHUHYYOI0 1 He 00MEKEeHa YaCOBUM IHTEPBAJIOM 1 IPOCTOPOBOIO [1€10; MOTEHIIIMHI -
aKTHBI3AIll aJITOPUTMIB JecTadimizamii MOXKJIMBA 3a TMEBHUX YMOB CEPEIOBHIIA
(GYHKIIOHYBaHHS OpraHy JEp:KaBHOTO YIpPaBJIIHHS; 31MCHEHI - Takl 3arpo3u, SKi
BTUICHI y JKUTTS; YSABHI - IICEBJIOAKTHBI3allisl alrOpUTMIB jaecTabimizaiii, abo x
aKTUBI3alllsl TAaKUX AJTOPUTMIB, IO 32 JESKHUMH O3HAKaMHU CXOXI1 3 aJlfTOPUTMaMHU
necTabimi3anii, ajJje TaKUMHA HE €.

3a cmaenennusm 0o Hux: OO'€KTHBHI - TakKl 3arpo3H, SIKl MIATBEPIKYIOTHCS
CYKYNHICTIO OOCTaBMH 1 (paKTiB, IO OO'€KTUBHO XapaKTEPU3YIOThb HABKOJMWIIHE
cepenoBuie. Ilpy 1pOMy cTaBieHHS 10 HUX CyO'€eKTa YIpaBIiHHSA HE BIJIIPa€
BHUPILIAIBHOL POJIl Yyepe3 Te, M0 00'€KTUBHI 3arpO3U ICHYIOTh HE3aJE€KHO B1J] BOJII Ta
CBIIOMOCTI Cy0'ekTa; CYyO'€KTHBHI - Taka CYKYIHICTb YWHHHUKIB OO0'€KTUBHOI
JIHCHOCTI, SIKa BBAXKAETHCA CY0'€KTOM YIIPABIIIHHSA CUCTEMOIO OE3MEKHU 3arp0O3010.

3a 06'ekmom énnugy: Ha JepKaBy; Ha JIOJAUHY; Ha CYCIIJIBCTBO.

Kpim Toro, 3arpo3u MoXyTh MaTu ab0 00'€KTUBHY MPHUPOY, HATTPUKIIAI, 3MIHA
yMOB (pi3MYHOTO cepenoBHIa (ITOXKEXKi, MOBEHI 1 T.M.) YA BIAMOBJICHHS €JICMCHTIB
OOYHUCITIOBAILHOT CHCTEMH, a00 CyO'€KTHBHY, HANpPHKIad, TOMHIKH MEpPCOHAIY.
3arpo3u, MO MaOTh CYO0'€KTUBHY NPHUPOAY, MOXYTh OyTH BHITAJIKOBUMHU a0O0
HaBMHUCHHUMH.

Otxe, Ha OyAb-sIKOMY OO'€KT1 MOBMHHI 31MCHIOBAaTUCS JE€sK1 A1 4u (aKkTopH,
10 OyayTh MEPENIKOKATH peasizallii KOHKPETHUX 3aXMCHUX MEXaHI3MIB 1 3aXO/iB,
CTBOPIOIOYM THM CaMUM BIJ3HauyeHl Bulle 3arpo3u. I[lpm npoMy BoHU OyAyTh
0e3mocepe/IHbO MOB'A3aHl 3 MMM 3arpo3amMu 1 OyayTh, BJacHE KaXy4H, iXHIMHU
npuurHamu. i moaii um pakTopu MOKHA OXapaKTepU3yBaTH B TAKUM CIOCIO:

— BOHM OO0'€KTMBHO ICHYIOTh 1 MOXYThb pe€ajizyBaTucs B OyAb-sIKH MOMEHT
qacy Ha OyJib-IKoMYy 00'€KTi, e 00po0IIseThCs 1H(pOPMAILTis, IO MiJIATAE 3aXUCTY;

— BOHH HE 3BOJSATHCS J0 3arpo3; OAMH 1 TOM caMuil poLec Y Mojist B OJHOMY
BUIAJKY MPU3BOAUTH /IO 3aTrpo3, a B IHIIIOMY HeE SIBJISIE COOO0 HisfKOI HEOE3MEeKH st
iH(popMmaIii;

— JIJIs1 KOKHOTO TakKoro (hakTopa iCHY€ MOKJIUBICTh SIBHO YCTAHOBUTH, 3 SIKUMHU
BHJIAMU 3arpo3 BiH MOB'SI3aHUN;

— BUHUKA€ MOXJIMBICTH 3/[IHCHIOBATH KOHKPETHI i1 TI0 MPOTHII1 3arp03aM.

Takum 4yuHOM, BUSIBISETHCS, IO 3arpo3d BUHUKAIOTh BHACHIZOK 31HCHEHHS
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mux (akropiB, ToOTO € iX pesyapraroM. Hagami mi daktopu Oymemo Ha3uBaTh
necrabimizyrounmu ¢pakropamu (D). Ak mokasye momanbimivii aHaji3, BBEICHHS
noHATTS [P UUIKOM JIOTIYHO BHUIIpaBAaHE 1 JO3BOJISIE OJIEpKaTH Iy>KE MPOCTY,
3pO3yM1TY 1 HAOUHY CXEMY JJIsl CTBOPEHHS MOJIEINI 3arpo3.

Jecradiiizyroui pakTopu 3arpos

Hecrabimizyroui ¢akTopu - SIBUIIA Ta MPOIECH IMPUPOTHOTO 1 IITYYHOTO
MMOXO/DKEHHS, 1110 TIOPOKYIOTH 1H(OpMaIliliHi 3arpo3H.

Jlxxepenamu ecTalbiumizylounx (QakTopiB MOXKYTh OyTH SIK OKpemi 0coOu, Tak 1
oprasizariii Ta ixti 06'eqHaHHs. /{0 HaMOLIBII CUIBHUX 13 HUX BiTHOCSTHCS BOPOXKI
JepxaBu abo Koalilli BOPOXKUX AepikaB, B SKUX A1 PopMyBaHHS iHGOpMAIIHHUX
3arpo3 CTBOPIOIOTHCA 1 (PYHKITIOHYIOTH CIICIiaJIbHI OPTaHHU 1 CITY>KOH.

Oco6muBYy Tpymy JKEpeI CKIaAaloTh iHPOPMAIIiHI CHCTEMH 1 3aC00M, OCKUITBKH
BOHU OJIHOYACHO € 3HAPSISIM MPUBEACHHS B Ait0 1H(QOpPMAIIHHAX 3arpo3, KaHAJIOM
iXHBOTO TMPOHUKHEHHS Yy CBIJOMICTh OCOOHMCTOCTI a00 CyCHiIbHY CBIAOMICTH 1
TrEHEPAaTOPOM  CIIOHTAHHUX 3arpo3, M0 BHHHUKAIOTh BHACIIJIOK TEXHIYHUX
HECITPaBHOCTEH 1 IHIIMX TPUYHH.

Jxepenom  nmectalunizyrounx  (akTopiB  MOXe OYyTH TakKoX MNPHUPOIHE
cepenoBuiie. KoxxHomy JKepesy BIACTHMBI NEBHI BUAM JeCTaOUII3yI0unX (DaKTopis,
K1 MOKHA MPEJCTAaBUTU JIBOMA TpylaMu: MIXKAEp)KaBHI AecTabunizyroui (hakTopu i
BHYTPIIIHBOIEPKABH1 AeCTaOLII3yI04l (PaKTOPH.

CyKynHICTh JDKEpesl pa3oM 13 BJIACTUBUMM iM BHJAMU JAECTaOII3YIOUMX
(daxTopiB GOpPMYIOTH HUIUNA CTIEKTP 1HOOPMALIHUX 3arpo3, 110 BILUIMBAIOTh HA CTaH
1H(OPMOBAHOCTI OCOOMCTOCTI, CYyCHIIbCTBA 1 JepxkaBu. Jl0 HHX BIJHOCSTHCA:
BUKpAJCHHS, 3HUIICHHSA, BTpaTa, NPUXOBYBaHHSA, CIOTBOPEHHS, PO3TOJIOIICHHS,
¢danpcudikamisg, KOMIpOMETaliss KOPUCHOI (ICTMHHOI) 1H(pOpMalii, a TaKoxX
(abpuKyBaHHs, PO3NOBCIOKEHHS 1 BIPOBAXKEHHS J1e31H(opMallii.

J1o BHYTpIIIHBOIEPKABHUX J1€CTA01TI3yI0UNX (aKTOPIB BITHOCSTH:

— MPaBOBUM BakyyM Yy OUIBIIOCTI NHUTaHb 3a0e3medeHHs iHdopMaIiiHol
Oe3IIeKH;

— HaBMHCHEe a00 HEHaBMHUCHE TIOPYIICHHS 3aKOHOJABCTBA 3 MHUTaHb
1H(popMaiiiHOT Oe3neKH;

— MOJITUYHI KOH(QIIKTH;

— 3JIOBMUCHI /i1 3JIOYMHHUX €JIEMEHTIB a00 TpyT;

— BIJMOBH, 3001, TEXHIYHI TOMIJIKH 1HGOPMAIIHUX cucTeM (3ac001B);

— TPUPOJHI sBUINA (MPOLIECH), IO YCKJIAAHIOOTH OJIepkKaHHA, Mepeaady,
npuiioM 1 30epiranHs iH(opmMalli abo pyiHyIOTh iHGOpMaIliiiHI CUCTEMHU.

MuixnaepxxaBHi gectabimi3yrodi  (akrtopu - 1€ KOH(MIIKTH PI3HOMAHITHUX
MacmTadiB 1 TPOSIBIB (B €KOHOMIIII, MOJIITHII, 1I€0JI0T11, TUIIOMATI1 1 T.1H.).

dakTopu 3arpo3 inpopmauiiiHii 0e3neni

dakTopu 3arpo3 3a BUIOBOIO 03HAKOIO MOJUISIOTHCS Ha MOJITUYHI, EKOHOMIYHI
Ta Opra”izamiiHo-TeXHIYHI.

11i0 nonimuunumu pakmopamu 3a2po3 inghopmayitiniti be3neyi po3ymiromo:

— 3MIHM T€OINOJITUYHOI OOCTAHOBKHM BHACHIJIOK (yHIAMEHTAIbHUX 3MIH Yy

PI3HOMAaHITHHX PErioHax CBITY, 3BEAEHHS A0 MIHIMYMY HMOBIPHOCTI CBITOBOi

SIIEPHOI BIMHU;



— iH(dopMalliiiHa eKCIaHCisl PO3BUHEHUX KpaiH, K1 31HCHIOIOTH TJI00aTbHUM

MOHITOPUHT CBITOBUX MOJITUYHUX, €KOHOMIYHHMX, BOEHHHUX, €KOJIOTYHHX Ta

IHIIUX TIPOIIECIB, Ta PO3MOBCIOKYIOTh 1H(OpMAIiI0O 3 METOW 3100YTTS

OJIHOCTOPOHHIX TepeBar;

— CTaHOBJICHHA HOBOI JEP)KaBHOCTI B TMOCTPAASHCHKUX KpaiHax Ha OCHOBI

MPUHIIMIIIB IEMOKPATii, 3aKOHHOCTI, 1H()OPMAIIIfHOT BITKPUTOCTI;

— 3HHILEHHS KOJIMIIHBOI KOMaHAHO-aJMIHICTPATUBHOI CHUCTEMHU JI€P>KaBHOTO

yIPaBIIIHHS, a TAKOXK CUCTEMU 3a0€3MeUeHHsI 0€3MEeKU;

— mopylieHHs 1HGOpMAaIlIMHUX 3B'S3KIB BHACIIAOK YTBOPEHHS Ha TEPUTOPIi

koJuiHbLoro CPCP HOBHX niepiKaB;

— TMparHeHHs MOCTPAASHCHKUX KpaiH 10 OLIbII TICHOTO CHIBPOOITHHUITBA i3

3aKOPJAOHHUMHU KpaiHaMH B TpoIleci MpPOBEACHHA pedopM Ha OCHOBI

MaKCHUMaJIbHOI BIIKPUTOCTI CTOPIH;

— HH3bKa 3arajibHa MpaBoBa Ta iH(opmarlliiina KyiabTypa CTOPIH.

OcHOBHUMU eKOHOMIYHUMU pakmopamu 3a2po3 be3neyi inghopmayii €:

— mepexiJi Ha PUHKOBI BIJHOCMHU B EKOHOMIIll, TOsIBA HA PHUHKY BEJIMKOI

KUIBKOCT1 BITYM3HSHUX Ta 3apyOIKHUX KOMEPUINHUX CTPYKTYp - BUPOOHUKIB Ta

cnokuBauiB 1H(popmarlii, 3aco0iB i1HpopmaTH3alli Ta 3axXUCTy 1H(POpMAIi,

BKJIFOUEHHS 1H(OpMAaIIiTHOT MPOAYKIIIT B CUCTEMY TOBAPHUX BIJHOCHH;

— KPUTUYHMI CTAH BITYM3HSHUX Tally3el MPOMUCIOBOCTI, IKa BUPOOJIsi€ 3aCO0U

iH(dopmaTH3alii Ta 3aXucTy iHhOopMaIIii;

— po3lIMpeHHs Koomepamii 13 3apyODKHMMHU  KpaiHaMH B PO3BHUTKY

iH(dopMaIiiitHo1 1IHGPACTPYKTYPH.

Ocnosuumu  Op2aHI3AUIHO-MEXHIYHUMU (GaKmopamu 3az2po3 IHGopMmayitiHill
besneyi €:

— HEIOCTaTHs HOpMAaTUBHO-TIpaBoBa 0a3za y cdepl iHPOpMaLIHUX BIIHOCUH, Y

TOMY YHUCII B Taty31 3a0e3nedyeHHs 1HpopmalliitHoi Oe3nexu;

— HEIOCTaTHE PETYJIOBAaHHSA JIEPKABOIO TMPOIECIB  (PYHKI[IOHYBaHHS Ta

PO3BUTKY PHUHKY 3aco0iB iH(popMaTuzaiii, iHGOpMAIIMHUX TMPOAYKTIB Ta

HOCHYT;

— IIUPOKE BUKOPHUCTaHHS y cdepl AepKaBHOTO YIPaBIIHHSA Ta KPEAUTHO-

(1HaHCOBOI cpepy HE3aXUIIEHHUX BiJ BUTOKY 1IHPOpMaLii IMOIOPTHUX TEXHIYHUX

Ta IPOrpaMHUX 3aco01B JJ1s 30epiranHs, 0OpoOKU Ta nepenaBaHHs 1HGOpMAIIii;

— 3pocTaHHs OO0cCATIB 1H(QOpMali, sIKa MEepPeAAETbCsl BIAKPUTUMU KaHaJIaMU

3B'A3KY;

— 3aroCTPEHHs KPUMIHOTE€HHOI OOCTaHOBKH, 3pOCTaHHS YHCJa KOMII'FOTEPHHUX

3JIOYMHIB, OCOOJIMBO B KpEeIUTHO-(P1HAHCOBIH cdepi.

J:kepesia 3arpo3 indopmauiiiniii 6e3meni

Buxoasuu 3 Bu3HaueHHs 3arpo3 iHdopmamiiHid Oe3mnell, MOXXHAa BUIUIUTH
JEKUJIbKa OCHOBHMX JIPKEPEJN 3arpo3, siki MOXKYTh TOPKAaTUCA 1HTEPECiB OCOOMCTOCTI,
CYCIJIbCTBA 1 IepKaBH.

IDicepena 3aepo3 ingpopmayitinii 6ezneyi ocooucmocmi.

[aTepecn ocobucTOoCTi, $KI HEOOXITHO OXOpPOHATH B iHGOPMAIITHOMY
CYCIIJIbCTBI, MOJSATAIOTh HAcaMIlepes] Yy peallbHOMY 3a0e3NeyeHHI KOHCTUTYLIMHHUX

mpaB 1 CBOOOJ JIOAMHHU 1 TPOMaJAsSHWHA HA JOCTYI N0 BIAKpHUTOI iH(MOpMaIlli, Ha
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BUKOpUCTaHHs 1H(opMalii B 1HTepecax 31HCHEHHS HE 3a00pOHEHOI 3aKOHOM
TUSJIBHOCTI, a TaKOX y 3axucTy iHdopMailii, mo 3abe3nedye ocoOuCTy Oe3meKy,
JYXOBHUU Ta 1HTEIEKTYalbHUI PO3BUTOK.

HaiiGinbp1 HeOe3neyHuM JIKEpesioM 3arpo3 UM 1HTEepecaM BBaXKAEThCSI CYTTEBE
PO3UIMPEHHS] MOKJIMBOCTI MAaHIMYJIOBAaHHA CBIIOMICTIO JIIOAMHHM 33 PaxXyHOK
dbopMyBaHHS HaBKpPYr Hei I1HAWBIIYaJbHOIO «BIPTyaJlbHOro 1H(OpMaIiitHOTO
MIPOCTOPY», a TAKOXK MOKIIMBICTh BUKOPUCTAHHS TEXHOJIOT1M BIUIMBY Ha il TICUXIYHY
TISUTBHICTB.

BaxnnBoo 0coONMBICTIO C€HOCOOY JKUTTS JIOOUHH B 1HpOpMAaIiitHOMY
CYCIIIJILCTBI € CYTTEBE CKOPOYECHHs «iH(OpMaliifHUX» BiFACTaHEW (4acy JOCTYMy 0
HeoOXx11HO1 1HpopMaIlii), 10 Bee 0 MOSBU HOBUX MOXKIIUBOCTEH - K 3 (JOPMYBaHHS
pyOexiB, 3a skuMu iH(poOpMaliiiHa 1HQPACTPyKTypa CTa€, MO CYTi, OCHOBHHM
JoKepesioM 1H(opMarii s JIFOAUHY, 3A1HCHIOE 0e3Mocepe/IHIi BIUTMB Ha ii ICUXIYHY
TUSIIBHICTB, HA (hOPMYBaHHS 11 COITiaIbHOI TOBE/IIHKHU.

[TpobGiiema dhopmMyBaHHS pO3YMOBHX IOTPeO 1 MOTHUBAIIIT COIIATBHOI MMOBEIIHKH
MOKWA HE Ma€ 3arajbHOrO BUPIIICHHS HABITh JJIS 1HIYCTPIAJIbHOTO CYCHIJIBCTBA 1 IIIE
OUIbIlIe YCKIAHIOETHCS CTOCOBHO 1H(OpMaIiifHOro cycrniibcTBa. BoHa € ofHi€ero 3
HaWOIBII CKJIAJIHUX Y CYYACHIN MCUXOJOTIYHIN HayIIi.

B minomy cTpykTypa  CHOXMBYO-MOTHBAIIHOI  cdepu  0cOOMCTOCTI
YTBOPIOETHCS 0a30BUMHM MOTpeOaMu, 3YMOBJIEHMMH HOro TreHoTurnoMm (y 1xi,
ocoOucTIi Oe3merl, moTpeda y NpoAOBXKEHH] POy, TOBIOJITTI, @ TAKOXK NOTpedamMu y
CIUJIKYBaHHI 3 IHIIUMH JIIOJAbMHU), TTOXITHUMHU NOTpeOaMu, 10 POPMYIOTHCS T1FOYO0I0
CUCTEMOIO BHXOBaHHA. CriocoOu 1 (hopMH 3aJ0OBOJICHHS LIMX MOTPeO y 3HAYHIA Mipl
3ajexaTh BIJ 1H(OpMaLii 1 3HaHb, IO OJEPKYIOTHCS 3 HABKOJUIIHBOIO CBITY 1,
30KpeMa, HAIXoIATh uepe3 1HQopMaliiiHy 1HPpacTpykTypy. CHpsMOBaHICTb
BUKOPUCTAHHA ojepxkaHoi 1Hdopmamii 1 pe3ynbTatv, IO OJEPXKYIOThCH,
BH3HAYAIOTHCS, HacaMIepe ], 0COOO00 JTIOIMHU Ta 11 JyXOBHUM ITOTCHITIATIOM.

CxiaiHiCTh MPOIEAyp, 0 PEATi3yIOThCA B CYYaCHUX TEXHOJOTIAX JOCTYMY 0
HEOOXITHUX 1H()OPMAIIHHUX PECYPCIB, KPUTUYHO 301JIBIITYIOTH 3aJI€KHICTH OKPEMO1
JIOJIMHU BiJl 1HIIUX JIFOJIEH, SIKI 3M1MCHIOIOTH PO3POOKY 1H(MOPMAIITHUX TEXHOJIOTIH,
BU3HAYCHHS aJITOPUTMIB MOIIYKY HEOOX1IHOI iH(popMarlii, i1 momnepeaHr0i 00poOKH,
MIPUBEACHHS 10 BHJY, 3pYYHOTO IS CHPHHHATTS, JOBEACHHS 0 crokuBada. [lo
cyti, 1wl Joau GopMyroTh IS JTOAUHU 1HQopMariiiHui (OH HOro KUTTS,
BU3HAYAIOTh YMOBH, B SIKUX BiH JKMBE 1 Jl€, BUPIIIY€E CBOI XKUTTEBI npoodiemu. Came
TOMY BB@)KA€THCS BUKIIOYHO BKIUBUM 3a0€3MEUUTH O€3MeKy B3a€MOJIil JIOJAUHU 3
1H(OpMaIIIITHOIO CTPYKTYPOIO.

[HmuM  HeOe3meuHuM  JDKEpEeIoM  3arpo3  IHTepecaM  OCOOMCTOCTI €
BUKOPUCTAaHHA Ha IIKOJY ii IHTepecaM NMEePCOHAIBHUX JaHUX, 10 HArPOMAIKYIOThCS
PI3HOMaHITHUMH CTPYKTYpaMH, B TOMY YHCIII OpTaHaMu JIEP>KaBHOI BJIAJIM, a TAaKOXK
PO3IIMPEHHS] MOXJIMBOCTI MPUXOBAHOTO 30MpaHHs iHOpMAIlii, M0 CKiIanae Horo
O0COOUCTY 1 CIMEMHY Ta€EMHHUIIIO, BIIOMOCTI TIPO ii TPUBATHE YKUTTSI.

Ile 3ymMoBI€HO, y mepIily 4yepry, TpyJIHOIAMHU pealli3allii MeXaHi3MiB OXOpPOHU
X BIJJOMOCTEH, MOMANBIITUMHU JOCATHEHHSAMH Y MIKpOMiHiaTiopu3alli 3aco0iB
MPUXOBAHOTO 30UpaHHs 1 IepeaaBanHs iH(opmarrii.

IDicepena 3a2po3 inhopmayitinii 6e3neyi cycniibecmaa.
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[nTepecu cycniyibcTBa, M0 BCTYNWIIO Y CTaAi0 MOCTIHIYCTPIAIbHOTO PO3BUTKY,
MOJISITAIOTh Y 3aXHUCTI JKUTTEBO BAXKJIIMBHUX 1HTEpeciB y ik cdepi, 3abe3meueHHs
peanizanii KOHCTUTYLIHHUX TpaB 1 CBOOOJ JIOJUHU 1 TpPOMAJsSHUHA B IHTEpecax
3MII[HEHHSI JIEMOKpaTii, JOCATHEHHS 1 MIATPUMYBAHHSA CYCHUIBHOI 3Jaroj,
M1BUIIEHHS TBOPUYOT aKTUBHOCTI HACEJICHHS.

OpHuM 13 mKepen 3arpo3 1HTEpecaMm CyCHiIbCTBa B iH(popmalliiiHiii cdepi €
OesrmepepBHE YCKIAAHCHHS 1H(POPMAIIMHUX CHCTEM 1 MEpeX 3B'SI3KYy KPUTHIHO
BOXJIMBUX 1HOPACTPYKTYp 3a0€3MEUCHHS KUTTS CyCIIbCTBA.

i 3arpo3u MOXYTh MPOSBISATHUCS 1 BUTIIAI SIK HABMUCHHX, TaK 1 HCHABMHCHUX
MOMMJIOK, 3001B 1 BI/IMOB T€XHIKH 1 IPOTpaMHOTO 3a0€3MeueHHs, IKIJTMBOTO BIUIUBY
31 CTOPOHU 3J0YMHHHUX CTPYKTYp 1 KpUMIHAIBHUX eneMeHTiB. O0'ekTamMu peanizaiii
TaKUX CTPYKTYp MOXYTh BHCTYHaTH CHCTEMU E€HEPreTUYHOI, TPaHCIOPTHOI,
TPYOOTIPOBIAHOI 1 IEAKHUX 1HIINX 1HHPACTPYKTYD.

Hebe3meunumM JKepenoM 3arpo3 BHUCTYIIA€ MOXKJIMBICTh KOHIIEHTpaAIlii 3aco0iB
MacoBoi iHpopmartii (3MI) B pykax HEBEIMKOI IPyIH BIACHHUKIB.

i 3arpo3u MOXXYTbh MPOSIBIASTUCS Y BUTJISII MAHIMYJISIT CyCHUTBHOIO TYMKOIO
[0 BIAHOUIEHHIO 10 TUX Y IHIIMX CYCHUJIBHO 3HAYMMHUX IMOJIIH, 8 TAKOXK pyHHYBaHHS
MOpaJIbHUX YCTOIB CYCIUJIBCTBA IIJIIXOM HaB'I3yBaHHS Uy KOPIAHUX I[IHHOCTEH.

Hapemri, He0e3neuyHuM JKEpesIoM 3arpo3 € PO3IIMPEHHS MaciTabiB
BITUM3HSIHOI 1 MDKHAPOJAHOI KOMIT'FOTEPHOI 3JI0YMHHOCTI.

{1 3arpo3u MOXyTb MPOSIBISATUCS Y BUMIISAL CIpoO 3/IMCHEHHS MIaXpaniChbKUX
omepauii 3 BHUKOPUCTAHHSAM IJ00adbHUX a00 BITYM3HSAHUX 1H(pOpPMAaIiitHO-
TEJEKOMYHIKAIIITHUX CHUCTEM, BIJIMHBAHHS (IHAHCOBUX KOIUTIB, OJEPKAHHUX
OPOTUIIPABHUM IIIJIIXOM, OJEP)KaHHA HEMPAaBOMIPHOTO JOCTYMy 10 (hiHaHCOBOI,
0aHKIBCHbKO1 Ta 1HINOI 1H(GOpMaIlli, sika MOXXe OYTH BHUKOPUCTAHOIO 3 KOPHUCIUBOIO
METOIO.

JDicepena 3a2po3 inghopmayitinii 6ezneyi deporcasu

[aTepecu nepxaBu B iH(MOpMaIliHINA cepl TMOIITal0Th y CTBOPEHHI YMOB IS
FapMOHIMHOTO pPO3BUTKY 1H(OpMaLIiHOT 1HPPACTPYKTYpH JepKaBu, peanizaii
KOHCTUTYLIHHUX TpaB 1 CBOOOJ JIIOJAWHU 1 FPOMAJsIHMHA B 1HTEpecax 3MIIIHEHHS
KOHCTUTYLIHHOTO Jlaay, CYBEPEHITETy 1 TEpUTOPIabHOI LIIICHOCTI KpaiHH,
BCTAHOBJICHHS TOJITHYHOI 1 COIANBHOI CTAaOLIBPHOCTI, €KOHOMIYHOTO IPOIIBITAHHS,
0€3yMOBHOI0 BUKOHAHHS 3aKOHIB 1 MIATPUMKH MI>KHAPOJHOIO CHIBPOOITHHUIITBA HA
OCHOBI MAPTHEPCTBA.

VY mnepiry yepry 3arpo3u i1HTepecaMm JAEp:KaBU TAKOX MOXKYTh IMPOSBISATUCS Y
BUIJISIAI OTPUMAHHS TPOTUIIPABHOTO JIOCTYMY 1O BIJIOMOCTEH, IO CKJIAJal0Th
JEp’KaBHY TAEMHUIIIO, O 1HILIOT KOH(IAESHIIHHOIT 1H)OopMaIlli, pO3KPUTTS SIKOT MOXKE
HAHECTU 30UTKH.

[Ipore HaiiO1IbII HEOE3MEUHMMHM JKEpeNlaMU 3arpo3 I1HTepecaMm Jep:KaBH B
iH(OpMAIIHHOMY CYCHIJIBCTBI MOXKE CTaTH HEKOHTPOJHOBAHE PO3MOBCIOIKCHHS
iH(dopmariiiiHoi 30poi Ta PO3TOpPTaHHS TOHKKM O30pOEHBH y IiM ramysi, crpoOu
peasnizalii KOHIemii BeAeHHs 1HhOpMaIliitHuX BiifH.

Cepen HaWOUIBLI CEepHO3HUX 3aBlaHb, SKI MOXYTh BHpIIIyBaTHCS 3a
JIOTIOMOTOI0 cy4acHoi iHpopMaIliiftHOi 30p0oi, MOKHA BUIIJTUTH HACTYIIHI:

— CTBOpeHHA arMmocepu OE3MyXOBHOCTI Ta aMOPAIBbHOCTI, HETaTHBHOTO
BiJTHOIIICHHS 10 KYJIbTYpHOT CITaIIIHA TPOTUBHUKA,
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— MAaHIMyJIOBaHHS CYCHIJBHOIO CBIJIOMICTIO Ta TOJITHYHOI OPIEHTAIIIEIO
COLIIAJIbHUX TPYIl HACEJICHHs JEep>KaBH 3 METOIO CTBOPEHHS MOJITUYHOI HAlpyry Ta
Xaocy;

— gaectabumizaiiss MOJITUYHMX BITHOCHH MDK MapTisiMU, OO'€THaHHAMHU Ta
pyXaMH 3 METOI0 TMPOBOKAIlli KOH(MIIKTIB, pO3MaTIOBAaHHS HEIOBIPH, 3arOCTPCHHS
MOJIITUYHOI OOpOTHOM, MPOBOKYBAHHS peEmpecii MpOTH OMO3MINI, IPOBOKAIis
B3a€MHOTO 3HUIIICHHS;

— 3HIDKEHHA 1H(opMaliifHOro 3a0e3neueHHs BiIad Ta YIPaBIiHHSI, 1HCHIpaIisa
MOMMJIKOBUX YIIPABIIHCHKHUX PIIICHb;

— ne3iHdopmallis HaceJIeHHs PO poOOTY JepKaBHUX OPraHiB, MIJIPUB IXHHOTO
aBTOPUTETY, NIUCKPEAUTALlISI OPTaHiB yIPaBIiHHS;

— MPOBOKYBAaHHS COLIANbHUX, TOJMITUYHUX, HAIIOHAIBHUX 1 PpETTriiHUX
CYTHUYOK;

— 1HIIIIOBAaHHS CTpaiiKiB, MAaCOBHX 3aBOPYIICHb Ta 1HIIMX aKI[iil €EKOHOMIYHOTO
IPOTECTY;

— YCKJIaJHEHHS MPUMHSTTSA OpraHaMH BaKJIMBUX PIIICHbD;

— MiAPUB MIKHAPOJIHOTO aBTOPUTETY JEp>KaBH, ii CIIBPOOITHUITBA 3 1HIIMMHU
KpalHaMmu;

— HAHECEHHS BTPAT MXUTTEBO BAaXJIMBUM IHTEpecaM JI€pXaBU B MOJITUYHIH,
€KOHOMIYHiH, 000pOHHIH Ta 1HIIKX chepax.

PyitniBHMI BIUMB 1H(OpMaIiHUX 3arpo3 B 1H(GOPMAIIMHOMY CYCIUIBCTBI
MOke OyTH OUIBII TOTYXHUM Ta €(EKTHBHUM, HIXK 1€ ysABIg€Tbcs. OcoOauBO
HeOE3MEUYHUM L€ € B yMOBaX ICHyBaHHS Mail’>ke MOHOIOJILHOTO MOJI0XKEHHS KOMIIaHii
HEBEJIMKOI KIIBKOCTI KpaiH HAa PUHKY I1H(POPMALIMHUX MPOAYKTIB, OCKUIBKU L€
3/IaTHE CIIPOBOKYBATH OakKaHHsI BUKOPHCTATH HAsBHY MepeBary s TOCSTHEHHS Tiel
YU 1HIIOT MOJITUYHOT METH.

Xix podoru

1. O3HailoMHUTHCS 3 TEOPETUYHUMHU MaTepialaMH MO TEMI.

2. IlpoanamizyBaTu 3arpo3u, IO TMPOSBISAIOTECS y BUTIIAAI MAHIMYJISIIIT
CYCHIJIBLHOIO JTYMKOIO IO BITHOIICHHIO J0 THX UM 1HIIMX CYCIIHHO 3HAYUMHX TOJIIH,
a TakoXX pYyWHYBaHHS MOpAJIbHUX YCTOIB CYCHUIBCTBA MUISIXOM HaB'sI3yBaHHS
qy>KOPITHUX I[IHHOCTEH, BUKJIMKAHI MOXJIMBICTIO KOHIICHTpAIlii 3aco0iB MacoBOi
iHdopmartii (3MI) Ykpainu B pykax HEBEJIMKOI IPYIH BIIACHUKIB.

3. 3a pe3ynbraramMu poOOTH MIATOTYBATH 3BIT

4. 3poOuTH BUCHOBKH.

KoHTpoJsbHI nMTAHHSA
1. SIxumM YMHOM PO3PI3HAIOTHCS TPYMH 3arpo3 iHpopmariii?
2. Ha3BiTh OCHOBHI XapaKTepUCTUKH 3arpo3 1H(popMaliiiHii 6e3neii YKpaiHu.
3. SIki OCHOBHI MIJIXOH 10 BU3HAUCHHS 1eCTa01M3y0unx (HaKTopiB BU 3HA€ETE?
4. JaiiTe BUSHAUEHHS MOHATTIM «3arpo3ay, «HeOe3meKay.
5. SIK CHiBBIHOCSTBHCS KaTeropii «HeOe3meKay Ta «3arpo3a»?
6. Buznaute Buau 3arpo3 3a NEBHUMU KPUTEPISIMHU.
7. Buznaute dakTopu 3arpo3 3a IEBHUMHU KPUTEPISIMHU.
8. HasBith mxepena 3arpo3 iHbopmarliitHii 6e3merri.
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9. Ha3BiTh 6a30Bi 3arpo3u iHpopmaIliiiHii 0e3mner 1epKaBH.

10. Ha3Bith 6a30Bi 3arpo3u iHdopMalliitHiii 6e3nerl CyChiabCTBY.

11. Ha3Bith 6a30Bi 3arpo3u iHdopMaliiiiHii Oe3ner JruHi, FPOMaJIsTHUHY.

12. SIxi iCHYIOTB eTanu PO3BUTKY 3ac001B 1HPOPMAIITHUX KOMYHIKAI[ii?

13. SIki 3aBaaHHS MOXYTh BUPIITYBATUCS 32 JOTIOMOTOIO CYy4acHOi 1H(popMaIiiHoi
30poi?

HpakTnyne 3ausarrsa Ne 2
2 200uHu
Tema 3ansaTTsa: MeTonu Ta 3aco0u 3abe3nedeHHs iHMOpMAIiHHOT Oe3MeKu
JIEpKaBH.
Meta 3aHATTSA: O3HAHOMUTHCS 13 METOJaMU Ta 3aco0amMu 3a0e3MeUEHHS
iH(opMariitHoT Oe3MeKu aep KaBy.

Teoperuuni BizomocTi

Jlep>kaBa 3MIMCHIOE CBOi 3aXOJM 4epe3 BIAMOBIIHI OpPraHd, a TPOMAJSHH,
CyCHUIbHI opraizamii i1 00'€eJHaHHS, IO MarTh BIAMOBIJHI NOBHOBAXEHHS, - Y
BIIOBIJTHOCTI 13 3aKOHO/IABCTBOM. B 0CHOBY 3a0e3nedeHHs iHpopMalliitHoi Oe3nexku
JepKaBH MOBUHHI OyTH MOKJIa/IeH]l HACTYITH1 TPUHIIUIIN:

— 3aKOHHICTb, JOTPUMAaHHs OalaHCy IHTEPECIB OCOOMCTOCTI, CYCHUIbCTBA 1
JICpKaBU;

— B3a€MHA BIJIMOBIJAIBHICTH CY0'€KTIB 3a0e3neueHHs iHdopmailiitHoi 6e3neky;

— 1HTerparlisi CHCTEM HalllOHAJIbHOI 1 MDKHAPOIHOT O€3MeKH.

CrneunpiyHMMYU OpUHLIMIAMU 3a0e31eueHHs 1H()OopMaiiHOT OE3NEKH €:

— NPEBEHTUBHMI XapakTep MPOBEACHHS ii 3aXO0/IB MO BiJIHOLICHHIO A0 3aXOJIB
IHIINX BHIB OC3IICKH;

— azexkBaTHa 1HGOPMOBaHICTh 00'€KTIB O€3MEKH, B TOMY YHCII 1 MIKHAPOTHUX.

IIpeBeHTHBHIiCTH (J1aT. praeventio BiJl pragvenio — «IOMEPEIKYI0») 3yMOBIIEHA
BJIACTUBOIO JIFOJAMHI TOCIITOBHICTIO BHUKOHAHHS OIepalliid, IO CKIaga€e Oyab-siKy
€JIEMEHTapHYy [if0. YCe TOYMHAEThCS 3 mNpuiiMaHHs (H0OyBaHHs) iHGOpMalii, a
3aKIHUYETHCS AKTUBHOKO JI€I0: PEakli€lo Ha ojepxkany iHdopmariro. OCKIUIbKHA 118
CIpaBeyIMBO MO BIAHOIICHHIO JO OYyIb-SIKOTO BHIY MAiSUIBHOCTI, TO MOXHA
CTBEP/KYBATH, IO JAaHWWA MPUHITUI € 3araJIbHAM, 1 HOTO disl pO3MOBCIOKYETHCS Ha
BCi cpepu Oe3meKr 0COOMCTOCTI, CYCIJIbCTBA Ta JICPHKABHU.

AnexkBaTHa iHQopMoBaHicTh 00'€KTIB O€3IeKU O3HAYa€, M0 BC1 BOHU MalOTh
MpaBo BOJOMAITH 1HGOPMAIIEID MPO SBUINA 1 MPOIECH, IO iX I[KaBIATh, SKE
oOMeXeHe TIJIbKM 3aKOHOJIaBYO 3 METOK OXOPOHM OCOOHMCTOI, CIMEHHOI,
npodeciitHoi, KOMEpIiitHOI Ta JepaBHOI TA€MHUIl, a TakoX Mopaumi. [IpaBa Ta
CBOOOM CYyCHUIbCTBA B TMUTAHHAX TONIYKY, BOJIOJIHHA Ta PO3MOBCIOKEHHS
iH(hOopMaIlii MOBUHHI PETyJIOBATUCS 3aKOHOJIABUMMHU aKTaMH, SIKI BUJAIOTHCS, MO0
cnienuiky AiSUTBHOCTI CYCHIBHUX 00'€qHaHb Ta OpraHi3alliii abo 3micTy iHbopMmarrii.
Hampuknan, anmekBatHa 1H()OPMOBAHICT, CYCHUIBCTBA TPO HOTO MaTepiasibHi
IIHHOCTI  JIoCATa€ThCss y cdepl HOPMOTBOPUOCTI Ta  MPaBO3aCTOCYBAaHHS
3aKOHOJABCTBA PO 3aXUCT KOMePIliHHOI TaeMHUI. [IpaBa Ta cBOOOAM CYyCHIILCTBA B
JyXOBHIN cdepl MOBHHHI 3aXWINATH 3aKOHOJaBUl aKTH, SIKI BU3HAYalOTh MOPSIOK
OCBITM Ta (DYHKIIIOHYBaHHSI OCBITHIX, MPOCBITHULIBKUX, KYJIbTYpHHUX, PETITTHHHX
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oprasi3ailiif, a Takox 3aco0i1B MacoBoi iH(opmMailii. B ocHOBI mipaB 1 CBO0OO 1 iepKaBU
y cdept ii iHGOPMOBAHOCTI 3 MHUTaHb CBITOBOI TOJITUKH, €KOHOMIKH, HAYKH,
pecypciB, ekojorii, 00OpOHM 1 T.IH. JIeKaTh [II0Yl HOPMH Ta TPUHIIUIHU
MDKIEp>KaBHOrO TpaBa. ['OJOBHUM cIiJi BBa)XaTH TMPUHLMUII PIBHOI OE3MEKH.
CrocoBHO 110 iHbOpMaIiiHOi chepr MOKHA TOBOPUTHU MPO Horo TpaHchopmMmalliro B
IPUHIIAI aJeKBaTHOI 1H(MOPMOBAHOCTI JAEp’kaB CBITOBOTO CITIBTOBAPUCTBA, SKHM
nependadae MpaBO KOXKHOI JepaBu Ha iH(opmariiiHy Oe3mneky, 3a0e3mneyeHHs
iHpopMaIliiiHoi Oe3nekru yCiX 4IEHIB CIIBTOBApUCTBA B PIBHIA Mipi, BpaxyBaHHs
1HTEepeciB ycix CTOpiH 0e3 OyAb-sKOi IMCKpUMIHAIT, BUKIIOUYEHHS OJHOCTOPOHHIX
mepesar, Bi/MOBa Bif MTii, 1110 HAHOCATD MIKOAY 1HIIIN JepKaBi.

3akoHOMaBYa 0a3a, ska BH3HAYA€ TMEPENTIK BIIOMOCTEH, IO BIIHECEHI [0
JepKaBHOI TA€MHUII, MEXaHI3M Ta TMOPSAOK I 3aXHUCTy MOBHHHI PO3POOISATHCH,
BHUXOJSIYM 13 HABEICHOTO MPUHIINITY, & TAKOX 0araTOCTOPOHHIX YroJa JepikKaB, SKi
BXOJATH JI0 MIDXKHAPOIHOI cucTeMU 1HGopMalliifHoi 6e3neku. @opMyBaHHS OCTaHHBOT
Oyzae, O4EeBMJIHO, CIIPABOIO JAJEKOi MEPCHEKTHBH, sIKA O3HAMEHY€e COOOI0 BHUIIMN
piBEHb MPOSIBY JOBIpM Ta 3alliKaBJICHOCTI JIepKaB CBITOBOTO CITIBTOBapUCTBA B
3a0e3MeueHH] BUKOHAHHS Ha TIPAKTHUIll MPUHIINITY aJlekBaTHOI iHpopMoBaHOCTi. Taka
CUCTEMa [TOBUHHA CTATH MiICUCTEMOI0 Y CUCTEMI KOJIEKTUBHOT O€3MEKH.

Cucrema 3a0e3nedyenHs: iHgpopmaniiiHoi 0e3meKkn Aep:KaBu

3a0e3nevyenHs iHgopmaniiiHOl 0e3lMeKH Jep:KaBU - 1€ CYKYIHICTb 3aXOJiB,
MPU3HAYEHUX JUIsl JOCSATHEHHS CTaHy 3aXMILEHOCTI MOoTped O0coOMCTOCTEM,
CYCIIJIBCTBA 1 IepKaBu B 1H(POpMaIlli.

BiacyTtHicTh cuctemu 3a0e3neueHHs 1HGOpMALiitHOI O€3MEKH YHEMOMXKIUBIIIOE
HaJlliHe 3a0e3nedyeHHs He JuIlle 1HPOpPMAIIHOI, a W HAlllOHAJIBHOI OE3MEeKH.
['ooBHE mpuU3HAYCHHS I[1€1 CUCTEMHU TMOJSTa€e y JOCSITHEHH1 LUIeH HalllOHAIbHOT
Oesneku B 1H(MOpMaliiHINA cdepl, a OTKe OCHOBHOIO (DYHKIIIEIO AAHOT CUCTEMHU €
3a0e3nedeHHs 30a1aHCOBAaHOTO ICHYBaHHS 1HTEPECIB 0COOH, CYCIIbCTBA 1 IepKaBU B
iH(dopmaritHii chepi.

3abe3neueHHs 1HGopMarlliiiHoi Oe3NmeKu JIOCSATAEThCS 'y TMPOIECl CBIIOMOL
IIJIECIIPSIMOBAHOI JISTTBHOCTI OpraHiB JEP>KaBHOTO YIPABIIHHS, MO 3aro00IraHHIO
MOKJIMBOTO TIOPYIICHHS iX HOpMaJbHOTO (DYHKIIIOHYBAaHHS B pe3yJbTaTl [ii 3arpo3
Ta HebOesnmek. Meroro 3a0esneueHHs 1HGOpMAIHOT O€3MeKu € CTBOPEHHS
HOpMaJbHUX YMOB (YHKI[IOHYBaHHSI KOHKPETHOTO OpPTaHy JIEP>KaBHOTO YITPaBIIIHHS,
a TaKOXX MPOBEJEHHS MOHITOPUHTY CTaHy 1HQOpMaliifHOi 0e3NeKH AJi1 po3pOOJIECHHS
ONTHUMAJIbHOI MOZEN (PYHKIIOHYBaHHS CHUCTEMHU 3a0e3MedeHHs 1HPOpMaLiiHOI
Oe3IeKH.

Jlep>xaBHa crcTeMa 3a0e3neueHHs 1HpopMalliiiHo1 Oe3neKu Kpainu aBisie cO0010
opraHizailiifie o0O0'€THaHHSI JIep>KaBHUX OpraHiB, a TaKoXX CHUJI Ta 3aco0iB
iH(dopmaliiiHoi Oe3neKu, 10 BUKOHYIOTH CBOI (DYHKIIII Ha OCHOBI 3aKOHY IiJl
KOHTPOJIEM 1 3aXUCTOM CYJ0BOi Biaau. [lep:kaBHa cuUcTeMa CKJIaja€ HAWBaXIJIUBIILY
JaHKy cucTeMHu iH(opMaIiiHoi Oe3MeKu OCOOMCTOCTI, CYCHUIbCTBA 1 JIepKaBU B
npaBoBii AepkaBi. OCHOBHHMHU 3aBJaHHSAMH TaKOi CHCTEMH €:

— BUSIBJICHHS 1 TPOTHO3YBaHHS JecTabumi3yrounx ¢akTopiB 1 iHGOpMAIIHHUX
3arpo3 JKUTTEBO BAXKIIMBUM IHTEpECaM 0COOUCTOCTI, CYCIIIbCTBA Ta IEPIKABH;

— 31ICHEHHS] KOMIUIEKCY OINEpaTUBHUX 1 JOBrOTPUBAIMX 3aXOMIB 3 iXHBOTO
MONEePE/HKEHHS 1 YCYHEHHS;
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— CTBOpPEHHS 1 MIJTPUMaHHS B TOTOBHOCTI CHJI Ta 3aco0iB 3a0e3NedeHHS
1H(popMariitHOT Oe3neKH.

Opranu (cmyx6u) i1HpopmariiiiHoi Oe3MeKu MOXYTh CTBOproBaTuCsS (Ha
3aKOHO/ABUYMX 3acajax) i B HEJEP)KaBHUX CTPYKTypax IS 3aXHCTy CBOIX MOTpeO B
3a0e3neyeHHl HeoOXinHOIO iH(opmamiero. JlaHi opraHM Ha OCHOBI YKJIaJC€HHSA
BIIMOBIIHUX YTOJ MOXYTh OyTH TpUEAHAHI A0 €IWHOI JEpPKaBHOI CHCTEMH
1HpOopMaIliiHOT Oe3MeKH.

Takum umHOM, YympaBmiHHS B cdepi iHQopmariiiHOi Oe3neku  Mae
3MIACHIOBATUCA HA MIJACTaBl MPUHIMUIY JOOCTyHnHOCTI Ta Oesmeku. Cucrema
3a0e3neyeHHs 1HGopMaliifHOoi Oe3meku B TMepIly Yepry Mae TapaHTyBaTu
JOCTYMHICTh 1 MUICHICT, 1H(oOpMalli, a 1ii KOH(IJCHIINHICTD Yy BHUOAAKY
HEOOX1HOCTI.

OcHoBHIi ¢popmu 3a0e3neueHHs iHPOpMALIIHHOI 0e3NIeKH AepPKaBU

®opmu 1 ciocobu 3abe3nedeHHs 1HGOpMAIIiitHOT Oe3MeKu YTBOPIOIOTH BIIACHE
IHCTPYMEHT, 3 JIOMIOMOTOI0 SKOTO CHJIM 1H(OpMaIliifHOi Oe3MeKHu BUPINIYIOTh BECh
KOMILJIEKC 3aBJaHb 13 3aXHUCTy JKUTTEBO BAXKIMBUX 1HTEPECIB OCOOUCTOCTI,
CyCIUJIbCTBA Ta JepxkaBu. TomMy HEOOXiJHE 4YITKE OpUAHYHE O(OPMIICHHS MNpU
pO3po0ILII HOPMATHBHUX AaKTIB, AKI PEryNIOIOTh JISUIbHICTh OpraHiB iH(OpMaiiiHoi
Oe3neku. HaliBaxnuBima BUMOra A0 OOIPYHTYBaHHSA CHOCO0iB, OpM 1 MEXaHI3MIB
iXHBO1 peanizaiii noysrae B a0COJIIOTHOMY BEPXOBEHCTBI IpaBa y OyAb-sKiil, B TOMY
YUCIl 1 TOJITUYHINA JISJIBHOCTI. Y CBOIO 4epry, KOXXHHU CyO'€KT 1H(POpMaLIIHOIO
MpoLleCy TMOBMHEH MaTH BIANOBIAHY IPaBOBY CBIAOMICTb, OyTH 3aKOHOCIYXHSIHHUM,
no0pe ySIBJISATH HACHIIKU CBOIX JiMl JJis 1HIIUX CYO'€KTIB Ta Mipy BiJIIOBIIAIBHOCTI
Ha BUIAJOK MOPYIICHHS iXHIX JKUTTEBO BAXIUBHUX 1HTEpeciB. Lle € mpuHIMIOBUM,
OCKIJIbKM 3aCTOCYBaHHS THUX UM 1HIIUX (POpM 1 crocoOiB 3alekUTh BiJ] TOTO, Y €
iHdopMaIliiiHl 3arpo3d HACHIJIKOM HEHaBMHUCHUX a00 HaBMUCHUX 1 CyO0'€KTIB
iH(dopMarliiiHoro mporecy. Y TmepuioMy BHUNAAKy 3a0e3nedeHHs i1HpopMaiiiHOi
0e3reKkn 3IIACHIOEThCS BINMOBIMHO y ¢opMax 1HPOPMAIIHHOTO MMAaTpOHATY Ta
1H(dOopMaIiitHOT Koorepailii, y Ipyromy - y ¢gopMi iHPopMaIiiftHOTo MpoTUOOpCTBa

Indopmaniiinnii marponar (nar. patronatys Big patronys - "3axucHUK"
dhopma 3abe3nedeHHs iHPopMaIiiHOi Oe3neku (PI3UYHUX 1 IOPUIUYHUX OCI0 3 OOKY
nepxaBu. BiH  mpunyckae  3a0e3nedyeHHsl  OpraHiB  yOpaBiiHHA  CHCTEMH
iH(popMaliiiHoT Oe3neKku Jep>KaBu BIJOMOCTSIMHM MpO JAecTalumizyroul (aktopu 1
3arpo3u crany iH(oOpMOBaHOCTI (I3WYHUX 1 HOPUAMYHUX oci0 (1Hpopmarliiine
3abe3neueHHs 1H(oOpMaliitHOi Oe3MeKku) 1 BJIacHE 3aXHCT JKUTTEBO BAXIMBUX
1HTEepeciB X 0cid Bif 1H(MOpMAIIHHUX 3arpo3 abo, SK I1e KaXyTb, - 1IHPOPMALIITHHIMA
3aXUCT.

[Ipu upomy iHdopmMmarlliiine 3a0e3nedeHHs 1H(OpPMAIHHOT Oe3MeKu BKIIOYAE
30upanHs (10O0yBaHHs) BIIOMOCTEH TIPO JAecTadimizyroul ¢akTopu Ta iHpopMaIliifHi
3arpo3u, ixHi0 00poOKy, 0OMiH 1H(POPMAIIIEI0 MK OpTraHaAMH KepyBaHHS 1 CUJIaMU Ta
3acobamu cucTeMu iHpopMariiiHoi Gesmekn. Moro OCHOBY ckiajae 30HpaHHs
(moOyBaHHs1) HEOOXITHUX BIJOMOCTEW, 3IMCHIOBAaHE B TMPOIECI PO3BIIYBaIBHOI,
OMEepPaTUBHO-PO3IIYKOBOI 1 ONIEPaTUBHO-1IHPOPMALIAHOT AiSITBHOCTI.

Indopmaniiinmii  3aXMCT [OCATAETHCS IUIAXOM BHECEHHS B  IOPSAKY
3aKOHOJIAaBUO]1  1HII[IaTUBU  3aKOHOIMPOEKTIB, 3HIMCHEHHS CYAOBOIO  3axHCTY,
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MPOBEICHHS OTIEPATUBHUX 3aX0/11B CHUJIaMU 1 3aco0aMu iH(OpMaIliiftHOi Oe3MeKu.

Indopmaniiina koonepauisi - dopma 3abe3nedeHHs iHGOpMaIIHHOI Oe3MeKu
MDK  pIBHONpaBHUMHU  cyO'ektamu  iHopmaliiiiHoro mporecy  (hi3UYHUMH,
IOPUANYHUMU, MI)KHAPOJITHUMHU ), SIKMM BKITIOUAE CYKYMHICTh IXHIX B3a€MOY3TOJIKEHUX
N, CHpsSMOBAaHUX Ha OJep)KaHHS BIJIOMOCTEM Mpo AecTabimizyroui (akropw,
necTabimi3yrodi 1 iHpopMaIliiiHi 3arpo3u Ta 3aXUCT BiJl HUX JTIOCTYITHUMH 3aKOHHUMH
criocobamu 1 3acobamu.

[adopmariitHe mpoTudopcTBO - (hopma 3abe3medeHHs 1HGOPMAIITHOT Oe3meKu
Opu 3I1ACHEHHI HaBMHUCHUX JECTPYKTUBHUX M1 Cy0’€KTiB  1H(pOpMAIHHOTO
POLIECY.

Indopmaniiine mpoTudOPCTBO - CYNEPHHUITBO COIANBHUX CHUCTEM (KpaiH,
OJIOKIB KpaiH) B 1HcpopMau1HH1H cdepi 3 MpUBOAY BIUIMBY Ha Ti abo 1HIII cq)epn
COIIAIPHUX BIJHOCWH 1 BCTAHOBJICHHS KOHTPOJIIO HAJ JKEpElaMUd CTPaTETidHUX
pecypciB, y pe3yJbTaTli SIKOTO OJHa Tpyla YYaCHHUKIB CYNEPHHUIITBA OTPUMYE
repeBaru, HeoOXiaH1 iM JIJIs1 TOAANIBIIIOTO PO3BUTKY.

JIJIsi KOHKPETHOI 0CO0OMCTOCTi TAKMMHU CITIOCOOaMH 1 3aC00aMH MOXKYTbh OyTH:

— CYJOBHII 3aXUCT IIpaB 1 CBOOO Y BUKOPHUCTAHHI 1HPOpMAITIi;

— aJIMIHICTPaTUBHUM 3aXUCT il )KUTTEBO BaXJIMBUX IHTEPECIB y 1HPOPMOBAHOCTI
3 OOKy TepuTOplajgbHUX a00 BIAOMUYHKX OpraHiB iH(GopManiiiHO1 Oe3NeKH;

— aBTOHOMHHH 3aXHUCT CBOIX MpaB 1 CBOOOJ B OCHOBHOMY 13 3aCTOCYBaHHSIM
TEXHIYHUX 3aC001B 3aXHUCTY, 0COOHUCTO1, CiIMEHHOI 1 MpodeCiitHOT TAEMHHUIII.

Ile x xapakTepHO 1 /I CycHUIbHUX O0O0'€JHAHb, OpraHizaiii (IMiJMNpUEMCTB).
Pa3om i3 TuM, TIpu HAsSIBHOCTI Yy HUX BJIACHHMX OpraHiB iH(opmarliiiiHoi 0e3mneku, ixHi
MO>KJIMBOCTI y c(hepi aBTOHOMHOT'O 3aXUCTY CYTTEBO PO3IINPIOIOTHCS.

Metoau 3a0e3nedeHHs iHpopMauiiiHOI 0e3neKku

[Tin iHpopMaLiifHOIO OE3MEKOI0 CHiJ PO3yMITH 3aXMILEHICTh BIJ Oyab-sKHUX
BHITAIKOBUX a00 3JTIOBMHUCHHUX Mdiii, pe3yJbTaTOM SKHX MOXE 3'SIBUTHUCS HAHECCCHHS
30UTKY caMoi 1H(opMmallii abo i1 BjJacHUKaM .

3aBaaHHs 3a0e3neuyeHHs 1H(OpMaliiHOT O€3NeKH IOBUHHO BUPIIIYBATHUCS
CHUCTEMHO, 11€ O3Hauae, M0 Pi3HI 3acCO0M MOBUHHI 3aCTOCOBYBATUCS OJIHOYACHO 1 Mij
[EHTpaII30BaHUM yIpaBmiHHAM. [IpH 11bOMY BC1 CKJIaJIOB1 CHCTEMU MMOBUHHI «3HATH
PO ICHYBaHHS OJIMH OJTHOTO, B3a€MOJIISATH 1 3a0€3MedIyBaTH 3aXUCT K BiJl 30BHIIIHIX,
TakK 1 BiJl BHYTPIIIHIX 3arpo3.

Icaye 6araro meToniB 3a0e3neueHHs 1HPopMaIliiHOT Oe3MeKH:

— 3ac00M aHTUBIPYCHOTO 3aXHUCTY;

— 3acobu mmdpyBaHHa 1HQoOpMaIlii, 1O 30epiracTbcsi Ha KOMM'IOTEpax 1
NEepPENAHO] MEPEXKAMU;

— 1HCTPYMEHTH NEPEBIPKU LIJTICHOCTI BMICTY IUCKIB;

— BIpTyaJbHI IPUBATHI MEPEKI;

— MIKMEPEKEB1 €KpaHU;

— 3aco0u ayTeHTU(IKaIli KOPUCTYBayiB;

— CHCTEMH BUSBIICHHS YPa3JIMBOCTEH MEPEXK 1 aHAII3aTOPU MEPEKEBUX aTaK.

Kosxen 3 mepepaxoBaHUX METOJIB MOXe OyTH BHUKOPUCTAHUUN SK CaMOCTIHHO,
TaK 1 B IHTETpaIlli 3 1HIIIUMH.
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CyyacHi aHTHMBIPYCHI TEXHOJIOT1i JO3BOJIAIOTH BUSIBUTU MPAKTUYHO BC1 BXKE
B1JIOMI BIpYCHI MPOTrpaMH 4Yepe3 MOPIBHSHHS KOy MiI03puIoro ¢aiiay 13 3pa3kamu,
mo 30epiraloThCs B aHTUBIPYCHIM 0a3i. BuspieHi 00'€eKTM MOXYTh MijgaBaTHCS
JIKYBaHHIO, Ta MOXYTh OyTH BHJaleHl. 3axUCT BIJl BIPYCIB MOXe OyTH
BCTAHOBJICHMH Ha poOoui cTaHIli, (aiioBl 1 IOIITOBI CEPBEPH, MiKMEPEKEBI
€KpaHu, IO MPalIOITh MiJ MPAKTUYHO OYyIb-SIKOI0 3 MOIIMPEHUX ONepaliitHuX
cucteM (Windows, Unix-i Linux cuctemu, Novell).

3HaYHO 3MEHIIYIOTh HEMPOAYKTHUBHI TpPYAOBI BUTpaTh (ineTpu croamy,
noB'si3aHi 3 po30OpOM cmamy, B3HIKYIOTh Tpadik 1 3aBaHTaXEHHS CEPBEPIB,
MOKPAIYIOTh TICUXOJOTTYHUN (DOH B KOJNEKTHBI 1 3MEHIIYIOTh PHU3UK 3aTy4eHHS
CHiBpOOITHHKIB KOMITaHII Ha Mmaxpaichki omeparii. Kpim Toro, ¢imsTpu crmamy
3MEHIIYIOTh PHU3UK 3apaXCHHS HOBHMH BIpyCaMH, OCKUIBKH TOBIJOMIICHHS, IO
MICTSTh BIPYCH 9acTO MalOTh O3HAKU CriaMy 1 QiIbTPYIOTHCS.

Pe3epBHE KOMiIOBaHHA € OJIHUM 3 OCHOBHUX METOJIB 3aXMCTY BiJ BTpaTH JaHUX
3 YITKUM JIOTPUMaHHSIM METOiB 30epiraHHs KOIIii Ta peryJIsIpHOCTI .

InenTudikaris Ta aBTOpU3aIlis - 11e KJIFOYOB1 €JIeMEHTH 1HGOPMAIIHHOT O0e3IeKH.
OyHKIII aBTOpHU3Alliil BIAMOBIIAE 32 T€, O SKUX PECYpPCIB KOHKPETHUN KOPUCTYyBay
Mae goctyn. DyHKIS aaMIHICTPYBaHHS HAJUILE€ KOpPUCTyBada TEBHUMH
171eHTUIKAIITHUMU 0COOJIMBOCTSIMHU B paMKaxX JaHOT MEPEXKI Ta BU3HAUYEHHI 00CSTY
JOIYCTUMHUX JJISI HBOTO JTiH.

Cucremn mmM@pyBaHHS  [I03BOJSIIOTH ~ MIHIMI3yBaTM  BTpaTH y  pasi
HECAHKI[IOHOBAHOT'O JIOCTYMY J0 JAHUX, 10 30€piraroThCsi Ha KOPCTKOMY JUCKY a0o
IHOIOMY HOCII, a TaKOX NepexOoIuleHHs 1HGopMalii npu ii MEepecUIaHHl 10
€JEKTPOHHIA momTi abo mepenadyy 3 MEPEKHUX MNPOTOKOJIB. 3aBAaHHS J1aHOTO
3aco0y 3aXUCTy - 3a0e3MeueHHs KOH(D1ACHIIHHOCTI.

MixMepexeBUil eKkpaH sBJIsi€e cO00K0 cHUcTeMy ab0 KOMOIHALII CHUCTEM, IO
YTBOPUTH MDK JBOMa abo OuIbIlle MEpekaMH 3aXUCHUM Oap'ep, 1o obepirae Bij
HECaHKI[IOHOBAHOTO MOTPAIUISIHHS B MEPEKY a00 BUXO]y 3 HEl MaKeTiB JaHUX. Takum
YUHOM, MIKMEPEKEBI €KpaHU 3HAYHO PO3IIMPIOIOTH MOXIJIMBOCTI CETMEHTYBaHHS
1H(MOpMAIIHHUX MEPEK.

EdextuBHuii 3aci6 3axucTy BiA BTpatu KoH(QiAeHIINWHOT 1HDOpMaIli -
¢binpTpalliss BMICTY BXITHOI Ta BHUXIIHOI eleKTpoHHOI momTH. [lepeBipka camux
MOIITOBUX MOBIJOMJICHh 1 BKJIAJCHh B HUX Ha OCHOBI MpaBWJl, BCTAHOBICHHX B
oprasizaiiii, J03BOJISIE TaK0X YOE3NMEeUWTH KOMIIaHii BiJ BIAMNOBIAAIBHOCTI 32
CYJIOBUMHM I1030BAMH 1 3aXMCTUTH iX CIIBPOOITHUKIB Bl ciamy. 3aCO0M TeMaTU4HOI
¢dinpTpallli J03BOJISIIOTh NEPEBIPATH (ailIn BCIX NOMIMPEHUX (POPMATIB, Y TOMY YHUCII
ctucai 1 rpadiuni. Ilpy 1bOMy NpOMyCKHA 3HATHICTH MEpEXl NPAKTUYHO HE
3MIHIOEThCH.

Bci 3minum Ha poOouiit cranulii abo Ha cepBepli MOXKYTh OyTH BiJCTEXKEHHI
aAMIHICTpaTOpOM Mepexi abo IHIIMM aBTOPU30BAHMM KOPHCTYBAaueM 3aBISKU
TEXHOJIOT1i TIEPEeBIPKHU IITIICHOCTI BMICTY OpPCTKOTro MucKy (integrity checking). Ile
JI03BOJISIE BUSIBIIATH Oyab-siki 1ii 3 (aiimamMu Ta i1eHTu(]iKyBaTH aKTUBHICTH BIPYCIB,
HECaHKI[I0HOBAHUHN JOCTYT a00 KpaJiKKy JaHUX aBTOPU30BAHUMHU KOPUCTYBauYaMU.

Xin podorn
1. O3nHailoMHTHCS 3 TEOPETUYHUMHU MaTepiaiamMu MO TEMI.
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2. TlpoanamizyBatu MeTOAu 3a0e3nedeHHs 1HGOpMaIIiHOI Oe3MeKu, 10
BUKOPHCTOBYIOTHCS Y BaIlllOMY YHIBEPCHUTETI.

3. 3a pesynabraramu poOOTH MIATOTYBAaTH 3BIT

4. 3poOUTH BUCHOBKH.

KoHTpoJibHI nUTAHHS

1. IlonsaTTs cuctemu 3abe3nedeHHs 1HGOPMaIIHHOT 0e31eKH JIepKaBH.
2. Y 4omy nosArae BiAMIHHICTh CUCTEMH 1H(POpPMAIIHOT O€3MeKH BiJl CUCTEMH
3a0e3neyeHHs 1HpopMmaIiitHoi Oe3neku?
3. 1o Take MPEBEHTUBHICTH?
4. latu BU3Ha4YCHHS 1H(HOPMaLIIHHOTO MPOTHOOPCTBA.
5. [llo Take iH(OpMaIiiiina koomneparis?
6. Illo Take iHdopMarliiiHmii maTpoHaT?
7. Sk MO>KHA TITYMAUHTH MTOHSATTS aJeKBaTHOI 1IHPOPMOBAHOCTI?

IIpakTrnuna podora Ne 3
2 200uHU
Tema po6oru: Ilonsarts ta 3mict iHGopmaliiiHoro mpotudopctBa. OCHOBU
Teopii 1HPOpMaLIIHOI OOPOTHOMU.
Meta po0OTH: O3HAMOMHTHUCS 3 OCHOBHUMH (opMamH 1H(HOpMAIIHOTO
MpoTHOOPCTBA Ta OCHOBAMU TeOpii 1HPOPMaLITHOI OOPOTHOMU.

Teoperuuni BizomocTi

OcHoBHI ¢popmu iHGopManiiHOro NPOTHOOPCTBA

Indopmaniiine nmpoTudGOpCcTBO - CYNEPHUIITBO COINATBHUX CHUCTEM (KpaiH,
0JIOKIB KpaiH) B iH(MopMalliiiHiid cepi 3 NMpUBOAY BIUIMBY Ha Ti abo 1HII chepu
COLIAJIbHUX BIJHOCHUH 1 BCTAHOBJIEHHS KOHTPOJIIO HAJ JJKEpellaMu CTpaTeridyHHX
pecypciB, y pe3yibTari SIKOrO OJHA TIpyNa YYAacCHUKIB CYNEPHULTBA OTPUMYE
repeBaru, HeoOXiaH1 IM JIJIs1 TTOAAIBIIIOTO PO3BUTKY.

[adopmarriitne TPOTHOOPCTBO Yy HAYKOBUX KOJIAX TaKOXK PO3PI3HIIOTH Yy
IIMPOKOMY 1 By3bKOMY PO3YMIHHI.

Inghopmayiiine npomubopcmeo (y MIMPOKOMY pO3yMiHHI) - 11e hopma 00poTHOH,
O[O0  CTAaHOBUTb  CYKYIHICTb  CHELIAJIbHUX  (TIOJITUYHUX,  E€KOHOMIYHHX,
TUTIOMATHYHUX, TEXHOJOTTYHUX, BINCHBKOBHX Ta 1HIINX ) METO/IB, CIIOCOOIB 1 3aC001B
BUTIJTHOTO BIUIMBY Ha 1H(opmauiiiHy cdepy 00'ekTa 3al[lKaBICHOCTI Ta 3aXUCTY
BJIacHO1 1H(popMalliitHOT cepu B IHTEpecax AOCATHEHHS MOCTABICHUX LIJIEH.

Inghopmayiiine npomubopcmeo (y BY3bKOMY PO3YMIHHI - Yy BIHCHKOBIH,
o0opoHHIN cdepax) - 1€ KOMIUIEKC 3axoiB 1HGOpPMAIIHOTO XapakTepy,
3MIMCHIOBAHUX 3 METOI0 3aXOIUICHHS W yTpPUMaHHS CTpaTerivyHoi 1HINIATHUBH,
JOCSITHeHHS 1H(OpMAIliitHOT TIepeBaru HajJ MPOTUBHUKOM 1 CTBOPEHHS CIIPUATIUBOTO
MPOIAraHUCTCHKOTO MATPYHTS] TPH MIATOTOBIII W BeAeHHI O00HOBOi ¥ 1HIIOI
TUSITBHOCT1 30pOMHMX CHIL.

Buau  indopmanilinoro mpormbopcTBa:  ingopmayitino-mexniyvne W
inpopmayiiino-ncuxonoziune. T'ooBHUMU 00'ekTaMu BIUIMBY  1H(OpMaIliiiHO-
TEXHIYHOTO MPOTHOOPCTBA € CUCTEMH TEJIEKOMYHIKAIi 1 3B'SI3Ky, PajioeIeKTPOHHI
3acobu  Ttomo.  OO'ektoM  1H(QOPMALIHHO-TICUXOJOTIYHOTO  MPOTHOOPCTBA
3QJIMIIAIOTHCS CBIAOMICTD 1 ICHXIKa HACEJIEHHS i 0COO0BOTO CKJIaAy 30pOMHUX CHII,
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CHENCTYX 0 MPOTUBHUKA Ta CUCTEeMH (POPMYBaHHS CYCHUIBHOI JTYMKH 1 MPUNHSATTS
CTpaTeriYHuX pilliCHb.

Konneniis iHpopmariiiiHoro mpoTubopcTBa Iepeadadyae HWOro BEICHHS Ha
BOEHHOMY Ta Jep)kKaBHOMY piBHsAX. Ha neprkaBHOMY piBHI MeTOrO 1HGOPMAIIHOTO
npoTHOOPCTBA € TOCHAa0JEHHS TO3WIIM KOHKYPYIOUHMX JepkaB, IMIJIPUB IX
HaI[lOHAIBHO-JEP>KaBHUX OCHOB, MOPYIIEHHS CUCTEMH HaIllOHAJIBHOTO YIPABIIIHHS
3a paxyHOK 1H(GOPMAIIHHOTO BILUTUBY Ha MOJITUYHY, AUIJIOMATUYHY, EKOHOMIUHY Ta
couianpHy chepH KUTTETISIILHOCTI KpaiHHU, MPOBEICHHS MCUXOJOTIYHUX OIEepalliid,
OIIPUBHUX Ta IHIIMX JEMOPATI3yIOUMX MPOMAraHguCTChbKUX akiid. Bowo
COpSMOBAaHO Ha 3a0e3MeueHHs HAI[lOHAJbHUX IHTEPECIB JIEPiKaBH, YIEPEIKEHHS
MDKHApOJAHUX KOH(QIIIKTIB, TEPOPUCTUUYHMX aKlii, 3a0e3nedeHHs iHpopMaIiitHoi
0e3meKu KpaiHH Ta PO3TIISIIAE€THCS SIK BUJ CTPATETIYHOTO MPOTUOOPCTBA KpaiH.

3a IHTEHCUBHICTIO, MacmTabamMu Ta 3aco0aMu, SKi BHUKOPHCTOBYIOTHCS,
BUJIUIAIOTh HACTYMHI CTyneHl iHdopmMaliiiHoro mpoTtudopcTBa: iHGoOpMalliiHa
eKcIaHcis, iHpopMaliitHa arpecis Ta iHdopmailiiiHa BiiiHa.

Indopmaniiina ekcnaHcis - TisUTBHICTD 13 JOCATHEHHS HAI[IOHAIBHUX 1HTEPECIB
MeTOZIOM 0e3KOH(IIKTHOIO TMPOHUKHEHHS B i1H(popMaliiHy cdepy 3 MeTor:
MOCTYIOBOI, TUTABHOI, HEMOMITHOI JUIsl CYCIUJIBCTBA 3MIHHM CHUCTEMHU COIllaIbHUX
BIJHOCHUH 3a 3pa3KOM CHCTEMH JDKepela eKCHAHCll; BUTICHEHHS I0JIOKEHb
HaIllOHAJIIBHOI 1/I€OJIOT1I 1 HAIllOHAJIBHOI CHUCTEMM IIIHHOCTEH 1 3aMilleHHs iX
BJIACHUMU LIHHOCTSIMU M 17ICOJIOTTYHUMHU YCTAHOBKaMHU; 301JIBIICHHS CTYNEHS CBOTO
BIUITMBY Ta TMPHUCYTHOCTI, BCTAHOBJICHHS KOHTPOJIO HaJ  CTPAaTeTiYHUMHU
iH(opMaIiHUMU pecypcaMu, 1H(OPMAIIITHO-TEIEKOMYHIKAI[IHHOK CTPYKTYpOIO 1
HauioHanbHUMU 3MI; HapouryBaHHa npucyTHocTi BaacHuX 3MI B iHQopMariitHii
cthepi 00'ekTa MPOHUKHEHHS 1 T.1I.

Indopmaniiina arpeciss - He3akoHHI 11i OAHIET 31 CTOPIH B 1H(POPMALIIHINI
cdepi, cupsiMOBaHI Ha HAHECEHHS CYNPOTHBHUKY KOHKPETHOI, BIAYYTHOI IIKOJIU B
OKpPEMHUX 00JIACTSAX HOTO MISUTBHOCTI IUISIXOM OOMEXKEHOr0 Ta JIOKAJIbHOI'O IO CBOIX
MaciITabax 3aCTOCYBaHHSI CUJIH.

Oznaku 1HQOpMAaILIHHOI arpecii: BHKJIIOYEHHS 13 3ac00iB 1HpoOpMaIiiHoi mii
caMUX HEOE3NMeYHUX BHUJIIB, 110 HE JIO3BOJISIOTH HAJIWHO KOHTPOJIIOBATH PO3MIpPH,
3aBAaHOrO0 30UTKYy; OOMEXEHHS pO3MIpPIB MPOCTOPY, OO'€KTIB 1H(POPMAIIIHOT
1H(PACTPYKTYpH Ta COLIAIBHUX TPYI, 110 MiAJATHCSI YPAKEHHIO 1HPOPMALIHHOIO
niero (arpecist 3a4inae iHGopMaIiiHUK MPOCTIp AEPKaBU HE LIIKOM, a TIIbKA MOTO
YacTUHY); OOMEKEHHS 3a METOI0 (Iepeciiiye JOKalbHy, IPUBAaTHY METY) 1 4yacy (sK
MPaBUIIO, arpeciss MPUIUHSAETHCS TMICIsA TMOBHOTO JOCSTHEHHS arpecopoMm yciei
MOCTaBJIEHOI KOHKPETHOT METH U P1AKO HaOyBa€ 3aTSKHOTO XapakTepy), a TAKOXK IO
cujax 1 3aco0ax, 110 3aTy4aroThCsl.

Indopmaniiina BiliHa - HallBUUIMI CTyHiHB 1HPOPMALIHHOTO MPOTUOOPCTBA,
CIpSIMOBAaHUN Ha PO3B'S3aHHSA CYCHUIBHO-TIONITHYHUX, 1I€0JOTIYHUX, a TaKOX
HaIllOHATBHUX, TEPUTOPIATHPHUX Ta IHIIMX KOHQJIIKTIB MK Jep’KaBamH, HallisIMHU,
KJacaMi ¥ COIIAJIbHUMH TpyMaMH [UISIXOM ITUPOKOMACIITAaOHOI — peaizartii
HapojilaMu, 3aco0iB 1 METO/IB iHGOpMaIiitHOr0 HacuIbCTBa (1H(GOpMaIliiHO1 30po1).
MoskHa BBakaTH, 110 B 1H(pOpMaIiiiHii cdepl arpecis mepepocTae y BiiHY B TOMY
BUITAJIKY, SIKIIIO OJIHA 31 CTOPIH KOH(IIKTY MOYMHAE IMIUPOKO 3aCTOCOBYBATH MPOTH
CBOIX CYNpPOTUBHHUKIB iH(popMmalliiiHy 30poro. Lleli kputepiili 103BoJI€ BUIAUIUTH 3
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yChOTO PI3HOMAHITTS MPOIECIB 1 SBHIN, IO B1AOYyBarOThCS B 1HGOPMAIIHHOMY
CYCHIJIBCTBI TaKl, sIKi MPEACTABIAIOTh JJII HOTO HOPMaJIBHOTO (MUPHOTO) PO3BUTKY
HalO1IpITy HeOe3neky. HuHi BiICyTHI MIXKHApOJHI Ta HalllOHAJIbHI IIPaBOBI HOPMH,
SK1 JIO3BOJISIIOTh B MUPHHH 4Yac (3a BIJACYTHOCTI O(IIIHOTO OTOJIOIICHHS BIWHH 3
OOKy arpecopa) IOpUAWYHO KBalipikyBaTH BOPOXK1 Jii 1HO3EMHOI JEp>KaBU B
iHpopMariitHii cdepi, MO CYyTPOBOKYIOTHCS HAHECEHHSM 30MTKY 1H(pOpMaIliiHIMi
abo 1Hmnit Oesmeni KpaiHu, sSK akuii iHQoOpMmariitHoi arpecii abo iHdopmaiiifHOT
BiliHU. KpiM Toro, BiJICYyTHI YiTKi, OJHO3HAuHI, 3aKpiIUICHI IOPUIAUYHO KpUTEPii
OLIIHKH OTPUMAHOTO B pe3ynbTati iH(opmMaliiHoi arpecii ado iHpopmaiiitHoi BiiHU
MaTtepiaaTbHOT0, MOPAIBHOTO, 1HIIIOTO 30UTKY.

Ile no3BoJisile B MUpPHUIN Yac aKTUBHO BUKOPHCTOBYBATH CaMHM HeOe3MeuHUil i
arpecuBHUI apceHan cuil 1 3aco0iB iH(opMaliitHOi BiffHM - SIK OCHOBHHI 3aci0
TOCSITHCHHSI TIOJITUYHOI METH.

[ndopmariitna BiifHA BeIeTbCS HE TUIBKKM y (I3UYHOMY MPOCTOpPi, e
3HaXOAAThCS (Pi3uuH1 1HPOPMAIIIHI CUCTEMU 1 3ac00M, ae 1y JAesKii BIpTyalibHIM
30HI (BipTyasibHOMY a0o KiOepHeTHuHOMYy Tmpoctopi). Iudopmarmiiina BiiiHa
PO3IIMPIOE MPOCTIP BEJICHHS BiMH, IITHOMHAMH Y CBITOBOMY OKEaHI.

Jlo ocobimBocTel iH(GOpMaIIiiftHOT BIHHU BIIHOCUTHCS T€, III0 BOHA BEACTHCA 5K
nig yac (GakTUYHUX OOMOBHUX JIiiA, TaK 1 y MUPHUN Yac 1 y KPU30BUX CHUTYyallisix 0e3
odiuiiiHoro orosiomieHHs. [loyaTok i1HPoOpMaliitHOI BIHM HEMOXJIMBO BH3HAUUTH
OHO3HauHO. B 1HQopMmamiiiHiid BifHI BiACYTHS JiHIA (QPOHTY; NPOBEICHHS
MIPOTUBHUKOM omepauniid 1HQOopMalliHOi BIMHH MPAKTHYHO HEMOKIMBO BUSBHUTH, a
KO (PaKTH TPOBENCHHS TAKWUX OIEpallii BHUSABISIOTHCS, TO BOHU 3aJIMIIAIOTHCS
QHOHIMHUMU.

Byap-siki MIDKHApOJIHI IOPUAMYHI 1 MOpaJbHI HOPMH BeIEHHS 1H(GOpMaIiitHOL
BIMfHM BIJCYTHI. Ta 4u 1HIIA KpaiHa MOXKE cTaTh 00'ekToM iH(opmarliitHoi nii, He
3HatO4M mpo 1e. HeBucoka BapTICTh TEXHIYHUX 3ac00iB, SKI MOXYThb OyTH
BUKOPUCTaHI y 1H(GOpPMAIHIN BiifHI, CyTTEBO PO3IIMPIOIOTH KOJO MOMJIUBHUX Il
y4acHUKiB. HUMH MOXyTh OyTH OKpeMi KpaiHu Ta iXHI OpraHud pPoO3BIIKH, 3JIOYHHHI,
TEPOPUCTUYHI 1 HAPKOOI3HECOBI YIPyHOBaHHs, KOMEPIliiH1 (hipMHU 1 HABITH 0COOH, SKi
JIIOTH 0€3 3JIOYNHHUX HaMIpiB.

3aBaannsaMu iHGopManiiiHol BiHHU €:

— CTBOpEHHs aTMoc(hepH 0e3ayXOBHOCTI, HETATUBHOTO CTABIEHHS 10 KyJIbTypH
Ta ICTOPUYHOI CMAIIIMHU B CYCIUIHCTBI KOHKYPEHTA UM BOPOTa;

— MaHINyJIOBaHHSA TPOMAJCBKOI JIYMKOI U MOJITUYHOI OPIEHTALIEI0
HAceJICHHS Jep>KaBHM 3 METOI0 CTBOPEHHS IMOJITHYHOTO HANPYKEHHS Ta CTaHy,
OJIU3BKOTO JI0 Xa0Cy;

— gectabimizamiss TMOJITHYHUX BIHOCHMH MIDK IapTiIMH, OO'€IHAHHSAMH W
pyXamMH I pO3NaJIeHHS KOHQIIKTIB, CTUMYJIOBAHHS HEAOBIpH, IiJI03PH,
3aroCTpPEHHsI BOpOXKHEY1, 00pOTHOU 3a BiIady;

— TPOBOKYBAHHS Ta 3aCTOCYBAHHS pernpecii 13 00Ky BIaJu 11010 OTO3UIIIT;

— 3HWOKEHHS PiBHA 1HGOpMaIiifHOTO 3a0e3MeueHHs OpraHiB BIaaul
YIOpaBIIHHS, IHCIIIPAIis TOMIJIKOBUX YIPABIIHCHKUX PIIICHD;

— YBENICHHSI HACEJICHHS B OMaHy IIOJ0 pOOOTH Jep>KaBHUX OPTaHiB BIAJH,

M1JIPUB IXHHOTO aBTOPUTETY, TUCKPEAUTALIIS TXHIX JI1i;
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Konuenuisi indpopmaniiiHoi BiliHM - 11e cucTema MOTJIAAIB Ha 1HQOpMAIIHY
BIMHY Ta NUIAXHW 11 BEJACHHA. 3a OCTAHHIMM OIlIHKaMH, KOHLEMIs iHdopMaliiHoi
BiIMfHM TTOBHMHHA Mepe0avyaTu:

— 3araymieHHs (Y BOEHHHMM dYac) €JIeMEHTIB 1H(PaCTPYKTYypH JI€p>KaBHOTO 1
BOEHHOTO yMPaBIIHHA (ypa)KeHHS IIEHTPIB KOMaH{yBaHHS 1 YIIPaBIiHHA);

— €NEKTPOMAarHiTHHUMA BILJINB Ha €JIEMEHTH 1H(pOopMaIIHHUX 1
TEJICKOMYHIKAIIHNX cucTeM (paioeIeKTpOHHA 00pOTHOA);

— oZiepaHHS  pO3BiAyBaJbHOT 1HGOpMAIli [NUIAXOM  MEPEeXOIUIEHHS 1
nekoayBaHHS  (nmemudpyBaHHsa) iHGOPMAIIMHMX TIOTOKIB, IO IEpeaaroThCs
KaHaJaMH 3B'A3KY, a TaKOXX MOOIYHMM BUIPOMIHIOBAHHSM 1 32 PaxyHOK CIIEIiaIbHO
BIIPOBA/DKCHUX y MPHUMINIEHHS TEXHIYHUX 3aco0iB 1 €JIEKTPOHHUX TIPHUCTPOIB
nepexoruieHHs iHdopMalrii (paaioeaeKTpOHHA PO3BIAKa);

— 3/1MCHEHHS HECAaHKIIIOHOBAHOTO JOCTYIly A0 1H(QOpMAaIiifHUX pecypciB
(LUISIXOM BHUKOPHUCTAHHS MPOTpamMHO-alapaTHUX 3aco0iB 37aMy CHCTEM 3aXHUCTY
iH(OpMaIIHHUX 1 TEIEKOMYHIKAIIMHUX MEpeX MNPOTUBHUKA) 13 HACTYIHUM iXHIM
CIIOTBOPEHHSIM, 3HUIIEHHSAM a00 BHKPAJCHHIM YH TOPYIICHHIM HOPMaJIbHOTO
(GyHKIIIOHYBaHHS [IUX CUCTEM (Tak 3BaHa "xakepHa BiifHa");

— (opMyBaHHS 1 MacoBe€ pO3MOBCIO/KEHHS 1H(GOPMAIIHHUMU KaHaJIaMH
MPOTUBHHUKA 200 MIOO0ANTBHUMHU MepekaMu 1H(QOopMaIliiHOT B3aeMO/I1i Ae3iHopMartii
abo TeHJeHIIWHOT 1H(MOpMAaIi JUIsi BIUIMBY Ha OIIHKH, HAMIpH 1 OpIEHTAIlIO
HaceJIeHHs 1 0C10, 1110 TPUHMaIOTh pillieHHd (ICUXOJOT14YHA BiliHA);

— OJIEp’KaHHS HEOoOXITHOI 1H(OpMalli NUIAXOM MEpexXOoIUieHHs 1 00poOKu
BIIKpUTOI 1H(OpMaLi, 10 MEepeAacTbCs HE3aXWUIIEHUMU KaHajlaMu 3B'S3Ky a0o
LUPKYJIO€ B 1H(QOpMAIIHUX CHUCTeMaX, a TaKoX OIMyOJI1KOBaHOI y 3aco0ax MacoBOl
iH(dOopMmaIrii.

Opranm ingopmaniiiHoi BiliHM - 1[e¢ OpraHd KepyBaHHS 1H(POPMAIIIMHOIO
BiitHOIO Ta mroau (daxiBii, odinepu, miapo3minu) s ii BeneHHs. Jlo opraniB
1H(hOpMaIIHOT BIHHA MOXKYTh BIJIHOCUTHUCH:

— OpraHd IUTaHYBaHHS W KOOpAWHAII 3 NMHUTaHb 1H(OpMaIiHOI BiitHH, SKi
31MCHIOIOTHh PO3POOKY CUCTEMHU TUIAaHYBaHHS JIISUIBHOCTI 3 YCiX MUTaHb, 110 MOB'A3aH1
3 IHPOPMALIITHOIO BIHHOIO;

— OpPraHM CTpaATeriyHoro piBHA 3  BIJACHIIKOBYBaHHS O3HaK IOYaTKy
iHdopMaIiiiHOT BiMHM, SKI 3aliMarOThCA 30MPAHHSIM 1 aHAII30M PO3BITYBAIBHOI
iH(dOopMaIlii, BU3HAYCHHSIM O3HAK MOYaTKy 1HQOpMaliifHUX aTak (aKiiii);

— OpraHd TMpPOBEACHHS oOlepaiii 13 3axucTy Bia iHQopMaliiHoi 30poi, sKi
3MIMCHIOIOTh TIOMEpPE/HKEHHST Tpo  1HGOpMAIliiiHI aTakku TaKTUYHOTO PIBHA 1
3aiiMarOThCS JIIKB1IAII€10 HACTIIKIB 1H(OPMAIIHHOTO HaMay;

— MiAPO3LIN pO3POOKH KOHCTPYKIIIHM Ta apXITEKTypH aBTOMaTU30BaHUX CUCTEM
yopasiiHH (ACY), 1mo 3A1iCHIOITh PO3pOOKY €AMHOI apXITEKTYpH W TEXHIYHUX
CTaHAApTIB Yy Tally3i 3ac00IB 1 CUCTEM 3aXHCTY BiJl IHpopMaliiHOi 30poi;

— TPYNH HE3aJICKHUX EKCIEPTiB, M0 3MIWCHIOITEH aHaii3 ypa3nuBocti ACY, y
TOMY YHCIIl 4epe3 3AIMCHEHHs ekcnepuMeHTanbHux aTtak Ha ACY Ta iXHI Okpemi
€JIEMEHTH.
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OcHoBHi ¢popmu indopmaniitHoI BiiHU

VYei dopmu iHopMaliitHOT BiiHM 3BOASITHCA 10 BIUIMBY Ha 1H(oOpMaIiiiHy
1HPpacTpyKTypy NpOTHUBHUKA, Horo iHdopMmaliiiHi cuctemMu Ta 1HGOpMaIliiHI
pecypcu 13 TPpPOBENECHHAM Oynb-IKUX [id, [0 MalTh 3a METY CIIOTBOPEHHS
iH(opMmariii, mo BiH OJEP)KY€, M030aBICHHS HOTO MOXJIMBOCTEH OJIepKaHHS HOBOI
iHpopMmariii abo ¢i3uyHe 3HUIEHHS HOro iHQOpMAIliHHUX 3ac0o0iB, a TaKOX 0
3axucTy iHGOpMaIlii BIaCHUX 30pOMHUX CHJT BiJ aHAIOTIYHHX Jii IPOTUBHUKA.

CreriaiicTi MPOMOHYIOTh BeJEHHS 1H(GOpMaIliiHOI BIfHM Ha JEpKaBHOMY Ta
BOEHHOMY DIBHSX. SIKIIO B MuUpHHNA Yac MeToro 1H(oOpMaiiifHOT BifHH Ha
JIEp’)KaBHOMY DPIiBHI € CXWJICHHS BOEHHO-TIOJIITHYHOTO KEPIBHHUIITBA MPOTHBHUKA [0
MPUIHATTS BUT1THUX JIJIST TPOTUIICKHOI CTOPOHU PIIlIeHb, TO Y BOEHHHH Yac - TOBHUHN
napanid iHpopMaiiitHoi 1HPpPaCTPyKTypu MPOTHUBHUKA MPHU 3a0€3MEYEHHI CTIMKOTO
(GYHKIIIOHYBaHHS CBO€i. Y I[bOMY BHIIAJIKy Ha J€pP>KaBHOMY PiBHI OCHOBHE 3aBJIaHHS
iH(opMariiitHol BiliHU ToJIsITae B 3a0€3MEUYEHHI TapaHTOBaHOT Oe3MeKH Ta CTIHKOCTI
HalllOHAIBHOI 1H(OpMAIIHHOT 1HPPACTPYKTYpU ACp>KaBH, HaMaraHHi 3aBOIOBAHHS
1H(dOopMaIliitHOT epeBaru HaJi IPOTUBHUKOM.

Ha nepxaBHoMy piBHI 1H(}OpMaliiiiHa BiliHA BEACTHCS 3 BUKOPUCTAHHIM
MOMITHYHUX, JUIUIOMATHYHHX, C€KOHOMIYHHX, 1H(GOPMAIIHHO-TICUXOJOTTYHHX,
1H(hOpMAIIHO-TEXHIYHUX 1 BOEHHUX CIIOCOOIB.

OcHoBHOWO dopmoro 1H(DOpMaIIiitHOT BIHHUA Ha JEp>KaBHOMY PIBHI € CHelliajdbHa
iHpopMmalliiina omeparlisi, SKa MOXE HOCUTH OJHOYACHO 1 HACTyNaJbHHUM, 1
O0OOpOHHUI XapakTep, BIANOBIIAE MepeadadyeHiii Mipl PU3UKY Ta OYIKYBaHOMY
MOTEHLIMHOMY e(eKTy, CIpsiMOBaHa Ha 3a0€3MEUEHHS HAIllOHAJIBHUX I1HTEPECIB 1
HalioHanpHOi Oe3meku aepxkaBu. Ormeparlii JaHOTO THUIY MOXYTh HPOBOJUTHUCS
NpoTH OyIb-IKUX JEpKaB, y TOMY YHCIl ¥ THX, [0 HE € TNOTCHIIHHUMHU
MPOTUBHUKAMH. BU3HaueHHS MeTH olepallii, 3aBAaHb, 9acy Ta MICISl TPOBEICHHS
moTpedye 0Oe3MoCepeTHbOT0 3aTBEPIKCHHS BOEHHO-TIOJITUYHUM KEPIBHUIITBOM
JIep>KaBH.

JIisi TOTO/PKEHHST 3alUIaHOBAHMX [ 1 3aXOJiB y Tanmy3l 1H(GOpMaIiitHOTo
MPOTHOOPCTBA MPU KEPIBHUIITBI JIEPIKABOIO CTBOPIOIOTH CHEHIAIBHUN MIXKBITOMYHI
opran 13 3abe3nedeHHs iHdopmarliiiHoi Oe3nekn Ta 00 €qHAHUN  IEHTP
iHpopMmariitHux onepauiil. IXHIMU 3aBIaHHAMY €:

— Opradizauis LUIECIPsIMOBAHOTO 1H(GOPMAIIITHO-TICUXOJIOTIYHOIO BIUIMBY Ha
BOEHHO-TIOJIITUYHE KEPIBHUIITBO COIO3HUX JEP’KaB Ta JEPKaB, IO € MOTEHUIMHUMHU
MIPOTUBHUKAMU;

— po3poOKa €IMHOI HAlIOHAJIBHOI cTpaTerii BeAeHHs 1H(OopMalliiiHOT BIiHY;

— KOOpJMWHAIlS Mdii yciX opraHiB, Cwi Ta 3aco0iB, 10 OepyTh ydacTh y
iH(hOopMaIiiiHii BiiiHi,

— oprasizailisi Ta MPOBEICHHS CIeliabHOI 1HhOpMaIIIHOT orepariii.

Ha BoenHomy piBHI i1H(poOpMalliiiHa BiifHA MJAHYETbCS BECTHCh BCEOIUHO
3a0€3MEeUeHUMHU CHJIaMU Ta 3aco0aMu, 0 BUAUISIOTHCS IS O0pOThOM 3 CHIIaMHU
00MOBOro yIpaBlliHHSA NMPOTHBHUKA. MeTor naHoi 00poThOM € "00e3ronoBieHHS"
NPOTUBHUKA, T030aBJIEHHS MOro HaAIMHOT CHCTEMHU YIPaBIIIHHS, 3aXOIJICHHS 1HI-
[[IaTUBU Ta IPUMYC NMPOTUBHHUKA pearyBaTH Ha 0OCTaHOBKY, IO CKJjayacs, OaxaHUM
JUTSI KOMaHIyBaHHSI YMHOM TP 3a0e3MeueHH] BUCOKO1 CTIMKOCTI, 0€3mepepBHOCTI Ta
OTEepaTUBHOCTI (DYHKITIOHYBAHHS CBOIX CUCTEM YIPaBIIiIHHS BIIChKaMH (CHUJIAMH).
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[ndopmariitHa BifiHa HA BOEHHOMY PiBHI BEJEThCS HAa OCHOBI BUKOPHCTAHHS
1H(popMaIiitHO-HACUYEHUX 3aco0iB PO3BIIKH, 3B'S3KY, aBTOMaTH3allli,
PaIloeIEKTPOHHOT Ta IICHXOJOTIYHOI BIWHM, BHUCOKOTOYHOI 30poi Ta 3BHYAWHMX
3ac001B ypakKeHHs, a TAKOXK 13 3aCTOCYBAHHSM CIICIialbHO CTBOPEHOT 1H(POopMaIliiHO1
30poi, MPOBEACHHS KOMITIOTEPHUX aTaK Ta 3aXUCTY CBOIX KOMITIOTEPHUX MEPEXK.

Hns  BeneHHs 1HoOpMaIiiHOI BIHHM Yy 30pOMHUX CHJIaX CTBOPIOKOTHCS
crerianbHi 00i0B1 (hopMyBaHHS Ta OpraHu ympaBiiHHA HUMH. [lum dopmyBaHHIM
MIPUITUCYETHCS] BAKOHAHHS HACTYIMHUX (PYHKITIH:

— mAroToBKa 1 3a0e3MeveHHs TUTAaHYBaHHS 1H(GOPMAIIHUX di, KOOPAHHAIISL
3yCHIIb y X011 iH(opMatiifHoi oneparii;

— 3IIUCHEHHS JOCTymy A0 iHdopMmallii NPOTUBHUKA Ta JOCATHEHHS KOHTPOIIIO
HaJ HEIO;

— BUKOPUCTAHHS y BUIIQJIKy HEOOX1gHOCTI iH(opMariitHoi 30poi, y4dacTb B
oreparlisix i3 BB€JACHHS BOEHHO-TIOJIITUYHOTO KEPIBHUIITBA B OMAaHY;

— NpUIylIeHHs a0o0 JAe30pranizailis 4acTUHU 1H(OpPMAIHHOI 1HPPACTPYKTypH
NPOTUBHUKA 3 OJHOYACHUM HAJIHHUM 3aXHCTOM AaHAJIOTIYHOI CTPYKTYpPH CBOIX
30pOHHUX CUJI Ta JepiKaBH.

OcHoBuuMu (opmamu 1HGOpMaIlliiiHOi BIfHM Ha BOEHHOMY piBHI (BEICHHS
O0opoThOU 13 cucTeMamMu OOWMOBOTrO YMPAaBIIHHS MPOTUBHUKA) € HACTyMaJlbHI Ta
00opoHHI 1H(OpMaIliiiHI oneparii.

Hacrynanbna indopmaniiiHa omepamis Mae 3a METy 3aBOIOBAHHS
iHdopMaIiiHOT TiepeBar HaJ MPOTHUBHUKOM. Y I omeparlii TOJOBHI 3yCHIUIA
CIPSIMOBYIOTBCSI Ha JIE30praHi3allilo Horo CUCTEM yIpaBiIiHHS BilicbKaMH 1 30po€to, a
YacTHHA CHJI Ta 3aco01B 3a0€3MeUyI0Th CTIMKICTh BiIacHOro ynpasiiHHs. [Ipu npomy
BCl 3aXO0/JM, SIKI TPOBOJATHCA B MeEXax 1HPOpMaLiiHOI OOpOoTHOM, TMOBHHHI
3a0e3neuyBaTH CIIPUATINBI YMOBH AJi1 OOMOBHX 1M CBOIX BICBHK (CHI).

OoOoponna indopmaniiiHa omnepamiss OPOBOAUTHCS B yMOBaxX BEJHUKOL
iH(popMaIiiHOT nepeBar MPOTUBHUKA 1 Mae 3a METYy 3HW)KEHHS i€l nepeBaru. B
TaKiil omepailii ToJOBHI 3yCHJUISL CHJI 1 3acO0IB CHPSIMOBYIOTHCA Ha 3a0€3MEUEHHS
iH(dopMarlliiiHoi Oe3NeKu OpraHiB YNpaBliHHA OO0'€qHaHb 1 3'€AHAHb, HAa 3aXUCT
iHdopmalli y cucreMax KepyBaHHA. YacTuHa cui 1 3aco0iB CHPSIMOBYIOTHCS Ha
JI€30praHi3alliio yIpaBIiHHS BICbKaMU 1 30pO€I0 MPOTUBHUKA.

[adopmarriitni  omeparlii TOBHUHHI MPOBOJAWTHCS B YMOBaX KOMILUIEKCHOTO,
MOTO/PKEHOT0 y Yacl BUKOPUCTAHHS CHJI Ta 3aC00iB, SIK1 3aIy4ar0ThCs sl 0OpOTHOU
13 cuctemMamMu OOMOBOrO YIpaBIiHHA MPOTHUBHUKA: OMNEPATUBHOI O€3MeKH,
padloeNeKTPOHHOI  BIMHM, BOEHHOI Je3lH(popmarlii, TMCUXOJIOTIYHOT  BiilHH,
KOMIT'FOTEPHOI aTaky Ta 3aXHCTy Mepex Ta (pizuuHoro 3HuieHHs. HactynanbHi Ta
000pOHHI orepallii MOXKYTh BECTUCS OJHOYACHO a00 MOCIIAOBHO K Y MUPHUH, TaK 1
Yy BOEHHUH 4ac.

[lo koHTEekcTy omepaTuBHa Oe3neka sBisie co000 He OaxaHUW CTaH, a
KOMILJIEKC 3aXOJlIB 13 BUSBIICHHS KPUTHUYHOI 1H(pOpMAllii, TPOBEICHHS aHANI3y il
CBOIX 30pOMHUX CHUJI 13 METOIO:

— BUSIBIICHHS JIEMAaCKYHOYHMX O3HAK CBOIX BIMCHK (CHJI) 1 KpUTUYHUX €JIEMEHTIB
iH(pOopMaIrii, ika MOTJIa CTaTH BiIOMOIO TPOTUBHHUKOBI;

— BUOIp 3axO0MiB, SIKI 3MEHIIYIOTH Yypa3JMBICTh CBOiX 30pOWHHUX CHJI Ta

30pOMHUX CUJI COIO3HUKIB;
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— TPOTHIA YCIM BUJIaM PO3BIJIKHM MPOTUBHUKA.

Okpim 11b0OTO OMepaTHBHA Oe3MeKa BKIIoUYae B ceoe;

— iH(dopMaliitny 0e3mneKy;

— 0e3meKy CUCTEM YIpaBJIiHHSA, 3B'I3Ky Ta aBTOMATH3AIlii;

— Oe3neky 00'eKTiB 1 00HOBOT TEXHIKH;

— ¢i3uyny 6€31eKy 0cCO00BOTO CKIIay.

PagioesiekTpoHHa BiliHA BKJIIOYa€ KOMIUIEKC 3aXO/IB 13 3aCTOCYBaHHSAM
3ac00IB  €JEKTPOMArHiTHOrO BHUIPOMIHIOBAHHSA, CIPSMOBAaHUX HAa 3MEHIICHHS
epeKTUBHOCTI a0o0 3amoOiraHHs 3aCTOCYBaHHS MPOTHBHUKOM €JIEKTPOMArHiTHOTO
CIIEKTPY, & TAaKOK Ha 3a0e3neueHHs €()eKTUBHOTO BUKOPUCTAHHS €JIEKTPOMArHiTHOTO
CIEKTPY CBOIMH BiliCEKaMH.

[atepnperariis  TepMiHYy  «paJlOCIEKTPOHHA BiiiHa» Ha0arato IMIUpIIE
aHAJIOTIYHOTO TEPMIHY «paJl0eIeKTPOHHA OOpOTHOA», OCKIIBKM BOHA BKJIIOYAE B
cebe, OKpiM BIUIMBY Ha pamioenekTpoHHi 3acobm (PE3), ixmiii 3axmct Ta
3a0€3MeUeHHs, a TAKOXK BIUIMB Ha OOMOBY TEXHIKY, CUCTEMHU 030pO€HHS, 00'€KTH Ta
0co0O0BUY CKJIaJ Ta TXHIM 3aXHUCT.

PanioenexkTpoHHa BiifHa € OCHOBOIIOJIOKHUM €JIEMEHTOM BILIUBY SIK Ha CUCTEMU
yIpaBIIiHHS MPOTUBHUKA B OINEPATUBHIM 1 TaKTUYHIM JaHKax, Tak 1 y IJIOMy Ha
iHdopmaliiiiny 1HGpacTpyKTypy MpOTHBHUKA. BoHa BKIOYae TpPU OCHOBHHX
€JIEMEHTH:

— pamioeNIeKTPOHHE 3a0€3MeUEHHS;

— paaioeNIeKTPOHHA aTaka,

— 0opoTh0a 3 EEKTPOHHOIO MPOTUAIEI0 a00 Pai0eTEKTPOHHA KOHTPIIPOTHIIS.

PanioesnekTponHe 3a0e3meuyeHHsl rependayae MPOBEIEHHS 3aXOIB MOLIYKY,
MEePEXOIJICHHSI BUIPOMIHIOBAHHS B €JIIEKTPOMArHITHOMY CIIEKTPl Ta BU3HAYCHHS
MICIICTIONIOKEHHS KEPET BUTPOMIHIOBAHHS JIJISl OI[IHKU CTYIEHIO MOXKJIMBOT 3arpo3u
1 IPUMHATTA PILICHHS KOMaHAUPAMH YCiX PaHriB, a TaKO>X BUKOHAHHS JOJATKOBHX
(GyHKLIM, TakUX SK yXWJEHHS BIJ 3arpo3d 3 OOKy MPOTHUBHUKA 1 BHUCOKOTOYHA
[[IJIEBKa31BKa CUCTeMaM 030POEHHS.

PagioesiekTpoHHa araka nependavyae akTUBHUN BIUIMB Ha PaiilOeIEKTPOHHI
3aco0M MPOTHMBHHUKA. 32 BUJIOM BIUIMBY aTaKy MOAUISAETHCS HA JIBa KOMIIOHEHTH:

— HEpYHHIBHI BIUIMBH, SIKI BKIIOYAIOTh €JIEKTPOHHE MPUIYIICHHS 1 €IEKTPOHHY
ne3iHdopmarliro;

— pyHHIBHI BIUIMBM Ha OCHOBI 3aCTOCYBaHHS MPOTHUPAIIOIOKAIIWHUX pPaKerT,
30poi CIpsIMOBaHOI €HEPrii (J1a3epHOi, HAIBUCOKOYACTOTHOT) 1 T.1H.

PanioesleKTpOHHA KOHTPHPOTHAiISL SBJISIE COO0OI CYKYIHICTh 3aXOiB,
COPSIMOBAaHUX Ha MiJABUIIECHHS )KMBYYOCTI 1 3MEHILIEHHS BTPAT CBOiX CUJI 1 3aC001B BiJl
BIUTMBY K€pOBaHO1 30p0i 1 3aC001B paAloeeKTPOHHOT MPOTUAIT TPOTUBHUKA.

Heobxioni ymoeu ons 0docsienenns ingpopmayitinoi nepesazu

[npopmariiina mnepeBara € OAHUM 13 I[EHTPAJbHUX TOHATH Yy cdepi
iHdopmariiitnoro mpotudbopcTBa. BoHO sBIAE Cco00K  3MATHICTH  CKIAAHOI
CaMOPETYJIIOI0Y0i CHCTEMH YIIPaBIiHHA Ta 1H(QOpMAIIHHOTO 3a0€3NeYeHHS AepKABU
a00 BOEHHOTO BIJJOMCTBA 3a0C3MEUUTH CTIMKUN Oe3mepepBHUIN MPOIEC CBOEYACHOTO
oJiep KaHHsS JTOCTOBIPHOI 1H(oOpMaIlii Ta JOBEACHHS 1l 10 BIAMOBITHUX CIIOXKUBAYiB
MIPU OJTHOYACHOMY OTPUMAaHHI MOKJIMBOCTI BUKOPUCTAHHS Y CBOIX 1HTEpecax Takoi K
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CUCTeMH MMOBIPHOTO TMPOTUBHMKA a00 TIOHWXKEHHS €(QEeKTUBHOCTI poOOTH
(BuBeneHHA 3 JNaAy) ocTaHHboi. I[lpu 1bOMYy MiJ] CaMOPETYIIOIOYOK CHUCTEMOIO
PO3YMIIOTh OCOOOBHH CKJIaJl Ta KOMIIOHEHTH 30UpaHHs, 0OpOOKH, aHaII3y, KOPEJIAIIii,
30epiranHs B nam'sti EOM, BigoOpakeHHs Ha AMCIUIEAX, 3alIMCy HAa MAarHIiTHUX Ta
IHIIMX HOCISAX 1H(OpMaIli, CUCTEMaTUYHOI'O CBOEYACHOT'O OHOBJICHHS T4 YTOUHEHHS,
PO3IOLIY 3a MIpPOK NPIOPUTETHOCTI, TepeaaBaHHs iH(opMarlii crokuBayaM Ta
3MIMCHEHHS 1HIIIOTO BIUTMBY Ha iH(OpMAIIiio.

Ha nymxy komanmyBanHs 30poiHmx cun CIIA, mo6 cTtBopuTd HEOOXimHI
YMOBH ISl JAOCATHEHHSI 1H(QOpMAIIIIHOI MepeBaru HajJ MPOTUBHUKOM, HEOOXiIHO
BHUPIIIUTH T'SITh B3aEMO3AJIC)KHUX 3aB/IaHb.

[To-mepmie, cTBOpUTH Ta €(PEKTUBHO BUKOPHCTOBYBATH  IHTETPOBAHY
aBTOMATHU30BaHy CHCTEMY YIpaBIiHHS, 3B'SI3KY, PO3BIAKM Ta CIOCTEPEKECHHS
(C4ISR), 1110 MOBMHHO 3HAYHO MiIBUIUTH (PyHIAMEHTAIbHI MOXKIIMBOCTI BUPIIICHHS
HACTYMHUX 3aBAaHb.

Jpyre 3aBaaHHA - 11€ 3a0€3MeUeHHs IPUMYCOBOTO LIUPKYJISIPHOTO JAOBEACHHS 10
BUKOHABI[IB BXJIMBOI 1HGOpMaIll B pearbHOMY MaciiTabl yacy Ta BUI00YyBaHHS
KOHKpeTHO1 1HdopMallii 3a 3amMTaMi BHKOHABIIIB 13 0a3 JaHWUX BHUIUX KOMaHIHUX
incranmii (3aBmanns User Pull/Producer Push).

Tpere 3aBmaHHd chOpsAMOBaHE HA  BHUPIIMIEHHS MHTaHb  aJEKBATHOTO
ciniBpoOiTHuLTBa y po3noaun I[ndopmarii (Distributed Collaboration), To6T0 Ha
3a0€3MEUCHHS] KOMAaHJHOTO CKJaay IITa0lB 1 BIMChK (CHJI) 3a MOTOIKEHOIO
JIOMOBJICHICTIO HEOOXITHUMM 3aco0aMu CIIOJIYYCHHs, MPUUMaHHA Ta PO3MOALLY
1H(popMmarii.

[licnst BupilIEeHHS YETBEPTOrO 3aBAAHHS 30pOiHI CHIIM OTPUMAIOTh MOKJIMBICTb
CIUTBHOTO Ta B3a€EMHO Y3TO/KEHOTO, €IWHOTO CIPUUHATTA Ta BigoOpakeHHs
PI3HOMaHITHUMH KOMAaHJHHMMH 1HCTAHIIISIMM peajibHOI olepaTuBHOI (00iioBOi) Ta
pamioenektpoHHoi o6ctanoBku (Consistent Situation Perception), 10 J03BOJIHUTH
MOJICTIIUTH CBO€YACHE TPUUHATTS OINEPATUBHUX pINIEHb, aJeKBaTHUX pealbHIN
00CTaHOBIIl, OpraHi3aIliio Ta MATPUMAHHS B3a€MOJIT Y XO/I1 OTepalrii.

Bupimienss n'storo 3aBgaHHs, 110 TOJIATAE Y MOKIMBOCTI TOBHOMACIITAOHOTO
BukopuctanHa cuctemu C4ISR B iHTepecax pamioeneKTpOHHOI BIWHM 30Kpema, Ta
yCiX cui 1 3aco0iB 60poThOM 3 cucTeMaMu OOMOBOTO YIpaBJIiHHS MPOTHBHUKA B
LIJIOMY, MOBHUHHE JaTh MOXJIMBICTh JOCSTHEHHS 1H(OpMaLiiHOT mepeBaru mnpu
MPOBEICHHI 1H(OpMaIiHUX omepaliil 3a paxyHOK NMoOyAOBH Ta (DyHKIIIOHYBaHHS
aBTOMATU30BAHUX CKJIagHUX camoperymtorounx cuctem (C4IEW,C412 Ta 11.).

Indopmaniiina 30pos B iHpopmaniiiHii BiiiHi

o 1HdopMmariitHoi 30poi BIJHOCUTHCS IIMPOKUN Kiac 3aco0iB 1 cmoco0iB
iH(opMaIIfHOTO BIUIMBY Ha MNPOTUMBHMKA: BIJ Ae3iHPopMalii 1 MpomnaraHjid 10
3ac001B pa10€IEKTPOHHOI OOPOTHOMU.

[HdopmariitHy 30poro BiJl 3BUMAHIX 3aC001B YpaKeHHSI BIAPI3HSIE:

— CKPHUTHICTb - MOXIIMBICTH JOCSATHEHHS METH O€3 BHJIMMOI IIJTOTOBKH Ta
OT'0JIOIIEHHS BifiHH;

— MAacmITa0HICTh - MOXKJIMBICTh HAHOCUTH HETIONPABHI 30MTKH HE BU3HAYAIOUN
JEp’)KaBHUX KOPJAOHIB 1 CYBEpEHITETIB, 0€3 3BUYHOI0 OOMEKEHHS MPOCTOPY B YCIX
cepeoBUIIAX KUTTEAISTBHOCTI JIFOIUHH;
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— YHIBEpPCAJBHICTh -  MOXJMBICTh OaraToBapiaHTHOTO BUKOPHUCTAHHS SIK
BOEHHUMHU, TaK 1 HUBUIbHUMH CTPYKTypaMu KpaiHH, 1110 HAIaJa€, IK IPOTH BOEHHUX,
TaK 1 HUBUIBHUX 00'€KTIB KpaiHU ypa)KCHHS.

Cdepa 3acTocyBanns indopmauiiiHoi 30poi BKII0OYa€e SIK BOEHHY rany3b, Tak i
€KOHOMIYHY, 0aHKIBCbKY, COIIaJIbHY Ta 1HINI raixy3l MOTEHIIHHOTO BUKOPUCTAHHS 3
METOI0:

— Je30prasizamii JisJIbHOCTI  YOPaBIIHCBKUX CTPYKTYp, TPAHCHOPTHHUX
MOTOKIB Ta 3ac001B KOMYHIKaIlii;

— OJIOKYBaHHS JISJIBHOCTI OKPEMUX MIAIPUEMCTB Ta 0aHKIB, a TAKOX IITLOBUX
rajiy3eii MPOMHCIIOBOCTI INUIAXOM TMOPYIIEHHS O0araTojJaHKOBUX TEXHOJIOTIYHUX
3B'SI3KIB  Ta CHCTEMH B3a€EMOPO3PaxXyHKIB, IMPOBEACHHS BaJIlOTHO-(IHAHCOBUX
MaxIHaIi 1 T.1H.;

— 1HILIIOBaHHS BETUKUX TEXHOTCHHHUX KaTacTpod Ha TepUTOpii MPOTUBHUKA B
pe3ynbTaTi TOPYIICHHS INTATHOTO YIPABIiHHA TEXHOJOTIYHUMH TMpOIEcCaMu Ta
o0'ekTamu, SIKI MalOTh CIPaBy 13 3HAYHUMHU KIJIBKOCTSAMH HEOE3MEYHUX PEYOBUH Ta
BHCOKHMMHU KOHIIEHTPAIlISIMU €HEPTii;

— MAacoBOI'0 PO3MOBCIOXKEHHS Ta BIPOBAIKEHHS Yy CBIIOMICTb JIIOJIEN TEBHUX
YSIBJIEHb, 3BUUOK Ta MOBEJIHKOBUX CTEPEOTHIIB;

— BUKIUKY HEBJOBOJICHHS a00 TaHIKM Cepell HACEJICHHs, a TaKOoX
MIPOBOKYBaHHS JECTPYKTUBHUX J1{ PI3HOMAHITHUX COLIAIBHUX IPYII.

Cnin BII3HAYUTH, 10 OCHOBHUMHM 00’€KTaMHU 3aCTOCYBaHHs iH(opmaniiiHoi
30poi K K y MUPHUM, TaK 1 Y BOEHHUM MEP1OAX MOXYTh BUCTYIATH:

— KOMM'IOTEpPHI Ta TEJIEKOMYHIKAIIiHI CHCTEMH, SIKI BUKOPHCTOBYIOTHCS
JIep>KaBHUMU OpraHi3allisiMy MpyU BUKOHAHHI CBOIX YIPaBIIHCHKUX (DYHKIIIH;

— BoO€HHa iHpopMalliitHa 1HPpacTPyKTypa, sKa BUKOHYE 3aBJIaHHS YIPABIIIHHS
BiiickkamMu Ta OOMOBHMH 3aco0amu 30upaHHs Ta 00poOKu iHQopmarlii B iHTepecax
30pOIHUX CHUJT;

— 1HQopMaliifHI Ta YHPaBIIHCBKI CTPYKTypH OaHKIB, TPaHCHOPTHUX Ta
MPOMHUCIIOBUX I ITPHUEMCTB;

— 3aco0u MacoBoi iHpopmalii, 1 y Mepury uYepry eJaeKkTpoHH1 (pamio,
Tene0aueHHs 1 T.1H.).

Ingpopmayitina 30pos 60€HHO20 3ACMOCYBANHSL.

3a ramy3sMu 3acTOCyBaHHS 1H(oOpMmaIliiiHy 30pOol0 MOXKHA PO3IITUTH Ha
iHdopmarlliiiny 30pol0 BOEHHOTO Ta HEBOEHHOTO (3arajlbHOTO) 3aCTOCYBaHHS.
[npopmamiitna 30posi, 3acTOCyBaHHA SIKOI MOXJIMBE Yy BOEHHUX yMOBax
(panioenekTpoHHa OOpOTHOA), BKJIIOYAE B ce0€ 3aCO0M 3 HACTYIMHUMU (QYHKLISIMU:

— YpaXEHHs 3BMYAlHMMU OO€mNpUIIacaMM 3a LIJIEBKa31BKaMU 3ac00iB pajio -
Ta PaiOTEXHIYHOT PO3BIJIKM 3 YACTKOBUM CAMOHABEICHHSIM Ha KIHIEBIM JUISHII;

— YpaXEHHS  BUCOKOTOYHUMH  OO€mpumacaMd HOBOTO  TOKOJIHHA -
IHTEJIEKTyaIbHUMHA ~ OoempumacaMu 13 CaMOCTIMHMM — TOIIYKOM LIl Ta
CaMOHAaBEJICHHSIM Ha i1 ypa3J/iuBi €JIeMEeHTH;

— pagiompuIyIIeHHS 3aC001B 3B'SI3KY MACKYBAJIbHUMH 3aBaJIaMU;

— CTBOpEHHS 3aBaj IMiTallii, SKI YCKJIAIHIOIOTh BXOJKEHHS Y 3B'S30K,
CUHXPOHI3alliI0 B KaHAJIaX Mepe/laBaHHs JIaHUX, 110 1HIIIIOTh QYHKLII Mepe3anuTy
Ta AyOJIIOBaHHS MOBIIOMIICHB;
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— TMPUAYLIEHHS 3a JOTOMOTOI0 3ac00IB CHUJIOBOI PajioeIeKTPOHHOT 00pPOTHOU
(32 1OMOMOroI0 MOTY>KHOTO €JEeKTPOMArHiTHOrO BHUIIPOMIHIOBaHHS, SIKE CTBOPIOE
3aBaJiM 32 PaXyHOK Mapa3uTHUX KaHAIIB IpUIOMY);

— CUJIOBUH BIUIUB IMITYJIbCOM BHCOKOI HAIPYTH Y€pe3 MEPEXi >KUBIICHHS,

— TOpYILIEHHS BJIACTUBOCTEH cepeoBHUIIa PO3NOBCIOIKEHHS PaIl0XBUIIb;

— 32 JIOTIOMOTOI0 CTIeLiaJIbHUX METO/IIB BIUTUBY HAa CUCTEMHU 3B'A3KY;

— 3acoOu re”epaiiii NpUPOIHOT MOBU KOHKPETHOT JIFOAMHH.

Ingpopmayitina 30pos 60€HHO20 MA HEBOEHHO20 3ACMOCYBAHHA.

Ocob6muBy HeOe3meky iH(MopmaliiiiHa 30posi TPEACTaBIsSE ChOTOAHI IS
iHpOpMaIlIHHUX KOMITIOTEPHUX CHCTEM OpraHiB JAep)KaBHOI BJIaad, YIPaBIIHHS
BilicbkamMH Ta 30po€ro, piHaHcamMu Ta OaHKaMH, eKOHOMIKOIO JEepXkKaBH, a TAaKOX AJIs
moneld npu iH(GOpPMAIIHHO-TICUXOJIOTIYHOMY BIUIMBI Ha HHX 3 METOI 3MIHH Ta
YIOPaBIiHHS IXHBOIO 1HIUBIAYaIbHOIO Ta KOJIEKTUBHOIO MOBEIIHKOIO.

[Ipu ubOMy 3a CBO€IO PE3yNbTAaTUBHICTIO 1H(OpMaIIiiiHA 30p0si TPUPIBHIOETHCS
710 30p01 MacoOBOTO ypaKEHHSI.

o iHdopmariiitHoi 30poi, 3aCTOCYBaHHS SIKOI MOXKJIMBE SIK Y BOEHHUH, TaK 1y
MUpPHUN 4Yac, MOXYTh OyTH BIJIHECEHI 3aco0M ypakeHHsA 1HGOpMAIIITHUX
KOMII'FOTEPHUX CUCTEM Ta 3ac00U ypaxKeHHs JItoJeH (IXHbOI MCUXIKN).

3acobu ypaosicenHs komn'tomepuux inghopmayitinux cucmenm.

3acobu ypaxkeHHA 1HQOPMALIMHUX KOMITIOTEPHUX CHUCTEM SBJISIIOTH COOOIO
CYKYIHICTh CHEIlalbHO OpraHi30BaHOi 1H(opMalii Ta 1HGOPMALIITHIUX TEXHOJOT1MH,
sIKa JIO3BOJISAE HUJIECTIPSIMOBAHO 3MIHIOBATH (3HUIIYBaTH, CIOTBOPIOBATH ), KOTIIOBATH,
0JiokyBaTd 1H(pOpPMAIIiIO, 10JaTH CUCTEMHU 3aXHUCTY, OOMEXYBaTH JOMYCK 3aKOHHUX
KOPHUCTYBauiB, 3/1HCHIOBATU JIe31H(OpMAIIiI0, MOPYIIYyBaTH (PYHKI[IOHYBAHHS HOCIIB
iH(popMarlii, 1e30praHi3oByBaTd poOOTy TEXHIYHMX 3acO0IB KOMIM'IOTEPHUX CHUCTEM
Ta 1H(OPMAIIHHO-O0UYUCIIIOBAIbHUX  MEpPEeX, IO 3aCTOCOBYETbCA B  XOIl
1H(popmaniiiHo1 BiliHK (00pOTHOM) AJI TOCATHEHHS OCTABJICHUX I{1IEH.

3a MeETO BUKOPUCTaHHS Taka 1H(popMaliifHa 30posi TMOAUISETbCS Ha
iH(pOopMaIiiiny 30poro aTaku Ta iHpopMaIliifHy 30poro 3a0e3MeUeHHS.

Indopmaniiina 30post araku - 1e iHQopmMmariiftHa 30posi, 32 JOMOMOTOI SKOI
3MIIMCHIOETHCS BILUTMB HA 1H(POPMAIIito, 1110 30epiracThesi, 00pOOISIETHCS 1 IEPENA€ThCS
B 1H(opMmariiiHo-o0uncmoBaapHux Mepekax (IOM) 1 (abo) mopymIyrThCs
1H(MOpMaIlIiiHI TEXHOJOT1i, 10 3aCTOCOBYIOThCS B [OM.

VY cknami iHdopMmariiiHOi 30poi aTaku BUIUISIOTH YOTHUPU OCHOBHHUX BHUIU
3ac001B 1HPOPMaLIMHUX BILJIUBIB:

— 3aco0u nopyueHHs: KoHQ1AeHIIHHOCTI 1H(hOopMaIii;

— 3aco0u MopyuIeHHs LUTICHOCTI 1H(pOopMallii;

— 3aco0u MOpYIICHHS JOCTYMHOCTI 1H(pOopMaIlii;

— 3ac0o0M MCUXOJIOTIYHOTO BIUIMBY Ha aboHeHTiB [OM.

3actocyBaHHA 1HQOpMaLIfHOI 30poi aTaku CHOpsIMOBaHE Ha 3PUB BUKOHAHHS
IOM ni1b0BHX 3aBIaHb.

Indopmauniiina 30posi 3a0e3nedenHs - 11 iHdopmMaliiitHa 30posi, 32 TOMOMOTOIO
SIKO1 3/1MCHIOETHCS BIUIMB Ha 3aCO0U 3aXUCTy 1H(popMmarlii 00'ekTa aTaku, HAIIPUKJIIA/,
iH(popMaIiiiHo-o0UHCITIoOBabHY — cuctemy. Jlo ckmamy iHbopmariiitHoi  30poi
3a0e3MedeHHs] BXOJATH 3aco0M KOMIT'IOTEPHOI PO3BIAKKM Ta 3aco0HM TOJOJIaHHS
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CHUCTEMH 3axXUCTy 1H()OpMaIiitHO-00YHCTIOBATIBHOT CUCTEMH.

VYemimHe 3actocyBaHHs iHGopMaliifHOi 30poi  3a0e3nmedeHHs  J103BOJISIE
3MIMCHIOBATH  JIECTPYKTMBHI  BIUIMBM Ha 1HQOpMaIi, 10 30epiraerncs,
00poOIIsIETBCS 1 TIepeacThCsd B Mepekax oOMiHY 1H(GOpMaIli€ro, 3 BUKOPUCTAHHSIM
1H(opMariiinoi 30poi aTakwu.

3a cnocobom peanizaiii 1HQOpMaIliiHy 30pOI0 MOAUISIIOTh HA TPU BEJIMKUX
KJIacH:

— 1H(popmaliiiHa anropuTMiYHa (MaTeMaTHu4yHa) 30posi;

— 1H(popmaliiiHa mporpaMmHa 30posi;

— iHdopmMariitHa anapaTHa 30posi.

Indopmaniiina anaropurmiuyna (MareMaTu4Ha) 30poss - 1€ BHUI
1H(opMariitHoi 30poi 10 K01, 3a3BUYaM, BITHOCSTS:

— aJNTOPUTMH, IO BUKOPUCTOBYIOTH CITOJYYEHHS CAHKIIOHOBAHUX N JIs
3MIIACHEHHS! HECAHKI[IOHOBAHOTO JIOCTYITY 110 1H(pOpMaILiifHUX pecypciB;

— QIrOPUTMHU 3aCTOCYBAaHHS CAHKI[IOHOBAHOTO (JIETaJbHOTO) MPOTPAMHOIO
3a0e3Me4eHHs] 1 TPOrpaMHi 3aco0M HECAHKI[IOHOBAHOTO JOCTYMY ISl 3I1ACHEHHS
HE3aKOHHOT'O JIOCTYIY JI0 1H(GOpMAIIHHUX PECYPCiB.

o indopmaniiiHoi nmporpamHoi 30poi BiIHOCATH MPOrpaMH 3 MOTEHIIHHO
HeOEe3MeYHUMH HAaCHiJIKaMu CBO€i poOOTH i 1HGOPMAIIHUX PECYpPCIB MEpEexi
oOMiHYy 1H(DOpMAaITI€TO.

IIporpamm 3 noreHuiiiHO He0e3MEYHUMH HACJTIIKAMM - 1I€ OKPEMI [IPOrpamMu
(HaOopu 1HCTPYKII) fKI MalTh CIPOMOKHICTH BUKOHYBaTH OYIb-AKy HEILYCTYy
MHOXUHY HaCTYITHUX (PYHKIIIN:

— TMPUXOBYBAaHHS O3HAK CBOElI TPHUCYTHOCTI B MPOTPAMHO-arapaTHOMY
CEpeIOBHUIII Mepexi 0OMiHY 1HPOpMAIII€TO;

— 3JIaTHICTH JI0 CaMOAYOIIOBaHHsI, aCOIIIOBAaHHS ce0e 3 1HIIUMH MPOrpaMaMH i
(ab0) mepeHeceHHs cBOiX (hparMeHTIB B 1HII JUISHKU ONEPATUBHOI a00 30BHINTHBOI
mam'siti;

— pyiiHyBaHHS (CHOTBOPEHHS JOBUIBHUM YHWHOM) KOJIB MporpaMm B
oTiepaTUBHIN Mam'sTi;

— 30epexeHHs1 (parMeHTiB 1H(popMallli 3 ONepaTUBHOI NaM'ATI B JESKIH
JUJISTHIT 30BHIMIHBOT MaM'sTi MPSIMOTO A0CTYIY (JIOKaIBbHOT a00 BigaIeHO );

— CIIOTBOPEHHS JIOBUIBHMM YHWHOM, OJIOKyBaHHsS 1 (a00) migMiHAa MacuBIB
iH(dOopMaIlii, 10 BUBOJUTHCS Y 30BHIIIHIO MaM'siTh a00 B KaHaJ 3B'I3Ky, YTBOPEHUX B
pe3ynbTaTi poOOTH MPUKIAAHUX MporpaM, ab0 MacHBIB TaHUX, IO YK€ 3HAXOIATHCS
y 30BHILLIHINA MaM'ATi;

— npuaylieHHsa iHGopMaliitHoro oOMiHY B TEJIEKOMYHIKALIIHUX Mepekax,
danbcudikyBaHHs iHGoOpMaIlii B KaHAJIaX JEP>KaBHOTO i BOEHHOTO YIPABIIHHS;

— HeWTpamizaiis poOOTH TECTOBUX MPOTPaM 1 CUCTEM 3aXUCTy 1H(HOPMAITITHUX
pecypciB.

[Iporpamu 3 TOTEHIIITHO HEOE3MEYHWMHU HACTIAKAMUA YMOBHO TMOIUISIOTH Ha
HACTYIIHI KJIaCH:

— (00i10B1) KOMIT'IOTEPHI BIPYCH;

— 3aco0U HECAaHKI[IOHOBAHOTO JIOCTYIY;

— MpoTrpamMHi 3aKIaJIKH.
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Komn'wtepni Bipycu (Big nat. virus - "orpyta")] - 1€ cnemiaiabHl Nporpamu,
AK1 31aTHI CAMOYMHHO PO3MHOXYBATHUCS, CTBOPIOIOYM CBOi KOIIii, 1 MOIIKUPIOBATHCH,
MOAM(DIKYIOUN (3apakaroyu) 1HII TPOTPpaMM IUISXOM MPUEAHAHHS JI0 HUX IS
HACTYIHOIO OJICp>KaHHS YIIPABIIHHS Ta BIATBOPEHHS HOBUX KOTIH.

[Ticns 3amycky 3apak€HUX IporpaM BipyC MOKE€ BHUKOHYBAaTH pi3HI HeOakaHi
1ii, 10 MNOpPYIIyIOTh HUICHICTH 1HGopMalii Ta (abo) pexum poOoTH 3acoOiB
00YHNCITIOBAIEHOT TEXHIKU:

— TCyBaHHs (DaiiiB Ta KaTaJIOTiB;

— Moau(iKyBaHHS IPOTPAMHOTO 3a0€3MCUEHHS;

— CIIOTBOPEHHS pe3yJIbTaTIiB 0OUHCIICHb;

— 3acMivyBaHHsS a00 CTUpaHHS MMaM'sITi;

— CTBOPEHHS 3aBaj MpH poOOTI KOMIT I0TE€pa, HAMPUKIIAJ, PI3HUX aydio - Ta
BiJ1e0-eEeKTiB.

[Iporpamu BipyCiB CKIagarOThCA (BUKOHYIOTHCS, MUIITYTHCS), B OCHOBHOMY, Ha
MOBI mporpamyBaHHi AcemOiiep 1 TpU BHUKOHAHHI HE CTBOPIOIOTh HIAKUX
ayJl10BI3yaJIbHUX BiJIOOpaKE€Hb y KOMII'FOTEPHIN CUCTEMI.

Oco0MBICTIO KOMI'IOTEPHUX BIPYCIB € iXHS HE CIPSMOBAHICTh Ha KOHKpPETHI
porpamMu Ta BIIACTUBICTH camMoayO/ioBaHHsA. CamMoayO/ilOBaHHS NporpamMm 3
NOTeHIiliHO He0e3MeYHUMH HACTIIKAMM - 1€ MPOIEC BIATBOPEHHS MPOrPaMolio 3
MOTEHIIHHO HEOE3MEYHUMH HACJiJIKaMH CBOTO BJIACHOTO KOAY B ONEpaTHBHINA abo
30BHIIIHIN MaM'sITl NEPCOHATBHOTO KOMII FOTEPA.

Komm'ioTepri  BipycH MOXYTh  PO3MHOXKYBAaTHCS, BIPOBAKYBAaTUCA Y
porpamu, IepeAaBaTUCs JIHISIMU 3B'A3Ky, MepexamMu OOMIHY 1H(POpMALIEO,
BUBOJIUTH 3 JaJy CUCTEMHU KEPYBaHHS 1 T.1H.

3aco0u HeCaHKIIOHOBAHOI0 [OCTYIy BIJIHOCATBCS [0 KJacy MporpaMm 3
MMOTEHI[IMHO HEOE3NCYHUMH HACIIJIKAMH, JUIT SKUX OOOB'SI3KOBHM € BHKOHAHHS
HACTYyIMHUX (DYHKITIH:

— pyiiHyBaHHS (CIOTBOPEHHS JIOBUIBHUM YHMHOM) KOJIB MporpaMm B
OTIepaTUBHIN Mam'siTi;

— 30epexeHHs ¢GparMeHTiB i1H(pOpMaIli 3 ONepaTHBHOI MaM'ATi B JEsKIiH
JUISTHII 30BHILIHBOT TaM'ATI MPSAMOTO AOCTYNY (JIOKaJIbHOI a00 BIAJAJIEHOI);

— CIIOTBOPEHHS JOBUIBHMM YHMHOM, OJIOKyBaHHs 1 (a00) migMiHA MacuBIB
iH(dOopMaIlii, 10 BUBOJUTHCS Y 30BHIIIHIO MaM'siTh a00 B KaHaJ 3B'I3KYy, YTBOPEHUX B
pe3ynbTaTi poOOTH MPUKIAAHUX MporpaM, ab0 MacHUBIB TaHUX, IO YK€ 3HAXOATHCS
y 30BHIIIHIN MTaM'Ti;

— HeWTpamizalis poOOTH TECTOBUX MPOTPaM 1 CUCTEM 3aXUCTY 1H(HOpMAIIHHUX
pecypciB.

Jlo 3aco0iB HECAHKIIOHOBAHOTO JOCTYITY BIJHOCUTHCS BCUIAKE IO3aITATHE
mporpamMHe 3a0e3MEeUeHHs, SKE TPOTUBHUK MOXKEC BHKOPHUCTATH JIS TIOPYIICHHS
IUJTICHOCT1 OMepaIiiHoi CuCTeMH ab0 OOYMCIIOBAIBHOTO cepeaoBuina. Yacto e
TUT TIPOTPAMHOTO 3a0e3MeueHHs] BUKOPUCTOBYEThCS IS aHAJI3y CHUCTEM 3aXHCTY 3
METOI0 IXHBOTO TOAOJAHHS 1 peaizamii HECAaHKI[IOHOBAHOTO JOCTYMy 10
1H(hOopMaIITHUX pecypciB MEpek 0OMIHY 1HPOPMALIIEIO.

BiaminHoro  o3Hakor  (BIJHOCHO  MPOTPaMHMX  3aKJIaJIOK)  3ac00iB
HECaHKI[I0HOBAHOTO JIOCTYITY € HasiBHICTh (DYHKI1M TIOJJOJIAHHS 3aXHCTY.
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IIporpamMui 3akaaaKWM BIAHOCATBCS JO TakKUX MporpamM 3 MOTEHIIHHO
HEOE3MEeYHUMHU HaCHiIKaMHu, i SKUX OOOB'SI3KOBHUM € BHKOHAHHS HACTYMHHX
(yHKITIH:

— pyHHyBaHHS (CIIOTBOPEHHS JOBUIBHMM YHWHOM) KOJIB TIIporpaM B
OTIepaTHBHIN mam'sITi;

— 30epexkeHHsT (QparMeHTIB iHQOpMAIll 3 ONEpaTUBHOI MaM'ATi B JAEAKii
TUJISTHIT 30BHINTHBOT TTaM'ATi IPSIMOTO JOCTYMY (JIOKaIbHOT a00 BiIaieHo1);

— CIIOTBOPEHHS JOBUIBHMM YHWHOM, OJIOKyBaHHsS 1 (a00) migMmiHa MacuBiB
iH(opMaliii, 1o BUBOAUTHCS Y 30BHIIIHIO TaM'sITh a00 B KaHa 3B'13KY, YTBOPEHUX B
pe3ynbTaTi poOOTH MPUKIAAHUX MporpaM, ab0 MacHUBIB IaHUX, IO YK€ 3HAXOATHCS
y 30BHIIIHIN TTaM'sITi.

BigminHOIO o03Hakor (BIIHOCHO 3aco0iB HECAHKI[IOHOBAHOT'O JIOCTYITYy) €
BIJICYTHICTb (DYHKIIIH TIOJIOJIAHHS 3aXUCTY.

Buninsiors AekinbKka BUAIB MPOTPAMHUX 3aKIIAJ0K:

— TPOSIHCBHKI POTpaMHu;

— JI0T14HI 60MOH;

—  JIOTIYHI JIIOKH;

— MporpaMHi MACTKH;

— IpOTpaMHI YEPB'SKH.

Ocobauocmi 3acmocysanus iHgpopmayitinoi 30poi.

Ha ocHoBi ananizy 3actocyBanHs iH(opmaliiiHoi 30poi B iHdopmalliiiHii BiitH1
MOKHAa CKJIACTH TMEpeliK OCOOJMBOCTEH, IO XapaKTepPU3YIOTh OCHOBHI pPHCH
3acTOCyBaHHA 1HPOpMaIIiifHOiI 30poi:

— HH3bKa BapTicTh - Ha BIIMIHY B TPaJAMIIIHHUX BOEHHHUX TEXHOJIOTIH,
po3poOka 1H(popmarliiiHoi 30poi He NoTpedye 3HAYHUX (PIHAHCOBUX PECYPCIB -
JIOCTaTHBO MATH JIOCBiA poOOTH B iHGOPMAIIMHUX CUCTEMAX 1 TOCTYN y rI100aJIbHI Ta
B1JIOMY1 MEPEXKi;

— BiJCYTHicTh TpagMUiiiHUX KOPAOHIB - BIAMIHHOCTI MIDXK CYCHUIBHUM 1
0COOMCTUM, BOEHHOIO 1 KPUMIHAIBHOKO MOBEIIHKOIO, & TAKOXK Teorpadiydi KOPIAOHH,
AK1 1CToquHo CKIAJaMCs MDK  HAI[iIMA, PO3MHBAIOTHCS  3POCTAIOUYOI0
B32€MOIIOB'SI3aHICTIO 1HGOPMAIIITHUX 1HPPACTPYKTYP;

— HOBi MOMJIMBOCTI Uil KePyBaHHSl CYCHIJILHOIO JYMKOI0 - CydYacHi
iH(dopMaIiiiHI TEXHOJOrli HAJalTh IIMPOKI MOMXJIMBOCTI [JIs MAaHIMyJIOBaHHS
CBIJIOMICTIO JIIOJIEH 1 YCKJIQJHIOWOTH JAEp’aBl poOOTYy 3 MOJITUYHOI MIIATPUMKH
1HILIATUB y Taly31 3a0e3neYeHHs Oe3MeKH;

— HOBi 3aBJaHHS Tepe] OPraHaMHU PO3BIAKHM - HENPABUIbHE PO3yMIiHHS
poJll, MOXJIMBOCTEW 1 1uiel iHdopmariitHoi 30poi 3HIWKYE e()EKTUBHICTH
TPaAMIIITHOT PO3BIAYBAIBHOI IsIIBHOCTI; HEOOX1MHI HOBI (OPMH PO3BIIKH, IO
KOHIICHTPYIOThCS Ha iH(OpMaIliiiHINA cTpaTeriuyHii 30pofi;

— CKJIAJHICTh OIIHKM 3arpo3 i GopMyBaHHS CHCTEMM MOMNeEPEIKEHHH - Ha
JaHWW 4Yac HE ICHY€ CHCTEM IOMEpeKeHHs, SKI J03BOJWIM O i1H BIAPI3HUTH
CTpaTeriyHy araky 3 BHKOPHUCTAHHSM iHdopMaliiiHoi 30poi Bif 1HIMX QopM
TiSIBHOCTI B iH(OpPMAIIHHOMY TIPOCTOPi, BKIIFOYAOYM IIIUTYHCTBO 1 BHITaIKOBI
MTOMUJIKY;
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— TPYAHOIII MPH CTBOPeHHI M miATpUMII Koajdimid - Koamimii TUIbKU
30UIBIIYIOTh YPA3JIMBICTh IXHIX YYAaCHUKIB Bij] 1H()OpMaILIitHOT Opa3KH;

—  Ypa3JMBICTb BJIACHHUX TEPHUTOPil - OCKUIbKHU 1H(OPMAIIiTHI TEXHOJIOTIT He
oOMexeH1 B reorpadiqyHoMy IjIaHi, TO 1HPOPMAIIIITHOIO 30pO€I0 MOXKYTh ypaXkaTucs
17Tl SIK Ha BIIJIaJICHOMY TeaTpl BOEHHMX JiH, TaK 1 ycepeauHi KpaiHu.

3micT Teopii ingopmaniiiHOi 60pOTHOM

OcHOBHI BU3Ha4Y€HHS Teopii iHpopMaLiiHOT 00pOTHOU

Indopmaniiina Gopornda - 11e 6opoThOa 3 BUKOPUCTAHHSM CIELIATBHUX
croco6iB 1 3aco0iB Jjuig  BIUIMBY Ha 1H(opMariitny cdepy (cepenoBuie)
KOH(PPOHTYIOUOi CTOPOHH, a TAaKOX JJIs 3aXMCTy BiacHOi iH(opmaiiitHoi chepu B
1HTepecax JOCATHEHHS MocTaBjieHOi MeTH. [Hopmariiiina 6opoTh0a MoXke OyTH SK
CaMOCTIMHMM BHJOM, TaK 1 CKJIQJOBOI YAaCTHHOI OYJb-SKOTO 1HIIOTO PI3HOBHIY
00poTHOH (30pOiTHOI, 171€0JIOTTYHOT, EKOHOMIYHOI 1 T.1H.). BOHa BesieThCs MOCTINHO SK
y MHUpPHH, Tak 1 y BOeHHHW yac. Macmradu iHdopmaniiiHoi 60poTbOU HACTUIBKH
BCJIMKI, IO 11 MIATOTOBKA 1 BEACHHS MHOBHHHI HOCHUTH IUIAHOBHUM, CHCTEMAaTHYHUN
XapakTep, 3aCHOBAHMW Ha TJIUMOOKUX 3HAHHSAX 3aKOHIB 1 3aKOHOMIPHOCTEH
1H(popManiiHOT 60POTHOU.

Teopis indopmaniitHoi 00poTHOM sBISIE COOOIO CUCTEMY 3HAHB PO XapaKTeED,
3aKOHHM, 3aKOHOMIPHOCTI, TPHUHIUNHN, (HOPMH, CIMOCOOW MATOTOBKH 1 BEICHHS
1H(popMaiiHOT 60POTHOU.

Meta indopmaniiinoi 60poTh0M - 3a0e3leueHHs HEOOXIHOTO CTYMEeHS
BJIacHO1 1H(opMaIliiHOI 0e3MeKr 1 MaKCUMaJlbHE 3MEHIICHHS PiBHS 1H(GOpMAIiHOT
Oe3rekr KOHPPOHTYI4Oi CTOpOoHHU. JlocsirHeHHs MeTH 1HQoOpMaIliiHOi O60poTHOU
3IMCHIOETHCS IUIIXOM BUPIIICHHS PSATY 3aBJaHb, OCHOBHUMH 3 SIKUX € YPaKCHHS
o0'ekTiB 1H(pOpMaIliiiHOT cpepu KOHPPOHTYIOHUOI CTOPOHHM 1 3axXUCT BIACHOI
iH(dOopMmaIrii.

Merta 1 3aBmanHs iHGoOpMalliifHOI OOpOTHOM BU3HAYAIOTH ii 3MICT, @ TaKOX 1
CTPYKTYpy Teopii iHdopmaliitHoi 6opoTeOu. [Ipyu npomy Ha 3MicT iHQOpMaIliiHOT
O00OpoTHOM BENMKUN BIUIMB 3A1MCHIOE DA (GaKTOpiB, cepen SKUX BUIAUISIOTH
MOTITUYHUN, EKOHOMIYHUH, TyXOBHUM, BIIaCHE BOEHHUHN Ta 1HPOpMAIIHHUN.

Honitnununii ¢gakrop Biairpae HallBaXIHMBIIIY poib y (opMyBaHHI 3MICTY
iH(popmaniiiHoi 60poTbOu. Came BiH BU3HAYAE:

— 11 METy Ta 3aBJAaHHS;

— MPUYUHU BUHUKHEHHS Ta IUIAXHU 3aM00ITaHHS;

— CcHoco0H 1 0COOMBOCTI BEJCHHS,

— pO3Max Ta TPUBAJICTB;

— 3a0e3neueHHs MaTepiaTbHUMU Ta (IHAHCOBUMHU PECYPCAMMU.

Exonomiunuii (axkrTop 37ilicHIOE BEIMKWN BIUIMB Ha 3MICT 1 PO3BUTOK
iHpopmariiiinoi OopoThOu. Bing exoHOMIKM 3aleXuTh piBeHb 1HGOpMaTH3AIli
CyCIUJIbCTBA Ta JEpKaBW, a 3HAYUTh, 1 €(MEKTHBHICTh BEACHHS 1H(POPMAIIMHOT
00poThOU SIK Y MHUpHHUM, TaK 1 y BOeHHUM yac. HaykoBo-TexHIUHUN mporpec, 1o
0e3rocepe/IHbO BIUIMBAE HA BJOCKOHAJIEHHS 3ac00iB 1HPopMaliiHOi 00pOTHOHU, BU-
KJIMKa€ TIIMOOKI, pEBOJIOLINHI 3MIHM 1 B 11 Teopii. EkoHOMIUHMI PO3BUTOK Ha 0a3i
HayKOBO-T€XHIYHOT'O TMPOTrPeCy CTBOPIOE HEOOXITHI MEPEeIyMOBU [JIsi PO3POOKHU

e(eKTUBHUX CIOCOOIB BUKOHAHHS 3aBJaHb 1H()OopMaIiiiHOT 60pOTHOU.
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JlyxoBHUI (aKkTOp 3MIMCHIOE BHUPIIMIAJILHUN BIUIMB Ha peaiizalliio MOJ0KEHb
teopii iH(dopMamiiiHOT O6opoThOM. 3arambHa Ta nOpodeciiHa  TIATOTOBKA
00CIIyTOBYHOYOTO TepcoHany 1HGOPMAIIMHUX CHUCTEM, HOTO MOPaIbHO-TIOTITUYHUN
Ta MCUXOJIOTTYHHUM CTaH, TOTOBHICTD /10 CAMOBIJITAHOTO 3aXUCTY CBOET KPaiHU MAlOTh
NepIIOPsIHE 3HAYCHHS MPHY BUKOHAHHI 3aBJaHb 1H(QopMaIliitHoi 00poThOM 1 TOBHHHI
BpaxoByBaTUCH B ii Teopii.

Boennnii ¢akrop neXuTh B OCHOBI PO3BUTKY iH(oOpMaliifHOi OOpoTHOU.
[Tono>xeHHsS BOEHHOI JOKTPUHH JIep>KaBH, BOEHHI KOHIEMIT MPOTHIIEKHOI CTOPOHH,
CTaH Ta NEPCIEKTUBH PO3BUTKY 3aco0iB iH(opmaliifHOi OOpOTHOH, 1CTOPUUHMIA
JIOCB1Jl Ta HarpoMa/KEH1 3HAHHS B JaHId Tamy3i - came 1 6a3a € roJOBHOIO IpH
po3pod1l  PyHIAMEHTATBHUX TMOJOXEHb Teopii iHdopMaliiHoi O0poTHOM Ta
BHU3HAUEHH1 HAMPSAMKIB 11 pO3BUTKY.

Indopmanilinuii  ¢akTop HEPO3PUBHO TMOB'sA3aHM 3  1H(OPMALIHHOIO
00pOTHOOI0, OCKUIBKM OCTaHHS BEIEThCS B 1H(GOPMAIIMHOMY CEpEIOBHINI Ta
3aNIeKUTh BiA piBHA 1HGopMaruzaiii cropid. Jlanuii dakTop BU3HAYae po3Max
00poTHOU, TOPSIZIOK 1 CIIOCOOH 1i BeIeHHsI, BUOIp HAINIPSIMKY yAapiB, CTPYKTYPY CHJI Ta
3ac001B, MOKJIMBOCTI IXHHOTO MAHEBpPY MPU MPOBEICHHI BIUIMBY Ha 1H(pOpMaIliiiHe
CepeOBUILE TPOTUBHUKA.

JIJist BUBHAUEHHS CTPYKTYpHU Teopii iHdopmarliiiinoi 60poTh0u, posii Ta Micus ii
CKJIQJIOBUX YAaCTHH BHUKOPHUCTOBYBAIMCH MPHUHIMIIA HAyKOBOi JIOTiKH. CKiIaI0Bi
YaCTUHU TEOpii € BIAHOCHO CaMOCTIHHUMH 1, pa3oM 3 THM, B3a€EMOIIOB'SI3aHUMU
ramy3sMd 3HaHb - TaKUMH, IO BHUKJIIOYAIOTH iXHE TyOJIOBaHHS, ajieé TOBHICTIO
OXOIUTIOIOTH ii 3MICT.

OCKUIBKM OCHOBHHMMHM 3aBJaHHSMH 1HQOpMaLIHHOI OOpOTHOM € ypa)KEeHHs
00'ekTiB 1HPOPMALIMHOIO CepeOBUIlAa TPOTUBHUKA Ta 3aXHMCT BJIACHOI 1H(pOpMAIlii,
TO CTPYKTypa Teopii iHdopMaliitHoi 00poThOM MOBHUHHA BKJIIOYATH 3arajibHI OCHOBHU
Teopii iHpopmarliitHoi 00poTHOH, Teopito ypakeHHs 1H(OpMAIIl 1 TEOPiI0 3aXUCTY
iH(dOopMmaIrii.

3arajbHi ocHOBH Teopii iHdopMaliiiHoi 00pOoTHOM - HAWBAKIUBIIII CHUIHHI
BUXIJTHI TIOJIOKEHHSI Teopli 1H(opmariiiHoi O60poThOu. VY 3arajdbHUX OCHOBaX
BHU3HAYAIOTHCA:

— amapar noHsTh iHdopMaIiHoi 60poThOU;

— HanpsMKHU 1 METOAM JOCIIJIKEHb 1H(popManiiiHoi 60poThOH;

— TEHJEHILIi PO3BUTKY iHGoOpMaTHU3amii 1 ii poib y PI3HOMAHITHUX Taly3six
KUTTS CyCITIIbCTBA,

— poub 1 mictie iHpopMaIliitHOT 00OpOTHOM B MUPHH 1 BOEHHUI Yac;

— o0'ext, mnpenMer, WLIl, 3aBJaHHA 1 CTPyKTypa Teopii iHdopmaiiHoi
00poTHOU;

— KaTeropii, 3aKOHH, 3aKOHOMIPHOCTI Ta MPUHLIMIH 1HPOPMaLIHOI OOPOTHOM.

Teopisn ypaxenns indopmanii sk cknamoBa dyactuHa Teopii iHMOpMaIliitHOI
O0opoThOM BKIIIOUA€E 3arajibHi TIOJIOKEHHS 1 TEOpit0 CHJI 1 3aco0iB  ypakeHHs
iH(dopmarii. 3arayibHi MOJIOKEHHS BU3HAYAIOTH MPEAMET, 3aBIaHHS 1 3MICT Teopii
ypaxkeHHsl iHpopmarlii, dopMu 1 ciocodu ypakeHHs iH(opmarllii, OCHOBHI (aKkTopH,
[0 BIUIMBAIOTh HA 3MICT 1 €(PEKTUBHICTh YpakeHHs 1H(hopMallii.

Teopis cuu i 3ac00iB ypaxxeHHs iHopmalii BU3HAa4Yae Ta BUBYAE TTOKA3HUKHU

OLIIHKA €(EeKTUBHOCTI ypaxkeHHsA I1HQopMalii, MAaTeMaTUYHY MOJEIb YpaKE€HHS
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iH(opMarlii, cTaH MiATOTOBKU 1 BUPIIICHHS 3aBJaHb YpaXeHHs 1H(opMaliii.

Teopiss 3axucty iHdopmamii, sk ckigagoBa yacTuHa Teopil iHMOpMaIiiHOT
00poTHOU, BKIIIOYAE 3arajibHi MOJOMXEHHS, 110 BU3HAYAIOTh: MPEIMET, 3aBIaHHS 1
3MICT Teopli; 00'€eKTH 1 eJeMEHTH 3axucTy iHQopmarlii; OCHOBHI (akTopu, IO
BIUIMBAIOTh Ha 3MICT 1 €(PEKTUBHICTh 3axHUCTy 1H(GOpMallii, a TaKoX BH3HAYa€ Ta
BHUBYAE 3arpo3u 1HPopMaIlii 1 METOI0JIOT1YH1 OCHOBH i 3aXUCTY, CUCTEMY ITOKa3HUKIB
OIIIHKA e(l)eKTI/IBHOCTl 3aXHUCTy 1Hq)0pMauu 3arajibHy MaTeMaTHIHY MOJIENb 3aXUCTY
iH(hOopMartii, opraHizamiifHO-TEXHIYHI 1 MPaBOB1 OCHOBHU 3aXUCTy iH(GOpMaIIii.

HaliBaxmuBIIIMMKA JIOTIYHUMHU €JIEMEHTaMH 3MICTY 3arajlbHUX OCHOB TeOpii
iHpopMarliiHOi OOpOTHOM € KaTeropii, 3aKOHM, 3aKOHOMIPHOCTI 1 MPHHIIUIN
1HpOopMaIliiiHOT OOPOTHOU.

Kareropii indopmaniiinoi 060opors0u sBISIOTE Cc000I0 (PyHAAMEHTATBHI
MOHSTTA, IO BiAOOpa)arOTh HAMOLIBIN 3arajibHi, CYTTEBI MPEAMETH, MPOIECH 1
BJIACTUBOCTI 1H(}OpMaIIiitHOT 60pOTHOH.

Po3pi3HstoTh 3aranbHi 1 YacTKOBI Kareropii. 3araibHi KaTeropii MaroTh
BIJIHOIIEHHS JI0 BCIX ranys3ed Teopii iHpopMariitHoi 60poThOu. ['00OBHI 3 HUX —
«iHpopMmailis» Ta «iHPopMaliitHa 60opoThOa». YacTkoBi kateropii (GpopmMyroThCs y
CKJIQJIOBUX yacTuWHax Teopii. Tak, Teopis 3axucty iHdopmailii Mae CBOi KaTreropii,
HaIMpUKIAJ, «3axucT 1H(opmalii» Ta «iHpopMaliiftHa Oe3leka», Teopis ypakKeHHs
1H(popMalii - CBOI, HAPUKIIAJ, KYPAKEHHS 1HPOPMALITI».

1.5.2.3akonu Ta 3axoHOMipHOCTI iHdopManiiiHOI 00POTHOH

3akonu iHgopmaniiiHOi O0OpPOTHOM BH3HAYAIOTHCA SIK CYTTEBI, HEOOXIIHI
BIIHOIIEHHS, L0 XapaKTEPU3YIOTh BIOPSAKOBAHICTh OyIOBU 1 (PYHKIIOHYBaHHS,
TEHJEHLIi 3MIHU 1 PO3BUTKY THX YM IHIIUX SIBUL] 1HPOPMALIIHOI OOpOTHOU. 3aKOHH
iH(popManiiiHOT OOpOTHOM SBJISAIOTH COOOK OLIBII MEHII TOYHE BiOOPAKEHHS Y
CBIZJOMOCT] JIOAeM THX OO'€KTUBHUX 3B'SI3KIB 1 BIAHOCHH, SIKI ICHYIOTH 1 JIIOTh B
1HpopMaLiiHOMY pocTopl. SIKIIO BOHM Mi3HAHI, BIAOOpaXKeH1, OMHUCaHI, TO CTAalOTh
OCHOBOIO JUIS TPAKTHYHOI JISTIBHOCTI 3 TIATOTOBKM 1 BeAeHHS i1HdOpMaIiiHoi
00pOTHOMU.

Ockinbku  iHGOpMaliiiHa cdepa € YaCTUHOK  COINANIBbHOI  JISTIBHOCTI
CYCIIJIbCTBA, TO B Hil IPOSBIISIIOTH ceoe:

— 3arajibHl 3aKOHH J1aJICKTHKH;

— 3arajibHi 1 cienu@piyHi 3aKOHOMIPHOCTI COLIIAIBHOT'O PO3BUTKY;

— BJIACHI 3aKOHHU, 3aKOHOMIPHOCTI BiWiHM, 1H(oOpmaliiHoi O60poThOU (Ha-
MPUKJIIA, 3aKOH BU3HAYAIBHOT POJIi MOJITUYHUX LIJIEH BIHN);

— 3aKOHU 3aJIEKHOCTI XOAy 1 KiHI BiHU (iHGOpMaIliitHoi OOpoTHOM) BiA
€KOHOMIYHMX, COIIaJbHO-TIOITUYHUX, HAYKOBO-TEXHIUHUX 1 BOEHHUX MOXKJIUBOCTEH
MpOTUOOPUYUX CTOPIH.

Oco0suBICTIO 3aKOHIB (3aKOHOMIPHOCTEH) BiffHM, a TakoX 1H(pOpPMaLIHHOI
O0opoThOU € Te, 110, Ha BIAMIHY BiJl 3aKOHIB 1 3aKOHOMIPHOCTEW MPHUPOAN, BOHU
MIPOSIBIIAIOTHCS TUIBKU Y€pe3 MISUTbHICTD JIFOJICH.

B Tteopiit indopmariiitHoi 00pOTHOM MOCTIMHO HArPOMAKYIOTHCS 3HAHHS TIPO
3arajbHl 3aKOHU Ta 3aKOHOMIPHOCTI BIHM, TPOTE OCHOBHI 3YCHJUIS CIIPSIMOBYIOTHCS
Ha OCMUCJICHHS 3aKOHOMIPHOCTEH, BIacTUBUX 1H(MOpMarliitHiii 60poTs6i. BoHu TicHO
MOB'A3aHI 13 3araJlbHUMU 3aKOHAMHU BIMHH, pa3oM 3 THUM IM BJIACTHBI CBOI
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0COOJIMBOCTI.

VYHiBepcalbHUN XapaKTep Ma€ HACTyITHa 3aKOHOMIPHICTh: KUIBKICTB 1 SKICTh
3aco0iB 1H(opMaIliitHOT OOpOTHOM, a TaK0X OCOOOBOIO CKJIaay OOYMOBIIOIOTh
dbopmu Ta crocobu i1H@opmariiiiHoi OopoTeOM Ta i1 edexTuBHicTh. HaBenena
3aKOHOMIPHICTh TPOSIBIISIETBCS B TOMY, IO BHUHAWJIEHHS HOBHX 3aco0iB
1H(opMariitHoT 60pOTHOU Ta IXHE BIIPOBAKEHHS B MPAKTUKY HEMUHYYE TTPU3BOIUTH
710 BUHUKHEHHS HOBUX (opM 1 ciocobiB iHpopMariiHoi 60poTsou. Lle miaTBepmxye
BUHANJCHHS "KOMO'TOTEpHUX BipyciB", "nmoriunux 60mM6" Ta iHIIUX 3acO01B BEACHHS
iHpopMariiHoi 60poTEOU. EQeKTHBHICT, OCTAaHHBOT HE B MEHIIIH Mipi 3a1€KUTh BiJl
piBHs TpodeciiiHoi Ta MOPaTbHO-TICUXOJOTIYHOI MIATOTOBKHM OCOOOBOTO CKIIAdy.
UuMm BOHAa BHWINA, TUM OiJIbIIE MOXIMBOCTCH IS AaKTHBHUX Ta PINIydux iH
OpUMMAeTbCA TPH 3aXMCTI BIAacHOCTI iHQopmamii Ta ypaxkeHHI i1H(OpMaIii
MIPOTUBHUKA.

3aKOHOMIpHA TaKOX 3aJIEKHICTh 1LUJIeld 1HpopMaliitHOi 60pOoTHOU BiJ HAIBHUX
3ac00IB Ta MOXIMBOCTESH mis ii BemeHHsA. JloCBiJ CBIQYMTH, IO IMOCTAaHOBKA
HaJMIpHUX 3aBJIaHb, 5K 1 IXHE 3aHWKEHHS, MAIOTh OJTHAKOBO HEraTHUBHI1 HACIIIKH.

B ramy3i indopmariiinoi  00poThOM  MOXXHA ~ BHU3HAUYUTH  HACTYIIHI
3aKOHOMIPHOCTI:

— OOyMOBJICHICTh MacmITabiB Ta CHPSIMOBAHOCTI XapaKTepOM CTBOPEHHS
BOEHHO-TIOJIITUYHOI Ta €KOHOMIYHOI 0OCTAaHOBKH, a TAKOXK I[IIMH BOEHHOI ITOJIITUKHU
JEp’KaBH, CYCHUIBHUX Ta EKOHOMIYHHMX CTPYKTYp, $KI NpPUIMalOTh ydacTb B
1H(popmarliiiHiii 60poThO1;

— BIJMOBIAHICTG 3MICTYy Ta MaclTablB CTBOPEHHS JO XapakTepy Ta
0COOJIMBOCTEN CYCHUIBHOTO Ta JEPKABHOTO YCTPOIO;

— 3aJEXKHICTh MacmTaby Ta SIKOCTI CTBOPEHHS Bl MaTepiaJIbHUX Ta JYyXOBHUX
MOKJIMBOCTEN J€p>KaBH (1HIIMX CYCHUIBHUX Ta €KOHOMIUHUX CTpYKTYp). Ha ocHOBI
3HAHHS 3aKOHIB Ta 3aKOHOMIPHOCTEW, a TaKoK HaOyTOro IOCBILYy B PE3yJbTaTi
MPaKTUYHOI ISVIBHOCTI PO3POOIIIOIOTHCSA MPUHUMUIIY 1H(POpMaLiiHOT 60POTHOU.

Hpunuunu indopmaniiiHoi OopoTbOM - 1€ HAyKOBO OOIPYHTOBaHI
MOJIOKEHHS, TpaBWia, PEKOMEHJalli 3 MIATOTOBKM 1 BEACHHS 1H(POpMALIHOI
00poTHOM, KepiBHULITBA 1i cujiaMu 1 3aco0amMu. BOHM CTBOPIOIOTHCS Ha OCHOBI
3aKOHIB 1 3aKOHOMIPHOCTEM, a TaKOX JOCBiAYy, HAOYTOTO B pe3yJbTaTl MPAKTUYHOI
TISTBHOCTI B Taiy3i iHGopmaiiiitHoi 6opotrs0u. [Ipunnunu indopmariiitnoi 60poTHOU
HE TIUTBKH B1OOpakaroTh 00'€KTUBHY CYTHICTb, ajie 1 MIPUMUCYIOTh, SIK CIIJ JISTH B
KOHKPETHHX YMOBax. 3MICT 1 MacmTabu 3aBAaHb 1HGOpMAIIHOI OGOpOoTHOU
nepeadavaroTh HasIBHICTD 1117101 MHOXUHU TIPUHIUIMIB 1HGOpMAIIHHOT 60pOTHOU.

Boenna Hayka KepyeThCcsl Hacammepe ] MPUHITMIIAMH, 1110 BUTIKAIOTh 13 3aKOHIB
TAJIEKTUKH, 13 3araJIbHUX 3aKOHIB 1 3aKOHOMIPHOCTEH COIIAJIBHOTO PO3BUTKY. Paszom
13 TUM, BOHA OMPAaILbOBYE CBOI crelu(pIyH1 NPUHIUIIU, U0 BiJ0OpaxarTh, TOJIOBHUM
YMHOM, 3aKOHOMIPHOCTI 1H(opmaniiHoi O0opoTeOM. Jlo Takux MNPUHIUIIB
BITHOCSITHCS:

— OPUHIMI ~ BIAMOBIAHOCTI  (MIAMNOPSAKOBAHOCTI)  IHUJIEM 1  3aBlaHb
iH(pOopMaIlitHOT 60POTHON MOITUYHUM IILIISIM;

— IPUHIAII HEOOXITHOCTI 30CEepeIDKeHHS CHI Ta 3acoliB  iH(opMariitHol
00poTHOU y BUPIIIAIILHOMY MICIIl Y BUPIIIATLHUNA MOMEHT;

— TIPUHIINAI 3aBYaCHOI MATOTOBKHU CHJI 1 3aC001B 1H(POPMAIITHOI 60pOTHOH;
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— TPUHIMI TOCTIHHOTI TOTOBHOCTI CUJI 1 3ac00iB 1H(}OpMaIIiitHOT 00pOTHOH 10
3aXMCTY BJIaCHOT 1H(opMaIlii 1 10 pyHHIBHOT'O BIUIMBY Ha 1HGOPMAIlIfHE CEPEeTOBUIIEC
POTUBHUKA;

— TIPUHIIMIT BUCOKOT aKTUBHOCTI 1 PIITYYOCTI JTiH;

— MPUHIMI Y3TO/PKEHOTO CIUJIBHOTO 3aCTOCYBaHHS BCIX CHI 1 3aco0iB
1HbopMaIiiiHOT 0OpOTHOU;

— TIpUHIUI O0e3nepepBHOCTI 1HPOpMaIiiHOT 60POTHOH;

— TIPUHIUI BeJeHHs iHGOpMaIiiHOI OOpOTHOM 3 HaIPyKEHHSM, HEOOXITHUM
JUTSI BUPIIIICHHS TTIOCTABJICHUX 3aBJIaHb;

— NPUHIMI CBOEYACHOTO MAaHEBpPY CHJIIaMH 1 3aco0amu iH(opmaiiifHol
60poTHOH;

— MPUHIMI PANTOBOCTI, 3aCTOCYBaHHS HECHOIBaHWX JMJIA TMPOTHUBHHUKA
croco01B BUKOHAHHS 3aBJIaHb;

— MPUHIMI BpaxyBaHHS JyXOBHOro (akTopy B IiHTepecax BHUKOHAHHS
MTOCTAaBJICHUX 3aBJaHb;

— TPUHIUI BCEOIYHOTO 3a0€3MEeUeHHS, ATPUMKH O0€31aTHOCTI 1 CBOEYACHOCTI
BIJIHOBJIEHHSI CUJI 1 3ac001B 1H(OpMaIiiiHOT BIHU;

— MPUHIMAN TBEPJAOCTI 1 OE3MEepepBHOCTI YHPABIIHHS CHJIAMH 1 3aco0amu
iHdopmaliiiHoi O0poThOM, HEMOXUTHOCTI B JIOCATHEHHI IIOCTaBJICHOI METH,
BUKOHAHHI MPUUHITHUX PIIIEHb 1 MOCTABJICHUX 3aBJIaHb.

3axoau ingopmaniiinoi 60poTLOM

Indopmaniitna O00poThOa po3risAnaeTbess SK oaHa 3 (GopMm 3abe3neueHHs
iH(popmaniiiHoi Oe3neku BiJ 1HQOpMalIMHMX HAaBMUCHUX 3arpo3. BoHa BeneTbcs
Jep’)KaBHUMHU oOpraHaMu 1H(opmaiiitHoi Oe3neku 3 (OpMyBaHHSIMHU, L0 MAarOTh
pPI3HOMaHITHMM (CycniaipHUM) cTaH (pi3uuHl 0coOM, IOPUIWYHI OCOOHU, CyO'€KTH
MIDKHApOJIHOTO IpaBa) 1 3JIOBMHUCHO CTBOPIOIOTH 1H(OpPMAIIiiiHI 3arpo3u >KUTTEBO
BAXKJIUBUM 1HTEpECaM 0COOMCTOCTI, CYCIIJILCTBA 1 ICPKABH.

[Hdopmariiiina OGopoThba BKJIIOYAE KOMIUIEKC 3axO0iB 1H(OpPMAIIHHOTO
3a0e3nedeHHs, 1HGOpMAIIHOTO 3axWCcTy 1 1HQOpPMAlIiHOI MPOTHUMIi, MO0
3MIMCHIOIOTHCS 32 €IMHUM 33JyMOM 1 IUIAHOM 3 METOK0 3aXOIUICHHS 1 yTPUMaHHS
1H(dOopMaIIiHOT IEpeBart.

Indopmaniiine 3a6e3nedyeHHss B yMoBax iHGoOpMaIliiiHoi OOpOTHOM SBISIE
co00I0 KOMIUIEKC 3axojiB J00yBaHHsA 1H(oOpMaIli Mpo MPOTHUBHUKA B yMOBax
pOTUOOpCTBa, 30UpaHHs 1H(POpPMAIIil PO CBOi CHJIHM 1 3aco0H, 00poOKa iHpopmarrii i
OOMIH HEIO MiX OpraHaMH KE€pyBaHHsI 3 METOI0 OpraHizailii 1 BeIeHHS OOMOBUX JIiif.
Pe3ynbTaTuBHICTH 1HPOpMAIIHHOTO 3a0€3MEUeHHS 3AJICKUTh Bl OarathoXx (pakTopis
1 yMOB, fKl, KiHELb KIHIIEM, 3JIIMCHIOIOTh BIUIMB Ha JIBA OCHOBHUX €JIEMEHTU:
iH(OpMyBaHHS OpraHy KEpyBaHHs 1 CIPUMHATTS OAepKaHOT HUM 1H(dOopMarlii.

IngopmyBaHHs - aKT IIepelaBaHHSA OpraHy KEpyBaHHS II€BHOI IIOTOYHOI
iHdopmarii. B 3anexsHocti Big 3Micty 1HGopmaiii, 1H(QOpMYBaHHS MOXKHA
KJacu(iKyBaTl HACTYITHUM YHHOM:

— TpaBWIbHE IHPOPMYBAHHS,

— TpaBWIbHE Je31HGOPMYBaHHS;

— TpaHCIHQOPMYBaHHS;
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— TpaHcAe31HGOPMYBaHHS.

IpaBuabHe indopMyBaHHSI - 1€ TeEpeAaBaHHS OpraHy KepyBaHHS
HECIIOTBOPEHOI 1H(POpMAaIlii TPO ICTUHHY OOCTAHOBKY.
I[IpaBuabHe fae3iHopmMyBaHHS - 1[I¢ TEpeAaBaHHS OpraHy KepyBaHHS

HECIOTBOPEHOI 1H(pOopMaIlii PO HEMPaBIUBY OOCTAHOBKY.

TpancindopmyBaHHs - 1€ TIepeaBaHHs OpraHy KepyBaHHS TpaHCiH(opmarrii
(inpopmariiss mpo ICTHHHY OOCTaHOBKY, TpaHcpopMmMoBaHa B iHQOpMAIIIO Mpo
HEMpPaBINUBY OOCTaHOBKY).

TpancaesingopmyBaHHs - e nepeaBaHHs oprany KepyBaHHS
TpaHcnesinopmarii (iHpopmailisi Mpo HEMmpaBAMBY OOCTAaHOBKY, NEPETBOPEHA B
1H(opMalIlito Mpo mpaBauBY 0OCTAaHOBKY).

Cuopuiinsarra  indopmanii - mpouec ¢GopMyBaHHS B OpraHi KepyBaHHS
ySIBJIGHHS TTPO 00CTAHOBKY, BKJIFOYAIOUH 11 KUIBKICHI Ta AKICHI mapameTpu. Haitbipim
CYyTTEBl XapaKTEPUCTHKU TPU LBOMY - PO3IMI3HABAIbHI O3HAKHW ICTUHHHUX 1
HEIPAaB/IMBUX €JIEMEHTIB 00CTaHOBKHU.

CrtyniHp BIJIMOBIJHOCTI YSBIIEHb OpraHy KepyBaHHS MPO Il XapaKTEPUCTUKU
iXHIM BHXIJTHUM BEJIMYMHAM CTBOPIOE MEPEAYMOBH JIJIsi BUHUKHEHHS P13HOMAaHITHUX
cuTyaliil iHdopmaniiinoi 6opoTsOu. LIl nepenyMoBu peanizyloTbes B 3aJI€KHOCTI Bl
TOT0, HACKUTbKY 1H(OpMAILIis, 10 MOCTYTAE, CHIBBITHOCUTHCA 3 00pa3aMu ICTUHHUX 1
HEMpPaBAUBUX €JIEMEHTIB OOCTAaHOBKHU, sIKI 30epiraloThCsi B 1HPOPMALIHHOMY
KaJIacTpi.

Pi3HOoMmaHITHICTE cuTyalid iH(popmamiiiHoi OopoThOM Oyne BHU3HAYATHUCS
CTYIIEHEM BIJIIIOBITHOCTI alpiopHOi 1 HOTOYHOI 1H(popmarlii npo o0ctaHoBKy. O1iHKa
CTYIIEHS TaKOi BIAMOBITHOCTI IOBUHHA MPOBOJUTHUCS HA MO NPUHHATTS OpraHoM
KepyBaHHS 1HPOPMALIHOTO PIIICHHS.

Indopmaniiine pilieHHs - 11€ OJJMHUYHHN aKT CIIPUUHSTTS OPTaHOM KE€pPYBaHHS
moTo4HOi 1H(opMarii nmpo 0O0CTaHOBKY 1 ii BiIHECEHHS OO0 OYIb-SKOi BiJIOMOCTI
1H(hOPMAIIIHHOTO KaIacTpy.

Indopmaniiinuii kagactp (¢panm. cadastre) - CyKymHICTH BIJOMOCTEH,
HEOOXITHUX ISl IPUNHATTSA PIIICHHS] OpraHoM KepyBaHHs. [Hdopmariiiinuii kagacTp
MOY€ MaTH BUIJISAJA JABOMIPHOI MATpHIll, CTOBIII $SKOI BIAMOBIJAIOTH TEMATHYHUM
pO3aiaM KagacTpy, a pAIKH - IXHIM XapaKTePUCTHKAM.

[Ipouec npuiHATTA 1H(GOPMALIAHOIO pIlIEHHS MEpPeAy€e yCiM I1HIIMM €eTaram
MpolLleCYy MHCIECHHA JIIOAMHM abo eramam oOpoOku 1H(opMalli y cydacHUX
iHdopmaniiiHux cucremax. llpu MozjentoBaHHI 1H(GOPMALIIMHOTO pIIIEHHS OpraH
KEpyBaHHS OMHUCYEThCA y BUIJISAl 1HPOPMALIMHOI CUCTEMHU 13 CaMOHABYaHHSM, IO
CIpHiiMae MOTOYHY 1H(OPMAIIIIO PO OOCTAHOBKY.

[Tponienypa npuMHATTSA 1H(GOPMAIIHHOTO PIMIEHHS TMOJATa€ B IOCIITOBHIM
cenmekiii 1 imacudikamii motounoi iHdopMmarii. Cenekmiss 1 Kiacuikaiis
3MIMCHIOETHCS 3 BUKOPUCTAHHSIM Te3aypyca ampiopHoi iH(opmailii, OCHOBY SKOTO
ckinagae iHdopmariiHui  kagactp. OpmepkaHa B pCSyHBTaTl MPUMAHSTTS
iHbopMaLIiHOTO pileHHs 1H(OpMaIlisl OMOBHIOE Te3aypyC 1 3MIHIOE CTYIIHb
1H()OPMOBAHOCTI OpPraHy YIPaBIiHHS PO 0OCTAHOBKY.

Indopmaniiina nporugis - CykynHicTh 3axoAiB iH(popmarlliiiHoi 00poThOH,
CIPSIMOBAaHUX Ha MPOTUAIIO 1H(OpMAIITHOMY 3a0€3MeUYEeHHIO MPOTUOOPUOi CTOPOHH.
[ndopmamiitna npoTuais BKIOYa€e OJOKyBaHHS A0OyBaHHS, OOpPOOKH 1 OOMIHY
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iH(popMalliero Ta BOpoBapKeHHs ne3iHdopMaliii Ha BCiX eramax iHGOpMAaIIHHOTO
3abe3neueHHs. 3aBaaHHsA  1HGOpPMAIiHOT MPOTUIII  BUPIMIYIOTHCS  IUIIXOM
MacKyBaHHS, KOHTPPO3BIIKH, pPaaiOeIeKTPOHHOTO TPUIAYIICHHS 1 pyWHYBaHHS
1H(opMaIItHUX CUCTEM MPOTHUBHUKA.

Indopmaniiinuii 3aXHUCT - 11€ CYKYITHICTh 3aXO0JIiB 3aXHUCTy Bij iHpopMariitHo1
IPOTH/IT MPOTUBHHUKA, K1 BKJIIOYAIOTh Aii 3 1e0MoKyBaHHs 1HGOpMaIllii, He0OX1THOT
JUIA BUpPIIICHHS 3aBJaHb yOpaBNiHHA, 1 OJOKyBaHHA Je3iH(opMarlli, Mo
PO3MOBCIO/IKYETBCA 1 YHOPOBADKYEThCSI B CHUCTeMY ympaBiiHHA. [Hopmamiiinmii
3aXUCT JOCSTAETHCS MPOBEICHHSIM KOHTPOJIBHOI PO3BIAKH, MEPEBIPKOIO 1HPOpMAIIii,
3aXHMCTOM BiJl BOTHEBOTO YypaK€HHS (3aXOIUICHHS) €JIEMEHTIB i1H(OpMaIiitHuX
CHUCTEM, a TaKOX PalOCNEKTPOHHUM 3aXUCTOM. [H(opmaliitHuil 3aXUCT MiJBHILYE
edexTuBHICTh 1HGOpMaIIHHOTO 3a0e3meueHHsT B yMoBax 1H(OpMaLiiHOT MPOTHUMIIT
MIPOTUBHUKA.

PanioeleKTPOHHMH 3aXHCT - II€ CYKYITHICTh 3aXO[iB 3a0€3MeUeHHS CTIHKOI
poOOTH 3aco0iB  ympaBdiHHS 1 PO3BIAKM B yMOBaxX BEACHHS MPOTUBHUKOM
pPamioeNeKTPOHHOI OOpOTHOM, 3aCTOCYBaHHS PO3BIAYBAILHO-YIAPHUX KOMILIEKCIB,
CaMOHAaBITHOT 30pOi Ta YCYHEHHS B3a€EMHOTO BILUIMBY PaJll0CIEKTPOHHUX 3aCO01B.

Cnoco0u ingopmaniiHoi 00poTHLOH

Cnocobu 1H(popmaniiiHOi OOpOTHOM BH3HAYAlOTh MOPAJOK 1 MPUHAOMH
3aCTOCYBaHHA CUJI 1 3ac001B 1H(POpMaLIiHOT OOPOTHOM 7S 3aXOIJIEHHS 1 yTPUMAaHHS
1H(hopMaIiiiHOT NepeBaru HajJ NPOTUBHUKOM IPU MIATOTOBLI 1 MPOBEIEHHI OOMOBHX
M.

Cnoco6u iHpopmartiiitHoi 60poThOU BKIIOYAIOTH:

— BUJ 1 NOCTIAOBHICTh 1H(OPMAIIHUX BIUIMBIB HA TPOTUBHUKA;

— 00'€eKTH BIUIUBY;

— CKJaA cui 1 3aco0iB, IO BHUAUIAIOTBCS IS BEACHHS 1HGOpMaIliitHOl
00poTHOHU, IXHE ONEepaTUBHE IMKYBaHHS (0OMOBHI MOPSAOK).

VYeci cnocobu iHpopMamiitHOi O0OpOTHOM MOXKHA TOAUTUTA HAa TPU OCHOBHI
KaTeropii: CUJIOBi, IHTEJNEKTyallbHI 1 KOMOIHOBaHI, - a TaKOX 3a AaHAJIOTIEN 13
30poitHOI0 OOpOTHOOIO BUAUIMTH JABI OCHOBHI TpyNM CHOCOOIB: HACTyMaJlbHI 1
000pOHHI.

CuiioBi cnocoou ingopmaniiinoi 60poTHOM 3aCHOBAHI Ha ypa)kKeHHI 00'€KTiB
iHdopmariitHoi  60poTbOM  pI3HOMAHITHMUMU  BHIamu  30poi  (3BHUYATHOI,
pamioeneKTpoHHoi, 1H(opmaliiiHo1). 3acTOCyBaHHS CHJIOBHX CIIOCOOIB J03BOJISIE
nocsartd  iHGopMarlliiiHoi TepeBard B KUIBKOCTI 1HQopMalii, HEoOXigHOT I
BUPIIIECHHS 3aB/JaHb YIIPABJIIHHS BiliCbKaMU (CUIaMHM).

InTenexkryanabHi cnocodou indgopmaniiiHoi 00poTHLOU peami3yioTh pedIIeKCHE
YIOpaBJiHHSI TPOTUBHUKOM. 3aCTOCYBaHHS TaKWX CIIOCOOIB JO3BOJISIE JIOCATTH
iHdopmaliiiHoi mepeBarn B SAKOCTI 1H(OpMalli, $SKa BHUKOPUCTOBYETHCS IS
YIPABIIHHS BICbKaMU (CHIIAMH).

Komo6inoBani ciocoomn indopmauiiinoi 60poTs0M 3a0€3MeUyOTh JTOCATHEHHS
1H(hOopMaIIHOT IepeBaru gk 3a KUIbKICTIO, TaK 1 3a SIKICTIO 1H(dOopMallii.

Hacrynanabhi cnocodou iHdopmaniiinoi 00poTs0u peaizyloTh OJOKyBaHHS
iHdopmarrii, BIIBEpHEHHS yBarW, CKOBYBAaHHS CHJI TPOTHBHUKA, BHUMOTYBaHHS
MPOTUBHUKA, 1HCIICHYBaHHSI, JI€31HTErPaIlil0, 3aMUPEHHS, 3aJ5KyBaHHs MPOTHBHHKA,

37



NPOBOKYBAHHS TMPOTUBHUKA, T[EPEBAHTAKEHHA MPOTHUBHUKA, HABIIOBAaHHS Ha
IPOTHUBHMKA 1 TUCK HA MTPOTUBHUKA

Cnocid 61oxyBanHs iHopmaiii nossirae B TOMy, 110 Ha €Tarll MiJArOTOBKY 1 B
X011 0OMOBHUX I MIISXOM BUKOHAHHS KOMILIEKCY 3aXOJIB 1HGOPMAIIHHOT TPOTHAIT
MOBHICTIO a00 YacTKOBO NPHUIUHAETHCS A00yBaHHS (30upaHHs) iH(opMalii mpo
00CTaHOBKY 1 OOMIH 1H(OpMAIll€I0 B CHUCTEMaxX YIpaBJiHHS BIAChKaMH 1 30pO€r0
npoTuBHUKA. Jlns  peamizamii  1[bOro  cocoOy — 3aCTOCOBYETHCSI  BOTHEBE,
pamioenekTpoHHe 1 iH(oOpMmariiiHe ypaxeHHs (MPUIYIICHHS) EJIEMEHTIB CHCTEM
YOpaBIiHHS BiiCbKaMU (CHJIaMH ) 1 30pO€Er0 IPOTHBHUKA.

Croci0 BizBepHeHHs YBAaru moJjisira€ B TOMy, 1110 Ha €Tari MiroTOBKH 00HOBUX
Jii IUIIXOM MPOBEIEHHST KOMIUIEKCY 3aX0A1B 1H(OpMaliifHOT TPOTHAIl HaMaraTbCs
CTBOPHUTH peajbHy ab0 yaaBaHy 3arpo3y JUIsl OJHOTO 3 HAaWOUIBII ypa3iuBUX MICIh
MPOTUBHUKA 1 TUM CaMHM IEPEKOHATH MOTO y CBOIX HaMmipax JiATH Ha OJHOMY 3
MO>KJIMBUX HamNpsIMiB 3 METOIO BIJIBOJIIKTH TOJOBHI CHJIM TIPOTUBHHUKA HAa BUPIIICHHS
JIPYTOPSTHUX 3aBJIaHb.

Cnoci0 ckoByBaHHSI CHJI MPOTMBHHUKA € PI3HOBUIOM CIIOCOOY BiJIBEpHEHHS
yBaru. [Ipu #oro 3acTtocyBaHHI y MPOTHUBHUKA CTBOPIOETHCS TEPEKOHAHHS B
HAsIBHOCTI 3arpO3HU JIJIsl OJIHOTO 3 HOTO ypa3IMBUX MICIlb, 3aI00ITaHHS sIKii oTpedye
BU/IJIEHHSA YaCTUHU CHJI Ta 3aCO0IB.

Cnocid BUMOTYBaHHSI IPOTHBHHUKA TOJISITA€ B IPOBEACHHI KOMIUIEKCY 3aXO0/IIB
1H(hOopMaIIHHOT TPOTUIIT 3 METOIO PUMYCUTH MIPOTUBHUKA 3A1MCHIOBATH HEBUT1HI 1
MapHi Aii 1, SIK HacIiJOK, BCTYIUTH B Ol 3 PO3TPAYEHUMHU PECYpCaMH 1 3HHIKEHOIO
o0oe3natHicTio. [lpm 1bOMYy MOXYTh TPOBOAUTUCS OOMEXkeH1 OoKoBI abo
BIABOJIIKAr0Y1 Aii.

Croci0 iHCUeHyBaHHS MOJSTa€ B TOMY, IO Ha €Tarll MiArOTOBKU 0 OOHOBUX
J1i MPOTUBHUKOBI HAaB'A3y€ThCS ysiBA MPO HASBHICTh YJABAHOI 3arpO3H JJI OJJHOTO 3
HOTO ypa3lIMBHUX MiCIlb, 3alI00ITaHHS SIKii HE MOTpeOye BUITICHHS cuil Ta 3aco0iB. Lle
poOUTBCST 3 METOI0, MI00 MPOTUBHUK TMOMITUB OOMaH 1 MOro MHJIBHICTH Oyna 0
npucnana. [Ipy BHUHHUKHEHH1 CHPaBXXHBOI 3arpo3d BIH TaKOX CIHpuiiMe ii fK
(banpIMBy 1 3MOXe JIIATH Y BIMOBITHOCTI 10 peaqbHOT OOCTaHOBKH.

Cuoci0 nesinterpaunii BUKOPUCTOBYETHCS U BUPIIIICHHS MOJITUYHUX 3aBJIaHb
y MDKIEpKaBHUX KoHGmikrax. Peamizarmisi cmocoOy Tmonsirae B MPOBENCHHI
KOMIUIEKCY 3aX0/11B 1H(GOPMAIIMHOT TPOTHIII, IO JO3BOJISIE HAB'SI3aTH MTPOTUBHUKOBI
ySBY MNpO HEOOXIAHICTh AISITH BCYNEped KOATNLIMHUM 1HTepecaM. 3 MLI€I0 METOH
MOXE€ BHUKOPHUCTOBYBATHUCA N1€31HPOPMYBAHHS TPOMAJCHKOI ITyMKH, a TaKOX
(dbopmyBaHHs (aTbIIMBUX YABJICHb MNPO BOEHHO-TIOJITUYHY OOCTAHOBKY Y TOJIIB
nepkaB, o 0epyTh yuacTh Y KOHGIIKTI. KpiM TOro, MoXyTh TPOBOJAUTHUCS 3aXO0/IH,
AK1 CIIPUSIIOTH 3arOCTPEHHIO PEATbHO ICHYIOYMX a00 MITYYHO CTBOPIOBAHUX MPOTUPIY
y CTaHl BOpOra 3 METOI0 3MEHILIUTH HOr0 BOEHHY 1 EKOHOMIYHY MOT'YTHICTb.

Cnocid 3aMHpeHHs1 3aCTOCOBY€ETHCS JIJIsl HAB'A3yBaHHS MPOTUBHUKOBI YSIBU PO
HEUTpaIbHY a00 COIO3HUIILKY MO3UIlII0 KOHPPOHTYH4O0i cTopoHU. CyTh CrocoOy
MOJIsSITa€ 'y TMPOBEEHHI KOMIUIEKCY 3aXOiiB i1H(GOpMarliitHoi MpoTHlii, OCHOBHOIO
METOI0 SIKHX € CTBOPEHHsS Yy NIPOTHUBHUKA YSIBU NpPO Te, L0 3IIMCHIOETHCS HE
MirOTOBKA 10 OOWOBHUX [Iii, a TIJIaHOBA ornepaTuBHa (0oioBa MiATrOTOBKa) a00 OyIb-
AK1 1H111 3ax0u. [[pOTUBHUK MOBUHEH YIIEBHUTHUCS B APYXKHIX a00 MUPHUX Hamipax
KOH(POHTYIOUOI CTOPOHH 1 BTPATUTH MIJIBHICTh. TAEMHO K IJIAHYETHCA 1 TOTYETHCS
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Hamnajl Ha HbOr'o MPH NEPIIOMY 3pYYHOMY BUIMAJIKY.

Cnoci0 mnpoBOKYBaHHSI MNPOTHMBHUKA TIPU3HAYCHUN Il  CIIOHYKaHHS
MPOTUBHUKA J0 3A1MCHEHHS OYb-IKUX J1H, KOPUCHUX MPOTHIICIKHIN CTOPOHI.

Crnoci0 nepeBaHTaxkeHHs NMPOTHBHUKA IOJsIra€e B TOMy, II00 Ha erami
MIATOTOBKA 1 y XoAl OOHOBUX I JOBECTH JO MNPOTHBHUKA TaKy KUIBKICTh
cynepewInBoi iHpopMallii, sKa MepeBaHTaXye HOro CUCTEMY YIPaBIIHHS 1 3MYIIYy€E
npuiiMaTd 1 peayi3oByBaTH pIIIEHHS B yMOBaX MiJBUIICHOI HEBU3HAUYEHOCTI
00CTaHOBKH.

Cnoci0 HaBilOBaHHS Ha NMPOTHMBHMKA MOJATaE y (popMyBaHHI 1 HACTYTHOMY
BUKOPHUCTAaHHI 1H(QOPMAIIITHOTO CTEPEOTUIY KOH(POHTYIOUOi CTOpOoHH. s 1poTro
Ha eTarl MiJrOTOBKH 1y X011 O0HOBHUX Mi{ NUISIXOM MPOBEIECHHS KOMILJIEKCY 3aXO0/liB
iHGOopMaLiiHOT TPOTHAII A0 BiZlOMa MPOTUBHUKA JTOBOAUTHCS 1H(OpMAIlis, sSKa Mae
IOpUINYHY, MOPAJIbHY, 1/I€0JIOTIYHY a00 1HIITY CHIIY 1 CHOHYKA€ WOTO A0 3IHCHEHHS
OyJIb-SIKUX 11, BUT1THUX KOHPPOHTYIOUiil CTOPOHI.

Crnoci0 THCKy Ha NPOTMBHHMKA 3aCHOBAaHMN Ha JOBEJACHHI O CYCHUIbHOI
JYMKH BIJOMOCTEH, $IKI TaHbOJSATh TNPOTUBHHMKA, Ta 3MYIIYIOTh JEp>KaBHI,
MDKJEpKaBHI, CYCIUIbHI Ta 1HIII OpraHi3aiii 3A1MCHIOBATH ii, K1 YCKJIaJHIOIOThH
BUKOHAHHS HOTO 3ayMiB.

O06oponHi cnocodu iHdopmaniitHoi 00poTLOM peani3yroTh 1e0J0KYBaHHS Ta
OTOTOKHEHHSI 1H(pOpMAIIii.

Cnoci0 neosoxkyBaHHs iHdopmanii nependadae MNPOBENCHHS KOMIUICKCY
3ax0/iB 1H(QOPMALIKHOIO 3aXHUCTy 3 METOK OJepKaHHS 1H(opMmanlii, sKa NIpHUXO-
BYEThCS 200 MOJU(IKYETbCA MPOTUBHUKOM. [Ipu IIbOMy MOXYTh 3aCTOCOBYBATHCS
BCl MOXJIMBI METOJM, CWJIM 1 3aCO00M, aX J0 NPOBEIECHHA IIMPOKOMACIITAOHUX
oreparriu.

Cnoci0 ororo:xHeHHs1 iHdopmamii nependavyae MPOBEACHHS KOMIUICKCY
3axoAiB 1H(MOPMAIIIHHOTO 3aXHUCTy, SKI 3a0e3MeuyroTh 30UpaHHA 1 31CTaBJICHHS
iHdopmarlii nmpo oauH 1 TOM ke (akT (ABUIE) BiJ PI3HOMAHITHHUX JHKEpPEN, IO
J03BOJISIE  BUSIBUTH 1 OJIOKyBath Je3iH(OpMaIliio, sKa PO3MOBCIOJIKYETHCS
MPOTUBHUKOM.

®opmu BeeHHH iHGopManiiiHOi 00pOTHOU

Jlo ocHOBHMX (opM BeleHHs 1HGOpMaliitHOi OOpOTHOM 3BHYAITHO BITHOCSTH
HACTYIIHI:

— 1HopMalliitHa onepanis;

— iHdopmarliiiHa OUTBa;

— 1HdopMmariitHa mis (aKiis);

— 1HGopMaLiitHU# yaap.

Indopmauniiina omepauia (Big Jsar. operatio - "gif") - 1€ CYKYIIHICTh
Y3roJI’)KEHUX 32 METOIO0, 3aBJIaHHAMM, MICLEM 1 yacoM Aii (akiiii), yaapiB 1 OUTB, 110
MPOBOAATHCS 32 €AMHUM 3aJTyMOM 1 IJIAaHOM JIJIS BUPIILICHHS 3aBJlaHb 1HQOpMaIiiHO1
00poThOU (3aBOIOBAaHHS 1 yTpUMaHHs 1H(GOpPMAIliitHOI TepeBaru HaJl MPOTHBHUKOM
a00 3HWXKEHHS Woro iHdopMaIliiiHOi TiepeBar) Ha TeaTpli BOEHHUX i,
cTpareriyHoMy abo orepaTUBHOMY Hampsimax. [HdopmarriitHi oneparii MOXyTb OyTH
HACTyNaJIBHUMH Ta 0OOPOHHUMU.
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HacrynaabHa indopmaniiiHa omepamis Mae 3a METy 3aBOIOBAaHHSA
iHopMarliiiHoi TiepeBarn Haj TPOTHUBHUKOM. B 11ifi omepairii ToJIOBHI 3yCHJUISA
CIIPSIMOBYIOThCSI Ha JI€30pTaHi3allil0 HOro CUCTEM yNpaBIiHHA BiiCbKaMH 1 30po€to, a
JacTHHA CUJI Ta 3ac001B 3a0€3MeUyIoTh CTIHKICTh BJacHOTO ymnpasiiHHs. [Ipu nibomy
BCl 3aXO0/H, II0 MPOBOJATHECSA B MeXax iH(opmaliiiHoi 00poThOH, TOBHHHI 3a0e3-
NeyyBaTH CIPUITIIMBI YMOBH JjIsi OOMOBUX J1 CBOTX BIMCHK (CHII).

O6oponna ingopmaniiiHa omepamisi TPOBOAUTHCI B YMOBax BEJIHKOI
iHGOopMaIliiHOI MepeBard MPOTHBHHUKA 1 MAa€ 3a METY 3HIDKEHHs Ili€l mepeBaru. B
Takiil omeparii TOJOBHI 3yCHJUIA CHJI 1 3aCO0IB CIPSMOBYIOThCS Ha 3a0e3reueHHs
iHpopMariiiHoi Oe3neKku opraHiB ympaBiiHHSA o00'eqHaHb 1 3'€qHaHb, HAa 3aXUCT
iHpopMmarlii B cucremMax KepyBaHHs. YacTuHa cui 1 3aco0iB CHpPSIMOBYIOTHCS Ha
JI€30pTaHi3aIliio YIPaBIiHHS BIHCBKaMU 1 30pO€I0 MPOTUBHUKA.

Merta indopmaniiiHoi onepauii 1ocsraeThCs BUPIIICHHSM HACTYITHUX 3aBJaHb:
iH(opMaIiitHUM BILUTMBOM Ha MPOTHUBHUKA, 1HPOPMAIITHUM 3aXHUCTOM 1 €PEKTUBHUM
BUKOPUCTAHHAM 1H(POPMALIMHUX PECYPCIB BIACHOTO YTPYNOBAaHHS BIWCHK (CHI).
Indopmarniitna  omepariisi, 3BHYAHHO, TPOBOAUTHCS B  MeXax  BiAMOBIIHOT
3araJlbHOBIMCHKOBO1, CAMOCTIMHO1, CITUIBHOT 200 CIeliaibHOI orepairii.

3a macmtabamu iH(MOpMaIliiiHI ornepallii MoXHa KiIacu(pikyBaTu sIK CTpaTerivyHi,
OTEpAaTUBHO-CTPATET1YHI, OMEPATHUBHI 1 ONEPaTUBHO-TAKTUYHI 1 XapaKTepus3yBaTH
HACTyITHUMH OCHOBHHMMH TIOKa3HMKaMU: TPOCTOPOBUM pPO3MaxoM, TPHUBATICTIO, a
TaKOX KUJIBKICHUM 1 SKICHUM CKJIaJoM CuJ 1 3aco0iB. B Toi ke yac HeoOXiJHO
BIJI3HAYMTH, L0 IS CrielU(pIYHa Taiy3b MPOTUOOPCTBA HE Mepeadadyae BUKOPUCTAHHS
TaKUX YITKO BU3HAYEHHX JIJIsl OOMOBUX 1Ml MOHATH, AK PpOHT 1 THII (1HPOpMaLIHHIA
BIUTMB MOX€ 3/1MCHIOBATUCS HA BCIO IITMOMHY TEPUTOPIi TPOTUBHUKA).

B nmeskux yMoBax OOCTaHOBKM HE BHUKIIOUECHA MOXJIMBICTH TPOBEICHHS B
paMKax 1HpopMaliiHOi omnepalii iHgopManiiiHol OMTBH, B X0/l SKOi BUPIIIYETHCS
OJIHC 3 HAWMBaXJIUBIMIMX OINEPATUBHMX 3aBAaHb. BoHa sBIIsIE COOOI CYKYIHICTB
Y3rO/PKEHUX 1 B3aEMOINOB'S3aHUX 3a METOI0, 3aBIAaHHSAMH, MICIIEM 1 YacoM
iHdopMaIIiHUX N1 Ta yaapiB, 00'€IHAHUX 3arajlbHUM 3ayMOM, SIK1 31HCHIOIOTHCS
CIeliaJIbHO BUIUICHUMHU CHUJIaMH 1 3ac00aMM Ta CIIPSMOBAH1 JJISI BUPIIICHHS OJTHOTO
OTEepaTUBHOIO 3aBAaHHs 1HdOpMaIlliitHoi 00poThOU. B 3amexHocTi Bif macmtady i
BU]ly 1H(OpMAIIIHOI omepaliii B Hilf Moke OyTH ojiHa abo JIeKiIbKa 1H(OpMAIIHUX
OWTB, 10 3AIMCHIOIOTHCS OJJHOYACHO ab0 MOCIIIJIOBHO.

Indopmaniiini aii (akuii) - 11€ CYyKyIHICTh Y3TOJKEHHUX 32 METOI0, 3aBJaHHSIMU,
MICIIEM 1 YacoM 3axO[liB, IO MPOBOAATHCA CHJIAMHU 1 3aco0aMu, 3alydYeHUMH IS
BeJleHHA 1H(popMalliiiHoi OOpOoTHOM, MPOTATOM NEBHOTO 4Yacy B MEBHOMY pailoHI
(manpsimky). Ilin gac iHpoOpMamIMHUX 1 MOXYTh 3[1ACHIOBATUCS 1H(OpMaIiiiHI
yaapu.

Jlist eeKTUBHOTO MPOBEACHHS 3aX0AiB 1H(OpMaliiHOi 00poTHOM 1H(pOpMa-
I[iiHI BIUIMBM Ha TPOTHUBHHUKA HEOOXITHO TMOYMHATH M€ Y MUPHUN Yac, HEPIAKO
3a37ayieTip 0 TOoYaTKy BOE€HHHMX (OoioBux) miii. Taki iH(pOpMaIliifHI BIUIUBH
3BHYAiHO Ha3WBalOTh iHGOPMANIAHUMM aKWisIMH, OCKUIBKM BOHHU BHXOJSTH 3a
MeX1 BiacHe 1H(popmarliitHoi 60poTbOM B 00s1acTh 1H(POPMAIIIHOTO MPOTUOOPCTBA
reOMNOJIITUYHHUX CYO'€KTIB.

[adopmariiiai mii (akiii) MokHa KiIacH(piKyBaTH 3a BUIAaMHU (HACTYMalbHI 1
000OpOHHI), MaciTaboM (CTpaTeriyHi, ONEPaTUBHO-CTPATEriyHi, OMNEpPaTUBHI,
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OTIEPaTUBHO-TAKTUYHI 1 TakTW4HI) 1 o0'ekTamMu BIUIMBY (1H(OpMAIliHI CHUCTEMH,
MOPJIBHO-TICUXOJIOTIYHUM CTaH O0COOOBOTO CKiIaay Ta ixHs KomOiHaiisg). [o
HACTynajgpHUX  1HQOpPMalIMHUX 11  BIAHOCAThCA  1H(OpMAIIHUNA  BIUIUB
(indopMmarmiitHa akiisi) Ta iHpopmariiiiHa Ojokana, 10 OOOpOHHUX - il (akmii) 3
1H(opMaIIiITHOTO 3aXHUCTY.

Hacrynanbuuii ingopmauniiinuii BIUIMB - 11e¢ aKTUBHUH, IIECIPIMOBAHUM,
Y3rO/UKEHUM 3a 3aBAaHHAMH, MICIIEM 1 YacoM BIUIUB 3aJy4eHHX J0 BEIACHHS
iHGopMaIliiHOT 60POTHOU CHIT 1 3aC001B MPOTATOM NEBHOTO Yacy B 3aJaHOMY paioH1
0 OKpEeMHX 1H(QOpMAIIIHIX 00'€KTaX CHUCTEMHM YMpaBIiHHS MPOTUBHHKA abO IOro
iHpopMariiHoro pecypcy B uiomy. [lpm 1mboMy MOXYTh 3I1HCHIOBATHCS
pi3HOMaHITHI iHQOpMaIIiiiHi yaapu.

Indopmaniiina HacTynajabHa aKUisi 3M1MCHIOETECA B MeXax 1H(opmaiiitHoro
npoTUOOPCTBa (HAMPHUKIIA, MAaHIMYJAIIsA 3acobaMu MacoBoi iHGopMallii, KyJIbTypH,
MHUCTENTBA 1 T. 1H.).

Indopmaniiina 60kaga - 1e y3roJKEHE 3a 3aBJAHHAMHU, MICHEM 1 4acoM
3aCTOCYBaHHS CHJI 1 3aC00IB 3 METOI0 HAWOUIbII TTOBHOTO 3HM)KEHHS MOMJIHMBOCTEH
MPOTUBHUKA 3 OJIEp’)KaHHS 1 BUKOPUCTaHHS 1HOpMAaIli, HEOOXIMHOI IS
e(eKTUBHOTO BeJCHHS omepailiii (6oioBux fiit). B pamkax iHpopMaliitHoi 610kaau
MOXYTh TaKOX MPOBOAUTUCA 1H(OpMAIINHI yJapy pi3HOTO BUAY Ta Maciitady.
OnHuM 3 OCHOBHHMX CIOCOOIB JIOCATHEHHSI METH 1H(OpMALIHOT OJIOKaau y BOEHHIN
Jac € pamioenekTponHe ogokyBanHs [electronic blocking] - y3romxenuii BruHB
3aco0aMu  paJiOCNIEKTPOHHOTO MPUAYIIEHHA 1 (YHKI[IOHAJIBHOIO YpaKeHHS Ha
TEXHIYHI €JIEMEHTH CUCTEM PO3BIIKHU 1 KaHAHU NepeaBaHHs iHpopmairii.

Heo0x11HO TakoX BiA3HAYUTH, 1110 MeTa iH(GOpMaLiiHOT OJI0KaIu TPOTUBHUKA Y
BOEHHMX KOH(JIIKTaX HE MOXKe OYTH MOBHICTIO peaiizoBaHa 0e3 ClelialbHUX 3aXO0/I1B
(axuiif), iK1 MPOBOAATHCS HA PIBHI KEPIBHULITBA JIEP>KABH.

Jlo obGopoHHMX BimHOCATBCS il (akmii) 3 iHdopmaniiinoro 3axucry -
Y3rOJIPKEHI 3a 3aBJIaHHSMH, MICIIEM 1 4aCcOM 3aCTOCYBAHHS 3alyuy€HUX 1O BEICHHS
iHdopmariiiinoi OopoThOM cui 1 3ac00iB 3 METOK 3a0e3NeueHHs CTIAKOCTI
(GyHKIIOHYBaHHS CHUCTEMH  YIpaBIiHHSA  BilicbkamMu  (CUJaMH) B yMOBax
1H(MOpMAIITHOTO BIUIMBY MPOTUBHUKA.

[lin indopmaniiHuM yaapoM po3yMilOTh KOPOTKOYACHUM TOTYXHUUN
y3roJi>KeHU 1H(pOopMaliiHUNA BILUTMB CUJI 1 3aCO0IB Ha HAWOLIbII BaXKJIMBUM €IEMEHT
(elleMEHTH) CHUCTEMH YHOPABIIHHS (KEpyBaHHsS) TMPOTHUBHUKA [JISl JOCATHEHHS
pluryyux LUIed 13 3aBOOBaHHA 1H(OpMaIIiHOT nepeBaru (3HWKEHHs 1H(opMaIiiiHO1
nepeBaru NpOTUBHUKA).

[npopmariitHi ynapy MokHa Kiacu(ikyBaTH 3a MaciuTaboM (CTpaTerivi,
OTIepaTUBHO-CTpPATEriyHl, OMNEpPaTUBHI, ONEPAaTUBHO-TAKTUYHI, TAKTU4HI), TUIIAMU
(pamioeneKTpOHHI,  paJlloeeKTPOHHO-BOTHEBl,  KOMIT'HOTEpHI,  CHeMiabHI 1
KOMOIHOBaHI) 1 CTyIE€HEM 30Cepe/KeHHsSI CHJI 1 3ac00iB (BHOIPKOBI, 30CEPEIKEHO-
MacoBaHi 1 MacoBaHi).

PajioesiekTpOHHUIl yaap - 1€ Y3roJpKeHUH 3a YacoM, TJIUOMHOIO Ta
3aBJAHHSIMH MAaCOBaHMM KOMIUICKCHHN BIUIMB PI3HOMAHITHUX CHJI 1 3acoOiB
PaAloeIeKTPOHHOTO MPUIYIICHHS 1 (PYHKI[IOHAIBHOTO YPAKEHHS PalOeIeKTPOHHUX
00'€KTIB CHUCTeMH KEpyBaHHS MPOTHUBHUKA 3 METOIO 3pWBY YIIPABIIHHS HAa OKPEMUX
HarpsiMKax (abo 3 OKpeMHUX MYHKTIB yNpaBJIiHHS ) Ha IEBHU Yac.
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PagioesieKTpPOHHO-BOTHeBHIl yAap - 1€ Y3rO/JKEHHUI 3a yacoM, MNIMOUHOIO0 Ta
3aBJJaHHSIMU MACOBaHUM KOMIUIEKCHHUM (PpaloeIeKTPOHHUN 1 BOTHEBUI) BILUIUB CHJI 1
3ac001B paloeIeKTPOHHOT 0OPOTHOU, paKETHUX BIMCHK 1 apTUiEpii, aBiallii Ta 1HIIUX
CHJI 1 3ac001B, BUJUICHUX JJII OOpOTHOM 3 CHUCTEMaMH KEpyBaHHs NPOTUBHHUKA, 3
METOI0 3pUBY YIIPaBIIiHHA Ha OKPEMUX HAMpsSAMKax Ha MEBHUH yac.

Komn'torepuuii (mporpamMmumii) yaap - 11¢ y3roJpKeHUH 3a 4acoM, IITMOMHOIO 1
3aBAaHHSAMH MAaCOBAaHWW KOMIUIGKCHHUH BIUIMB aTaKylOuWx CHJI 1 3aco0iB
JIECTPYKTUBHOTO MPOTPAMHO-MATEMaTUYHOTO BILTUBY HAa 00'€KTH aBTOMATH30BAaHUX
CUCTEM KEPYBaHHS MPOTHBHUKA 3 METOIO 3pUBY YIIPABJIiHHS Ha OKPEMUX HAIPsIMKax
(a0 3 OKkpeMuX MyHKTIB) Ha MIEBHUI Yac.

CneunianbHuil yaap - 1l¢ Y3rO/UKEHUW 3a 4acoM, TJIMOMHOIO 3aBAaHHSMHU
MAaCOBaHUN KOMIUIEKCHUN MOPaJIhHO-TICUXOJIOTIYHNAN BIUTHB 3aJTy9CHHUX JI0 BEICHHSI
iHpopMariiHoi O60poTEOM cuiI 1 3aco0iB Ha 0COOOBHMI cKkian (Hacammepen Ha
IEpPCOHAJl OpraHiB YNpaBIIHHS) YIPYNOBaHHS NPOTUBHUKA 3 METOK 3pUBY
(YcKIlalHeHHS ) YIPABIIIHHS HAa OKPEMUX HaNpsIMKax Ha MEBHUH Yac.

Jlist nocsirHeHHsT MeTH 1HQOpMalliHUX yAapiB, BIUIMBIB, OUTB 1 Omepailiii
3aCTOCOBYETHCS BCS CYKYMHICTh CIIOCO01IB 1HPOPMaIIIifHOT OOPOTHOH.

MeTtoaoJioris oninku epekTHBHOCTI iHpopManiiiHOI 00pOTHOM

EdexTuBHicTs ingopMmaniiiHoi 00poTHOM BUPAXKAETHCS CTYNEHEM peasizallii
MeTH 1H(popManiiiHoT 60pOTHOU.

Ouinka edexTuBHOCTI iHGopManiiiHOI 00POTHLOM - 116 BU3HAYCHHS CTYIICHS
BIJITOBIJTHOCTI pe3yJIbTaTIB 1HPOPMaLIfHOI OOpOTHOU Ti MeTI (LLI1).

Merononoris ouiHKM eQeKTUBHOCTI 1H(popMaliiiHoi OopoTbOM - oAHa 3
KJIFOUOBHUX NPOOJIEM PO3BHUTKY Teopii iH(opmaniiHoi O0poTbOU, BHUPIIIEHHS SKOi
HaJa€ Teopii HeoOX1AHY (PyHIAMEHTaIbHICTh 1 BITHOCHY 3aBEPILEHICTD.

CTtoCcOoBHO J10 30poiiHOT 00OpPOTHOM B METO0JIOTIT OIIHKK €(PEKTUBHOCTI MOYKHA
BUJIJIUTH JIBa OCHOBHUX piBHI. [lepmuii (BUIIMIA) piBEHb BKIIOYAE OIIHKY
e(eKTUBHOCTI y BIMHAX 1 30pOMHMX KOH(IIIKTaX y IIJIOMY, IPYTHH - OKpemi Me-
TOJOJIOTIi OIIHKKM €EKTUBHOCTI B oneparlisix (00MOBHUX JisX).

Kpim Toro, meromosnorisi (Ha KO>KHOMY 3 PIBHIB) Ma€ 3arajbHy 1 CIEIIaIbHy
YaCTUHY. 3arajJibHUM piBEHb, MPU3HAYCHUN I OIIHKKH €()EKTUBHOCTI BIJIACHE
iH(opMariiiHoi 00poThOM (SIK CaMOCTIMHOTO BUAY OOpOTHOM), CHEIladbHUA - JJIs
OIliHKM €(heKTUBHOCTI [iif, B IHTEpECcax SKUX BeACThCs 1HPopMaIlliiina 60poThoa.

Jlo 3aragbHOT YaCTUHM METOHO0JIOT1] IIOBUHHI BXOIUTH METOJ 1 METOJUKA OI[IHKH
e(eKTUBHOCTI 1H(QOpMaLIiHOT OOpOTHOM, a TAKOXK TOKa3HUKU 1 KpUTepii ii
€(hEeKTUBHOCTI.

Metoa oninku edexkTUBHOCTI iHpopMaliiiHOI OOPOTHOM - 1€ CYKYNHICTh
cnoco0iB, TPUIOMIB BU3HAYEHHSI KUIbKICHUX 3HA4Y€Hb MOKA3HUKIB 1HGOPMOBAHOCTI
MPOTU/IIFOUMX CTOPIH Ta PO3PAXYHKY CTyMEHs 1HPOPMAIIIHOI epeBaru OJHI€eT 3 HUX
HaJ[ 1HIIOIO Y BIAMOBIIHOCTI 0 MeTH iH(opMalliitHoi 00poTrOu. B ocHOBY MeTomy
MOke OyTH TMOKJaJeHe MaTeMaTHYHE MOJIETIOBaHHS IIpolecy 3a0e3MeueHHs
1H(pOpMaITi€r0 OpraHiB YIPaBIiHHS TPOTUIFOUYUX CTOPIH.

Meronnka oOIiHKM e(EeKTUBHOCTI 1H(OpMaIliifHOi OOpPOTHOM BKIIIOYAE DS
B32€MO3B'SI3aHUX €TaIlB OIIHKK €(hEeKTUBHOCTI iHGOpMAaIIiitHOT 60pOTHOU:

— (opMyBaHHs 1HQOPMALIHHOIO KaJacTpy OpraHiB KepyBaHHS IPOTUOOPYUX
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CTODIH;

— OIIIHKY XapaKTepUCTUK iH(opMallii mpo 06CTaHOBKY, IO MOCTYIIA€ B OPraHU
KepyBaHHS, 1i CeNeKIIito 1 KiIacudikailito;

— TIOPIBHSJIBHY OIIIHKY BEJIWYMHU TIOKa3HWKa 1H(GOPMOBAHOCTI OpraHiB
KepyBaHHS CBOIMH CHJIaMU 1 3ac00aMU 1 CHutaMH 1 3aco0aMu MPOTHBHUKA.

Kpurepiii edextuBHocTi indopmauiitnoi 60poTbdM - 1€ KUIbKICHA Mipa
BiOOpakeHHsA CTymneHs iHGopMaIiiiHOI mepeBaru OHIET 3 MPOTHOOPUUX CTOPIH.
BusHnauaeTscsi CriBBIAHOLICHHSIM 1H(QOPMOBAHOCTI MPOTHOOPUMX CTOpPiH. Yuciose
3HAYEHHS KPUTEPII0 BUZHAYAETHCS 32 POPMYJIOFO:

K
r=",

B uncensHuky Gopmynu - moka3HUK 1HPOPMOBAHOCTI MEPILIOI, @ B 3SHAMEHHUKY
- apyroi kKoH(pOHTYI0UOi cTopoHH. I[lepeBara mepInoi CTOpPOHH HaJ JOPYToIO
JOCATAETHCS Y BUMAKY, sIKIO F > 1.

Xix podorun

1. O3HailoMHTHCS 3 TEOPETUYHUMU MaTepialaMH 110 TEMI.

2. IlpoanamizyBatu iH(popMaliliHe MPOTUOOPCTBO, 3MilicHIOBaHE Pocilichkoro
@denepali€ro y BITHOMICHH] 10 YKpaiHU y NMEPIoJ Yacy, 3aJaHUil BUKIIAJaueM.

3. 3a pe3ynbraramMu poOOTH MIATOTYBATH 3BIT
4. 3poOuTH BUCHOBKH.
KoHTposbHI nMTAHHSA
JlaiiTe BU3BHaUCHHS MOHATTS «1H(MOpMaIliiiHe TPOTUOOPCTBOY.
. Ha3BiTh piBHI npoBeaeHHs 1HGOPMAIITHOTO MPOTUOOPCTBA.
. Ha3BiTh OCHOBHI CTyIEHi 1HPOPMaLIHHOTO MPOTHOOPCTBA.
. JlaiiTe BU3HAYEHHS NOHATTAM «lH(pOpMaIliiiHa eKcHaHcisy, «iH(popMaliiHa
arpecish» Ta «iHpopMaliiiHa BIiHaY.
. IITo BimHOCUTHCA 40 OpraHiB iHPOPMALIITHOT BITHU?
. Ha3BiTh ocHOBHI1 (hopMH 1HPOPMALIIITHOT BIHH.
. o stBnsie cobor0 onepaTuBHA Oe3neka?
. SlkuM 4YMHOM BIApI3HSAETHCA 1H(pOpMAaliitHa 30posi BiJ 3BUYAHHUX 3acO0iB
ypaKeHHs?
9. Hasgitb cepy 3acrocyBanHs iHDOpMAIIHHOT 30pOi.
10. Ha3BiTh OCHOBHI 00’ €KTH 3acTOCYBaHHS 1H(POpMariiiHoi 30poi.
11. SlkumM YUHOM PO3PIZHAIOTHCS 3ac00M ypakeHHs 1H(GOPMAIITHUX KOMIT'IOTEPHHUX
cucremM?
12. Slxki ¢yHKIIT MawTh CIPOMOXKHICTh BHUKOHYBATH TMPOrpaMu 3 TMOTEHIIMHO
HeOe3IMeYHUMU HacalJKaMu?
13. IIlo Take kKoM FOTEPH1 BipycHu?
14. SIki iIcCHYIOTh BUM TPOTPAMHUX 3aKJIaI0K?
15. Jlatu Bu3HayeHHs 1HOpMaLiiHOT O0POTHOU.
16. Slka meTa iHpOpMaILiIitHOI 6OPOTHON?
17. SIki ¢akTOpH BIUIMBAIOTH HA 3MICT 1H(OpMaIliiiHoi 60poTHOM?
18. Ski icHyroTh 3ax0/14 1HPOpPMaLIiHOT 6OpOTHOU?
19. OxapakTepu3yBaT MPUHIUNHN 1HPOPMAIIHHOT OOPOTHOHU.
20. JlaTi BU3HAYCHHS METO/a OIMIHKH e()eKTUBHOCTI 1H(POPMAIIHHOT 60POTHOMH.
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21. ki icayroTb Gpopmu BeaeHHs 1HGOpMaIIiHOT 00pOoTHOU?

22. Sxi icHyroTh criocoOu iHpopmarliiiHoi 60poTEOn?

23. 1llo Take paaioeeKTPOHHO-BOTHEBUH yaap?

24. ®opmyna st OOYMCIIGHHST YHCJIOBOTO 3HAYCHHS KPHUTEPit0 edeKTUBHOCTI
1H(opMarliiinoi 60poTHOU.

IpakTuyne 3anaTra Ne 4
2 200unu
Tema 3ansaATTa: 3aXUCT IHPOPMAIIITHIX CUCTEM.
Mera 3aHATTA: O3HAHOMUTHUCSA 13 OCHOBHMMH MPHUHIIUIIAMU 3aXHUCTY
1H(GOpMaLIHHUX CUCTEM.

Teopernuni Bizomocri

:xepena kondinenuiinoi inpopmamii

JIlxepeno iHdopMmalii - 1e MarepiaJibHHM 00'€KT, IO BOJIOAIE TIEBHUMH
BiloMOCTsIMU  (1H(OpMAIlI€I0), IO MPEJACTABISAIOTh KOHKPETHUM 1HTEpec s
CTOpPOHHIX 0CI0.

B 3aranbHOMYy muiaHi JkepesnaMu KOH(I1ACHIIHHOT 1HpOopMallii MOKHA BBaXKaTH
HACTYTHI KaTeropii:

1. Jlromu (cmiBpOOITHHKH, OOCIYTOBYIOUMI MEpCOHaN, MPOAaBLI, KIIEHTH Ta
1H.).

JlokyMeHTH OyAb-KOTO MPU3HAYCHHS.

[TyGmikanii: JOMoOBiaAl, CTATTI, IHTEPB'IO0, IPOCIEKTH, KHUTH Ta 1H.
TexHiuH1 HOCIi 1H(pOpMaIii I JOKYMEHTIB.

Texniun1 3acobu 06poOku 1HopMaIrii.

[Ipomykisi, 1110 BUITYCKAETHCS.

BupoOuudi i1 mpoMHUCIIOB1 B1IXOH.

JIlozm B SIKOCTI JpKepenl KoH(iIeHIIHoI 1H(opmallli 3aiiMaroTh 0COOIHMBE
Miclle, SK aKTHBHI €JEMEHTH, 3/IaTHI BHCTYNaTH HE TUIbKH BIACHUKAMHU
KoH(pimeHmitHOT 1HGOpMarlii, ame U cyO'ektamu 370BMUCHUX fAill. Jlrogum € 1
BJIACHUKAMH 1 PO3MOBCIOKyBauaMu 1H(opMallii B paMkax CBOiX (yHKIIOHAJIBHUX
000B's13kiB. KpiM TOro, mo JroaM BOJIOAIIOTh BAXIIMBOIO 1H(OpMAIIIEID, BOHU IIIE
3MaTHI 1 aHai3yBaTH, y3arajJbHIOBaTH, POOUTH BIAMOBIIHI BUCHOBKH, a TaKOX, 3a
MEBHUX YMOB, NPUXOBYBAaTH, KPACTH, MPOJIaBaTH Ta BUKOHYBATH 1HII KpUMIHAJIbHI
i, @)K 70 BCTYMY B 3JI0YMHHI 3B'I3KU 31 3TOBMUCHUKAMM.

JoxkymenTH. JIokyMeHTH - 1Ie HalunomupeHima Gopma oOMiHy 1HPOpMaIli€to, 1
HarpoMapKeHHsl Ta 30epiranHd. [1i1 JOKyMEHTOM poO3yMilOTh MartepiajabHUN HOCIH
iH(popmari (mamip, KiHO- 1 (poTOMIIIBKa, MarHiTHa CTpIYKa ¥ T.1I.) 13 3a(pikCOBaHO1 Ha
HbOMY 1H(pOpMAILi€l0, TPU3HAYEHOI ISl 1i BUKOPUCTAHHS B Yaci W MPOCTOPI.
JIOKyMEHT Ma€ HOCUTh pi3HOMaHITHE (YHKI[IOHAIBHE NMPU3HAUYCHHA. BiH Moxe OyTH
MIPEICTABJIICHUI HE TITLKH PI3HUM 3MICTOM, ayie ¥ pi3HUMH Pi3udHUMU (opmMamu.

[To copsmMoBaHOCTI PO3PI3HSAIOTH OPTaHI3aAIIHHO-PO3MOPSTHUIIBK], TIJIAHOBI,
CTaTUCTUYHI, OyXranrepchbki i HayKOBO-TEXHIUHI JOKYMEHTH, IO MICTSTb, MO CYTI,
BCI0 Macy BIJJOMOCTEH MpO CKJIaA, CTaH 1 MISUIbHICTh OYyJIb-KO1 OpraHi3ariiiHoi
CTPYKTYPH BiJ AEP>KABHOTO JI0 1HAWBIYaLHOTO PiBHSA, IIPO Oyab-sSKHi BUPiO, TOBap,
3alyM, pO3pOOKY.

NOoOUIEWN
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Hyo6aikanii. [TyGmikamii - me iHGopmaliiHi HOCII y BUIJISAAI PI3HOMAHITHUX
BUJIaHb, BOHU JUIATHCS Ha MEPBUHHI 1 BTOPUHHI. J|0 MEpPBUHHUX BITHOCSATH KHUTH,
CTaTTi, NEPIOJAWYHI BHUIAHHA, 30IpHUKH, HAYKOBO-TEXHIYHI 3BITH, JHMCEpTaIlii,
peKJIaMHl TIPOCMEKTH, AOMOBiAlI Ta 1H. Jlo BTOpMHHMX - 1HQOpMAaIliliHI KapTH,
pedepatuBHI KypHaU, eKcrnpec-iHhopmMalliro, orsiam, 010miorpadiuai MOKaKIUKH,
KaTaJoru Ta iH.

Texuiuni Hocii. [ndopmaris Moxke OyTu ¢ikcoBaHOIO Ta HE(IKCOBAHOIO.
dikcoBana iH(poOpMarIlis - 1€ BIAOMOCTI, 3aKpiIJICHI Ha SKOMY-HEOyah (izmuHOMY
HOCI1, a HedIKCOoBaHa - 1€ 3HAHHS, SKUMHU BOJIOAIIOTH BYCHI, (DaxiBIli, MpariBHUKH,
AK1 TaK 4 1HaKIIe OepyTh y4acTh Y BUPOOHHUIITBI Ta 3/1aTHI MEperaBaTy Li 3HAHHS
iHmmM. PikcoBaHa iHPOpPMAIIS PI3HUTHCS 3aJIEKHO BiJl BUAY HOCIsSI, HAa SKOMY BOHA
nepeOyBae. Jlo TeXHIYHUX HOCIIB iH(popMallli BiTHOCATHCS MamepoBl HOCII, KiHO- 1
dboTomarepianu (MiKpo- 1 KiIHO(MIIbMHU), MarHiTHI HOCIi (IUCKETH, JKOPCTKI JTUCKH,
CTpuMepH), Bijeo3amnuc, iHpopmaris Ha ekpanax [IEOM, Ha Tabio KOJIEKTUBHOIO
KOPUCTYBaHHS, Ha €KpaHaxX MPOMUCIOBUX TEJIEBI3IMHUX YCTAHOBOK 1 1HIIIHUX 3aCO01B.

Texniuni 3aco0u 00poOkm indopmanii. TexHiuni 3aco0u sK TKepena
KoH(D1eHIiHOT 1HpOopMaIlli € TOCUThH MUPOKOIO 1 EMHOIO B 1H(MOpMAIIHHOMY TIIaH1
rpynoto jxepen. [lo cnenudimi npusHayeHHs i BUKOHAHHS 1X MOKHA PO3JUIATH Ha
JIB1 BEJIMKI TPYIIN:

— TeXHIYHI 3aco0M 3a0€3MeUeHHS BUPOOHUYOI 1 TPYIOBOI JisSTBHOCTI;

— TEXHIYHI 3aC00M aBTOMAaTU30BaHO1 00pOOKH 1HPOpMaIlii.

Jlo rpymu 3aco0iB 3abe3nedeHHs: BUPOOHUYOT 1 TPYAOBOI JiSTIBHOCTI BXOJSTH
BCUISKI TEXHIYHI 3acoOH, Taki, HANpUKIAJ, K TeledOoHH1 anapaTu il TeneoHHU
3B's130K; Tenerpaduuii, dotorenerpaduuii 1 ¢GakKCUMUIBHUM 3B'SI30K; CHCTEMH
pamio3B's3Ky (aBTOHOMHI, TEPUTOpIalibHI, peJeiiHl, CYyIMyTHUKOBI M 1H.); TeJIEeBI31iTHI
(y Tomy wuuchmi 1 3aco0d MPOMMCIIOBOTO TeleOadeHHs ), pajionpuiiMadi Ta
pPamIOTPAHCIAIINHI CUCTEMHU; CUCTEMH T'YYHOMOBHOTO 3B'SI3KY, MiJICHIIIOBAIBHI
CUCTEMHU PI3HOTO NPHU3HAYEHHS; 3acO0M MAar”iTHOro Ta Bijeo3amucy; 3acolu
Henomrpag1yHoro PO3MHOXXEHHSI ~ JOKYMEHTIB (IpyKapchbKi MAaIlMHKH,
KCEpOKONIIOBalIbHI amapaTd, (akcu) Ta iHII 3acobu 1 cuctemMu. Bei mi 3acobu
MOXYTh OYTH JDKEpellaMd TePETBOPECHHS AaKyCTHYHHMX CHUTHAIIB, IO MICTATh
KOMEpLIMHHI CEKPEeTH, B EJEKTPUYHI W E€JIEKTPOMArHiTHI MOJsl, 3AaTHI YTBOPHUTH
€JIEKTPOMATrHITHI KaHAJIM BUTOKY OXOPOHIOBAaHUX BIJJOMOCTEH.

Oco0iMBYy TpyIy TEXHIYHUX 3ac00IB CTAaHOBJSTH ABTOMATHM30BaHI CHUCTEMU
00poOku iHdopmartii (ACOI). IIpuadbmusicts [IEOM 1 iHbOpMaLIITHIX CHCTEM SIK
JoKepen  KoHQimeHIiHHOT  iHpopMarii  oOyMoOBIeHa  PSAAOM  00'€KTUBHUX
OCOOJIMBOCTEM, IO YUCIA SIKUX BITHOCSATHCS:

— pi3ke posmupeHHs chepr 3acTocyBaHHS 1H(OPMAIIHHOI W 00YHCITIOBATBHOT
texHiku ([IEOM, gokampHi ¥  posnojuieHi 1HQOpMaLidHI — Mepexi
HAI[IOHAJILHOTO i MIKHAPOJHOTO MacIITady);

— 30UIblIEHHS 00CsTiB 00pO0IIIOBaHOT i 30epexkeHoi 1HhopMaIlii B JOKATBHUX 1
PO3NOITICHUX OaHKaX JaHMX;

— 30UIblIEHHS 4Wcia KopucTyBadiB  pecypcamu  [IEOM  ta  mepex:
0araToKOPUCTYBATBHHUIIBKUIA PEKUM BIITyUEHOTO JOCTYITY JI0 0a3 JTaHMX.

[IpuBabnuBicTe moyisirae me 1 B Tomy, mo ACOI MICTUTh MOCUTH 3HaYHI
acopTuMeHTH iH(popMarii. Y T 06a3zax gaHuxX € Bcs iH(opMaIlis Mpo KOHKPETHE
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MIJMNPUEMCTBO BIJI JIOCh€ Ha CHIBpPOOITHUKIB JO KOHKPETHOI MPOAYyKIi, ii
XapaKTepUCTUKAX, BAPTOCTI Ta 1HII BIZIOMOCTI.

Hpoaykuisi. [IpoaykTtu mpari BUCTYNaroTh HKepesiaMu 1HpopMmallii, 3a SKOIO
JIOCUTh aKTUBHO MOJIOIOTh KOHKYpeHTH. OCcOo0IMBY yBary 3BepTaloTh KOHKYPEHTH Ha
HOBY TMpPOAYKIlIO, IO TiepedyBae Ha CTajli MIATOTOBKKM IO BHUPOOHUIITBA.
BupoOHuntTBo Oyab-sSKOi MPOAYKII BU3HAYAETHCA €TAMAMH <«OKUTTEBOTO LHUKIIY»:
171e€10, MaKeTOM, JOCTIAHUM 3pa3KoM, BUIPOOYBaHHSIMHU, CEPITHUM BUPOOHUIITBOM,
eKCILTyaTaIli€ro, MOJAEPHI3aIli€l0 Ta 3HATTAM 3 BUpoOHMITBA. KOXKeH 13 1ux eTariB
CYNIPOBO/DKYETHCS  cHENUGIUHO0 1HGOPMAIIIEID, 110 TMPOSBISETHCA PI3HUMH
¢bi3nuHUME eeKTaMu, K1 Y BUTIIA/II XapaKTePUCTHK (JEMACKYIOUUX 03HAK) MOXKYTh
PO3KPHUTH OXOPOHIOBaHI BITOMOCTI PO BUPOOIIECHUI TOBap.

IIpomucsioBi Ta BUpoOHMYI Bigxomu. Bigxoawm BUpOOHWIITBA, TaK 3BaHHIA
HENPUJATHUN MaTepian, MOXyTh 0araTo 4oro pO3MOBICTH MPO BUKOPUCTOBYBaHI
Marepiaiu, iX CKJajJ, 0COOJHMBOCTI BHPOOHHUIITBA, TeXHOJOTIi. JI0 HUX MOXIJIMBHI
JIOCTYIl 4Yepe3 CMITHHKH, MicIsi 300py MeTanoOpyXxTy, SAIIMKH  BIAXOMdIB
JIOCITITHULIBKUX J1a00opaTopiii, CMITTEBI KOIMMKH KaOiHeTiB. He meHIn cepilo3HUMU
JoKepenaMy KoH(D1IeHHOI iHopMallii € TpOMHUCTIOB] BIIXOIU: CTPYXkKKa, 00pI3KH,
31MICOBaH1 3aroTiBii, IMOJaMaHl KOMIUIEKTYIOYl 1 T.1. AHami3 BiIXOMIB JOMOMOXKE
JIOBIJIATUCS TIPO OCOOJIMBOCTI BUPOOHUIITBA, TEXHOJIOTII.

SIK KOXHE OKpeMoO, TaK 1 B CYKYITHOCTI JiKepena KOH(DineHiiHoi 1Hopmaii
MICTSITh JOCUTh TIOBHI BIJIOMOCTI TpO CKJad, CTaH 1 HaOpsIMKU JiSUTBHOCTI
H1JIPUEMCTBA.

Indopmaniiina cucreMa sik 00°€KT 3axucrty iHGopmauii

3aranom, 1H(opmalis sBIs€ cOOO0K HE3aMIHHY CHUPOBHHY Jii BUPOOJEHHS
OyIp-sIKOrO pIIIEHHS, Ky HEOOXIAHO J00yTH, NEepepoOUTH Ta MOCTABUTH IO
3aKIHYEHHS TEPMIHY TMPUIATHOCTI TOMY, KOMY BOHA TMOTpiOHA, TOOTO IlIHHI
BIJIOMOCTI, IO JTOOYBAaIOTHCS HA MPEBEJMKY CUITy, TIOBUHHI BYaCHO HAAINTH TOMY,
KOMY BOHH HEOOXiJHI, OCKITBKH 1H(OpMAIlis KOPUCHA TUTBKU TOJ1, KOJU i MOXXHA
BUKOPUCTOBYBAaTH JUJIsI TPUUHATTS CEpHO3HMX pimeHb. Bce 1€  Bu3Hauae
HEOOXITHICTh BIPOBAKEHHS CKJIAIHUX CUCTEM 300py, 0OpoOKM i aHali3y pi3HOI
1H(popmarrii.

[Ipu BupimeHHI NpoOieMH 3a0BOJIEHHS 1H(OpMaLiiHOT MOTpeOu HEOoOX1AHO
MaTHi Ha yBa3l TPU KOMIIOHEHTH: JIOJIMHY (crioxkuBayda iHdopmarlii), mo GopmMyIiroe
cBOi 3anaui; iHGopmartliiinuii Gou (iHbopMalLIHUI pecypc), V SKOMY 30CepeIKeHa
HeoOX1Ha JIoANHI 1H(hOopMarllis, 1 BIAMOBIIHUN TPUCTPIA, IO € MOCEPETHUKOM MIX
crokuBaueM 1 iHpopMauiiiHuM macuBoM. Habip mepeniueHrX KOMIIOHEHT 1 SIBJIS€
co0010 1H(pOpMaLIiHY CUCTEMY.

Indopmaniiina cucrema (IC), sx 1 Oyab-siKka 1HIIA, MAa€ MEBHY CTPYKTYpY,
ckian, ¢paxiBIiB, 3ac00u, 00IaJHAHHS 1 TOPSIOK QYHKIIOHYBaHHS.

[Iponyktom iHdopmariiiiHoi cucteMu € iHQOpMaIlisa, BIACTUBOCTI SKOi
3MIHIOIOTHCSl BIATOBITHO 0 33/JaHOT TEXHOJOTIT 3a JOIMOMOTOI0 KOMILJIEKCY Pi3HUX
TEXHIYHUX 3acO01B 1 JIt0JIeH, 1110 BUKOHYIOTh MEBHI TEXHOJIOT1UHI omeparliii. Bigomo,
10 TEXHOJIOTIYHI omepauli - 1e CYKYIHICTb [, CHpPSIMOBAaHUX Ha 3MIHY CTaHy
npenMmera BupoOHuiTBa. B 1H(OpmariiiHiii cucTtemMi mpeaMeToM BUPOOHUIITBA €
1H(dopMarlis, 10 Ha BUXOAl CUCTEMHU HaOyBa€ MOTPIOHOTO KOPUCTYBauyy BUTJISAY Ta

46



3MICTY.

VY crpykTypy iHGOPMAIIHHOI CUCTEMHU BXOAATh HACTYITHI CKJIAO0BI:

1. KopuctyBaui.

2. IndopmariitHi pecypcu , JTOKYMEHTH Ta MAacHUBHU JOKYMEHTIB B PI3HUX
dbopmax Ta Bumax (0i10mioTekH, apxiBH, GoHAM, 0a3u daHUX, 0a3u 3HAHb, a TAKOXK
i1 opMu  opranizaiii Ta 30epiranHs iHpopmarlii), ki MICTATh iH(QOpMaIIio 10
BCIM HaIpSIMKaM >KUTTEAISUIBHOCTI CYCIIbCTRA.

3. Hocii indopmartii:

— Ha MarepoBiif OCHOBI;

— 3BYKOHOCIT;

— ¢oTO HoCIi;

— BIJIEO HOCII;

— MAarHiTHi HOCIT;

— CIeliaibHI TEXHIYHI HOCII.

4. 3acobu 360py, 30epiranHsi Ta 0OpoOKH 1HGOPM-TPAIUITIHHI TEXHIYHI 3ac00U
(:tenedoH, pasio, 3BYKOIJICHIIOBAIbBHI CHCTEMH, mojirpadis) Ta aBTOMaTH30BaHi
cucTeMu 300py Ta 06poOKH 1H(popMaIii.

5. 3acobu nepenaui iHdopmarii (ApoToBi, pajio, BOTOKOHHO-ONITUYHI)

BuxigHoro matepiaibHOI0O OCHOBOIO poOoTH  1H(OpMaIiiHOT  CHUCTEMU
BUCTYMAIOTh 1HQopMalliiiHi pecypcu. Pecypcamu, sik BiIOMO, HA3UBAIOTh €JIEMEHTH
€KOHOMIYHOIO0 TOTEHIlially, SIKl MMepe0dyBaloTh Yy BJIACHOCTI CYCHUIBCTBA 1 SIKI MpHU
HEOOXITHOCTI MOXKYTh OYTH BHKOPHCTAaHI IJii JOCSTHEHHS KOHKPETHHX UIIeH
TOCIIOIaPCHKOTO ¥ COIIaIbHOTO PO3BUTKY.

[HpopmamiitHi  pecypcu MOXyTh OyTH (PIKCOBaHUMH ¢ HE(PIKCOBAHUMH.
®dikcoBani 1H(}OpMaIHI pecypcH SBIAIOTH CO00I0 1H(OpPMAIliI0, 3aKPIMUIEHY Ha
AKOMY-HEOy1b (P13MIHOMY HOCIi, a HEPIKCOBaHI - 3HAHHS, SKUMU BOJOJIIOTH JIIOIU
(yueHi, ¢axiBlii, TpaIiBHUKHN), M0 OEPyTh y4acTh y CYCHUJIBHOMY BUPOOHHUIITBI Ta
3/aTHI IepeAaBaTH Il 3HaHHS 1HIITUM y9acHUKaM BUPOOHUYOTO ITIPOIIECY.

O0’ekTOM 3axUCTy BHCTyHae iHQOpMaIliifHa CHUCTEMa, MPEAMETOM 3aXUCTY
iH(dopmartii B iHpopmariiiHiid cucreMi € iHdopmaIlris.

Hnst  iadopmaliiiHux CcucTeM K 00 €KTIB O€3MeKH BIACTHMBI HACTYIHI
XapaKTEPUCTUKU: KOH(PIAEHIINHICTb, TOCTYIHICTh Ta LUIICHICTH 1H(OpMaIii (JaHuX)
B IHQOpMaLIHII CUCTEMI.

Kondinenmiiinicts (Big nar. confidential - noBip’s) - 11e BIACTHBICTh HE
H1JUISITaTA PO3TOJIOMIEHHIO.

Koundinenuiiinicts indopmanii (1anux) B iHdopmauiiiHiid cucremi — 1e
BJIACTUBICTh 1H(OpMalli, sIka ToJArae B TOMY, IO i1H(popmallis He MOxe OyTH
OTpMMaHa HEABTOPU30BAHMM KOpPHUCTyBaueM 1 (abo) mporecoMm iHbopmMarliitHol
cuctemu. [Hpopmarris 30epira€  KOH(IACHIIWHICTD, SKIIO JOTPUMYIOTHCS
BCTAHOBJICHI TIpaBUjIa O3HANOMIICHHS 3 HETO.

JloCTynHicTh y 3araJbHOMY CEHC1 MPEJCTABISETHCS K MOKIUBICTD IOCTYITY 10
1H(DOopMaIIiHUX pecypciB pH iX 006pooiri, 30epiranHi Ta mepeaadi.

Jlist iHbopMaIIiitHOT CHCTEMH - 1€ BIACTHBICTh PECYPCY CHUCTEMHU, SIKa MOJISATAE B
TOMYy, 10 KopucTyBad 1 (abo) mpouec, SKUA BOJOMAIE  BIANOBIAHUMHU
MOBHOBXCHHSIMH, MOKE€ BHKOPHUCTOBYBAaTH pECypC BIJIIMOBITHO 10 IpaBuUII,

BCTAHOBJICHUX TMOJIITUKOK OE3MEeKU, HEe OUIKYyIUYd JOBIIE 3aJaHoro (Majoro)
47



MPOMIXKKY Yacy, TOOTO KOJIM BiH 3HAXOAUTHhCA Y BUIJIAAI, HEOOXITHOMY
KOPHCTYBAuEBl, 1 B TOM Yac, KOJIM BIH HOMY HEOOX1THUH.

HoctynnicTh AaHux B iHopMauiiiniid cucremi - 11e BIACTUBICTh JAHUX, IO
MOJIITa€ 'y MOXJIMBOCTI iXHBOTO OTPHMMAaHHS KOpUCTyBaueM abo Mporpamoro.
Busnavaetbcsi  psgoM  (akTOpiB: MOMIIMBICTIO TPAIlOBATH 3a TEPMIHAIIOM,
BOJIOJIIHHAM I1apoJieM, 3HAaHHSIM MOBH 3aIlMTIB Ta iH.

HinicHicTh - 11 BHYTPILIHS €IHICTD, 3B A3aHICTh YCIX YaCTUH 1HPOpMAIIHHUX
pecypciB mpu iX 00poOI, 30epiraHHi Ta Tepemadi, SK OJHOTO IIIJIOTO B
iHpopMariiiHiit cuctemi. ToOTO, 11e cTaH AaHUX, a00 1HPOPMAIIHHOI CUCTEMH, KOJIU
JIaH1 Ta IPOTPaMH BUKOPHUCTOBYIOTHCS BCTAHOBJIICHUM YHMHOM, III0 3a0€31eUye:

— CTIMKy poOOTYy CHCTEMH;

— aBTOMATHYHE BiJHOBJICHHS y BHIMAJKYy BHSIBJICHHS CHUCTEMOIO TOTCHIIIMHOI
TTOMUJIKY;

— aBTOMAaTUYHE BUKOPHCTAHHS aJIbTEPHATUBHUX KOMITIOHEHTIB 3aMICTh THX, IO
BUUIILIH 3 JIAZY.

Jlns inopMariitHoi CUCTEeMH MOKHA PO3TJISAaTH TaKl MOHATTS SIK LUIICHICTh
JaHUX, IUTICHICTh 1H(OpMaIii, IUIICHICT, 0a3u JaHWX, IUTICHICTH 1H(OpMAaIiiHO1
CUCTEMHU.

HismicHicTs AaHuMx B iHQOpMaIiitHid cucTeMi - 1€ CTaH, IPH SIKOMY JaHi, 110
30epiratoTbCsa B CUCTEMI, B TOYHOCTI BIJINOBIJIAIOTh JAHUM Y BUXIJTHUX JOKYMEHTAX;
BJIACTUBICTb, III0 MA€ BIAHOILIECHHS A0 HAOOpYy JaHUX 1 O3HAYae€, M0 JAaHl HE MOXKYTh
OyTH 3MIHEHI a00 3pyHHOBaHI 0e3 caHkKli Ha JocTyl. L{UTICHICTh JaHUX BBAXKAETHCS
30€peKEHOI0, SIKILO JaH1 HE CIIOTBOPEHI 1 HE 3pyHHOBaHI1 (CTEPTI).

CeMaHTHMYHA WiTICHICTH JAHHUX - [I€ CTaH JAHUX, KOJHM BOHU 30€piratoTh CBIA
1H(pOopMaIIiHUK 3MICT Ta OJHO3HAYHICTh IHTEpPHpeTalli B yMOBaxX BHIIaJIKOBUX
BILIUBIB.

HinicHicTs indopmaii - 1ie BiacTuBicTh 1HPOpPMAILii, sIKa MOJSATAE B TOMY, IO
iH(popmartris He Moke OyTu MoaudiKoBaHA HEABTOPU30BAHUM KOpUCTyBadeM 1 (a00)
IIPOLIECOM.

HimicHicTs 0a3M gaHMX - 1e cTaH 0a3W JaHUX, KOJU BCl 3HAYCHHS JaHHUX
mpaBuibHI B TOMY CEHCI, IO BiJOOpakarOTh CTaH pPEATbHOTO CBITY (B MeXax
3aJlaHuX OOMEKEHb IO TOYHOCTI Ta YaCOBIM Y3TOJKEHOCTI) 1 MiAMOPSIKOBYIOTHCS
npaBWiaM B3a€EMHOTO He mpotupiuus. [liaTpumka MiTiCHOCTI 0a3u JaHUX MICTUTh
NEepeBIPKY LIIICHOCTI 1 BIIHOBIIEHHS 3 OyAb-SKOr0 HEMPaBUIBHOIO CTaHY, SIKE MOXKE
OyTH BUSBIICHO; 1€ BXOJUTh Y PYHKUII aMIHICTpaTOpa 0a3u JaHUX.

HisticHicTh cUCTeMH - 1€ BJIACTUBICTh CUCTEMH, SIKa TOJISITA€ B TOMY, IO
JKOACH 1i KOMIIOHEHT HE€ MOXe€ OyTH yCyHeHuM, MoaudikoBaHuil abo AOIaHMIl 3
NOPYIICHHSIM HOJITUKHU O€3MEKH.

3axumena indgopmaniiiHa cucrema - iHdopmalliiina cuctema, sika sl IeBHUX
YMOB €KCIUTyaTarlii 3ade3neuye 6e3mneky (KoH()i1IeHIHHICTD, IUTICHICTh) 1HhOopMaIii,
0 (PYHKITIOHY€E B CHCTEMI, Ta MATPUMYE CBOIO TIPAIle3aTHICTh B YMOBAaX BIUIMBY Ha
HEl 3a/1aHO1 MHOKHWHU 3arpo3.

PiBHi 3axucTy iHpopManiiiHnX cucrem
[TobynoBa HamiiHOTO 3axHWCTy 1HGOPMAIIHOI CHUCTEMH HEMOXJIHBa 0e€3
MOTIEPETHHOTO aHaIi3y MOXKIIMBHX 3arpo3 Oe3meku cuctemu. Llel aHaii3 MOBHHEH
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CKJIaJaTHCs 3 TAKUX €TarliB:

— BUSIBJICHHS XapakTepy iH(opmMmaiiii, sika 30epiracThCs B CUCTEMI;

— OIIHKH I[IHHOCTI 1H(opMalIlii, sika 30epIracThbCsi B CUCTEMI;

— 1100Y1I0BU MO/IEJI1 3IOBMUCHHKA;

— BU3HAYEHHS Ta Kiacudikalli 3arpo3 iHdopmMaliii B cucteMi (HECaHKI[IOHOBaHE
3YNTYBaHHS, HECAHKI[IOHOBaHA MOIU(IKAIIA 1 T.1.);

— BHU3HAUYEHHs 3aTpaTr dacy 1 MaTepialbHHX PECcypciB Ha 3JaM CHUCTEMH,
MPUITYCTUMHUX JJTSI 37IOBMUCHUKIB,;

— OIIHKA NPUIYCTUMHX BHUTpPAT dYacy, 3aco0iB 1 pecypciB cHCTeMH Ha
OprasizaIiro i 3aXucTy.

[Tpobnemu iHpOpMaIiiiHOI O€3MeKH BUPIIIYIOTHCA, SIK MPABUIO, 3 JTOMOMOTOIO
CTBOPEHHS  CHCILIali30BaHUX CHCTEM 3axUCTy 1H(popmamii, #AKi TMOBHHHI
3a0e3medyBaTu Oe3meKy iH(POPMAIIfHOI CHUCTEMHU BiJl HECAHKIIIOHOBAHOTO JOCTYITY
no 1HdopmamiiHux pecypciB. Cuctema 3axucty iHGopmallii € I1HCTPYMEHTOM
aaMiHICcTpaTopiB 1HPOpMaIIHHOT O€3MeKH, K1 BUKOHYIOTh (PYHKIII 13 3a0e3MeueHHs
3axucTy 1HGOPMAIIITHOT CUCTEMH 1 KOHTPOJTIO 11 3aXHUIICHOCTI.

Cucrema 3axucty iH(MOpMaIlli MOBUHHA BUKOHYBATH TaKl (QyHKITII:

— peecTpamiss 1 OOJIK KOPHUCTYyBayiB, HOCIiB i1H(opMalii, 1HGOpMAIIITHIX
MAaCHBIB;

— 3a0e3MeueHHs HUTICHOCTI CUCTEMHOIO Ta MPUKJIAJHOTO MPOrPaMHOIO
3abe3reueHHs Ta iHdopMallii sika 00pOOTIOETHCS;

— 3aXMCT KOMEPLIMHOI TAEMHMII, BKIIFOUAIOUH BUKOPUCTAHHS CEPTU(IKOBAHUX
3ac001B KpUNTOTpa(hiuHOTO 3aXHUCTY;

— CTBOPEHHSI 3aXHUIICHOTO EJIEKTPOHHOTO JOKYMEHTOOOIry 3 BHKOPHUCTAHHSIM
cepTU(PIKOBaHUX 3ac001B  KpumnrorpadiuyHi NEPEeTBOPEHHA 1  E€JIEKTPOHHOIO
1M(POBOro MIAMUCY;

— IIEHTPaJII30BaHe YIPaBIIHHS CUCTEMOIO 3aXUCTY 1H(pOpMAIIii;

— YIPaBIiHHA JOCTYIIOM;

— 3a0e3neueHHs e(peKTUBHOTO aHTUBIPYCHOTO 3aXHUCTY, TOIIIO.

KoMmmiekc BuMOr, sIKI BHCYBalOTbCSI JO CHCTEMH Oe3neku, mnependayae
dbyHKIIIOHATbHE HABAHTAXKEHHS HA KOXXHUH 3 HABEJICHUX Ha puc. 1. piBHIB.

Opranizaiiis 3axucty Ha (Pi3UYHOMY pIBHI NMOBHHHA 3MEHIIUTH MOXJIHUBICTH
HECAHKI[IOHOBAaHUX il CTOPOHHIX 0cCi0 1 TepcoHaly MIANPUEMCTBA, a TaKOXK
MOHM3UTH BILUTUB TEXHOTCHHUX JKEpeT.

3axyMCT Ha TEXHOJOTIYHOMY pIBHI (IIpOorpaMHUN NPOAYKT 1 TEXHIYHI 3aco0u
o0poOku 1HpopMmaii). Cucrema 3axuMcTy Ha 1IbOMY pIBHI [OBUHHAa OyTH
aBTOHOMHOIO, ajie 3a0e3meuyBaTd peaiizaililo €IWHOI TOMITUKA Oe3MeKkHu 1
OyJqyBaTHUCh Ha OCHOBI BHUKOPUCTaHHSI CYKYNMHOCTI BOYJOBAHMX CHUCTEM 3aXHUCTY
orepauiiHOi CUCTEMH 1 CUCTEM YTPaBIIiHHS 0a3aMH TaHUX Ta 3HAHb.
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Puc. 1. PiBHi 3axucty iHdopmariiiiHoi cucteMu

Ha JjokajgbHOMYy piBHI 30praHizye€Tbcsi pO3MNOJAUICHHS 1HGOpPMAaIlIHHUX
pecypciB IC Ha cerMeHTH 3a PIBHAMHU KOH(IACHLIHHOCTI MO TEPUTOPIATbHOMY 1
(yHKLIOHATLHOMY MPUHLHUIIAX, @ TAKOX BUIUISETHCA B OKPEMHH CErMEHT 3aco0u
00poOku KoH(pimeHwiiHOi 1H(popmarlii. [liBUILIEHHIO PIBHA 3aXUIIEHOCTI CHPUSIE
OOMEKEHHS 1 MiHIMI3alisl KUIbKOCTI TOYOK BXOAY/BUXOAY (TOYOK B3a€MOJIl) MIX
CETMEHTaMH, CTBOPEHHS HaJIliHOI OOOJOHKM TIO TEepUMETPY CerMeHTIB 1
1H(pOpMaIIiHOI CHCTEMH B LIJIOMY, OpraHizalis 3aXUIIEHOT0 OOMIHY 1H(}OopMaIi€e
MIK CErMEHTaMH.

Ha mepeskeBoMy PpiBHI 30pranizyerbcsi 3axuilleHUd 1HMOpMaIidiHui OOMiH
JaHUMH MK aBTOMAaTU30BaHUMHU POOOYUMU MICIISIMH, a TAKOX CTBOPIOETHCS HaJlliHA
00o0JI0OHKa (pI3UYHOro 3axUCTy mnepuMmerpa posramryBanHs IC B munomy. Cucrema
3aXMCTy Ha [IbOMY PiBHI MMOBUHHA OYyBaTUCh 3 ypaxyBaHHSIM peaiizallii 3aXucTy Ha
MOTIEPETHIX PIBHSX.

Ha piBai kopucrtyBaua mnoBHHHO OyTH 3a0e€3ME€U€HO JOMYCK TUIBKH
aBTOPHU30BAaHUX AOOHEHTIB O poOOTH B IH(POPMALIHHUI CUCTEMI, CTBOPEHO 3aXUCHY
000JIOHKY HABKOJIO 1i €JIEMEHTIB, a TaKOX OpPraHI30BaHO 1HAWBIyaJdbHE 3aXUIICHE
CEepEeIOBHILIE AISTBHOCTI KOKHOTO KOPUCTYBava.

3asie’kHO BIJ MPU3HAYEHHS 1 XapakTepy 3aiad 3 oOpoOku 1HpopMalii MOXKHa
BUJIIJIUTH TPU OCHOBHI BUAM €KCIUTyaTauli 1HQOpMalIMHUX CHUCTEM, IO MAaloTh
MPUHIMIIOBE 3HAYEHHS JUIsl CKJIay MOCAAOBIIB 1 XapaKTepy IOCTYIy 10 1HpopMalii
3:

— 3aKPUTHM JIOCTYIIOM - OpraHi3allis - ClI0)KHBa4 BUKOPUCTOBYE 1H(MOpMAIIHY
CHUCTEMY TOBHICTIO B CBOIX IHTepecax, NpH IbOMY OOCIYrOBYIOUHU TEpPCOHA,
BKJIFOYAIOYM TEXHIYHUH 1 OTIEpAaTUBHUM CKJIAJl, € CIIIBPOOITHUKAMU JIAHOI OpraHi3arlii;

— 00Me:KeHHMM JI0CTYIIOM - OpPTaHi3allis - CIOXKHWBa4 OOYUCITIOBAILHOT CUCTEMHU
MOEJTHYE CBOI IHTEPECH 3 IHTEpEeCaMH IHIIUX OpTaHi3alliii 1 MPUBATHUX OCIO;

— BIIKPUTHM JOCTYNOM - OpTraHi3aIlis - CIOXKMBad OOUYMCIIOBAILHOI MEpexi
HAJa€ MOCIYTU HACEJICHHIO.

Ha3Ba «Cucrtema 3 BIIKpUTUM JOCTYIIOM» YMOBHA B TOMY 3HAu€HHI, 110 Oy/b-
sKa JIOJMHA MOYKE CKOPHUCTATHUCA TOCIyraMu JaHoi cuctemu. HacmpaBai ® KoxHa
iH(dopMalliiiHa cucTeMa Mae€ 1 BHYTPILIHIO YaCTHUHY, SIKA CTOCYEThCS OOpOOKHM ii
BJIACHOI1 1H(OpMallii, sika MOke OyTH 3aKpUTOIO JUIsl CTOPOHHIX OCi10.

VYci 3arpo3u 0Oe3rneku, CIpsSMOBaHI MPOTH MPOrPaMHUX 1 TEXHIYHUX 3aco0iB
iH(opmaIiiHoi cucTeMH, BIUIMBAIOTH Ha Oe3meky 1H(POpMaliiHUX pecypciB i

50



MPU3BOJIATH JI0 MOPYIICHHS OCHOBHHUX BJIACTUBOCTEH 1H(oOpMaIlii, sika 30epiracThbes i
oOpoOiisieThest B cucTeMi. Sk mpaBwiio, 3arpo3u iHdopmaliliHii - Oe3mneri
PO3PI3HAIOTHCA 3a CIIOCOOOM X pearizariii.

JlocnmipkeHHsT 1 aHami3 4YWCICHHUX BUIIQJIKIB BIUIMBIB Ha 1HQoOpMaIlio 1
HECaHKI[IOHOBAHOT'O JIOCTYMY JI0 HEi MOKa3yloTh, IO iX MOXHAa pO3AUIMTH Ha
BUITAJKOB1 1 HABMHCHI.

HaBMucHi 3arpo3n MOXyTb OyTH peani3oBaHl MLUISIXOM JOBTOTPUBANIOL
MacoOBaHOI aTakd HECAHKIIOHOBAaHMMHM 3amuTaMu abo Bipycamu Tomio. Hacmigku
Taki: pyWHyBaHHs (BTparta) iHdopmarii, moaudikamis (3MiHa iHQOpMAIi Ha
MOMHWJIKOBY, sIKa KOpPEKTHa 3a (OpMOIO 1 3MICTOM, ajie¢ Ma€ IHIIWKA CEHC) i
O3HaOMJICHHSI 3 HEIO CTOpOHHIX oci0. LliHa BKa3aHux monid Moxke OyTH TOCHTH
BUcoKoro. llomepemxeHHss 3a3Haue€HUX HACHIAKIB B 1H(OpMAIiiiHIN cucTeMi €
OCHOBHOIO METOI0 CTBOPEHHsSI cHCTeMHU Oesneku iHQopmarlii, po3poOseHHs Ta
BJIOCKOHAQJICHHS 1ICHYIOUMX METO/IIB 3aXUCTy 1H(OopMaIIii.

Jlns BUpIIIEHHS TIOCTaBJEHOI 3a/adl JIOIIJIBHO HABECTH HAWOUIBII ITOBHY
KJacuikariiro 3arpo3 1 nusixiB ix peamisaitii B IC.

Mo>Ha BUIUIMTA TaKi OCHOBHI KJacu 3arpo3 OesIieri, sKi CIpsSMOBaHI MPOTH
1H(}OpMaIIHHUX peCypCiB:

— 3arpo3u KOHQIJIEHIIIHHOCTI JaHKUX 1 TpOrpam;

— 3arpo3H LUIICHOCTI AaHUX, IPOrpam, arnapaTypu;

— 3arpo3u JOCTYMHOCTI TaHUX;

— 3arpo3u BIAMOBH BiJi BUKOHAHHS TPaHCAKIIH.

Oui"ka Bpa3nuBOCTI iH(MOpMaIIHOT cucTeMHu 1 MOOyJI0Ba MOJEINI BILIMBIB
NPUIYCKalOTh BUBYEHHS BCIX BapiaHTIB peanii3alli MmepepaxoBaHUX BHILE 3arpo3 1
BUSIBJIICHHS HACJTIJIKIB, 10 KX BOHU TTPU3BOIATh.

AHaJi3 Bpa3aMBoCTeil KOPNOpAaTUBHUX IHGOpMALIHUX cCHCTEM

KopnopaTtusna indopmaniiina cucrema (KIC) - nie indopmarriiina cucrema,
gKa MIATPUMYE aBTOMATH3aIlll0 (YHKIIH yHOpaBliHHA Ha MIANPUEMCTBI (B
Kopropailii) 1 mocrayae iHGOPMAIIIIO JJI PUNUHATTS YIPABIIHCHKUX PIIIEHb. Y Hil
peaizoBaHa YIpaBIiHChKA 171€0JIOTIs, AKa 00'eHy€e O13HEC-CTPATETIIO MiAMPUEMCTBA
1 mporpecuBH1 iHpopMarliiiHi Texnosorii. B 3aransnomy Bunaaky KIC - e cucrema 3
MOXJIMBICTIO MacITa0yBaHHS, MpU3HAYEHA JJIsi KOMIUIEKCHOT aBTOMAaTH3allii BCIX
BU/IIB TOCHOJIAPCHKOI JISJIBHOCTI BEJIMKUX 1 CEpPEeIHIX MIAIPUEMCTB, B TOMY YHUCIHI
KOpHopauid, M0 CKIAJalThcsl 3 TPyNH KOMIIaHIM, SKI TOTPeOYyIOTh €IUHOTO
ynpasmiHHsa. OO0'elHye cuUCTeMy YIOpPABIIHHS MEPCOHAIOM, MaTepialbHUMH,
(1HaHCOBUMM Ta IHIIMMHU pecypcamMu KOMIIaHii, BUKOPUCTOBYETHCS ISl MIATPUMKU
IUIaHYBaHHS 1 YNPaBIiHHA KOMIIAHIEIO, 7S MIATPUMKU TPUUHATTS YNPaBIIHCHKUX
pimens ii kepiBHuKamu. [lig KIC mokHa po3ymiTH yNpaBiiHCHKY 11€0JIOTII0, SIKa
00'eHy€ Oi3HEC-cTpaTerito Ta iHhOopMaIliitHi TEXHOJIOTI].

Jlo ocHoBHuX npuHImniB no0ynosu KIC nanexats:

— IHTEJNIEKTYalbHICTh (YIPAaBIIIHHS OPTaHI3aIl€l0 - PEECTparlisi Ta HAKOTTMYCHHS

1H(popmarrii);

— 1HTErpoBaHICTh (HACKPI3HE MPOXOKEHHS JOKYMEHTIB Yepe3 Pi3Hi CIIyKOu);

— MOJIYJIBHICTh (MOXJIMBICTh MOETAITHOTO BIPOBAIKEHHS CUCTEMU );

— JIOCTYTIHICTB;
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— BIJKPUTICTh (MOXKJIMBICTh B3AEMOJIISITH 3 IHIIIUMHU IIPOTpaMaMH );

— aJanTUBHICTH (OTY>KHICTh MEXaH13My HaJlalllTyBaHb).

Ocnogni Bumoru KIC:

— BHUKOPHUCTAHHS apXITEKTYpH KIIEHT-CEPBEP 3 MOXIIMBICTIO 3aCTOCYyBaHHS
npomucioBux CYB/;

— 3a0e3meueHHsT 0€3MEKH METOJAaMHU KOHTPOJIO 1 PO3MEXKYBAaHHS JOCTYIY [0
iH(opMaIITHUX peCcypCiB;

— MOATPUMKY PO3MOAiIeHOT 00pOoOKHU 1H(pOpMAaIlii;

— MOJYJIbHHM TIPUHITATT noOy10BU 3 OTepaTHUBHO-HE3aIEKHUX
(GYyHKI[IOHaTBFHUX OJIOKIB 3 PO3MIMPEHHSIM 32 PaXyHOK BIIKPUTHX CTaHAPTIB
(APIL, COM 1 i1mm).

KopniopaTusHi iHdopMaliiiiHi CHCTEMH IUIATHCS Ha HACTYITHI KJIacH:

— ERP (Enterprise Resource Planning System);

— CRM (Customer Relationship Management System);

— MES (Manufacturing Execution System);

— WMS (Warehouse Management System);

— EAM (Enterprise Asset Management);

— HRM (Human Resource Management);

— CE/I (CucteMu eneKTpOHHOTO IOKYMEHTOOOITY).

[Tinxoau nodynosu KIC:

— Opi€eHTAaIlis Ha CTIO’KMBAYa;

— TPOLIECHUH M1IXi;

— 30ajaHCOBaHAa CHUCTEMa MOKA3HUKIB (BIJHOIICHHS KJIE€HTA 10 KOMIaHIi,
CTymiHb HOro 3a/JI0BOJICHOCTI, 1HHOBAI[IMHUM TMOTEHIIAJ KOMMaHli 1
CIIBpOOITHHUKIB, SIKICTh O13HEC-TIPOLIECIB Ta 1H.);

— KOMIUIEKCHUH MiAX1J1 0 YIPaBIiHHS;

— CHCTEMHMH MiaxXim;

— aJlaliTUBHE YIpaBJiHHSA (BUOIp ONTUMAJIBHOTO CIIOCOOY AOCATHEHHS METH, L€
Croci0 ympaBJiHHS, NpPU SKOMY 30epiraloTbCs HE3MIHHUMU I[IJIHOBI
MMOKA3HUKH ).

['onoBHUMEU OCOOJIMBOCTSAMHU CYyYaCHOTO MIAXOY A0 MOOYIOBU KOPIOPATHUBHOI

1H(MOpMAIIHOT CUCTEMH MIANPUEMCTBA €:

— BceOIYHMM aHaJli3 O13HEC-TIPOIIECiB, HA OCHOBI SKOTO MPOBOJUTHCS PO3pOOKa
MpOeKTy 1HGOpPMAIIHOT CHUCTEMH 1 OOTpYHTYBaHHS 3aKJIaJeHUX B HBOMY
pIIlICHB;

— BHUKOPHCTaHHS  IMMPOKOT  TaMITPU  CYYaCHHUX  METOJOJOTIH  Ta
IHCTPYMEHTAJIbHUX 3aC001B MOJIETIIOBaHHS Ta MPOEKTYBAHHS CUCTEM;

— MIATPUMKA MIKKOPIIOPATUBHOTO O13HECY;

— JleTaJbHE OMpAIIOBAaHHS Ta Y3TOHKCHHS 3 3aMOBHHKOM BCIX €TariB PO3POOKH
MPOEKTY, KOHTPOJIBbHUX TOYOK, HEOOX1THUX PECYPCIB.

KopnopartusHi iH(opMaIiiiiHi cucTeMu BEJIMKUX KOMITaHIN PETYJISIPHO 3a3HAIOThH
3MIH - OHOBIIIOEThCSA KOH(Irypailisi oOJiaJHAHHS, 3MIHIOETHCS TOIOJIOTIS MEPEeK,
3'SIBJIIFOTHCS HOB1 BY3JIM 1 1T cUCTeMU. st O11BIIOCT1 KOpIoparliii 3 po3MoI1JICHOO
1H(pacTpyKTyporo mpouec Oe3nepepBHOro 3a0€3MEUYeHHS] KOMIUIEKCHOTO 3aXHUCTY

iHQOpMaIIfHUX aKTUBIB CTa€ HEMPOCTUM 3aBAAHHSIM 4Yepe3 BUCOKY CKJIAAHOCTI
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apXiTEKTypH 1 BEJIMKOI'0 YKCJIa B3aEMO3B'SI3KIB BCEPE/IMHI OKPEMHUX IMIJICHUCTEM. 3a
pesyabraramMu  aHamiTUKu B 2019 pori HaWOUIBII TMOMIMPEH] ypa3jIuBOCTI Ha
MEPEXKEBOMY TEPUMETPl KOPIOpPaTUBHUX 1H(OpPMAIIMHUX CHUCTEM PO3MOJIICHI
HACTYITHUM YHHOM:

YuTaHHA nORINBHUX dalinie 27%
JapaHTameHHA QoinbHUX daiinis 36%
BnpoBapKeHHA 30BHIWHIX CyTHOCTH XML 45%
BHKOHaHHA Komanpg OC 45%
Bnpoean¥eHHAa onepaTtopie SQL 55%

3GepiraHHA BaHNMBHX AaHNX Y BigKPHTOMY eurnagi abo

H f 82%
v BiAKpUTOMY QOCTYI

IHTepdeiicn gigoaneHoro QocTyny, ynpaeniHHAa

. A N \ 91%
obnagHaHHAM inigknioveHHa go CYB, pocTynHi. ..

Ypasnuei gepcii nporpamiHoro zabesneueHHn 91%

BUKOPHCTAHHA BIAKPHTHX [HE3axXMWEHHX) NPOTOKONIR

) ) 100%
nepegavi gaHux

CnoeHuKORI naponi 100%

0% 20% 40% 60% 80% 100% 120%

Puc. 2. Haii0inp1 nommpeHi ypa3iuBoCTi Ha MEpEkKEeBOMY MepUMeETpi (JacTka cuctem)™
*icepeno 3a danumu ananimuxu komnanii Positive Technologies 2019 pix.

JlokanbHa OOYMCIIOBAJIbHA MEpEXa € OCHOBOK (DYHKIIIOHYBaHHS Oynb-sIKO1
KIC. 1o Haitb11b1I MOMMPEHUX 3arpo3 1HGOpMaIiiiHOI O€3MEKH JaHOTO TUITY MEpPEK
HaJIEKaTh!

10. Henoniku 3axucty Ciayx’OOBHUX MPOTOKOJIB, IO MPU3BOAATH 0
nepeHanpasieHHs Tpadiky 1 MepexorieHHs IHpopMallli Mpo KOHPIrypario Mepexi.

11. CnoBHUKOBI MapoJIi.

12. HenocrartHiiil piBeHb 3aXUCTY MPUBLICHOBAHUX OOJIKOBUX 3aIUCIB.

13. 30epiranHst BaXIMBOI 1H(OpMAIIil y BIAKPUTOMY BUTJISIII.

14, Henomniku 3axucty nporokonis NBNS 1 LLMNR.

15. Henocratabo eekTuBHA peanizallis aHTUBIPYCHOTO 3aXUCTY.

16. Buxopucranus cnaOKkux airoputMmiB mudpyBaHHA Tpu 30epiraHHi
MapoJIiB.

17. VYpaznusi Bepcii MpOrpaMHOTo 3a0€3MEeUEHHS.

18. Hanmumkosi npusiiei noaatkiB abo CYB/I.

19. BukopucranHs BiIKpUTHX (HE3aXUIIEHUX) IPOTOKOIB NIepeiadil JaHUX.

B Toit e yac KopnopaTuBHI 1H(POpPMAILIIIHI CUCTEMHU MalOTh CBOi XapaKTEpHI
Bpa3MBOCTI iH(popMmaliiiHoi 6e3neku. [Jo HUX MOXKHA BIIHECTH:

1. [Tomuiku B K011 BE€O-10IaTKIB 1 BIACYTHICTh OHOBJICHb O€3MEKH.

2. Hepomniku KoHOITypyBaHHS.

3a JMaHWMH PE3yJbTATiB AHATITHKWA MPOBITHUX KOMIIAHINA, SKi 3aiiMaroThCs
1H(MOpMaITITHOIO OE3MEeKO0 MANPUEMCTB OCTAHHIMH POKaMH 30€pIra€ThCsl TEHACHITIS
70 TIABUINEHHS 3arajbHOrO PIBHS 3aXMINEHOCTI MEPEKEBOro MepuMeTpa
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KOPHOpaTUBHUX 1HPOpMaLiiiHUX cucTeM. B cepennboMy, y 27% Bumanakis gpaxiBusgm
HE BJAETHCS TMOJO0JIATH MEPEKEBUI MEpUMETp 1 OTpUMATH JOCTYI A0 PECypcCiB
BHYTPIIIHBOI JIOKAJTBHOI O0YMCITIOBATILHOT Mepexi. JaHi pe3yiabTaTh NOB'sA3aHi 3 TUM,
M0 JesKi 3aMOBHUKU PETYJSIPHO TPOBOJSTH TECTYBaHHS HA TMPOHUKHEHHS 1
yCYBaIOTh BUSIBIIEHI BpaznuBOCTI. OJIHaK BaXKIMBO MaMm'siTaTH, 10 KOHQIryparis
MEPEeXKEBOi 1HPPACTPYKTYpU PETYJISIPHO 3MIHIOETbCS, TOMY TECTYBaHHS Ha
MPOHUKHEHHSI HEOOX1HO MPOBOIUTH Ha peryisipHiii ocHoBi. Kpim Toro, moTpi6HO
CTeXKUTU 32 TUM, fKI CIYXOW JOCTYNHI JJIs MiAKIIOYEHHS 3 Mepexi [HTepHeT.
[Ipuknanu mogofaHHS TEepUMETpa 1 OTPUMAHHS JOCTYIy IO PECypCiB JIOKaIbHOI
00YHMCITIOBAIEHOT MEPEXKI:

1. TpuBianpHa CKJIQAHICTh MOAOJAHHS mepuMeTpa. Ha mepumerpi Mmepexi
AOCTYMHUMA ISl  miakiItoueHHs iHTepdeiic HamaromkenHs JDWP. Bynb-sxwuii
30BHIIIHIA TOPYIIHUK MOXE BHUKOPHUCTOBYBAaTH 3araJbHOJOCTYIHUN EKCIUIOUT
(github.com/IOActive / jdwp-shellifier) i BUkOHATH JOBLIBHI KOMaHAM Ha CEpBEpI.
BuxopucTtoByroun 110 Bpa3iIMBICTh 1 HAUIMIIKOBI NpPUBLIET CiIy)XOU, BIa€ThCA
OTpUMAaTH MOBHUN KOHTPOJIb Haja cepBepoM 1 goctyn a0 JIBC ( skmo Ha By3mi €
J0CTyN 10 iHTepdency BHYTPIITHBEOT MEPEXK).

2. Huzbka ckiaiHICTh MoAoJaHHs nepuMerpa. Ha TectoBaHOMY By3J1i BUSIBIIEHO
BeO-70/JaTOK I YMOPABIIHHS HaBYaHHSIM cHiBpoOiTHUKIB. [llnsixoMm peectpartii
HOBOT'O OOJIIKOBOTO 3amucy 0e3 MiATBEPKEHHSI 0COOM BHAETHCS OTPUMATH JOCTYII
10 (DYHKIIOHAJTBLHOCTI BE0-0/1aTKa 1 3aBAHTAXKUTH BEO-IHTEPHPETATOP KOMAHHOIO
psaka (BeO-1esuT) Ha cepBep, U0 pOOUTh MOKJIMBUM BUKOHAHHS JOBUIBHMX KOMaH/
OC Ha cepBepl 3 npuBUIeIMH BeO-foaaTKa. TakMM UYMHOM BJAETHCS OTPUMATH
noctyn 1o JIOM, y Bunaaxky, KOJM Ha BY3Jl € JOCTYIHHU 1HTEp(PENC BHYTPIIIHbOI
MEpEexi.

3. Cepennst CKIamHICTh TOMONAHHS nepuMerpa. B xomi poOiT 1o oImiHIi
0013HAHOCTI CMIBPOOITHUKIB B MUTaHHAX 1HGOpMaIliitHoi Oe3neku Oyiia ImpoBeleHa
MacoBa PO3CUJIKA EJIEKTPOHHUX JIMCTIB BiJl BHYTPIIIHBOI OCOOM 3 TMOCUJIAHHSM Ha
BeO-pecypc, 1Mo MICTUTh (PIUHTOBY (popMy 1Sl BBEICHHS OOJIKOBUX MaHMX. Jleski
CIIBpOOITHUKY BBEJIM OOJIIKOBI JJaH1 B MOMUIIKOBY (hopmy ayTeHTudikaiii. OTpumMani
OOJIKOB1 JlaHI MOXXYTh OYTH BHMKOPUCTaHI JIsi HECAHKIIOHOBAHOTO JOCTYMY IO
pecypciB cuctemMu. J[nsi BUKOpUCTAHHA (IIIMHTOBUX CIEHApPIiB aTak sK MIHIMYM
HEOOXITHO 3apeecTpyBaTU BIACHUW JIOMEH 1 pO3pOOUTH HenpaBauBy (opmy
ayTeHTHdikamii. buib Toro, BaxinBO 3pOoOUTH (PIIIMHTOBUN peCypc MaKCUMalIbHO
HAOIMKEHUM TIO0 JTU3aifiHy CTOPIHKH JI0 TOTO PECypCy, SIKUM 3BUK KOPUCTYBATHCS
CHiBpOOITHUK. J[7 1IbOrO HEOOXITHO MPOBOAMTH AOJATKOBI PO3BIIYBalbHI ii, 10
1CTOTHO MiJBUIIYE CKIIAHICTh peati3allii aTaKu.

[Ticns oTpuMaHHA JOCTYNy 10 BHYTPIIIHBOI MEpPEX 1 30BHILIHINA 3TOBMUCHUK
Ma€ MOXJIMBOCTI JJIsl PO3BUTKY aTaku 1 OTPUMAaHHS IMOBHOT'O KOHTPOJIO HaJ BCIEIO
IT-iHDpacTpykTyporo a00 OKPEMUMH KPUTHYHO BAXKIMBUMHU CUCTEMAMHU.

VY 6inbpIIOCTI BUMAMKIB ISl OTPUMAHHSA MaKCUMAaJIbHUX MPUBLICH B KPUTHIHO
BOXJIMBUX CHCTEMaxX BiJI 1IMEHI BHYTPIIIHHOTO TMOPYIIHUKA JOCUTHh TMiAIOpaTh
OOJIIKOBHIA 3amuC 3 MPUBUICIMH JIOKAJILHOTO ajMIHICTpaTOopa Ha OAHIN 3 poOOYMX
cranuii abo Ha cepsepi JIOM, 3amyctutu cnemiamizoBane [IO 1 orpumaru y
BIJIKDUTOMY BHWTJISIZII OOJIKOBI 3aIlMCH JIOKAJTBHUX aIMIHICTPATOPIB IHIIUX BY3IIIB.
Jlanwii BEKTOp aTaku MOXKHA PO3BUBATH X 1O OTPUMAHHS OOJIKOBUX JaHUX
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aJMIHICTPATOPIB JIOMEHIB.

3a pe3ynbTaTaMu 3BITIB KOMIAaHIN, MISJIBHICTIO SKUX € aHali3 Ta 3aXHCT
iHpopMmariitHoi Oe3MeKu MiAIPUEMCTB, TIeplIe MiIClle B PEUTHHTY HaHOUIBII
NOIIMPEHUX Ypa3JIMBOCTEH 3aXHCTY BHYTPILIHIX PECYpPCIiB HAJICKUTh HEAOJIIKaM
3aXMCTy TPOTOKOJIIB MEPEXKEBOr0 1 KAHAJIBHOTO pPIBHIB, M0 MPU3BOAUTH MO
nepeHarpaBlieHHs TpadiKy 1 MepexorieHHs 1HpopmMaIlii mpo KoHDIrypaIio Mepexi.
Koxna nocnmimkyBaHa cucTeMa MICTHIIA Pi3HI HEIOJIKM 3aXHUCTY CIIy>)KOOBHUX
npotokodiB, Takux sk ARP, STP, BOOTP, CDP. V koxHOMy 3 MpOEKTIB, H¢
MPOBOJIMBCS  aHami3 MepexkeBoro Ttpadixky JIOM, Oyiio BUSBICHO BIACYTHICTD
MexaHi3miB 3axucty Bim atrak ARP Cache Poisoning. Jlanmii Hemomik mMoxe OyTH
BUKOPUCTAHUN AJI TMPOCITYXOBYBaHHS Tpadiky B MEpexki 1 MPOBEACHHS aTak THUITY
«TI0JIMHA TocepeauHi». B xoml ycmimHoi peamizalii ataku MOPYIIHHK MOXKeE
MEepexXOoIUTIOBaTH KOH(D1IeHIIIHHY 1H(pOpMaIlito, 3MIHIOBATH JaHi B Mpolieci nepeaayi 1
0JIOKYBaTH MEPEKEBY B3aEMO/IIIO.

Ha papyromy wicii cepen ypa3iuBOCTEH BHYTPIIIHIX MEPEX 3HAXOAUTHCS
BUKOPHUCTAHHA CJIOBHMKOBHMX HapoiiB. TpeTe Micle - HEJOCTaTHIN pIBEHb 3aXUCTYy
MPUBLIEHOBAHUX OOJIIKOBUX 3aIUCIB.

TakuM 4MHOM, MOKHA 3pOOUTH HACTYIHI BHCHOBKH: Cy4YacH1 KOPIIOPaTHBHI
iH(dOopMaIliiiHI CHCTEMU MAalOTh BEJTUKY KUIBKICTh ypa3JIMBOCTEH 3 OOKY 30BHIIIHIX 1
BHYTPIIIHIX 3JIOBMHCHHKIB, a peajii3allisl ix aTak He BUMarae cepio3Hoi KBamiQikariii.
JIoCUTh HU3BKHMM € PIBEHb 3aXUIIEHOCTI OE3JpPOTOBUX MEPEX 1 piBEHb O0I13HAHOCTI
KOPHUCTYBayiB B MUTaHHAX 1H(OpMaIiitHOT Oe3NeKu.

HeoOxigHO TakoXX BIA3HAYUTH, 110 BEKTOPUM AaTak Ha KOPIOPATHBHI
1HQPACTPYKTYpH TIPYHTYIOTBCS Ha €KCIUTyaTalii MOLIMPEHUX Ypa3IUBOCTEH 1
HEJIOJIIKIB, I YCYHEHHS SIKHX, SIK PABUJIO, TOCUTh 3aCTOCYBaTH 0a30B1 MPHUHLIMIIH
3a0e3nedeHHs iHpopMaLiitHOT Oe3neKu:

— BHUKOPHUCTOBYBATH CYBOPY NapoJibHY MOJITHKY;

— 3axXWINaTy MpUBLIeHOBaH1 00J1KOBI 3aIUCH;

— He 30epiratu KOH(iAEHILIHY 1HPOpPMALI0 y BIAKPUTOMY BUIJIAIAI abo y
BIJIKDUTOMY JIOCTYTIi;

— OOMEXHUTH YUCIO JOCTYIMHUX ISl MIAKIIOYEHHSI HA MEPEKEBOMY MEPUMETPI
1HTEepdEeiCciB MEPEKEBUX CITYKO;

— 3axumard abo BIAKIOYATH B JIOKAJIBHIM OOYUCITIOBAIBHIA MEpexKi
MPOTOKOJIM KaHAJIBHOTO a00 MEPEKEBOT0 PiBHS, SIKI HE BUKOPUCTOBYIOTHCS Ta
PO3IISATA MEPEKY HA CETMEHTH;

— MIHIMI3YBaTH NMPUBLIIET KOPUCTYBAUIB 1 CIIyXk0;

— perynsipHo oHoBtoBatu [13 1 BctanoB0BaTH OHOBIEHHS Oe3neku OC;

— JIJI1 CBOEYACHOTO BUABJIEHHS aTak BUkopuctoByBaTtu SIEM-cucremu;

— ]ISl 3aXUCTY BeO-/10/1aTKiB BUKOpUCTOBYBaTH web application firewalls;

— TMPOBOAMTHU PETYJIAPHI TPEHIHTH, CIPSMOBaHI Ha MIJBUILIEHHSA OOI13HAHOCTI
KOPUCTYBadiB B MUTaHHAX i1H(opMarliitHoi Oe3neku (MpU MbOMY BaXKIMBO
MIPOBOJIUTH 1 OIIHKY €()eKTUBHOCTI TAKMX TPEHIHTIB);

— pEryJsipHO TPOBOAMTH TECTyBaHHS Ha MPOHUKHEHHS [UIsI CBOEYACHOTO
BUSIBJICHHS HOBMX BEKTOPIB aTak 1 MEPEBIPKM BKUTHUX 3aXOJIB 3aXUCTy Ha
MIPaKTHIII.
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IIpy 11bOMy BaXJIMBO 3a0€3MEYUTH BCl Il 3aXOAM B KOMIUIEKCI, TIIBKU TO/II
3aXUCT Oyne e(EeKTHBHUM, a BHUTPATH HaA PIi3HI JOPOT1T PILMICHHS BHSIBISATHCS
BUIIPABJIaHUMHU.

OCHOBHI IPpUHIUIH 32AXUCTY iHpOpMALil

3axuct iH(opMmamii Bix HCJl € ckinagoBOI YaCTHUHOK 3arajibHOiI MpoOIeMu
3abe3neueHnas 3axucty iHGopmarii B IC. B 3arampHOMYy BHMNaAKy KOMILUIEKC
IPOrpaMHO-TEXHIYHUX 3aC001B Ta OpraHi3aliifHUX PIIeHb MO 3aXUCTY iHpopMaIii B
IC peanizyerbcs B pamkax cuctemu 3axucty iHpopmanii Bim HC/l, sxa ymoBHO
CKJIQ/Ia€ThCS 3 TAKUX YOTUPHOX IMIICUCTEM:

— ynpasiiaHsa goctyroM Ao IC, no ii mocayr Ta pecypcis;

— peecTpailis 1 00K KOPUCTYBaUiB, MOCIYT, 1HGOPMAIIHHUX PECYPCIB;

— KpunTorpagiyHOro 3aXUCTy;

— 3a0e3MeueHHs IUTICHOCTI 1H(POpMaIIHHUX MOTOKIB, 1HGOPMAIIIMHUX pecypcCiB
Ta IPOTPaMHOTO 3a0€3MEeYEHHS.

3aKpUTTS KaHAJIB HECAHKIIOHOBAHOTO OTpUMaHHS 1H(OpMaIi [OBUHHO
NOYMHATUCS 3 KOHTPOJIO JOCTymy KopucTyBauiB A0 pecypciB IC. Llg 3anmaua
BUPIIITYETHCS HA OCHOBI PSIy TIPUHITUIIIB:

IIpuHIMN BUNPABAAHOCTI JOCTYIY - KOPUCTYBay MOBHHEH MAaTH JOCTaTHIO
«popMy nonmycky» sl OTpuMaHHs 1H(popmarllii Toro piBHA KOH(IAEHIIIHOCTI, 10
BiH BuMarae, i 1 iHdopmamis IiiCHO HEOoOXigHa HOMy nJs BHKOHAHHS HOTO
BUPOOHUYUX (PYHKIIH.

IIpyHUMI JA0CTATHBLOI TJUOMHM KOHTPOJIIO J0CTymy. 3acoOM 3axXuCTy
1H(popMaIlli MOBUHHI BKJIIOYATH MEXaHI3MH KOHTPOJIO JOCTYIy JI0 BCIX BHUIIB
iH(popmaliiiHux 1 nporpamHux pecypciB IC, siki y BIANOBIZHOCTI 3 NPUHLIHUIIOM
BUIIPABJIAHOCTI JOCTYIY CHiJ pO3MEKOBYBATH MK KOPUCTYBa4aMH.

IIpuHuun po3me:xyBaHHs iHGopManmiiHUX NOTOKIB. s monepemKeHHs
nopyuieHHs iHdopmalliiiHoi 6e3neku, ke, HampuKiIaa, MOXKe MaTH MICIE TIPH 3aIUCcy
cekpeTHoi 1H(opmallli Ha HECEeKpeTHI Hocii 1 B HecekpeTHi (aitnu, i mepemadi
mporpamam 1 mporecaM, siki He MpU3HAuYeH1 il 0OOpoOKH cekpeTHOl iHdopMarlii, a
TaKOX TpU Tepenadi CeKpeTHoi iHdopmalli Mo HE3aXWIIEHUX KaHalax 3B S3KY,
HEOOX1THO 3/A1MCHIOBATH BIATIOBIIHE PO3MEXKyBaHHs 1HPOPMAIIHHUX TTOTOKIB.

IIpyHUMI MEepPCcOHAJBHOI BiANMoOBixaJdbHOCTI. KOXXHMI KOpUCTyBad NMOBHUHEH
HECTU TEePCOHAJBHY BIAMOBIIAIBHICTh 32 CBOIO JIISUIBHICTh B CHUCTEMI, BKIIOYAIOYU
Oyap-siki omepauii 3 KOH(PIACHIIHHOKW 1HQOpPMALIE€0 1 MOXINWBI MOPYIIEHHS i
3aXUCTY.

Ipunmmn wigicHocti 3aco6iB 3axmery. Jlanmii npuHuun nependavae, 110
3acobu 3axucty iHdopmamii B IC mMOBMHHI YiTKO BUKOHYBAaTH CBOI (YHKIII Yy
BIMOBIAHOCTI 3 TMEpeTiueHUMH TPUHIUIAMA 1 OyTH 1301bOBaHUMH  BiJ
KOPHUCTYBayiB, a JIJIi CBOTO CYMPOBOAY MOBUHHI BKIIOYATH CIICHIAIbHAN 3aXUIICHHMA
iHTepdeic s 3aco0iB KOHTPOIIO, CUTHAI3AINT PO CIPOOU MOPYIIEHHS 3aXHUCTY
1H(DOopMaIrii 1 BIUTUBY Ha TPOIECH B CUCTEMI.

Peanizaris mepenideHUX TPUHITUIIB 3IHCHIOETHCS 3 JIOMOMOTOI0 TaK 3BaHOTO
«MOHITOPY 3BEPHEHbY», SIKUH KOHTPOJIOE OY/b-AKl 3aMUTH 10 JAHUX YH MPOrpam 3
00Ky KOpUCTYyBadiB (4M iX mporpam) 3a yCTAHOBIEHUMH JJIsl HUX BUIaMU JOCTYITY J0
UX AaHuX 1 mporpaM. CXeMaTnyHO TaKuil MOHITOpP MOKHA MPEICTABUTH Y BHUTJISIL,
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[IpakTH4HE CTBOPEHHSI MOHITOPY 3BEPHEHB, K BUJHO 3 HAaBEJEHOTO PUCYHKY,
nependadae po3poOKy KOHKPETHHMX INPaBUII PO3MEKYBaHHS JOCTYIY Y BUIJISAII Tak
3BaHOI MOJIEJI 3aXUCTY 1HpOpMaIii.

Haii6i1p1m po3noBcrokeHa MOJENb OTpUMalla Ha3By - OaraTopiBHEBA MOJIENb
3axucty bemna Jla Ilagyma. OcHOBOwO 1€l MoJeNl € TIOHATTS PIBHS
KoHpiaeHiHOoCTI (hopMHU IOMYCKY) 1 Kareropii (mpukiaaHoi o001acTi) cy0’ekTa i
o0’exta noctymy. Ha OCHOBI MPUCBOEHMX KOXHOMY CYO’€KTy 1 00’€KTy JOCTYyIy
KOHKPETHUX PIBHIB 1 KaTeropiii B MOJejl BU3HAYAIOTHCA 1X pIBHI O€3MEKH, a MOTIM
BCTAHOBIIIOETHCA 1X B3aemois. [Ipu npomMy B MoJieni NpuiMaeThes, 110 OAUH PIBEHb
Oe3MeKr JOMiIHy€e HaJ 1HIIUM TOAl1 1 TIIBKH TOJl, KOJW BIAMOBIIHUNA HOMY DIBEHb
KOH(D1IeHIIHOCTI OUThIIE YW JOPIBHIOE KOH(IACHIIAHOCTI 1HIIOT0, a MHOXXHHA
KaTeropiil BKI0Ya€ MHOKMHY KaTEropiil Ipyroro.

Xig podorn

1. O3HaifloMHUTHCS 3 TECOPETUYHUMHU MaTepialaMH 1O TEMI.

2. IlpoBectu anai3 Bpa3IMBOCTEH KOPIOPATUBHOI 1HPOPMAIIMHOI CUCTEMH,
BKAa3aHOI BUKJIaa4yeM.

3. 3a pe3ynbraramMu poOOTH MiATOTYBATH 3BIT

4. 3poOuTH BUCHOBKH.

KonTpoJsbHi nMTaHHA
9. Ilo Take mxepeno iHGOpMaIii?
10. fxi icHyrOTh KaTeropii mxepen koHdineHinHoi iHpopmarii?
11. JlaiiTe Bu3HaueHHs 1HQOpPMALIHHOT CUCTEMU.
12. fxi cknagosi Mae iHGopMarliiiiHa cucrema’?
13. 1o € 06’ekTOM Ta MIPEeAMETOM 3aXUCTy 1HHOPMAITii?
14. Po3kpuiiTe MOHATTS «IIUTICHICTHY.
15. Po3kpuiiTe MOHSITTS «IOCTYITHICTHY.
16. Po3kpuiite MOHATTS KOH(D1ISHIIIMHOCTI 1H(OpMAaILi.
17. Ha3BiTh OCHOBHI HalpsMH 3a0e3neueHHs Oe3nekn iHhopMaItii.
18. Ha3BiTh OCHOBHI XapakTEPUCTUKHU 1H(POPMAIIHHOT CUCTEMHU.
19. Po3kpuiite 3MICT MOJIEJI1 CUCTEMH 3aXUCTy 1H(popMmarrii.
20. Sxumu mokazHUKaMU MOXe OyTH OLIIHEHO SIKICTh PO3MOAUTY JOCTYITY?
21. Ha3BiTh OCHOBHI NPUHLIUIHN Ta PiBHI 3aXUCTY 1HHOPMAIIHHUX CUCTEM.
22. SIxi iCHYyIOTh OCHOBHI NPHUHITUIIN 3aXUCTY 1HGOpMAIIii?
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IpakTruHe 3ansaTsa Ne 5
2 200unu
Tema 3anstrs. [HbOpMaIIHHO-KOMYHIKAIIIHI CUCTEMHU Ta KOMII IOTE€pHI
MEpexl.
Meta 3aHATTSA. O3HAMOMUTHCS 3 PI3HOBUAAMH MOOYJOBH KOMIT FOTEPHHUX
MEpeX Ta OCHOBHUMH 3aBAAHHSIMHU 3aXUCTY 1H(popMarii y Mepexi.

TeopeanHi BigomMocTi

BnpoBamxkenus Ta 1HTeraI_I1}I 1H(bopMau1HHo KOMYHlKaI_III/IHI/IX CHUCTEM Ta
MepeX TOoTpeOdye BHCOKOTO PIBHS TEXHIYHHUX 1 COIIAJIbBHUX BHMOT JO SKOCTI
iHpopMallIiHUX pecypciB Ta Oe3mocepeqHbO0 [0 CHUCTEeM Tnepenadi, 0oOpoOKH 1
BioOpakeHHa AaHux. ba3oBumu BiacTHBOCTAMHU 1HGOpPMAIIHHUX pPECypciB € iX
IIJTICHICTh, KOH(IICHIIINHICTD 1 JOCTYMHICTh. BUMaaKoBI, a TaKoX IITY4YHI 3aBaju,
CIIOTBOPIOIOTH 1H(OPMAIIiHI MOTOKH, K1 HAIXOIATh BiJ JUKEpena MOBIIOMIICHHS 10
CIO’KMBAya, 110 MPU3BOJIUTH 10 BTPATH HITICHOCTI AaHUX. CIIOTBOPEHHS OCHOBHHX
BJIaCTUBOCTEH 1H(OpMaIlii mpu i mepenayi yu oOpoOIli, Belie 10 HESIKICHUX MPOLIETyp
NPUIHATTS pilieHb a00 30BCIM YHEMOXJIMBIIOE 1€ Mpolec y BciX cdepax
JUSTBHOCT1 PO3BUHYTOTO CYCHUIBCTBA.

bazoBorw (QyHkIieo 1HGOPMALIMHUX CUCTEM IMepefadl JaHuX € 3A1HCHEHHS
MPOIIECIB ONMEPATUBHOTO Ta HAIIMHOrO OOMIHY 1H(OpPMAIIEID MK JIKEPEIoM
MOBIJOMJICHHSI Ta MOro KOpPUCTYBadeM, a TaKOoX Yy 3abe3nedeHHl e(EeKTUBHOCTI
(GyHKL10HYBaHHA 1H(pOpMaLIHOT CHCTEMH MiHIMI3allli yacy nepeaadi iHdopmaii 3a
YMOB 3pOCTaHHs i 00CsTiB Mpu (PiKCOBaHIA BIPOT1ITHOCTI 1H(MOPMALIAHOTO MOTOKY.
Indopmariiitni cucremu nepedadi JaHUX € 0a30BOI IMJIATHOPMOIO CYy4aCHOIO
nporiecy iHpopmarusalii CycniabCTBa, 0 AKTUBHO BIUIMBAE HA CTaH HAIllOHAILHOT
Oe3IeKu JIep KaBu.

Indgopmaniiino-komyHikauniiiHa cucteMa (Ta KoM’ wrepHa mepexa, IKCM)
- Il IHTeTPpOBAaHMM  KOMIUIGKC  OpTaHi3allifHO-TEXHIYHUX  3aXOJiB  Ta
B32€EMOIIOB 3aHUX 1 B3aEMOY3TO/PKCHHX KOMYHIKAI[IHHUX, MPOrpaMHO-amapaTHuX 1
MPOTrpaMHUX KOMITOHEHTIB, 5IK1 3a0€3MeuyI0Th JOCTOBIpHY Tepeaady iHdopmailii Bija
JpKepesia OBILAOMIIEHHS JI0 CIIOKUBayva.

BuBuenHss mepexi B ILUIOMy MOTpeOye 3HAHHSA NPUHLIMIIB poOOTH Ta
XapaKTepUCTUK 1i  OKPEeMHUX  €JEMEHTIB:  KOMIT IOTEpiB, KOMYHIKAI[IHHOTO
YCTaTKyBaHHS, ONEPALIITHUX CUCTEM, MEPEKHUX JOJATKIB 1 T. iH.

BararopiBHeBOl0  MoAe/sIl0  1HPOPMAaLIMHO-KOMYHIKALIIITHOT ~ CHUCTEMU
HA3UBAETHCS MOBHHUM 1HTETPOBAHMM KOMILJIEKC CEPENOBUINA Ta KOMYHIKALIMHUX ©
MIPOTpaMHO-aapaTHUX 3aco0iB, 10 3aCTOCOBYETHCS 3 METOIO JIOCTOBIPHOI mepenayl
iH(MOpMaIIHHUX TIOTOKIB B1J] JKEPEa MOBIIOMIICHHS 10 CIIOKHBAYA.

Ilepmmii (amapaTHuii) piBeHb - OCHOBa OyIb-IKOT MEpexXi, CTBOpEHa
CTaHIapTU30BAaHUMH KOMII IOTEPHUMH MIaTGOpMaMy il BUKOPHUCTOBYBaHA 3 METOIO
aBTOMATH30BaHOI 0OPOOKH JTaHUX.

Jlpyruii piBeHb - KOMYyHIKalliiiHE yCTaTKyBaHHs 3a3HauyeHOl 1H(opMaliifHo-
KOMYHIKAI[IITHOT Mepexi.

He 3Baxkaroun Ha Te, 110 KOMII'IOTEPH 1 € LHEHTPAIbHUMH €JIeMEHTaMu 00pPOOKH
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JTAHUX y Mepekax, He MEHII BaXKJIMBY pOJb B Oprafizaiii Mepexi BiIIrparTh
KOMYHiKaliiH1 npuctpoi. KabenpHi cuctemMu, mMOBTOpOBadi, MOCTH, KOMYTaTOpH,
MapuIpyTU3aTOPU W MOMAYJIbHI KOHIIEHTPATOPH - yCl i CKJIaJ0B1 MEPETBOPUIIUCS 3
JOTIOMDKHUX KOMIIOHEHTIB MEpEXi Ha OCHOBHI SIK 32 BIUIMBOM Ha XapaKTEPUCTHKU
Mepexi, Tak 1 3a BapTicTio. ChOTOJHI KOMYHIKALIMHUA TPUCTPi Moxke OyTH
CKJIAJIHUM CIIel1aJiI30BaHUM MYJIbTHIIPOIICCOPOM, SKHUU MOTPIOHO KOH(QITypyBaTH,
ONTUMI3yBaTW ¥  aaMiHicTpyBaTu. J[Is  BHBYEHHA  NOPHUHLUIIB  PoOOTH
KOMYHIKAI[IHHOTO yCTaTKyBaHHS HEOOXiTHO 3HAHHS BEIUKOI KUTBKOCTI MPOTOKOJTIB,
BUKOPHCTOBYBAHUX SIK Y JIOKAJIbHUX, TaK 1 y TI100aTbHUX MEpPEkKax.

Tpertiii piBenb - onepartiiini cucremu (OC), Ki CTBOPIOIOTH Ta 3a0€3MEUYIOThH
MpOorpaMHy MmiaaThopMy Mepexi.

Bix Toro, ski KOHIENIi yIpaBIiHHSA JOKAIbHUMH Ta PO3MOAUICHUMHU
pecypcaMu TIOKJIaJAeHO B OCHOBY MepexkHoi OC, 3anekxuTh €PeKTUBHICTH poOOTH
Bciel mepexi. [Ipu mpoekTyBaHHI Mepeki Ba)KJIMBO BPaxOBYBATH:

— ONTUMAJIbHICTh B3a€MO/IIT 1aHOI onepailiitHoi cuctemu 3 iHIIMME OC Mepexi;

— MOJKJIMBICTh HAPOIIyBaTH KUIbKICTh KOPUCTYBauiB (CKJIaJHICTh MEPEXK1);

— MOJXJIMBICTH ajamnTamii 4y I1HCTAIII Ha 1HINI TUIOM OOYMCIIIOBAJILHUX
1aThopM TOIIO.

YerBepTHii piBeHb - pIBEHb MEPEXKHHUX 3acO0IB - YTBOPIOIOTH MEPEXKHI
JOIaTKU, TaKl SIK MEpEeXH1 0a3u JaHUX, MOIITOBI CUCTEMH, 3aCO0U apXiBallli JaHUX,
CUCTEMH aBTOMATHU3allli KOJIEKTUBHOI pOOOTH 1 T. 1H.

BaxnuBo ysBISATH J1ama30H MOKJIMBOCTEM, IO HAMAIOThCA JOJAaTKaMU IS
pi3HHX c(dep 3aCTOCyBaHHS, a TaKOXX 3HATH, HACKUJIBKM BOHHM CYMICHI 3 IHIIMMH
MEpEKHUMU JT0JAaTKaMU i ONEPALIITHUMHU CUCTEMaMHU.

Mepe:xeBa TEXHOJIOTisI - 1€ y3roJ)KEHUN HaOlp CTaHJAPTHUX MPOTOKOJIB Ta
MIpOrpamMHO-anapaTHUX 3aco0iB, W10 IX peani3yloTh (HalNpuUKIald, MEpPEKEeBUX
ajanTepiB, JpaiiBepiB, KaOedaiB 1 poO3’€MiB), IOCTaTHIX [JIsi TOOYyJOBH Ta
GbyHKIIOHYBaHHA 1HPOPMAIIHHO-KOMYHIKAIIITHOT (KOMIT FOTEPHOT) MEPEKI.

Opni€eto 3 HaWOUTBII PO3BUHEHUX MEPEKEBUX TEXHOJOTIM € TEeXHOJOTis
Ethernet. [IpoTokonu, Ha OCHOBI SIKUX OYIy€TbCs Mepeka MEeBHOI TexHoorii (y
BY3bKOMY CEHCI1), CIEIIaJIbHO PO3POOISUIMCS MJisi CHUIBHOT POOOTH KOPUCTYBayiB
(aboHEHTIB), TOMY BiJ pPO3pOOHHMKA MEpeki HE BHUMAra€ThCsi JTOMATKOBUX 3yCHIIb
11010 OpraHizamii i B3aemojii. [HOAI MepexHl TEeXHOJIOTIi Ha3MBaKOTh 0A30BUMH,
Maro4M Ha yBa3i Te, 1110 Ha iX OCHOB1 OyIyeThCs 0a3uc Oyib-sIKOi MEPEXKi.

l'onoBHMI mpuHLMI, MOKIaAeHUNM B ocHOBY Ethernet, - BumagkoBuii MeTo[
JOCTYyIy /10 CEepEelOBHINA Mepeadl JaHUX Ta 3arajibHUX 1H(QOpMaLiIHUX pecypciB
(CSMA/CD). Sk cepenoBullle MOXX€ BHUKOPHUCTOBYBATHCS TOBCTUWA a00 TOHKUMN
KOaKCIaJIbHU Kabesib, BUTa Mapa, OMNTOBOJIOKHO a00 paaioXBWiIl sl Tepeaadi
1H(pOpMaIITHUX TOTOKIB.

CyTHICTh BUIIaJJKOBOTO METOJY JOCTYIy: KOopucTyBad y mepexi Ethernet moxe
nepeaaBaTu Jadl M0 MEPEeXi TIIbKU TOMAl, KOJIU Mepexka BiTbHA, TOOTO KOJM HisTKUN
THIIMI KOPUCTyBad (KOMIT'IOTEpP) Y JaHUW MOMEHT HE OOMIHIOETHCS JaHUMHU. Tomy
BXJIMBOIO YacTUHOIO TexHosorii Ethernet € mpouenypa BuU3HAUYEGHHS JDOCTYMHOCTI
CepeIOBHILIA.

[Ipu 00’emHaHHI B MEpPEXYy BEIUKOI KUTBKOCTI KOPHCTYBauiB IMOCTA€E IIIHI
KOMILJIEKC TEXHIYHUX Ta IHIIMX NUTaHb. [IpoeKkTyBaHHS Mepexi MepeayciMm
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nepeadbayae B TOMY UYHCII PO3B’S3aHHS 3ajadyi mpo 3a0e3nedyeHHs Oe3neku
1H(opMaIIii 1 3aXUIIEHOCTI TAHUX.

3axucT iHdopmanii B KOMII’FOTEPHUX MepexKax

Komm’roTepHa Mepexa - cuctema 3B's13Ky MK JIBOMAa 4d O1IbIIe KOMIT'FOTEpaMHU.
VY Oulblll MIMPOKOMY PO3YMIHHI KOMIT'IOTEpHA MEpexka - 1€ CHUCTeMa 3B'S3Ky 4depes
Ka0elbHEe M TOBITPSHE CEpeAOBHUIIE, caMl KOMMI'IOTEpU Pi3HOTO (HYHKI[IOHATBHOTO
NpU3HAYCHHS 1 MepekeBe oOmamuaHHs. s mepenadi iHopmarii MOXyTh OyTH
BUKOPHUCTAaHI pi3Hi ()i3UYHI SBUINA, SIK TMPABUIIO - PI3HI BUIM €IEKTPUYHUX CUTHAIIB
Yyl  eJEKTPOMArHiTHOrO BUMpOMiHIOBaHHA. CepenoBuIlaMH  TEpelaBaHHA Y
KOMIT'IOTEPHUX MEpekXax MOXyTh OyTu TenedoHHI Kabeni, Ta creuiadbHl MepeKeBi
Kaleni: KoakciajdbHI KaOeni, BUTI Mapd, BOJOKOHHO-ONTHUYHI KaOemi, paaioXBuWIIi,
CBITJIOBI CHTHaJH. Mepexa Ja€ MOXJIHMBICTh OKPEMUM CIIBPOOITHHKAM OpraHizarii
B3a€EMOJIIATA OJUH 3 OJIHAM 1 3BEpTATUCA JI0 CHIJIbHO BUKOPUCTOBYBAaHUX PECYPCIB;
J03BOJISIE 1M OAEPKYBAaTU JOCTYN 10 JAHMX, LI0 30€piraeTbcs Ha IMEPCOHAIBHHUX
KOMIT'IOTepax y BUAAJIEHUX o(icax, 1 BCTAHOBIIOBATH 3B 530K 3 MOCTayaJIbHUKAMHU.
MepekeBi omepalli peryyorThcsi HAaOOPOM HpaBWI 1 yroa (3BaHUX MEPEKEBUM
MIPOTOKOJIOM), SIKMM BU3HA4ya€e: THUIU PO3’€MIB 1 KabemiB, BUAU CHUTHAJIB, hopmaTu
JaHUX, aJTOPUTMU POOOTH MepexKeBUX 1HTEpdEiCiB, CIMOCOOM KOHTPOJIIO Ta
BUIIPABJICHHS [TOMUJIOK, B3a€MO/IS IPUKIIATHUX TPOLECIB TA 1H.

Jlo TemepilHbOrO Yacy po3po0JICHO 3HAYHY KUIBKICTh OpraHizalliiHUX Ta
apXITEeKTYpHUX pPI3HOBHIIB TNOOYJOBH KOMIT IOTepHUX Mepexk. CucremMHy ix
KJIacu(iKalio MOKHA 3/11IMCHUTH 3a HACTYITHUMH KPUTEPISIMH:

1) 3a macmTaboM - JOKaJIbHI Ta II100aIbHI;

2) 3a criocoOOM oprasizailii - HEHTpaai30BaH1 1 JelEeHTpaIi30BaHi;

3) no Tonouiorii (KOH(Iryparii) - 31pkonoai10H1, KUIbLIEB1, IIIMHHI, 3MIIIaHI.

Pi3HOBHIM KOMIT'IOTEPHUX MEPEX IO BUAUICHUX 3HAYEHHSIM IEpPEpaxOBaHUX
KPUTEPIIB XapaKTePU3YIOThCS HACTYITHUM YHHOM:

— JIOKaJbHI OOYHCIIOBAIBHI MEPEXKl - MEPEXi, BY3JU SIKUX PO3TAIIOBYIOTHCS
Ha HEBEJIWKHUX BIJICTAHSIX OJMH BiJI OJHOTO (B PI3HUX IMPHUMIMIEHHIX OMHIET 1 TIET XK
OyZiBJIl, B PI3HUX OYJIBIISAX, pO3TAlIOBAaHUX HA OAHIH 1 TiH k€ TepUTOpii).

— 1o0anbHl OOYMCIIOBaJIbHI MEpPEXl - BY3JIM MEpexl po3TalloBaHI Ha
3HAYHUX BIJCTAHSAX OJWH BiJ OAHOTO (B PI3HMX YAaCTHMHAX BEJIMKOTO MICTa, Yy
BIIJIAJICHUX OJMH BiJl OJTHOTO HACEJICHUX MyHKTaX (5Kl BKJIIOYAIOTh y ceOe IEerIsiHI,
MaHeJabHl 1 JepeB'ssHi OyIWHKH), B PI3HUX pErioHax KpaiHU 1 HaBITh y pPI3HUX
KpaiHax).

[lenTpamizoBani JOKaJdbHI OOYMCITIOBAIBLHI MEpEXKI - MEPEeKi, B SKUX
nepea0aueHo TOJIOBHUM BY30J1, Uepe3 KUl 3/IIACHIOIOTHCA BC1 0OMiHM 1H(DOpMAIli€ro
1 IKWI 3/T1MCHIOE YIIPaBIIiHHS BCIMa MPOIIeCaMU B3a€MO/IIT BY3IIIB.

JlenienTparnizoBaHi  OOYMCTIOBAJIbHI ~ MEPEXi - MEpexi 3  BIAHOCHO
PIBHOIIPaBHUMU BY3JIaMH, YNPABIIHHS JOCTYIIOM J0 KaHAJIB Mepefaydl JaHuX Yy IuX
MepeKax po3MOAUIEHO MK By3J1aMHU.

Ha ocHOBI HaBiTh TaKOro MIBHIKOTO PO3TISAY MOXIUBUX CTPYKTYp
OOUYHCITIOBAILHUX MEPEX HEBAXKO 3pOOUTH BHUCHOBOK, IO JJIs THX OO0'€KTIB
(MANpUEMCTB, YCTAHOB, IHIIMX OpraHizaiiil), B SIKMX PEryJpHO OOpOOJISIIOTHCA
3Ha4yH1 00csaru iHdopmallii, HaHOIIBII IOIIILHOI Oy/ne KOMOIHOBaHa CTPYKTypa
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KOMIT IOTEPHUX O0UYHUCITIOBATIBHUX MEPEK.

MepexeBa B3aEMOIis

JlaHe TUTaHHS PO3IJITHEMO Ha MPUKJIAAI HAWOIIBII IMOLIMPEHOI 1 BU3HAHOI
eTajJoHHO1 Mojel B3aeMo/ii Bigkputux cucrem ISO / OSI (BOC) [1].

B ocHoBy erTanoHHOi Mozeni TOKJIaJeHa 17es JEKOMIIO3UIli Tpolecy
(YHKIIIOHYBAHHS BIIKPUTHUX CHUCTEM Ha pIBHAX, IMPUUYOMY PO3OUTTS Ha PIBHI
MPOBOJIUTHCA TAaKUM YHHOM, MO0 3rpymyBaTH B paMKaxX KOXXKHOTO 3 HHX
GyHKIIOHANBPHO HaAWOUIBII OnM3pKi KOMIOHEHTH. Kpim Toro, motpibHO, 1100
B3a€MOJISI MK CyMDKHUMHU PIBHSIMHU Oylia MIHIMadbHOIO, YHCIIO PIBHIB MOPIBHSIHO
HEBEJIMKUM, a 3MiHU, BUPOOJICHI B paMKaxX OJHOTO PiBHS, HE BUMaraiau O nepeOyaoBu
CYMIDKHUX.

Oxpemuil piBeHb, TaKUM YHHOM, SIBJISIE COOOIO JIOTIYHO 1 (DYHKIIOHAJIBHO
3aMKHYTY MIJICUCTEMY, IO CIOIYYa€TbCcsd 3 IHIIMMH PIBHAMH 3a JOMOMOTOIO
cremiajJbHO BHU3HaueHoro iHTepdeiicy. B  pamkax wmoxmeni I[SO/OSI  koxen
KOHKPETHHUI PIBEHb MOXE B3a€EMOJMISTH TUIBKH 13 cycimHiMHU. CyKYIHICTh TPaBUII
(nporueyp) B3aeMo/Iii 00'€KTIB OJTHOMMEHHUX PIBHIB HA3UBAETHCS IPOTOKOJIOM.

ETtanonna Mozenps MICTUTH CIM PiBHIB (3HHU3Y Bropy):

. O13UYHUH.

. Kananpnuii (abo nepegadi 1aHUX).
. MepexeBuil.

. TpancriopTHuM.

. CeancoBuii.

. [IpencTaBHULIBKHIA.

. PiBeHb 104aTKIB.

KoskeH piBeHb nepeaaBaibHOI CTAHLIT B L1 1€papX14Hiil CTPYKTYp1 B3aEMOJIE 3
BIJIMOBIIHUM pPIBHEM NpHUIMAar0yoi CTaHLIi 3a JOMOMOIOI HWXYHMX piBHIB. Ilpu
IIbOMY KOKHa Tlapa pPIBHIB 3a JOTMOMOIOI0 CIy>KO00BO1 iH(opMallii MOBITOMICHb
BCTAHOBIIIOE MK COOOIO JIOTIYHE 3'€IHAaHHSI, 3a0€3MEeUyI0Yl TUM CaMHUM JIOTTYHHMA
KaHaJ 3B'sI3Ky BIITIOBITHOTO PiBHs. 3a JOIMOMOTOI0 TaKOTO JIOTYHOTO KaHATy KOXHa
mapa BEpXHIX PIBHIB MOX€ 3a0e3reuyBaTé MK COOOI0 B3a€EMO/IiI0, abCTparyrounch
BiJI OCOOJMBOCTEH HIDKHIX. I[HIMUMH cloBaMM, KOXXEH PIBEHb peaji3zye CTPOro
neBHUM HaOlp (QyHKIIN, SKAA MOXE BHUKOPUCTOBYBATHCS BEpPXHIMU PIBHAMH
He3aJIeXKHO BiJ AeTanen peanizaiii nux QyHkuii (aus. Tadi.)

NN N RN~

Tabnuug. CemupiBHEBAa MOJEIB MPOTOKOJIIB MepexeBoro oominy ISO

Ne piBHs HaiimenyBaHHS piBHS 3MicT
) ) Hananag mociyr Ha piBHI KIHIIEBOTO
7 PiBeHn nomaTkiB yrHap
KOpPHUCTYyBada
PiBens npencraBieHHs :
6 [HTepmperaltis Ta CTUCK TaHUX
JTaHUX
: : AytenTudikaris Ta nepeBipka
5 PiBeHb ceaHciB Y Pixan peBIp
MMOBHOBAXEHD
4 TpancnopTHUil piBeHb 3abe3neyeHHs] KOPEKTHOT Mepeadl JaHuX
3 MepexeBuil piBEHb MappyTu3alis Ta BeIeHHs 00Ky
2 Kananbunii piBeHb Ilepenaua Ta pUuioM MIAKEeTIB,
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BHU3HAYCHHA allapaTHUX aJApcC

1 ®Di3uYHUN PIBEHD Kabenn abo diznunmii Hociil iHdOpMaIliii

Posrnsnemo nokmnanHiie GyHKIIOHaIbHE IPU3HAYCHHS KOKHOTO PiBHS.

®izuuHuii piBenb. OizuunHuil piBeHb 3a0e3meuye eNeKTPUYHI, (PYHKIIOHATIBHI
Ta TMpPOLEAYpHI 3aco0M BCTAaHOBIEHHS, MIATPUMKH 1 p03'€I[HaHH$I q)i3HqH0r0
3'eqHaHHs. PeanbHO BiH HpCI[CTaBJ'IeHI/II/I anapatypoio reHeparii Ta ynpaBmHHﬂ
CJIEKTPUYHMMM CHTHAJaMHM 1 KaHajoM T1epenadl jaHux. Ha npomy naHi
MPEJICTaBISIOTECS Y BUIJISAL MOCHIIOBHOCTI OiTiB @00 aHAJIOrOBOTO €JIEKTPUYHOTO
CUTHAITy. 3aBHaHHAM (PI3MYHOTO PIBHA € mepenada MOCIiIOBHOCTI OITiB 3 Oydepa
BiJIMpaBHUKA B Oydep ojepKyBaya.

KananbHuii piBenb. IlpoTokonu kaHambHOro piBHA (200 MPOTOKOJIU
yIOpaBJIiHHS JIAHKOIO Tepeiadl IaHuX) 3aiiMaroTh 0COOJIMBE MICIIe B l€papXii piBHIB:
BOHU CIIYXaTh CIOJIYYHOIO JIaHKOIO MIXK pEaJlbHUM KaHaJIoM, W0 3abe3redye
0e3NOMUIIKOBY Iepenauy JaHuX. Lledl piBeHb BUKOPUCTOBYETHCS Ul OpraHizawii
3B'SI3KYy MIDXK JIBOMa CTAaHLISIMH 3a JONOMOIOI0 HAasBHOTO (3a3BHYail HEHAJIHHOTO)
KaHay 3B's13Ky. [Ipu 1iboMy cTaHIli MOXKYTh OyTH MOB'sI3aH1 JEKUTBKOMA KaHATAMH.

[IpoTOKO KaHATBHOT'O PiBHS NOBUHEH 3a0€3M€UYUTH HACTYIIHE:

— HE3aJeKHICTh MIPOTOKOJNIB  BHIMMX PIBHIB BiJ] BHUKOPHUCTOBYBAHOIO
CepeloBHUILA NIepeiadl JaHUX;

— KOJIOHE3AJICKHICTh NEPEAHNX JIaHUX;

— BUOIp AKOCT1 0OCITYyroBYBaHHS IIPU Mepeayl 1aHuX.

Ha npomy piBHI JaH1 NPEACTaBISIOTHCS KaJIpOM, SIKMM MICTUThH 1H(pOpMalliiiHe
mojie, a TaKOX 3arojlOBOK 1 JIOMOBHEHHS (Tpeiiep), IO MPHUBIACHIOIOTHCS
MPOTOKOJOM. 3arojoBOK MICTUTh CIIy>)kO0BY 1H(OpMaIlilo, BUKOPUCTOBYBaHY
MPOTOKOJIOM KaHAJIBHOTO PIBHS MPHUIMAIOUOi CTAHIN] 1 CIYKUTh AJS iAeHTU(IKaLii
MOB1IOMJICHHSI, PABUJILHOTO MPUHOMY KaJIpiB, BITHOBIIEHHS 1 IOBTOPHOI Nepeaadi y
pa3i mOMWIOK 1 T. A. JIOMIOBHEHHS MICTUTh MEPEBIPOYHE MOJE, IO CIYXHUTh IS
KOPEKIL[ii Ta BHUIPABICHHS MOMMJIOK, BHECEHHUX KaHaJIOM. 3aBIaHHS HPOTOKOIY
KaHAJIBHOTO PIBHS - CKJIAJaHHA KajpiB, TMpaBWjbHA Iiepefadya 1 MpuiloMm
MOCJIIIOBHOCTI Ka/IpiB, KOHTPOJIb MOCTIIOBHOCTI KaApiB, BUSBJICHHS Ta BUIIPABICHHS
MOMUJIOK B 1H(GOpMAaIIiiTHOMY 1011 (SIKIIO 11e HE0OX17HO).

MepexeBuii piBeHb. MepexxeBuil piBeHb Ha/la€ TPAHCIIOPTHOMY PIBHIO HaOIp
MOCJIYT, TOJIOBHUMH 3 SIKMX € HACKpI3Ha mepeadya OJI0KIB TaHUX MIXK Tepe1aBabHOIO
1 NpUAMaNbHOIO CTaHISIMU (TOOTO, BHKOHAHHS (YHKIINA MapmpyThs3aiii Ta
peTpaHciAnii) 1 T1io0albHE aapecyBaHHsA KOpUCTyBadyiB. [HIMMHM cioBamu,
3HaXOJ[PKEHHsI OJIEp’KyBaua 3a BKa3aHOKO aJpecoro, BUOIp ONTUMAIBHOTO (B yMOBax
JaHOT MEPEeKi) MapUIpyTy Ta TOCTaBKa OJIOKY MOBIJOMIICHHS 32 BKa3aHOIO aJpecoro.

TakuM 4YMHOM, Ha KOPAOHI MEPEXKEBOTO 1 TPAHCIOPTHOTO  PIBHIB
3a0€3Meuy€eThCsl HE3AJICKHICTh MPOIeCy MepeAadl JaHUX BiJ] BUKOPUCTOBYBAHHUX
CEpellOBHUIll 32 BUHATKOM fKOCTI 00ciyroByBaHHs. [lin sIKiCTIO 0OCITyroByBaHHS
pO3yMi€ThCS HAOIp mMapaMmeTpiB, MO 3a0e3MeuyioTh (PYHKI[IOHYBaHHS MEPEKEBOI
ciyx0u, 10 BijloOpakae poboul (TpaH3UTHA 3aTPUMKaA, KOE(DIIIEHT HEBUSIBICHUX
nmoMWIOK Ta iH.) Ta iHm xapakrepuctuku (3axuct Bigx HCJI, BapTicTh, mpiopuTeT Ta
iH.). Cucrema anpec, BUKOPHCTOBYBAHA HA MEPEKEBOMY piBHI, MOBUHHA MaTH

lepapXiuyHy CTPYKTypy 1 3a0e3nedyBaTd HACTyNHI BJIACTUBOCTI: TIJIOOANBHY
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OJIHO3HAYHICTh, MAPIIPYTHY HE3AJEKHICTh 1 HE3AJICKHICTh BiJl PIBHS TTOCIIYT.

Ha MepexeBomy piBHI JlaH1 MPEICTABIISIIOTHCS Y BUTIISA1 TAKETY, IKUH MICTUTh
iH(dopMaliiiHe ToJie 1 3aroJIOBOK, SIKUH MPUCBOIOETHCS MPOTOKOJIOM. 3aroJioBOK
nakeTa MICTUTh Kepyrody iHhopMalliio, sKa BKa3ye aJipecy BiANpaBHUKA, MOXJIHUBO,
MapHIpyT 1 mapamMeTpu mnepeaadi rnakera (IpiopuTeT, HOMEp MakeTa B MOB1IOMJICHHI,
napaMeTpu O€3IeKH, MaKCUMyM peTpaHcisii Ta iH.). Po3pi3HSOTH Taki BUAM
MEpEeKEeBO1 B3aEMO/IIT:

— 3 BCTAHOBJICHHSIM 3'€/IHaHHSA - MK BIAMPABHUKOM Ta OCPKYBaueM CIIOYATKY
3a JOMOMOTOI0 CIYKOOBHX IMMAKETIB OPraHi30BYEThCS JOTIYHMNA KaHaj (BIANPABHUK -
BIJIMIPABIIA€E TIAKET, OJCpXKyBau - UEKae OTPUMAaHHS TMaKeTy IUII0C B3a€EMHE
MOBIJIOMJICHHS TIPO MMOMMJIKH), IKUW PO3'€THYETHCS MICI 3aKIHYEHHS MOB1IOMJICHHS
ab0 y pa3i HeBUNPABHOI MOMHIJIKH. Takuil CrocidO BUKOPUCTOBYETHCS MPOTOKOJIOM
X.25;

— 0e3 BCTaHOBJICHHS 3'€THaHHS (AeHTarpaMHui pexuM) - oOMiH iH(OpMaIIi€r0
3M1MCHIOETHCS 32 TOMOMOTOI0 JielTarpaM (pi3HOBHUJ MAKETIB), HE3AJIEHKHUX OJUH BiJ
OJIHOTO, SIKI MPUINMAIOThCA TAKOX HE3aJICKHO OJWH BiJ OJHOrO 1 30HMparOThCs B
MOBIJOMJICHHST Ha MpuUAManbHIA cTaHuli. Takuid crmocid0 BUKOPUCTOBYETHCS B
apxiTekTypi nporokoniB DARPA.

Tpancnoprauii piBeHb. TpaHCHOPTHUN piBEHb MPU3HAYEHUN HACKPIZHOL
nepeaadl JaHUX 4Yepe3 MEpexy MK KIHIEBUMH KOPHCTyBayaMH - aOOHEHTaMHu
Mepexi. [IpoTokonn TpaHCOPTHOTO PiBHA (PYHKIIOHYIOTh TUIBKHA MIK KIHUEBHUMH
CUCTEMAaMHU.

OcHOBHUMHU (PYHKIIISIMA TPOTOKOJIIB TPAHCIOPTHOIO PIBHSI € PO30OMBKA
MOBIJJOMJICHb a00 (pparMeHTIB MOBIJIOMJICHh Ha MaKeTH, Neperaya MakeTiB uepes
Mepexxy 1 30ip makeriB. BOHM TakoX BHUKOHYIOTH Taki (YHKIIi: B1JIOOpa’KeHHS
TPaHCIIOPTHOTO  agpecu B  MEpeXi, MYJIbTUIUIEKCYBaHHA 1 pO3IICTIIICHHS
TPAHCIIOPTHUX CIIOJY4YeHb, MDKKIHIIEBE YIMPABIIHHS TIOTOKOM 1 BHIIPABJICHHS
noMusiok. Habip nporieryp npoTOKOJy TPAaHCIOPTHOTO PiBHS 3aJI€KHUTH SIK BiJl BUMOT
MIPOTOKOJIIB BEPXHBOT'O PIBHS, TAK 1 BIJl XapAKTEPUCTUK MEPEKEBOIO PIBHS.

Haiibinpm BigomMuM mnpoTokosioM TpancnopTHoro piBHs € TCP (Transmission
Control Protocol), BukopucrtoByBaHuil B apxiTekTypi mnporokoiiB DARPA 1
MPUIHATUN B SIKOCTI CTaHAApTy. BiH BUKOPUCTOBYETHCS B SAKOCTI BUCOKOHAIINHOTO
MPOTOKOIY B3a€EMO/IIi MK KOMIT FOTEPAMH B MEPEKI 3 KOMYTALI€10 MAKETIB.

[Iporokonu BepxHiX piBHIB. Jl0 MNpPOTOKOJIB BEPXHIX PIBHIB BIAHOCATHCS
MIPOTOKOJIM CEAHCOBOT0, MPEICTABHUIIBKOIO i MIPUKJIAHOIO PiBHiB. BoHU CiIbHO
BUKOHYIOTh OJIHY 3aJjauy - 3a0e3MeueHHs ceaHcy oOMiHY 1H(hOpMAIli€r0 MK JBOMA
MPUKIAAHUMH TIpollecaMu, MpudoMy iHGopmailisi TOBMHHA OyTH TpEICTaBlICHA B
TOMY BUTJISAI, SKHM 3po3yMuinii o0oM mporiecam. ToMy 3a3BudYail 1i TpuU pPiBHA
PO3MIIAIAl0Th CHUTBHO. i1 MpUKITaHUM TIPOIIECOM PO3YMIETHCS €IEMEHT KIHIEBOT
CUCTEMH, SIKUW Oepe ydyacTh Y BUKOHAHHI OJTHOTO a0 JAEKUIbKOX 3aBIaHb 3 00pOOKU
iH(opmMmarrii. 3B'S130k MI>K HUMHU 3JIIMCHIOETHCS 32 IOMTOMOTO0 MPUKIIAJHUX 00'€KTIB -
€JIEMEHTIB MPUKIAJIHUX TMPOIIEeCiB, 10 OepyTh yyacTh B 0OMiHI iH(popmariieto. [Ipu
bOMY TIPOTOKOJM BEPXHIX PIBHIB HE BPaxOBYIOTb OCOOJMBOCTI KOHQIryparii
Mepexi, KaHaTiB 1 3ac001B nepeaayl iH(opmarii.

[IpoTokonM MPEACTaBHUIIBKOTO pPiBHA HAMAIOTh IMOCIYTH 3a MOTOMKEHHSIM
CUHTaKcUCy mepenadi (mpaBui, sKi 3a4al0Th IMOJAHHS JaHUX MpU iX mepenadi) i
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KOHKPETHUM VSBJICHHSM JaHMX B TNPUKIAJHIA cucTeMl. [HIIMMM cJoBamH, Ha
NPEICTaBHUIILKOMY PIBHI 3I1MCHIOETHCS CHUHTAKCUYHE TEPETBOPEHHS [AHUX BIJl
BUJy, BAKOPUCTOBYBAHOT'O Ha MPUKJIAJAHOMY PiBHI, JI0 BUY, BAKOPUCTOBYBAaHOMY Ha
IHIIUX PiBHAX (1 HABMAKH).

Ipukaaguuii piBeHb, Oyaydd caMHM BEpXHIM Yy €TaJOHHOI MOJE,
3a0e3neuye JOCTYI MPUKIAAHUX MPOIECIB O CEpear B3aEMOIIi BIIKPUTUX CHCTEM.
OCHOBHMM 3aBJaHHSM MPOTOKOJIB MPUKIATHOTO PIBHS € IHTEpHpeTalls IaHuX,
OTPMMAHUX 3 HWKHIX PIBHIB, 1 BUKOHAHHS BIAMOBIAHUX il y KIHIICBIA CHUCTEMI B
paMKax TPUKIAQAHOTO Mporecy. 30Kpema, Ii Iii MOXKYTh MOJSITaTH B Iepeadi
VOpaBIiHHSA TIEBHUM CIIy’)k0aM omepariiiiHoi CHCTEMH pa3oM 3 BiJIMOBIIHUMH
napaMmeTpami.

Kpim Toro, npuknaaHuii piBeHb MOXYTh HaJaBaTH MOCIYTH 3 iMeHTHdIKamii 1
ayTeHTH(]iKamii TapTHEPIB, BCTAHOBJICHHIO TOBHOBAXEHBb I Mepeaadi JaHuX,
nepeBiplll mapaMmeTpiB Oe3MeKH, YIIPaBIIHHIO J1aJJ0TOM Ta 1H.

JUis Mepex mepeiaul JaHuX peajibHy HEOE3NeKy IpeiCTaBisaoTh HACTYIHI
3arposu.

1. IIpocyxoByBaHHsI KaHaliB, TOOTO 3aMKC 1 MOJAJIBIIUI aHali3 BChOTO MOTOKY
noBiomiieHb. [IpocilyXxoByBaHHS B OUIBIIOCTI BUIIAKIB HE TOMIYA€THCA JIETAIbHUMHU
y4acHUKaMU 1H(opMaIifHoro ooOMiHy.

2. YMucHe 3HHUILIEHHA ab0 cnoTBopeHHs ((anbcudikamis) MOBIIOMJIEHb B
MEpexXi, a TaKOX BKJIIOYEHHS B MOTIK NOMMWIKOBUX HOBlAOMIIEeHb. Hemnpapausi
MOBIJJOMJICHHSI MOXKYTh OyTH CIPUITHSATI OJIEPKYBaueM SIK CIIPaBKHI.

3. IlpucBO€HHS 3JTOBMHUCHHUKOM CBOEMY BY3Iy a0O0 PETPaHCIATOPY UYXKOTO
11eHTU(1KaTOpa, M0 J1a€ MOXJIHUBICTh OTPUMYBATH a00 BIANPABIATH MOBIIOMIICHHS
B1JI UyKOTO IMEHI.

4. HaBMuCHUI pO3pHB JiHIT 3B'S13KY, 10 MPU3BOJUTH O MOBHOI'O MPUIMHEHHS
JI0CTaBKH BCiX (200 TUTbKK, 0OpaHUX 3JIOBMHUCHUKOM) MIOB1JIOMJICHB.

5. BnpoBakenns mepexxeBux BipyciB. [lepenada mo mepexi Tijia Bipycy 3 HOro
MOIAJIBIIIO0 aKTUBI3AII€I0 KOPUCTYBAYEM BIJIJAJICHOTO a00 JIOKAJTBLHOTO By3JIa.

BignoBigHo 10 1mporo crienugivHl 3aBAAHHS 3aXHCTy B Mepexkax mnepeaadi
JAHUX TOJISITAIOTh Y HACTYITHOMY.

1. Ayrentudikaiiss OgHOpPIBHEBUX OO'€KTIB, IO MOJSATAE€ y MIATBEPIKECHHI
CIIPaBXXHOCTI OAHOrO a00 JEKIIbKOX B3aEMOMAIIOYMX OO0'€KTIB TpU  OOMIHI
1H(OpMAIIEI0 MK HUMHU.

2. KonTponb AocTymy Ta 3axUCT BiJl HECAHKI[IOHOBAHOTO BUKOPUCTAHHS
pecypciB MepexKi.

3. MackyBaHHS TaHHX, 1110 HUPKYJIIOOTh B MEPEXKI.

4. KoHTpoJb 1 BIAHOBJIEHHS LUTICHOCTI BCIX IAHMX, 1110 3HAXOASTHCS B MEPEXI.

5. ApOGitpaxkHe 3abe3reueHHs a00 3aXHCT BiJ MOXJIMBHUX BIIMOB BiJl (haKTiB
BIJIMPaBKH, MPUHAOMY a00 3MICTY BiMIpaBICHUX a00 MPUHHATUX JTAHUX.

Takum 4MHOM, CTOCOBHO 0 Pi3HUX PIBHIB CEMUPIBHEBOIO MPOTOKOIY TIepeaadi
JTaHUX 3aBAaHHs 3axucTy iHdopMmalii B Mepexi MOXyTh OyTH KOHKpPETH30BaHI
HACTYyITHUM YHHOM.

1. ®iBu4HMIA PIBEHHb - KOHTPOJIb EJIEKTPOMATHITHUX BUIPOMIHIOBaHb JIHIN
3B'SI3Ky Ta MPUCTPOIB, MIATPHUMKA KOMYTAIIMHOTO O0JIaMHAHHSA B pOOOYOMY CTaHi.
3axucT Ha JAaHOMY DiBHI 3a0€3MeUyeThCsl 32 JOMOMOrOI E€KPaHYIOUHUX IMPUCTPOIB,

64



reHepaTopiB MEPEIIKO/I, 3ac001B (PI3MUHOT0 3aXUCTY NEePeAaBaIbHOTO CEPEIOBUIIIA.

2. KananbHuii piBeHb - 30UIBIICHHS HAAIWHOCTI 3aXUCTy (MMPpU HEOOX1AHOCTI) 3a
JOTIOMOrOl0  MM(pyBaHHS TMEpeAaHuX MO KaHaly JaHuX. Y 1bOMY BHMAJAKY
mu@pyOThCS BCl MEpeIani TaHi, BKIIOYaI0Un cly>k00BY 1H(MOpMAaIIiio.

3. MepexeBuii piBeHb - HAMOUIBII Bpa3JIMBUH PIBEHBb 3 TOUKU 30py 3axucty. Ha
HbOMY (OPMYETBHCS BCS MapUIpyTH30BaHa 1HGOpMallis, BIANPABHUK 1 OJep)KyBad
GbIrypyroTh SIBHO, 3[1HCHIOETHCS YIIPABIIHHS TOTOKOM.

KpiM Toro, mpoTokosaMu MEpEKeBOTO PIBHS MAaKETH OOPOOJIAIOTHCS Ha BCIX
MapIIpyTH3aTopax, MUTI03aX Ta 1HIIUX MPOMDKHUX By3nax. Maibke Bci crienudivai
MEpEeKeBl MOPYIICHHS 3/IWCHIOIOTHCS 3 BUKOPUCTAHHSIM MPOTOKOJNIB JTAHOTO PiBHSA
(untanns, wmonudikaiis, 3HUMIEHHS, TyOJIOBaHHS, IIEPEOPIEHTAIlSI OKPEMHX
MOB1IOMJICHb 200 MOTOKY B LIJIOMY, MAaCKyBaHHS ITiJ1 1HIIUK BY30J 1 iH.). 3aXUCT BiJ
TaKUX 3arpo3 3A1HCHIOETHCS MPOTOKOJIAMU MEPEKEBOTO 1 TPAaHCIIOPTHOTO PIBHIB 1 3a
JOTIOMOTOI0  3ac00iB KpumnrtorpadiuHoro 3axucty. Ha manomy piBHI Moxke OyTH
peanizoBaHa BUOIPKOBa MapIIpyTH3aLlisl.

4. TpaHcriopTHHI pIBEHb - 3IHCHIOE KOHTPOJIb 32 (YHKIISIMH MEPEKEeBOTO
piBHS Ha NpUMaJIbHOMY 1 TMepeAaBajlbHOMY By3dax (Ha TMPOMDKHUX BY3Jax
MPOTOKOJ TPAHCIOPTHOTO PiBHS HE PYHKINIOHYE). MeXaHI3MU TPAHCIIOPTHOTO PIBHA
MEepPEeBIPSIIOTh  IUTICHICTh OKPEMHX MaKeTIB JaHWUX, TOCIIJIOBHOCTI TaKeTiB,
MpPOWJIEHUA MapulipyT, 4Yac BIANpaBICHHS 1 JOCTaBKHM, I1JCHTU(]IKALIIO Ta
ayTeHTH(]IKalll0 BIMPAaBHUKA 1 OJlepKyBaya Ta 1HII (QYyHKIIi. Bcl akTUBHI 3arpo3u
CTalOTh BUIMMHMH Ha TaHOMY PIBHI.

["apanToM LUTICHOCTI NMEpelaHuX JaHUX € KPUIITO3AXUCT SIK CAMHUX JaHUX, TaK 1
ciyx00Boi 1H(popmarii. HixTo, KpiM THX, 110 MalOTh CEKPETHUN KJIIOY OAEprKyBaya 1
/ abo BiANpaBHHKA, HE MOXE MPOYUTATH a00 3MIHUTH 1H()OpPMALIIO TAaKUM YHUHOM,
1100 3MiHa 3aJIUIIMIIACA HETOMIYEHOIO.

Ananiz Tpadiky 3abe3neuyerbcs IMepeavyero MOBIJOMIICHb, IO HE MICTSThH
iHdopmarito, SKi, OJHAK, BUIIISANAIOTH SIK peajbHI TMOBIAOMIEHHS. Perymtoroun
IHTEHCHBHICTh ITUX IOBIJOMIJICHb B 3aJIGKHOCTI BiJl 00CATY TepenaHoi iHdopmariii,
MOKHa TOCTIHHO JaoMaraTucsi piBHoMipHoro Tpadiky. IIpore Bci 11 3axoau He
MOXYTh 3aXUCTUTH BIJ 3arpo3d 3HUIICHHS, IepeopieHTalii abo 3aTPUMKH
MOBIJOMJICHHS. €IMHUM 3aXHUCTOM BIJ] TaKWUX MOPYIIEHb MOXXe OyTH MapajieiibHa
JOCTaBKa AyOJiKaTiB MOBIAOMIICHHS IO THIIUX MLIAXaX.

5. IlpoTokoJiM BEpXHIX PIBHIB 3a0€3ME€UyIOTh KOHTPOJIb B3a€EMOJII MPUUHSTOIL
abo mepemaHoi iH(opmMalii 3 JOKadbHOIO cHUCTeMOI0. [IpoTokonu ceaHCOBOTO 1
MPEACTABHUIBKOTO PIBHSA (PYHKILIA 3aXUCTy HE BHUKOHYIOTh. Y (QYHKIII 3aXUCTy
MPOTOKOJIY MPHUKIIATHOTO PIBHS BXOJAUTH YIPABIIHHS AOCTYIOM JI0 IEBHUX HAOOPIB
naHuX, igeHTudIikamis 1 ayTeHTU(IKalis NEBHUX KOPUCTYBAyiB, a TaKOX 1HIII
(GyHKII11, SIKI BA3HAYAIOThCSI KOHKPETHUM MPOTOKOIOM. BibIll cKIaiHUMHU 11 PyHKIIT
€ y pa3i peai3allii MOBHOBAXXHOT MOJITUKHA OE3MEKU B MEPEKI.

Be3neka indopmaniiinux pecypciB y IKCM na 6a3i ISO/IEC

Hampuxkiami 90-x pp. bputancekmii  Iactutyr Crangaprtie (BSI) pospobus
HaIllOHAJIBHUI CTaHAAPT MO0 YIPaBIiHHS 1HPOPMAIIHHOI OE3MEeKOI0, KU MOTIM
onepkaB Ha3By BS 7799, abo «Crapuii bpurancekuit cranmapt». [lpu po3poOiri
CTaHJApTy CTaBWJIOCS 3aBlaHHS 3a0e3MledyeHHs JACpPKaBHUX Ta KOMEPIIHHUX
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opraHizaiiii 1HCTPYMEHTOM JUIsl CTBOPEHHS 1 peamizaiii e(QEeKTUBHUX CHCTEM
iHpopMarliitHoi Oe3leKh Ha OCHOBI CydacHUX 1HGOPMAIIMHMX TEXHOJIOTIH Ta
MeToaiB MeHemkMeHTy. Y 2000 p. na 6a3i BS 7799 OyB po3poOiieHuil HOBUIA
CTaHJapT, 110 BU3HAHUI MDKHAPOIHUM, IT1]1 Ha3Boto «International Standard ISO/IEC
17799 (Information technology - Code of practice for information security
management).

ISO (Mixnaponna Opranizamis no Crangaptuzanii) 1 [EC (Mixnapogna
Enextporexniuna Kowmicia) ¢GopMyroTh cHemiaigizoBaHy CHCTEMY BCECBITHBOT
crannaptusaiii. HarionaneHi opranm, siki € uaeHamu [SO a6o IEC, GepyTh ydacts y
po3pobui  Miknaponuux CraHgapTiB uepe3 TEXHIYHI KOMITETH, CTBOpPEHI
BIJIMTOBITHOIO OPTaHi3alli€l0 3 METOI pOOOTH 3 crienu(piYHIMEU 00IaCTIMH TEXHIYHOT
nistmeHOCTI. Texniuni komitetn ISO i IEC cmiBmpamioroTh B 0071aCTsIX B3aEMHOTO
iHTepecy. [Hmn ypsiaoBi W HeypsaoBI MbKHaponHI oprasizaiii, mos’s3ani 3 SO #
IEC, Takox OepyTh y4acth y il po6oti. Ha manmii yac cpopmoBaHo Iiiauil psin
crauaaptiB ISO/IEC 3 ypaxyBaHHAM iX BIPOBaKEHHS y rany3b «lHbopmariiitHoi
oesnekn»: ISO/IEC 15408 «Kputepii omiHoBaHHS Oe3rneku  1HGOpMaIiitHIX
TEXHOJOTI», a Takox cTraHgapta cepii 27000 — 27001:2005, 27005:2008,
27006:2007, 27003, 27004, 27007, 27022, 27033.

Y nmanomy posnun posriasHemo crtangapt ISO/IEC 17799, sk HanO1abIn
NOIIMPEHUA Ta 3aralbHU CTaHAApPT JJIsg OpraHi3amii CHUCTEMH 3aXHUCTy
1H(OpMaIIHUX PEeCypCiB Ta CEPBICHUX MOCIYT B I1H(QOpPMaLIHHO-KOMYHIKAIITHUX
CHUCTEMax Ta MEpexKax.

Cranpapr ISO/IEC 17799 - ne Mmonenb CUCTEMH MEHEI)KMEHTY, KA BU3HAYAE€
3arajpHy OpraHi3aliio IpoueciB, KIAaCU(IKALI0 JaHUX, CACTEMH JOCTYITY, HAIIPSIMKH
IJIaHyBaHHS, BIANOBLAAIBHICTh CIIBPOOITHUKIB, BUKOPUCTAHHS OLIIHKK PHU3UKY 1 T.
1H. B KOHTEKCT1 1HPOPMaLIIIHOI Oe3MeKu.

VY mporeci BOpPOBaKEHHS CTaHIAPTY CTBOPIOETHCS TaK 3BaHAa CHCTEMa
MCHEDKMEHTY 1H(dOopMaliiftHoi Oe3reku, MeTa SKOi - CKOPOUYCHHS MaTepiaJbHUX
BTpaT, MOB’SA3aHUX 3 TIOPYIICHHSIM O€3MepepBHOCTI Oi13HECY KOMITaHI].

OcHoBHA i7es CTaHAApTy - JOMNOMOITH KOMEPIIWHUM Ta JCep>KaBHUM
TOCTIOJIAPCHKMM  OpraHi3aimisiM  BHPIIMIMTH  JIOCTaTHBO  CKIJIQJIHE  3aBJIaHHS:
3a0e3nedeHHs] HAJIMHOTO 3axUCTy 1H(OpPMAIWHUX pecypciB Ta Opraizaiis
€(EeKTUBHOTO JOCTYMY A0 JAHUX U Mpolecy iX 0OpOOKH 3TiTHO BU3HAYEHUX MOCTYT
Ta BUMOT.

OCHOBHA CTPYKTYpa CTAHAAPTY

CrpykTypa CTaHIapTy [03BOJISIE BUOpATH 3acoOM YINpaBIiHHS, SKI MaloTh
BIJIHOIIEHHS O KOHKPETHOI opraHizaiii abo cdepu BiANOBIIAIBHOCTI y CEpelrHI
oprasizaiii. 3MICT CTaHAAPTY Ma€ TaKl PO3ALIH:

- IOJIITHKA OC3IEKH;

- OpraHi3aiis 3axucry,

- KJIacudikairisi pecypciB Ta KOHTPOJIb;

- Oesreka nepcoHay;

- pismuHa Oe3meka Ta 6e3reKa HaBKOJIUIITHLOTO CePEIOBHUINA;

- aIMIHICTPYBaHHS KOMIT FOTEPHUX CUCTEM Ta OOYHCIIIOBATFHUX MEPEK;

- YOPABIIHHS JOCTYTIOM JIO CHCTEM,

- po3po0OKa Ta CynmpoBOKEHHS 1HPOPMAIIHTHUX CUCTEM;
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- IUIaHyBaHHs 0e3nepepBHOT POOOTH OpraHi3allii;

- BUKOHAHHS BUMOT (BI1JIMOBIAHICTh 3aKOHOJABCTRY ).

Y 3B’S3Ky 3 IIUM BUAUIAETHCS PAJ KIIOYOBUX EJIEMEHTIB YIPABIIHHSA, IO
MOJAIOTHCS K PyHAaMEHTAJIbHI:

- MoJIiTUKa 1H(QOpMaIiitHOT OE3MeKH;

- PO3IOILT BIAMOBIAAIBHOCTI 3a 1H(pOpMaIliiHy O€3IeKy;

- OCBITa Ta TPEHIHT 3 iHpOpMaIliiHOT Oe3neKH;

- 3BITHICTb 3a IHIHICHTH 3 OC3ICKH;

- 3aXUCT BiJI BipyCiB;

- 3a0e3medeHHs 6e3nepepBHOCTI poOOTH;

- KOHTPOJIb KOMIIOBaHHS JIIIIEH30BaHOTO MPOTPAMHOTO 3a0€3M1EYCHHS,

- 3aXUCT apXiBHOI JOKYMEHTAIli OpraHi3allii;

- 3aXHCT MEPCOHAIBHUX JTaHUX;

- peaizalis MoJiTUKH 3 1HGOpMaIIHHOT Oe3IeKH.

Sk BUIHO, MOPS 3 €JIEMEHTAMHU 3aXHUCTy Ta YINPAaBIIHHS JUIsl KOMIT IOTEpIB Ta
KOMIT'IOTEPHUX MEPEX, CTaHAapT BEJIMKY YBary MNPUAUISE MUTAHHSIM PO3POOKH
MOJIITUKHU Oe3MeKku, poOoTi 3 mepcoHanoM (puiioM Ha poOOTY, HaBUYAHHS, 3BIILHEHHS
3 pobotu), 3abe3nedyeHHI0 Oe3MepepBHOCTI BUPOOHUYOrO MPOIECY, HOPUIUIHUM
BUMOTaM.

3anavi opranizauii 0e3nexu iHgopmauii Ta iHpopMaLiHHUX pecypciB

3a0e3neyenns Oe3nexku iHPpopManiiiHMX Mepe:K - 3aMo0IraHHs YIIKOIH)KEHHIO
iHQopMalIiHUX AaKTHUBIB 1 T[EpEepUBaHHA [Id, MOB’SA3aHUX 3 peali3all€ero
OesnepepBHOro mpoliecy Oi3Hecy. [Hdopmariiini pecypcu Ta 3aco0u 00poOKH,
MOIIMPEHHA 1H(QOpMallli MOBUHHI OyTH K€POBaH1 il PiI3MUHO 3aXUIIICHI.

[ToBuHH1I OyTH BCTAHOBJEHI BIJAMOBIJHI EKCIUTyaTaliiHi TpOUEAYpU IS
3aXMCTy JOKYMEHTIB, HOCIiB iHGopmarii (CTpi4OK, ITUCKIB, (Iemek, Kacer),
OOUYHCITIOBAIbHOI ~ TEXHIKM, JIaHMX, CHCTEM BBEJICHHS/BHBOAY M CHCTEMHOI
JOKYMEHTaIlli, $Ki CTOCYIOThCS  MPOIECIB  YIIKOJKEHHS,  3J0JIACTBA
HECaHKI[IOHOBAHOT'O JIOCTYITY a00 1HIITUX 3JI0BMUCHHX 1.

3 maHoi TOYKH 30py HEOOX1THO PO3IJIAAATH TaKi 3aX0/Iu:

- (bikcarist momepeaHLOro 3MICTy 1H(pOpMaIlii, SKa TOBUHHA OyTH BUIIy4YeHa 3
oprasizaiii Ta po3ranioBaHa Ha OyAb-sIKHUX HOCISIX 0araTopa3oBOro KOPUCTYBaHHS;

- JTOTPUMaHHSI CTPOroi aBTOpHU3allil BCiX HOCIiB 1H(pOpMaLIii, [0 BUIATAETHCSA 13
oprasizaiii, a TakKOX IMpPOBEACHHS peecTpalli BCIX BUAAIECHb JIs MIATPUMKH
HpOLEAYp ayAUTY,

- Hocii iH(dopmanii MOBMHHI 30epiratucss B HaJaIMHOMY, O€3MEeYHOMY
CepeOBUIII, BIJIMOBIAHO 0 BCTAHOBJICHUX BUMOT.

Bci nponeaypu i piBHI aBTOpuW3allii MOBHHHI OYTH YITKO 33JOKyMEHTOBAaHI.
[Ipouenypu 06poOku it 36epiranHs iHGpopMaIlii BApTO BCTAHOBIIOBATH JJIsL TOTO, 1100
3aXUCTUTU 1H(OpPMAIlI0 BiJl HEABTOPHU30BAHOTO PO3KPUTTS ab0 HEMPaBHIHHOTO
BIIPOBAKEHHS.

Bapro BcranoButH mporeaypu st 0OpoOku iH(opmallii, BIAMOBIAHO A0 i
kinacudikamii y JOKyMEHTaX, OOUYMCIIOBAIILHUX CHUCTEMaxX, Mepexkax, MOOUTbHUX
3aco0ax 3B’sI3Ky, MOINTI, MOBHIM TOIITI, MOBHOMY 3B’S3Ky B3araii, CHCTEMax 3
KOMIT'FOTEPHUM NOJIaHHAM iH(popmarlii, MOIITOBUX nociyrax/3aco0ax
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00CIIyroByBaHHsI, PY BUKOPUCTaHHI (PakciB 1 OYIb-SIKUX 1HIIUX YYTIUBUX 00'€KTIB,
HaIPUKJIQJ, YUCTUX YEKIB, PaAXYHKIB.

3axoau ynpasiiHHS 00poOKoto i 30epiranHsaM 1HpopMariii :

- 00poOKa It MapKyBaHHS BCiX HOCIIB 1H(pOpMAIIii;

- 0OMEXEHHS JI0CTYITy IIpH 17eHTH(iKaIlil HEABTOPU30BAHOTO TIEPCOHAIY;

- maTpUMKa oMIIIHHOT peecTparllii aBTOPU30BAHUX OJICP)KYyBayiB TaHUX;

- 3a0e3meueHHs] BIIEBHEHOCTI B TOMY, III0 BBEJICHI JaHl € MOBHUMHU Ta 00poOka
3aBEepUIYETHCS HAICKHUM YHHOM, a TAKOXK € IMiATBEPIKEHHS BUBO/Y JIaHUX;

- 3axucT (3amucaHux y Oydep) HaHUX, IO OYIKYIOTb BHUXOAY Ha pIBEHb
CYMICHHUH 3 TIXHBOIO BIAMOBIIHICTIO;

- 30epiranHs HOCIiB iH(pOpMaIlii B cepeoBHII, 110 BiAMOBIAA€E CHEIUDIKaIlIsIM
BHUT'OTOBJIIOBAYiB;

- BIJIOMICTh PO3MOJILITY AAHUX /10 MIHIMyMY;

- YiTKe MapKyBaHHS BCiX KON JAaHUX, MPOMOHOBAHUX YBa3l aBTOPHU30BAHOIO
oJIepKyBaya.

CucTteMHa JOKYMEHTAIllsi MOXE MICTUTH BHM3HAYC€HMM [iarma3oH iHdopMariii,
HaIMpUKJIaJ: OIMNHUC TMPOIECIB JOJATKIB, MPOLEAYp, CTPYKTYp [aHHUX, IHPOIECIB
aBTopu3auii Tomo. HeoOXiHO pO3MISHYTH Taki 3aXOAW JUIsl 3aXMCTYy CHUCTEMHOI
JOKYMEHTAIli1 BiJl HEABTOPU30BAHOTO JIOCTYITY Ta BUKOPUCTAHHS:

- CUCTEMHY JOKYMEHTAI[l}0 BapTO 30€epiraTtu 3riJIHO 3 BU3HAYEHOIO MOJITUKOIO
0e3MneKy Ta BCTAHOBJICHUMHU CTaHIapTaMH;

- CIIUCOK OC10, 110 MAalOTh JOCTYI JO CUCTEMHOI JOKYMEHTallli, BApTO 3BOJUTHU
710 MIHIMYMY, a aBTOpPHU3aIlil0 BapTO 3a0e3MeuyBaTH BIACHUKOBI TOAATKIB;

- CUCTEMHY JIOKYMEHTALII0, MIITPUMYBaHy 3arajJbHOJI0CTYITHOIO MEpEker0, ado
OTpUMaHy 4Yepe3 3aralbHOJOCTYITHY MEPEXKY, BAPTO 3aXHINATH 3T1THO 3 BU3HAYCHOIO
MOJTITUKOIO OE3MEKH Ta BCTAHOBJICHUMHU CTaHAApTAMMU.

besneka o0miny indopmamiero W mnporpaMHuM 3a0e3NeYeHHSIM —
3amo0iraHHs BTpaT, Mojaudikaiii abd0 HENpaBUILHOTO YH HEABTOPHU30BAHOIO
BXKMBaHHS 1H(OpMaIii 1 TPOrpaMHOro 3a0e3MeYeHHs, M0 MiIsirae oOMIHY MiX
OprasizaiisiMu Ta OKpeMHUMH KOPUCTyBadaMHu.

OOmin 1H(oOpMalliero W MporpaMHUM 3a0€3MEYEHHSIM MK OpraHi3allisiMd Ta
OKPEMHUMHU KOPUCTyBa4aMU BHKOHYETHCSA 3TIAHO 3 BCTAHOBJICHUMH TMPOIETypaMu
VIOPABIIHHS Yy BIANOBIAHOCTI YAHHOMY 3aKOHOJIABCTBY, CTaHAapTaM a00 BHYTPIIIHIM
HOpPMAaTUBHUM JOKyMeHTaM. OOMIHM BapTO BHUKOHYBaTH Ha OCHOBI yroj, a0o
BCTAHOBJIIOBATH BHYTPIIIHI IPOLIEAYPH ¥ CTaHIApTH MO 3aXHUCTy 1H(PopMalli i HOCIiB
iHdpopmamii npu ix mnepenaui. JlaHi nuTaHHs € 0a30BUMHM i IPOLIECIB
Oe3nepepBHOCTI OI3HECY 1 HWOro O€3MeKd 3 ypaxyBaHHSM MHTaHb MOB'SI3aHHUX 3
€JIEKTPOHHUM OOMIHOM JIaHUX, €JIEKTPOHHOIO TOPTIBJICIO i €IEKTPOHHOIO MOIITOXO, a
TaKOK BUMOTaMHU JI0 3aXO0/I1B YIIPaBIiHHA 0€3MeKor0 1H(HOpPMAIITHUX CUCTEM.

VYroau oOMiHY TporpaMHUM 3a0€3MEUYSHHSIM TTOBHHHI BKIIIOUATH:

- OOOB’SI3KM TEpPCOHAIY IO VHOPABIIHHIO 1 KOHTPOIIO OE3MeKor Ta
MOBITOMJICHHSI TIPO Tiepeady, BiIpaBIeHHs i oep:kaHHs iHhOopMaIii;

- BHW3HAYEHI TPOIEAYpPH IS BIAMPABHUKA TPO TEpenady, BiAMpPaBICHHA U
OJIepKaHHS TIOBITIOMJICHHS,

- MIHIMaJIbHY KUIBKICTh TEXHIYHUX CTaHAApPTIB N0 (OPMYBAHHIO U mepenady
ITaKETIB;
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- CTaHAApTH MO 1IeHTUdIKaIli Kyp epa;

- BIJIMOBIJIAJIbHICTH i 000B’A3KH Y BUMAJKY BTPATU JAHUX;

- BHUKOPUCTAHHS IIOTO/DKEHOI CHCTEMH MapKyBaHHA Ui YyTJIHBOi abo
KPUTHYHOI 1H(pOpMAITii;

- BOJIOJIIHHS 1H(OpMaIIi€0 W MPOrpaMHUM 3a0€3IMEUEHHIM, a TaKOK 000B’SI3KU
0 3aXHCTY JIaHUX, y3TO/KEHHS 3 aBTOPCHKUM TPAaBOM Ha IporpamMHe 3a0e3meueHHs
W aHaJIOT1YHI ITUTaHHS;

- TeXHIYHI CTaHJAPTH MO 3alKCy W 3YMTYBaHHIO 1H(oOpMaIli i mporpaMHOTO
3a0€e3IeYeHHS;

- OyIp-sKi CHeIialibHI 3aco0M yMpaBIiHHS, SKI MOXYThb 3HAJOOUTHCS, IS
3aXUCTY UYTJIMBHX 00’ €KTIB, TAKUX AK KpUNTOTpadidHi KIIOUi TOIIO.

[adopmariss Moke OyTH Bpas3IMBOIO 10 HEABTOPU30BAHOTO JOCTYITY,
HEMPABWJILHOTO BXKUBAHHS a00 CIIOTBOPEHHS MijA yac (i3MYHOTO TPAHCHIOPTYBAHHS,
HaIpUKIIA, TIPU TepecuIaHHl HOCIiB 1HGopMaIlli yepes MOITOBY clyk0y abo uepes
Kyp’epa.

Xig podorn

1. O3HaifloMHUTHCS 3 TECOPETUUYHUMU MaTepiaJlaMH 110 TEM.

2. IlpoananizyBaTu 3aBmaHHS 3axXUCTy 1HGOpMAaIli B KOHKPETHIM Mepexi Ta
CTOCOBHO KOHKPETHOTO TPOTOKOIY TIE€pEAaBaHHs JaHUX CEMHPIBHEBOI MOJENi
ISO/OSI, 3aganux BUKIaIadeM.

3. 3a pesynbraTaMu poOOTH MATOTYBATH 3BIT

4. 3poOuTH BUCHOBKH.

KoHTpoJsbHi nMTAaHHA
1. Po3kpuiite NOHATTS 1HPOPMaLIHHO-KOMYHIKAI[IHHOT CHCTEMH.
2. Ha3BiTsb piBHI 1H(OpMALIITHO-KOMYHIKaLIMHUX MEPEK.
3. CyTHICTb BUIIQJIKOBOTO METOJTY JIOCTYITY JI0 PECYpPCIB CUCTEMHU.
5. SIki OCHOBH1 THUIIH MPOTOKOJIIB BUKOPUCTOBYIOTHCS B Mojieni ISO/OSI?
6. [lepepaxyiite ocHOBHI QyHKIIIT piBHIB Moaemni ISO/OSI.
7. Jlaitte BU3HaueHHs NOHATTIO «IP ampeca»?
8. Ha3BiTh OCHOBHI BUMOTH JJI IPOCKTYBAHHS OLTBIIIOCTI MEPEKHUX MPOEKTIB.
9. OcHOBHI 3aBJaHHs 3aXUCTy 1HPOPMAIIIT B MEPEKi?
10. PizHOBUAM MOOYAOBH KOMIT IOTEPHUX MEPEXK?
11. ITo moOBHUHHI BKJIIOYATH YTOAX OOMIHY MPOrpaMHUM 3a0e3MeyeHHsIM?
12. Ha3BiTh 3aX011 yNpaBiiHHA 00p0oOKOI0 i 30epiranHsaM iHpopmarii.

I[pakTuyne 3aHATT Ne 6
2 200uHu
Tema 3ansarTa: 3a0e3neueHHs iHGopMaliiHOT Oe3nekn YKpaiHu.
MeTta 3aHATTS . 03HAHOMHTHCS 13 OCHOBHUMH PEAJIbHIMU Ta MOTEHIIIHHUMU
3arpo3amu iHMopmariiiHii 6e3meri YKpaidu.

Teoperuuni BizomocTi
HeoOximHoI0O yMOBOIO HOPMAJBbHOTO ICHYBAaHHS 1 PO3BUTKY KOXHOTO
CYCIIUIBCTBA € 3aXMINEHICTh BiJl 30BHINIHIX 1 BHYTPIIIHIX 3arpo3, CTIUKICTh 10 CIIpod
30BHIIIHBOTO TUCKY, SIK 3AaTHICTh MPOTUCTOSITH TaKUM CIpoOaMm 1 HEHTpai3yBaTH
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3arpo3u, 110 BHHUKAIOTh, Tak 1 3a0e3leuyBaTd Taki BHYTPIIIHI 1 30BHIIIHI YMOBHU
ICHYBaHHS KpaiHHU, SIK1 TapaHTYIOTh MOXJIMBICTh CTa0LILHOTO 1 BCEOIYHOTO TIPOrpecy
CYCIJIbCTBA 1 HOrO rpoMaisH. J{Jist XapakTePUCTUKHU 1IbOTO CTaHY BUKOPUCTOBYETHCS
[IOHSATTS HAI[IOHAJIHHOI OE3IEKH.

[lin HamioHajbHOIO 0e€3MeKOI0 CIIiJI PO3YMITH CTaH 3aXHIICHOCTI JKUTTEBO
BOXJIMBUX HAI[IOHAJIBHUX 1HTEPECIB B1J] BHYTPIIIHIX 1 30BHIIIHIX 3arpo3.

Cucrema HamioHaJbHUX iHTepeciB VYKpaiHM BH3HAYAEThCS CYKYIHICTIO
OCHOBHHUX 1IHTEpECIB O0COOH, CYCHUIbCTBA, JEp>KaBU 1 OXOIUTIOE Bcl cdepu ix
TISUTBHOCTI:  TIOJIITUYHY, EKOHOMIUHY, BIMCBKOBY, €KOJOTIUHYy, 1HGOpMaIliiHy,
HAyKOBO-TEXHIYHY, coIlianbHy Ta iHm. Tomy B 3MicTi moHsATTsS "HamionanbHa
Oe3neka" MOKHA BUAUIATH Pi3HI CTPYKTYpHI €IeMEHTH (KOMIOHEHTH), 10 OCHOBHHUX
3 SIKHX BIJHOCSITHCS MOMITHYHA, €KOHOMIYHA, BIHCHKOBA, €KOJIOTIYHA 1 iH(OpMaIiiiHa
Oe3mexa.

CyTb moJiiTH4HOi 0e3NMeKM IOJsrae B 3JaTHOCTI HayKH CTBOPUTH IOJITHYHY
cUCTeMy, 110 3abe3rnedyye OajaHC IHTEPECIB PI3HUX COIIAIBHUX TPYI; CaMOCTIIHO
BUPIIITYBAaTH MHUTAHHS JIEPKABHOTO YCTPOIO; MPOBOJUTH HE3AJCKHY BHYTPIIIHIO 1
30BHIIIIHIO TOJIITHKY.

[1in ekOHOMIYHOIO 0e3MeKO0K PO3yMIEThCA CTaH Hallil, IPU SKOMY BOHA MOXKeE
CYBEpEHHO, ©0€3 30BHIIIHBOTO BTPYYaHHS BHU3HAYaTH NUIAXH 1 (GOPMH CBOIO
€KOHOMIYHOT'O PO3BHUTKY.

BilicbkoBa 0e3meka IoiArac B MOJMIMBOCTI 3a0e3ledeHHsS HalllOHAJIbHOI
Oe3nekn 3acobamu  030poeHOro HacwibcTBa. Hacammepen BiiickkoBa Oe3mneka
XapaKTEPU3y€eThCs 3AATHICTIO Hallli CTPUMYBATH arpecito ado NpOTUAIATH 1.

ExoJioriuna Ge3neka mnosisirae B HasBHOCTI O€3MEYHOr0 MICIsl ICHYBaHHS, 110
3a0e3reuye HOPMaJIbHY JKUTTEAISUIBHICTD JIIOJJUHUA. ballaHC KOMIIOHEHTIB y CHUCTEMI
"HaceJlIeHHsI - HAaBKOJIMIIHE CEPEOBHINE - TPUPOIHI pecypcu" € TrapaHToM
KUTTE3TATHOCTI JIFOACHKOTO CYCHiIbCTBA.

Indopmaniiina Oe3meka - cTaH 3aXHINEHOCTI 1HQOPMAIIHHUX PECYPCIB Bif
BHYTPIIIHIX 1 30BHINIHIX 3arpo3, 3JaTHUX 3aBAaTH 30UTKY IHTepecaMm ocoow,
CYCIIJIbCTBA, JIEp>KaBU (HAI[IOHAJILHUM IHTEpEecam).

Ockulbku B yMmoBax 1HQoOpMaTtu3aiii KpaiHu, pPO3BUTKY 1HGOpMAIITHUX
TEXHOJIOT1H, i1HhopMaIliiiHI pecypcu (OpMyIOThCS y BCiX cdepax HisSIIBHOCTI, 1
Hacammepea B TOJITUYHINA, BIACHKOBIM, EKOHOMIYHIN, HAyKOBO-TEXHIYHIMH,
iH(popMaliiiHy Oe3neKy CliJi po3IJIAJaTh K KOMIUIEKCHUN MOKA3HMK HalllOHAIbHOI
oe3mneku. [{lum BU3HAUa€eThCS 1i BAXKIIMBE MICIIE 1 OZIHA 3 MPOBIAHMX POJIeH B CUCTEMI
HalllOHAJIBHOI Oe3MeKu KpaiHu B cyyacHuUx ymMoBax. Henapma icHye psig nmpuciiB'iB 1
BHUpAa3iB, 10 XapaKTEepU3YIOTh Miclle 1HQOpMallii B KOHKYPEHTHI OOpoThOl 1 B
TaKTHUIll BiMChbKOBUX Aii: "XTO Bosojie iH(OpMaLi€l0 - TOM BOJOMAIE CUTyalli€w",
"mepemarae ToH, XTo OUTbII 1H(HOPMOBAHUI MPO CYNPOTUBHUKA " Ta 1HIII.

OcHoBHMMU 3arpo3amu iHbopMarliiiHiii Oe3rneni € BHUTIKaHHA i1H(popMarii i
MOPYIICHHS 11 IIJTICHOCTI.

3abe3neueHAs 1HGOPMAIIHHOI OC3MeKN 3MIHMCHIOETHCS B paMKax 3a0e3IeueHHs
HaIlOHAJILHOT O€3IIEKH.

HamionanpHa Oe3reka qoCcsaraeThCs MPOBEICHHSIM €IUHOT AeP>KaBHOT IOJITHKY B
o0OnacTti 3a0e3medyeHHsT Oe3neKH, CUCTEMOIO 3aXOJIB €KOHOMIYHOIO, MOJITHYHOTO 1
IHIIOTO XapakTepy, aJeKBaTHUX 3arpo3aM >KUTTEBO BAXKJIMBUX IHTEPECIB OCOOH,
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CYCHIJIbCTBA 1 IEPIKABH.

3aK0HOJIaBUYy OCHOBY 3a0€3MeYeHHs] HalllOHAIbHOI O€3MeKH MPeCTaBISAIOTh
Konctutymiss Vkpainu, 3akoHu Ykpainu, ykasu Ilpesupenta Ykpainu, yxBaiau 1
posnopskeHHs KaGinery MinicTpiB YkpaiHu, 1HIII HOPMATHBHO-TIPABOBI aKTH
Jep>KaBHUX OPraHiB BIAJH 1 yIPABIIHHA, IPUUHATI Y MeXax iX KOMIIETCHINT B JIaH1i
cdepi; MDKHAPOJIHI JOTOBOPH 1 YTOJM BU3HAHI YKpaiHOIO.

OcHoBHUM cy0'ekTOM 3a0e3MeueHHs O€3NeKu € JAep:KaBa, L0 3I1HCHIOE
byHKIIT B 11i#1 001acTi Yyepe3 opraHu 3aKOHOJaBY0i, BUKOHABYOI 1 Cy/TOBOT BIIAJIH.

Jlo ocHOBHHMX 00'€KTiB O€3IMeKH BiTHOCATHCA: 0coda - ii mpaBa i cBodoaM,
CyCHUIBCTBO - MOro MarepiajJbHi i JyXOoBHI WiHHOCTI; [ep:xkaBa - i
KOHCTUTYUIHMI JIaJl, CyBEePeHiTeT i TepuTOpiaibHA NITiCHICTD.

['pomansHu, cycniyipHi 1 1HII OpraHizaiii 1 00'efHaHHs € cy0'ekTaMu Oe3meKH,
BOJIOAIIOTH TpaBaMu 1 000B'SI3KaMU 1O y4acTi B 3a0e3MeUeHHI Oe3MeKH.

IIpunnunu 3a0e3nevyeHHs 0e3NeKu.

OCHOBHMMH MPUHLMIIAMU 3a0€311eYeHHsI O€3MEKH €:

— 3aKOHHICTB;

— JIOTpUMaHHs OalaHCy XUTTEBO BAXJIMBUX IHTEPECIB OCOOHM, CYCHIJIbCTBA 1
JIEpKaBH;

— B3a€EMHAa BIAMOBIJAIBHICTh OCOOHU, CYCHIILCTBA 1 JACPKaBU MO 3a0€3MEUYEHHIO
Oe3IIeKH;

— 1HTerpais 3 MbKHaApOJAHUMU CUCTEMaMu O€3IeKH.

Cucremy HalliOHAJIBHOIL 0€3M1eKH YTBOPHOKTh:

— OpraHu 3aKOHO/IaBY0i, BUKOHABYOI 1 CY/I0BOI BIIaJIH;

— JIep’KaBH1, CYCHJIbHI 1 1HIII OpraHizailii 1 00'e THaHHS;

— rpoMajisiHi, 1o OepyTh ydacThb B 3a0e€3MEeueHHI OEe3MEeKH BIAMOBITHO [0
3aKOHY;

— 3aKOHOJABCTBO, 1110 PETJIAMEHTY€E CTOCYHKH Yy cepi Oe3nexu;

— cwid 3a0e3ne4eHHs Oe3MeKH.

s 0e3mocepeHLOr0 BMKOHAHHA (yHKUii 3a0e3neYyeHHA HALIOHAJbHOI
0e3neKkl B CHCTEMiI BHUKOHABYOI BJIAJAU CTBOPHKTLCHA 1 AiIOTh CHJIM |1 3aco0m
3a0e3neYeHHs] HAlliOHAJIbHOI 0e3neKH.

Cuin 3a0e3ne4eHHs1 0e3MeKH BKIIFOYAKOTh!

a) 30porHi cuim Ykpainu; CiyxOy Oesneku YkpaiHu;BHyTpimHi BiiichKa,
[IpukopmonHi Biiickka YKpaiHu; OpraHud 1 miApo3niau MiHicTepcTBa BHYTPIIIHIX
cnpaB YKpaiHu; BIHCBKOBI migpo3au MinictepcTBa YKpaiHM 13 THUTaHb
HaJI3BUYallHUX CHTYyallli 1 B CHOpaBl 3aXWCTy HaceJeHHS BIJl HACIIJIKIB
YopHoOUIBCHKOI KaTacTpodu; 1HII BilICbKOBI (POPMYBaHHS, CTBOPEHI BIATOBIAHO 10
Konctutymii Ykpainu, siki BUKOHYIOTh CBOi (DYHKIIIT B 1aHiil cepi 3riTHO YUHHOMY
3aKOHOJIaBCTBY;

0) opranu, 1110 3a0€31euyoTh 0e3MeuHe BeJACHHS POoOIT B TPOMUCIIOBOCTI,
€HEepreTulll, Ha TPAHCIIOPTI 1 B CLIILCHKOMY T'OCIIOIAPCTBI;CITY>KOU 3a0e3neYeHHs
Oe3reku 3aco01B 3B'sI3KY 1 IHPOPMAIIIi;MUTHI CIIyKOH; MPUPOIOOXOPOHHI CITY>KOU;
OpraHu OXOPOHU 3/I0POB'S HACEJICHHS 1 1HIII JIepKaBHI OpraHu 3a0e3MeueHHs
0e3neKu, sIKi A1F0Th 3T1IHO 3aKOHOIABCTBY VYkpainu.

JIist po3risgy TWTaHb BHYTPINIHBOI 1 30BHINIHBOI TMOMITHKA B 00acTi
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3a0e3reueHHs] Oe3MnekH, CTaOlIbHOCTI 1 MPaBONOPSAKY CTBOpeHO lleHTpanbHe
ynpasiiHHasg Ciy0u Oe3neku YKpaiHu, sSike BIAMOBIZAE 3a CTaH JAep>KaBHOI O€3IeKH,
KOOPAMHYE 1 KOHTPOJIIOE MISUTBHICTD 1HIIUX opraHiB Ciy:x0u O0e3rekn YKpaiHu.

entpanbhae ynpapninasg Cioyk0u 6e3nexu YKpaiHu BUAa€ MOJ0KEHHS, HAKa3H,
PO3IOPSIKEHHS, 1HCTPYKIlli, Ja€ BKa3iBKH, OOOB'SI3KOBI i1 BUKOHAHHS B CHUCTEMI
Cnyx0u Oe3nexku Ykpainu. BkazaHi akTu He MiIATalOTh BUKOHAHHIO, SIKIIO B HHUX
BCTAQHOBJIIOIOTHCSI  HeTepen0ayeHi 3aKOHOAABCTBOM JOAATKOBI  MMOBHOBa)KCHHS
opraniB 1 cmoiBpoOiTHUKIB Coiayx06u Oesneku YkpaiHu a00 aHTHUKOHCTUTYLINHHI
0oOMeKeHHsI TpaB 1 CBOOO]I TPOMa/ISH.

Y wmexax cBoei kommereHmii Ilentpanbre ympaBminas CroyxOu Oe3meku
VYxpainun BHocuth [lpe3uaeHtoBi YkpaiHu NpOMO3MINI IO A0 BUAAHHS AaKTIB IO
MMATAaHHAX 30€peKCHHS IePKABHOT TAEMHUIII, 000B'SI3KOBOI 151 BUKOHAHHS OPTaHAMH
JCpKABHOTO  YIpPAaBIiHHA, MIANPUEMCTBAMHU, YCTAaHOBaMH, OpraHizalisMd 1
rpoOMaJITHAMU.

3abe3neueHHs 1HGOPMAIIMHOT Oe3MeKU 3IIMCHIOEThCS B paMKax 3a0e3MeueHHS
HallloHAIBHOI Oe3neku Ykpainu. BoHo nepenbavae HasiBHICTH JEP>KaBHOI CUCTEMU
3axucTy iHpopMaIlii 1 3aKOHOJaBCTBA B 111K 001aCTi.

OcHOBHI peaJibHi Ta OTeHWIiTHI 3arpo3u iHGopMmaniiinii Oe3neni Ykpainu

JIoO TONOBHHX YWHHMKIB, II0 BIUIMBAIOTh HA CTaH MOPAIbHO-11€O0JOTTYHOI
cTabUIBHOCTI Ta O€3MeKu B YKpaiHi, HaJIeKaTh:

- BIZICYTHICTh LIUTICHOI CHCTEMHU 1H(OpMAIIHHO-aHAIITUYHOTO 3a0€e3MeUeHHS
OpraHiB JI€p>KaBHOI BJIaJU i1 yIIpaBIIHHS;

- pyiiHYBaHHS 1HTEJIEKTYaJbHOIO MOTEHIIa]ly, HETOTOBHICTh CUCTEMH OCBITH J0
MiATPUMaHHS TPOIIECIB BUNIEPEIKYBATLHOTO PO3BUTKY JI€P>KABH,

- IOBUIBHICTh MPOIIECIB YCBIJOMIIEHHS MPOIIAPKOM KOJHUIIHBOI PasiHCHKOL
NapTIiHO-TOCHOJAapU0i  HOMEHKJIATypH, HAyKOBOi ¥  TBOpPYOi  IHTENITEHIIIi.
MapocTKaMu HOBOiI OypiKya3ii CBOTO MiCIlsl B CYCHUIbCTBI Ta (POPMyBaHHS BJIacHe
YKPAiHCBKOi €NITH, 10 TPHU3BOAUTH 1O HEMOXKJIUBOCTI CHOpPMYBaTH KEpPIBHUMHU
KOJIaMU 3pO3yMUIOI 1 TPUBAOIMBOI IJIs1 CYCHUIHCTBA HAI[IOHAJIBHOI 171€7;

- HU3bKWH 3arajlbHUi piB€Hb PO3BUTKY 1H(GOPMAIIHHOI 1HPPACTPYKTYpH, IO HE
BUKJTIOYA€ MMOBIPHICTh €KCIAHCIi 1HO3EMHUX KOMIMAaHINH Ha PUHKY 1H(GOpMAIiiTHUX
MOCIIYT; pyHHYBaHHS HAI[IOHAJIBHOTO 1H(OPMAIIIHHOIO TPOCTOPY Ta BUHUKHEHHS
MO>KJIMBOCTI HOTO BUKOPUCTAHHS B aHTUJIEP)KABHUX 1HTEpEcax;

- HEIOCTaTHIN MpodeciiHui, 1HTEIEKTYaJbHUN 1 TBOPUYM PIBEHb BITUYMZHIHHUX
BUPOOHMKIB 1HPOPMALIIITHOTO MPOAYKTY Ta MOCIYT, iXHS HE KOHKYPEHTO3JaTHICTh Ha
CBITOBOMY 1H(OPMALIIITHOMY PUHKY;

- iHpopMalliiiHa eKCHaHCis NPOBIIHUX 1HO3EMHHUX JEp>KaB, PO3POOJIECHHS W
BUKOPHUCTAHHS HUMHU, MIXKHAPOJHUMHU YU BITYU3HIHUMHU 3JIOUYMHHUMU OpraHizaliisiMu
PI3HHMX Cy4acCHHUX CIOCO01IB 0e3mocepeAHBOrO MiIPUBY;

- MAJIOKOHTPOJIbOBAHA MISJIBHICTh OKpeMUx mnomituuHux cuia, 3MI Ta ocib,
CIpsiMOBaHA Ha pyHHYBaHHS MOpAIbHUX IIIHHOCTEW, WIAPUB MOPATBHOTO W
¢bi3udHOTO 370pOB's Hallli; BUKopucTaHHs 3MI 3 mo3uriiif, TpOTUIICKHUX IHTEpecaM
IPOMAJISIH, MOJIITHYHHUX 1 TPOMAJICBKHX OpraHi3allii, IepKaBH:
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- BTpata JOBIpH 10 BJIagd 3 OOKYy 3HA4YHOI YaCTHMHW HACEJIEHHS BHACIIJIOK
NOIIMPEHHSI KOMIIpOMATy, 3aCTOCYBaHHS «OpYIHUX» TMOJITUYHUX TEXHOJIOTIH,
0COOJIMBO 11T YaC BUOOPUMX KaMITaHii;

- KOHKypeHTHa 0opoThOa 3a BosoaiHHS 3MI, mporiec iXHBOI MOHOMOMIZAIT U
KOHIICHTpaIlii iHpopMaIiitHO1 Ta MOJITHYHOI BN,

- MaHIMyJIIOBaHHS  TPOMAJICbKOIO  AYMKOKW  (numixoM  jAesiHdopmMariii,
NepeKpydyBaHHs JaHUX, 3aMOBUYBAHHS MPaBIMBUX BiJOMOCTEH TOIIIO).

BiacyrHicTe 1imicHOT cucTemu iH(GOpPMAIIHHO-aHATITUIHOTO 3a0€3MeYCHHS
OpraHiB BIaJW Ta YIpPaBIIHHA 3HAYHO YCKIAIHIOE TMPUUHATTS HUMH 3Ba)KCHUX.
HAyKOBO OOIPYHTOBAaHUX PIllI€Hb, L0 MOPOJKY€ KOHQIIKTHI CUTyallii y BIaJHUX
CTPYKTYypax 1 CyCIIJIbCTBI.

HenocratHe iHpopMaliiiiHo-aHATITUYHE 3a0€3MEeYeHHs AIsTBHOCTI XapakTepHe
I BCIX JepKaBHUX OPTaHiB - sIK HA IIEHTPAIbHOMY, TaK 1 Ha PETiIOHAIIbHOMY PIBHSX.
BrnagHi CTpyKTypu HE MarOTh JOCTaTHIX MOKJIMBOCTEH 3aBUYaCHO MPOTHO3YBaTH
PO3BUTOK TMOAIM y JAepkaBl Ta HABKOJIO HeEl, HAJNEKHUM YUHOM BpaxoBYBaTH
COpUSTIIMBI ¥  OOMEXyBaTW  HECHpHUSATIMBI  (aKTOpH, [0 BHU3HAYAIOTh
PE3YIbTATUBHICTh MPUNHHATUX TOJITUYHUX PILIEHb, 3/IIHCHIOBATH IJIaHYBaHHS HABIThH
Ha CepeIHbOCTPOKOBY MEPCIEKTUBY.

Opranizaiis po6otu iHGOpMaIiiTHO-aHATITUYHUX TIAPO3AUTIB JOTENEp HE Mae
CHUCTEMHOTO XapakTepy, a B MEPio iy YeProBUX CKOPOYECHb YUCEIBHOCTI AP KaBHHUX
OpraHiB JiSUIbHICTb AESKUX TAKUX MiAPO3JLIIB B3arail NPUIUHSIETHCA.

PyiiHyBaHHS 1HTENEKTYallbHOTO MOTEHL1ANy, HETOTOBHICTh CUCTEMH OCBITH JI0
HiATPUMaHHS TPOIIECIB BUMEPEIKYBATBHOTO PO3BUTKY KpaiHU MPU3BOAUTH 10 TOTO,
110 3 OTJISAy Ha PiBEHb PO3BUTKY III€1 Tally3l 3a KOPJOHOM 1 Toul (pakT, mo Oarato
JIEp’KaB CBITY NPUIUISAIOTH OCOONMBY yBary iH(opmauiiiHii Oe3neni (CTBOPEHHIO
CHenlajJbHUX OpraHiB 1 HIAPO3AUIIB i1 BEACHHS 1H(QOpMAUIWHUX BIMH TOIIO).
VYkpaina # g0oci He Ma€ JOCTAaTHBOI KITBKOCTI KBami(pikoBaHWX (paxiBIiB. skl O
3MOTJIM HAa HAaJIeKHOMY PiBHI €(DEKTUBHO MPOTUIIATH 1H(MOpPMAIIHHIA aKTUBHOCTI
1HO3€MHHUX TTAPTHEPIB M0/10 ii 1HYOPMAIIIHHOTO TPOCTOPY.

CydacHe yKpaiHChbKe CYCNUIBCTBO, 30KpeMa COL[aJIbHUN MPOIIApPOK, KU Mae
pEenpe3eHTyBaTH TaK 3BaHY HAIllOHAIBbHY YKPAaTHCHKY €Ty, MOKH IO repedyBac B
CTaHI MOPAJIbHO-TICUXOJIOTIYHOTO CKHIHHS (B1IUYyBaOTHCS HACTIAKHA 1ACOJIOTTIYHUX
IUBEPCI 4YaciB XOJOJHOI BIWHHU), 1A€0JOTIYHOrO ¥ MONITHYHOrO po3kody. Ilpu
IOMY TpOIEC TOUIYKY 3arajJbHOHAIIOHATBHUX €JHAIBHUX MOpAJbHUX Ta
17ICOJIOTIYHUX OCHOB CTpATErii pPO3BUTKY CYCHUIbCTBA BIIOYBA€ETHCS B YMOBax
MOCTIIHOI KOPCTKOI 1/1€0J0rYHOI OOpPOTHOM MIXK 1HO3EMHHUMH KOHKYPEHTaMH 32
reocTpaTeriyHi MO3MIlii Ta BIUIMB HA MPaBJsAYl Kojia YKpaiHHu.

Husbkuii 3aranbHuid piBeHb 1HPOPMaLIHOI IHPPACTPYKTYpPHU CIPHUSE E€KCIAHCIT
1HO3€eMHUMH KOMITIaHISIMM PUHKY 1HQOPMaLIMHUX MOCTYT, IO CTBOPIOE CIPHUSATIUBI
YMOBH JUIsl IEPEPO3NOALTY e(pipHOTO Yacy Ha KOPUCTh IHO3EMHUX MPOTrpaM, OKpeMi 3
SAKUX «3aCMIUYIOTh» YKPaiHChKUH 1H(QOPMAIIMHUIA TTPOCTIP CBOIM OadeHHSIM MO,
MPOMAryiTh BJIACHUM CHOCIO JKUTTS Ta TpaaMIli, TAM CaMHM JIECTPYKTHUBHO
BIUIMBAIOYM Ha CYCNUIBCTBO W JepxaBy, PYHHYIOUM MOPaJbHO-€TUYHI OCHOBH
reHo()oH1y YKpaiHChKOI Hallli.

Henocrarniit mpodeciiinuii, IHTeNEKTyalIbHUN 1 TBOPUYUN PIBEHb BITUM3HSIHOTO
BUPOOHMKA 1HPOPMALIIITHOTO TPOAYKTY Ta MOCIYT, HOr0 HE KOHKYPEHTO3JaTHICTh HE
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JUIIEe Ha CBITOBOMY PUHKY, a U B YKpaiHi, NPU3BOJIUTH JI0 TOTO, IO YKpaiHChbKa
ayJIMUTOPis HaJla€e MepeBary pociiicbkuM, aMEePUKaHChKUM, 13paillbCbKUM, MOJIbCHKUM,
HIMEILKMM Ta IHIIUM 1HO3EMHHUM TellecepiajiaM, pOo3BakaJbHUM H 1H(pOpMaIliiHo-
aHATITUYHUM MPOTPaAMaM.

HenmocratHiii KOHTpodb JepKaBU 3a JOTPUMAHHSAM 3aKOHIB  YKpaiHM
nomTUYHUMUA ~ cujamMu, 3MI  # okpemumm  ocobamu, SKi  3aliMarOThCs
HiANPUEMHUIBKOIO ISIBHICTIO B 1H(OpMaliiiHii cdepi, COpUuInHsIE HEMOOAMHOKI
BUIMAJIKM HaJaHHS €QIpHOTO dYacy Tejle- Ta paaionporpamam, CIPSIMOBAHWM Ha
pYHHYBaHHS MOpAJIbHHUX I[IHHOCTEH, CBIJOMOCTI YKpaiHCBKOi Hallli, MiApUBaHHA
MOPaJIbHOTO i (h13MYHOTO 3710POB'S TPOMAISH.

Y 1mpoMy BHMaAKy CBiIoMO 4 HecBimoMo 3MI CTBOpPIOIOTH J10/1aTKOBHIA
HETaTUBHUY BIUTUB Ha TICHUXIKYy HACEJICHHS, «TOTYIOUM» HOTO IO MPOBEICHHS IHITUX
3ax0/11B MPUXOBAHOTO BUT1HOTO 1HO3EMHOTO BILTUBY.

Brpara noBipu 10 Biagau 3 OOKy 3HaYHOI YACTUHU HACEJICHHS B1AOYBa€eThCs, K
y)K€ 3a3Havyasiocsi, BHACIHIJIOK 3aCTOCYBAHHS «OpYAHUX» TMOMITUYHUX TEXHOJIOTIH.
Huni B Ykpaini JocuTh MOIMIUPEHA MPAaKTHKA OMPUITIOIHEHHS «3aMOBHHUX) CTaTeH 3
METOI0 JUCKpPEAUTAIlll OKPEeMHX TPOMAJsSH 1 MOCaTOBUX OCIO, MPO SKUX CBITOMO
pPO3TOJIONIYIOTECS ~ HEMpaBAuBI  4u  KoH(iJeHMiHI  BigoMocTi. Henpasausa
iH(dopMaIIis 1 Tak 3BaHUN KOMITPOMAT aKTHBHO MOIIMPIOIOThCS uepe3 [nTepuer. Jlis
IIbOTO HAaBITh CTBOPIOIOTHCS CIEllalli30BaHl BeO-caiTh. Po3MileHa Ha HUX
1H(pOopMaIis MOMIUPIOETHCS TyKE MIBUAKO 1 MOYKE 3aBJATH MOPAJIBHOI UM MOJITUYHOI
LIKOJY IpOMasiHaM Y KpaiHH.

[ToTeHIiitHI MOXIMBOCTI JUIsl TOIIMPEHHS KOH(DiAeHIIHHOI 1HpopMalli mpo
ocoOy (0e3 11 3roau) MarOTh BIAMOBIAHI OaHKU JaHUX, CPOPMOBAHI B JOBIJKOBHUX
ciyx0ax, JKUTIOBO-€KCIUTyaTallliHUX KOHTOpax, O10J10TeKax, pI3HUX Jep>KaBHUX
opraHax, JIKapHAX Ta 1HIIMX ycTaHoBaxX. HasiBHICTh TakuX BI1JIOMOCTEH CTBOPIOE
nepeyMOBH ISl MPOTUIIPABHUX [, 30KpeMa MIaHTaXKy TPOMAaJIsH.

Hap'sizyBanHs 0c00i, CycmiibCTBY Oa)kaHUX 1HO3EMHINH CTOpPOHI pIllleHb Y
KUTTEBO BAXIMUBHUX c(epax CyCHiIbHOI Ta AEp>KaBHOI TISTIBHOCTI BIOYBA€ThCS
IIUISIXOM 3aCTOCYBaHHS BEJIMKOTO apceHairy cui 1 3aco0iB Big 3MI no 3BuuaitHux
OJlaroifHUX OpraHizaliii, KyJIbTYpHUX OOMIHIB MDXK JIep)KaBaMH, a TaKOX PI3HHUX
MICIOHEPCBKHUX CTPYKTYp, IO TMOIIMPIOIOTh HETPAAUIINHI peNiriiHi BipyBaHHSA YU
OKYJIbTHO-MICTUYHI TPaJIULIIi.

[Ile omHMM YMHHUKOM, KWW BIUIMBAE Ha CTaH 3a0e3medyeHHs iHdopMariitHoi
0e3MneKu, € KOHKypeHTHa 00poTh0a 3a BosioAiHHs 3MI Ta mporecu ix MOHOMOJI3a1i1
1 KOHLIEHTpauli 1IHPOpMaLIifHOI Ta MOJITUYHOI BiIaau. B HUHIMIHIX yMOBax 60poTh0a
32 BIUIMB B €JEKTPOHHMX 1 JPYKOBAaHMX Mac-mejdia, 3a KOHTPOJIb Haj
KIHOKOMITaHISIMHA, BUJABHUIITBAMU Ta 1H()OpPMAIITHUMU areHTCTBAMH CIIPUUYHUHSIE iX
30CEPE/KEHHSI y pyKax OJAHIeEl ocobu 4u oOmexeHoro kona mrogei. Came 11
MPU3BOJIUTh 1O KOHIICHTpAIi BIaAW HAJ CIOXKWBAadYaMH, $KI OJHOYACHO € W
BHOOPIIIMHM, HaJl TOJITHYHHMH TapTIIMH Ta TPOMAJCHKHMH OpPTaHI3aIlisIMU,
npodcrinkoBuMu 00'eqHaHHSAMU (IM MOXXe OyTH HaJaHa MATPUMKA, a00 3 HUMH
O00poTHMYThCSI, a00 30BCIM OOIMIYyTh YBarorw), Haj IHIIMMH BHUIABISIMU, KOTPHUX
MOXHA 3arHaTH B TIIYXUH KyT Ta KypHAJIICTaMH, Ha SKUX MOXXHA «HATUCHYTH.
3mutts 3MI Ta BUHUKHEHHS MOHOIIOJICTUYHUX 00'€THAHb IPU3BOIUTH JIO:

- 0OMEKEHHSI MOXKIIMBOCTEN OTPUMaHHS 1HPOpMallii;
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- 3JIICHEHHS BIUIMBY Ha CBOOOTY /1i1 MOJITUYHMX MAPTIN:

- BUT1JTHOTO BIUIMBY Ha JIISUTHHICTD BEJIMKUX 1 MaJIUX BUJIABHUIITB.

3arpo3u HamioHaabHi Oe3meni Ykpainu B iHdopmauiiiHiii cdepi -
CYKYIIHICTh YMOB Ta (haKTOpiB, SIKI CTaHOBJSATH HEOE3MEKYy >XUTTEBO BaXKIMBUM
1HTEepecaM Jep>KaBH, CYCIUIbCTBA W 0COOU Yy 3B'A3KY 3 MOMKIIUBICTIO HETaTHBHOIO
iHpopMaIiiiHOTO BIUIMBY Ha CBIJIOMICTh 1 TIOBEIIHKY TpPOMAJsiH, a TaKOX
iHbopMalliiiH1 pecypcu i iHpOpMaLiHHO-TeXHIYHY 1HDPACTPYKTYPY.

OCHOBHMMHM peaJIbHUMU Ta MOTEHIIHHUME 3arpo3amMu iH(opmauiiinii Oe3meni
Ykpainu €:

1) y 306HiwHbOROAIMUYHIL chepi:

-TIOIIUPEHHS] Yy  CBITOBOMY 1H(GOpMAalIHHOMY TMPOCTOPI  BHUKPHUBIEHO],
HEJIOCTOBIpHOI Ta ymepeMxeHoi iHdopMallii, MO 3aBaae IIKOAW HaI[lOHATHPHUM
iHTEepecaM YKpaiHu;

-TIPOSIBU  KOMM'IOTEPHOI  3JI0YMHHOCTI, KOMIT'FOTEPHOTO TEPOPU3MY, IO
3arpoKyloTh CTaOUTbHOMY Ta Oe3Me4YHOMY (PYHKI[IOHYBaHHIO HaIllOHATBHUX
1H(hOpMAaIIHHO-TEIEKOMYHIKAI[IHHUX CUCTEM;

- 30BHIIIHI HETaTUBHI 1H(QOpPMaIliliHi BIUIMBU Ha CYCIIUIbHY CBIJIOMICTb 1 3aC00U
MacoBoi iH(hopmallii, a Takox [HTepHeT;

2) y cehepi depoicasnoi besnexu:

- HEraTUBHI 1H(QOpMaliiiHl BIUIMBH, CIPSMOBaHI Ha MiAPUB KOHCTUTYLIMHOIO
Jaaxy, CYBEpPEHITETy, TEpPUTOpPIabHOI IUIICHOCTI ¥ HEJOTOPKAHHOCTI KOPAOHIB
VYkpainu;

- BAKOPHCTaHHs 3aco01B MacoBoi 1H(opmauii, [HTepHeTy s mnpomnaraHau
cernapaTus3My 3a €THIYHOI, MOBHOIO, PEITIHHOIO I IHIIIMMHU O3HAKaAMU;

- HECAHKI[IOHOBAaHUM AO0CTyN A0 1HQOpMaLIMHUX PECYpCIB OPraHiB Aep>KaBHOI
BIIQ/IN;

- pO3roJIoNIeHHs 1H(popMallii, iKa CTAHOBUTH JEPKaBHY Ta 1HIIY MependadeHy
3aKOHOJIABCTBOM TAEMHHUIIIO, a TAKOXK KOH(IIEHIIHHOT 1H(OpMAaIlii, 1110 € BIACHICTIO
JepXKaBu;

3) y 6oennil chepi:

- IOPYIIEHHS  BCTAHOBJICHOTO  perjlaMeHTy 30upaHHs, OOpoOJeHHS U
nepenaaBanHs 1HQopmailli 3 OOMEXKEHMM JIOCTYIIOM B OpraHax BIHCBKOBOIO
YIOPABJIIHHS Ta HA MiANPUEMCTBAX 0OOPOHHO-TIPOMHUCTIOBOTO KOMIUIEKCY Y KpaiHu;

- HECAHKI[I0HOBaHUU JOCTyN 10 1H(OpMAaIITHUX pecypcCiB, HE3aKOHHE 30UpaHHs
Ta BUKOPUCTaHHA 1HQOpMaLli 3 MUTaHb 00OPOHU;

- peanizailisi IpPOrpaMHO-MAaTeMaTUYHUX 3aXOJIB 13 METOI TOPYIIECHHS
(GyHKL1OHYBaHHA 1HPOpPMaLIMHUX cucTeM y cepi 000poHU YKpaiHu;

- IepeXOoIUIeHHs 1HPOopMallii B TEJIEKOMYHIKAI[IHHUX MEPEKaxX, pal0eIeKTPOHHE
TIIYIITHHS 3ac001B 3B'I3KY Ta YIPABIIHHS;

- iIHpOPMAIIIITHO-TICUXOJIOTIYHNY BUJIUB HA HACEJICHHS YKpaiHU, Y TOMY YHCII
0CcO0OBUH CKJIaJ BIMCHKOBUX (DOPMYBaHb, 13 METOIO MOCIA0JICHHS iX TOTOBHOCTI JI0
00OpOHM JIepKaBU Ta MOTIPUICHHS IM1IKY BIICHKOBOI CITyXOH;

4) y enympiwHbononimuynii cepi:

- HEJJOCTAaTHS ~ PO3BUHEHICTh  IHCTUTYTIB  TPOMAJSHCHKOTO  CYCHJIbCTBA,
HEJJOCKOHAIICTh MApPTIMHO-TIOMITUYHOT CHUCTEMH, HEMPO30pICTh TMOJITUYHOI Ta
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IPOMAJICHKOI AISUTBHOCTI, 1110 CTBOPIOE MEPEYMOBH JIJIsi OOMEXEHHSI CBOOOAM CJIOBa,
MaHIMyJIOBaHHS CYCH1JIBHOIO CB1OMICTIO;

- HeraTuBHI 1HQOpMAaIliliHI BIUIMBH, B TOMY YHCJII 13 3aCTOCYBaHHSIM
CrieliaJIbHUX 3ac001B, HA 1HIUBIyaJIbHY Ta CYCIIUIBHY CB1JOMICTB;

- MOIMPEHHsT  cy0'ekTamMu  1HQOpMAIIHHOI  MISUTBHOCTI  BUKPUBJICHOI,
HEJIOCTOBIPHOT Ta yrnepe keHol iHhopmarrii,

5) 6 exonomiunitl cpepi:

- BIZICTaBaHHS BITYM3HSIHUX HAYKOEMHHUX 1 BUCOKOTEXHOJOTIYHUX BUPOOHUIITB,
0Cco0HMBO y cdepi TeIeKOMYHIKAIIHHUX 3aC001B 1 TEXHOJIOTIH;

- HEIOCTaTHIN piBeHb iH(GOpMaTH3allli eKOHOMIUHOT chepH, 30KpeMa KPEeIUuTHO-
(b1HAHCOBOI CUCTEMH, TPOMHUCIOBOCTI, CIIILCHKOTO TOCIIOAAPCTBA, cepu Aep KaBHUX
3aKyTiBEIb;

- HECAHKIIIOHOBaHUM JTOCTYT, MOPYIICHHS BCTAHOBJICHOTO MOPSAKY pPOOOTH 3
iHpopMalitHUMKU pecypcaMyd B Taly3sSX HaI[lOHAJIbHOI €KOHOMIKH, BUKPHUBIICHHS
iH(pOopMaIli B TaKUX pecypcax;

- BUKOPUCTaHHsSI HE JIILEH30BaHOIO0 MpOrpamMHoOro 3ale3mneueHHs, 3acoOiB 1
KOMILIEKCIB 00poOIeHHs 1HdOopMaIIii:

- HEJIOCTaTHIM piBEHb PO3BUTKY HAIllOHAIBHOI 1H(QOpMaIIHHOT IHQPACTPYKTYPH;

6) y couianvhit ma cymanimapHit cpepax:

- BIICTaBaHHsI YKpaiHU BiJ PO3BUHYTHX JEpKaB 3a piBHEM 1H(popmaTHh3amli
COLIIAIbHOI Ta TyMaHITapHOI cdep, HacaMmmepel OCBITH, OXOPOHU 3I0pPOB'A,
COLIIAJIBHOTO 3a0€31e€YeHHs, KYJIbTYpH;

- HEIOIEp’KaHHsl MpaB JIOAUHU 1 TpOMaJsSHUHA HA OTPUMAaHHA 1HQOpMaIli,
HEOOXI1THOT JIs1 3aXUCTY 1X COL1aIbHO-€KOHOMIUHHUX TPAB;

- nompeHHs B 3MI He BIacTUBUX YKPaiHChKIA KYJbTYpPHIM Tpaaullli IHHOCTEN
1 crnoco0y KUTTA, KyJbTy HACHIbCTBA, >KOPCTOKOCTI, MOpHOrpadii, 3HEBaKIUBOIO
CTaBJIEHHS JI0 JIIOACHKOI 1 HAI[IOHAIBHOI I'IHOCTI;

- TCHJICHIIIST 70 BWTICHEHHS 3 1H(OpPMAIIHHOTO MPOCTOPY Ta MOJOIKHOL
KyJIbTYpPH YKPATHCHKUX MUCTEIKUX TBOPIB, HAPOJHUX TPATUIIIH 1 (HOPM T03BLILIS;

- MocaabJieHHs  CYCHUIbHO-TIONITUYHOI, MIKETHIYHOI Ta MIKKOH(DECIiHOi
€THOCTI CyCHIbCTBA;

- BIZICTaBaHHSI PO3BHUTKY YKpaiHCHKOTO KiHeMarorpady, KHUTOBHUJIAHHS, KHUTO
PO3MOBCIOJIKEHHS 1 010J110T€YHOT CIIpaBH BiJ PIBHSI PO3BUHYTHUX JIEPHKAaB;

7) y Hayxoso-mexHiuniil cqhepi:

- 3HIKEHHST HAyKOBOT'O MOTEHIlIaNy B rainy3i iHhopmaTu3allii Ta 3B'13Ky;

- HU3bKa KOHKYPEHTOCIIPOMOKHICTh BITUM3HSIHOI 1H(POpMALIHHOI MPOAYKIIT Ha
CBITOBOMY PUHKY;

-BIATIK 32 KOPJAOH HAYKOBMX KaJpiB Ta CyO0'€KTIB NpaBa I1HTEIEKTyaJIbHOI
BJIACHOCTI;

- HEIOCTaTHIA 3aXWCT BiJ HECAHKI[IOHOBAHOTO JOCTymy 10 iH(opmMartii
BHACIIIJIOK BUKOPUCTAHHS 1HO3EeMHHX 1H()OPMAIIHHAX TEXHOJOTIH 1 TEXHIKH;

- HCKOHTPOJIbOBaHAa €KCIIaHCisl CydacHUX 1H(OpMAIiiHUX TEXHOJOTIH, 10
CTBOPIOE MEPETyMOBH TEXHOJIOTTYHOI 3aJIKHOCT1 YKpaiHu;

8) 6 exonociuniil chepi:
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- MPUXOBYBaHHS, HECBOEUACHE HaJaHHs 1H(popmaIlii abo HaJaHHS HETOCTOBIPHOI
iH(opMallii HaceleHHI0 MPO HaA3BHWYAlHI €KOJOTIYHI CHUTyallli Yd HaJA3BUYaMHI
CUTYaIlil TEXHOI€HHOI'0 Ta MPUPOTHOTO XapaAKTEPY;

- HEJIOCTaTHS HaAIMHICTDh 1H(QOpMAIIHHO-TEICKOMYHIKAIIMHUX CHCTEM 300Dy,
00poOKH i mepenayl iHGopmMaIllii B yMoBax Ha/I3BUUYaHUX CUTYaIIii;

-HU3bKWHA  piBeHb 1HQOpMaTH3allii oOpraHiB  JAEp)KaBHOI  BIaad, IO
YHEMOXJIMBIIIOE 31ICHEHHS ONEPaTUBHOTO KOHTPOJIO Ta aHAJ3y CTaHy MOTEHIIWHO
HeOe3neyHnx 00'€KTIB 1 TEPUTOPIil, 3aBYaCHOTO MPOTHO3YBaHHS W pearyBaHHS Ha
HaJ[3BUYAIHI CUTYAIT].

JlisbHICTh OpraHiB BUKOHABUOI Biagu y cdepi 3abe3nedeHHs iHpopMaiiiHoi
O0esnexkn VYkpaiHu wmae OyTH 30cepekeHa Ha KOHCTPYKTUBHOMY IO€JIHAHHI
TISUTBHOCTI  JIepKaBU, TPOMAJSHCHKOTO CYCHUIbCTBA Ta JIIOJUHU 33 TPhOMa
TOJIOBHUMH HaIpsIMaMH:

- iHOpMaIlIHHO-TICHXOJIOTTYHOMY, 30KpeMa 111010 3a0€3MeUeHHS
KOHCTUTYIIIHHUX TPaB 1 CBOOOJI JIOAUHU ¥ TPOMAaJITHUHA, CTBOPEHHS CIPUSITIMBOTO
MICUXOJIOTIYHOTO KJIIMAaTy B HaIllOHAIbHOMY 1H(OpMaIifHOMY MpPOCTOp1 IS
3aTBEPJKEHHS 3arajbHOMIOCHKUX Ta HAIIIOHAILHUX MOPAJIbHUX IIIHHOCTEH;

- TEXHOJIOTIYHOTO PO3BUTKY, 30Kpe€Ma CTOCOBHO pO30YyJOBHM Ta 1HHOBALIHHOTO
OHOBJICHHS HaIlOHAIbHUX 1H(OPMAIIHHUX pecypciB, BIPOBAHKCHHS HOBITHIX
TEXHOJIOT1 CTBOpPEHHs, 00pOOJIEHHS Ta NOMKUPEHHS 1H(POpMaIi;

-3axucty 1H(dopMallii, 30KpeMa MoA0 3a0e3NeueHHs KOH(IAEHIIHHOCTI,
LUITICHOCTI ¥ TOCTYMHOCTI 1HQOpMallii, B TOMY YHCII1 TEXHIYHOTO 3aXHCTY 1H(popManii
B HalllOHAJbHUX 1HPOPMALIIMHUX pecypcax BiJ KIOEpHETHUHUX aTak.

CraH Ta nepcneKTMBHM PO3BUTKY iH(popMauiiiHOI Oe3niekH YKpaiHu

[ndopmariitna Oe3neka € OJHUM 13 BHJIIB HaIllOHAJILHOI Oe3rneku. BinmoBigHo
70 3aKOHOJaBCTBAa YKpaiHu, iHQopmMmalliiiHa Oe3neka Mae Take BU3HAYCHHsS: 'CTaH
3aXHUIIEHOCT] JKUTTEBO BAXKJIMBUX 1HTEPECIB JIIOJIMHU, CYCHUIbCTBA 1 JEpPKaBU, TIPH
SAKOMY 3aroOITa€ThCSl HAHECEHHS IIIKOAM 4Yepe3 HEMOBHOTY, HEBYACHICTh Ta
HEBIPOT1IHICTh 1HQOpMAIlli, 0 BUKOPUCTOBYETHCS; HETAaTUBHHUM 1H(MOpMALIIMHHIMA
BIUIMB, HETaTUBHI  HACIIJIKM  3aCTOCYBaHHA 1H(OpMAIIHHUX  TEXHOJIOTIH;
HECAHKI[IOHOBAaHE  TIONIMPEHHS,  BUKOPUCTAHHS,  TOPYIICHHS  IUIICHOCTI,
KOH(]11eHIIITHOCTI Ta JOCTYNMHOCTI 1Hpopmarii".

[npopmariitna Oe3neka o3Havae:

— 3aKOHOJaBYe (POPMYBaHHA JIEP>KABHOI IHPOPMALIIMHOI O THKY;

— CTBOPEHHS BIJIMOBIIHO /O 3aKOHIB YKpaiHU MOXJIUBOCTEH JOCSTHEHHS
iH(MOpMaIIHOT JOCTATHOCTI JJIs YXBaJEHHS pIIIEHb OpraHamMu Jep>KaBHOI B,
rpoMajsiHaMu Ta 00’ € THAHHSIMU TPOMAJISH, IHIIUMHE Cy0’€KTaMu TipaBa B YKpaiHi;

— rapaHTyBaHHS CcBOOOaM 1H(MOPMAIIIHHOT MISIBHOCTI Ta TMpaBa JOCTYIY [0
iH(dopMalii y HallloOHaIbHOMY 1H(GOpPMALIITHOMY TPOCTOP1 Y KpaiHu;

— BCEOIYHMI pO3BUTOK 1HPOPMALIIMHOT CTPYKTYpH;

— MiATPUMKAa PO3BUTKY HALIOHAIBHUX I1H(OpMALIAHUX pecypciB YKpaiHu 3
ypaxyBaHHSM JOCATHEHb HAYKH 1 TEXHIKM Ta OCOOJMBOCTEN TyXOBHO-KYJIbTYpHOTO
KUTTS HApOAy Y KpaiHu;

— CTBOPEHHS 1 BIPOBAHKEHHS O€3MeYHNX 1HPOpMaIliifHUX TEXHOJIOTIH;
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— 3aXMCT IIpaBa BJIACHOCTI BCIX Y4YacHUKIB i1H(OpMaIiiiHOT IisUTbHOCTI B
HalllOHAJILHOMY MIPOCTOp1 YKpaiHu;

— 30epeXxeHHsl  TpaBa  BJIACHOCTI  Jep)KaBM  HECTpaTeriuHi 00 €KTH
1HbopMalliiHOT IHPpacCTPYKTypu YKpaiHu;

— OXOpPOHY JIep>KaBHOI TAEMHHIIL, a TAKOXK 1HPOpMAIl 3 0OMEKEHUM JOCTYIIOM,
10 € 00’€KTOM IpaBa BIACHOCTI a00 00’€KTOM JIMIIIE BOJIOJIHHSA, KOPUCTYBAHHS YU
PO3MOPSIIKEHHS JEP>KaBOI0;

— CTBOpPEHHS 3arajlbHOi CHUCTEMH OXOPOHM I1HQOpMallii, 30KpeMa OXOpPOHH
Jep>KaBHOI TAEMHMITI, @ TAKOXK 1HINO1 1H(PopMaIlii 3 00MEKEHUM JIOCTYIIOM;

— 3aXUCT  HAIlOHANBHOTO  1H(OpMaIiiiHOro  mpocTopy  YKpaiHu  Bif
PO3MOBCIO/IKEHHST CIIOTBOPEHO1 ab0o 3a00pOHEHOT ISl MOIMIMPEHHS 3aKOHOJaBCTBOM
Ykpainu iHpopMaIiitHOi MPOyKIIiT;

— BCTAHOBJICHHSI 3aKOHOJaBCTBOM PEXHUMY JOCTYITy 1HO3EMHHUX JepKaB abo ix
NPEICTaBHUKIB JI0 HAI[IOHAIBHUX 1H(OpPMAIIHHUX pecypciB YKpaiHW Ta MOPSIOK
BUKOPHCTAHHA [IUX PECYPCIB HA OCHOBI JIOTOBOPIB 13 IHO3EMHUMHU JEp>KaBaMH;

— 3aKOHOJaBYE€ BU3HAUCHHS MOPSIKY MOIIMUPEHHS 1HPOPMAIIMHOI MPOAYKIIii
3apyO01>KHOrO0 BUPOOHUIITBA HA TEPUTOPIl YKpaiHU.

HepxaBHa moyiTHKa 1H(OpMAaLitHOT Oe3MeKu BU3HAYAETHCS MPIOPUTETHICTIO
HaIllOHAJIBHUX 1HTEPECIB, CUCTEMOIO0 HEOE3IEK 1 3arpo3 Ta 3A1MCHIOETHCS MUIIXOM
peanizanii BIAMOBIAHUX JOKTPHUH, CTPATErii, KOHLEMIIN 1 mporpaM B 1HPOpMaLiiHii
cdepi BIAMOBIIHO A0 YUHHOTO 3aKOHOJIABCTRBA.

V¥ 3akoni Ykpainu «IIpo ocHOBHM HallioOHAJIbHOI Oe3neknu YKpaiHuy» BU3HAYEHO
OCHOBHI HAIpSMKHU JIEPKABHOI TOJITUKK 3 TMHTaHb HAIlIOHAJIBHOI O€3MeKu B
iHdopmartiitHii chepi. Jlo HUX HamexKaTh:

— 3a0e3neueHHs 1HQOPMAaIIHHOTO CYBEPEHITETY Y KpaiHu;

— BJOCKOHAJIGHHS JIEPKABHOTO PEryJIIOBaHHS PO3BUTKY 1HGOpMaIiitHOI cdepu
[IUIIXOM CTBOPEHHS HOPMATHBHO-TIPABOBUX Ta CKOHOMIYHHUX TEPEAYMOB IS
PO3BUTKY  HalIOHAIbHOI  1HQOpMaLIMHOI  1HQPACTPYKTYypu Ta  pecypcis,
BIIPOBA/KEHHS HOBITHIX TEXHOJIOTIH y 11 cdepl,

— HAMOBHEHHS BHYTPIIIHHOTO Ta CBITOBOTO 1HGOPMAIIMHOTO MPOCTOPY
JI0CTOBIpHOIO 1H(OpMaIliero Mpo YKpaiHy;

— aKTHBHE 3aJIy4eHHs 3ac00iB MacoBoi iHdopmMallii 10 60poTEON 3 KOPYIIIII€EO,
3JIOBKUBAHHSIM CIIY’)KOOBHUM CTAaHOBHIIIEM, IHIIMMHU SBHINAMH, SKi 3arpOKYIOTh
HalllOHANbHIN Oe3neni YKpaiHu;

— 3abe3neueHHs] HEYXWIBHOTO JTOTPUMaHHS KOHCTHTYI[IHHOTO MpaBa TPOMaJIsTH
Ha CBOOOXy cIJIOBa, JOCTYyIly n0 iH(opMallii, HEJOMyIIEHHs HEeMPaBOMIPHOTO
BTPYUYaHHsSI OpraHiB JepaBHOI BIIAJ U, OPraHiB MICIIEBOTO CAMOBPSIYBaHHS, IX
MOCaJIOBUX OCI0 y MisUTBHICTH 3ac00iB MacoBoi 1H(oOpMallii, JUCKpUMIHAIT B
iH(bopMmariitHii chepi 1 mepecitiyBaHHS KyPHAIICTIB 3a MOJITUYHI TTO3UIIIT;

— BXHUTTS  KOMIUIEKCHUX  3aXOJiB  IIOJO0  3aXWCTy  HalllOHAJIBHOTO
iH(hopMaIIfHOTO MPOCTOPY Ta MNPOTUAIl MOHomouizamii iHdopmartiiiHoi chepu
Ykpainu.

Hns  dopmyBaHHS 30aJlaHCOBAHOI JEP)KaBHOI TOJITUKA Ta €(EKTUBHOIO
MPOBEJCHHS KOMIUIEKCY Y3TO/DKEHMX 3aXOAiB MO0 3aXHCTy HAaI[lOHAThHUX
iHTepeciB B 1H(opmarlliiiHii cdepl CTBOPEHHS PO3BUHEHOTO 1 3aXUILEHOIO
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iH(popMaIiitHOTO cepeloBHIla CIAyrye oprasizamis (yHKIIIOHYBaHHS CHCTEMH
1H(opMarliitHo1 6e3MeKu, CKIaI0BUMH KOMIIOHEHTAMH SIKOi € HalllOHAJIbHI 1HTEpEeCH B
iHopmMmariitHiii cdepi, 3arpo3u Ta HeOE3MEeKu UM 1HTepecaMm, cama iH(opMairiiiHa
Oe3reka K 1HCTPYMEHT 31 CTBOPEHHS CIPHUATIMBUX YMOB JUJIs iX peaizallii, siki B
CYKYIMHOCT1 CTaHOBJATh OO ’€KT YMPAaBIIHHS OpPraHaMH JIEepP>KaBHOTO YIPaBIIHHA,
cucreMy 3a0e3nedeHHs iHpopMalliitHoi 6e3neku, ToOTo Cy0’eKT ympaBiIiHHS, OlIbIIE
TOTO, OCHOBHI HaIlPsIMKH TOJIITUKY HAIllIOHAIBHOI Oe3meku B iHdopmariiitHii cdepi, a
TaKOX  BHYTpIITHE Ta 30BHIIMHE cepemoBumie. [HDopmariiiina  Oesmeka
3a0e3MeyyeThCsl KOMITJIEKCOM 3aX0/J1IB CHCTEMH 3a0€3MeueHHs HalllOHAIBbHOT Oe3MeKu
VYkpainy, 0 BKJIIOYAE CYKYMHICTh JEP)KaBHUX OPraHiB, IPOMaJIChKUX OpraHizallii,
MOCaI0OBUX OCI0 Ta OKPEMHUX TPOMAJISH.

[IpaBoBY ocHOBY 3abe3rneueHHs iHMOpMaIliiiHOI Oe3mekn YKpaiHu CTaHOBJISATH
Kouctutyuis VYkpainu, 3axkonu Ykpainu «IIpo ocCHOBM HalioHanbHOI Oe3meKu
VYkpainn», «IIpo indopmariiiny Oesnexky Ykpainm», «IIpo moctyn mo myOiaiyHOI
iH(dopMaIii», 1HII 3aKOHU Ta 1H(QOPMATUBHO-TIPABOBI AKTH, a TAKOX paTH(iKOBaHI
ab6o mapadosani Ykpainotro Jloromip mpo Oe3mexky 1 cCHiBpoOITHUIITBO B €Bpori,
HoroBip «Bigkpure HeOO», Yroma mnpo MAapTHEPCTBO 1 CHIBPOOITHUIITBO MIiX
€BPOIEUCHKUM  CITIBTOBAPUCTBOM 1 YKpaiHoto, JlomaTkoBWil TPOTOKON 1O
€Bporeiicbkoi KOHBEHIIT Mpo 1H(OpMAaIlifo 1100 1HO3EMHOTO 3aKOHOJIaBCTBA, SIKi
3000B’S13yI0Th KpaiHU-Y4YacHUL 3/1HCHIOBATH 0AaraToCTOPOHHIN 0OOMIH 1H(POpMaLI€LO,
MOTPEOYIOTh CTBOPEHHSI 3arajbHOJEPKAaBHUX MEXaH13MiB 30€pIraHHs Ta CIIOXKUBaHHS
OTpUMaHOi1 1H(}OopMaIlli B HAllIOHATBHUX IHTEpECaX.

JInme micna peBomoonii  ['imHOCTI nuTaHHAM  1HQOpMaLIWHOT  Oe3MeKu
NpuAlIgeTbesl Oulblie yBaru. Yka3zoMm Ilpesupenta YkpaiHu Oylio ONpHITIOAHEHE
pimeHHst Panu HanioHanpHOI Oe3neku 1 o0opoHn Ykpainu Bin 28 kBiTH 2014 p.
«IIpo 3axoau 010 BAOCKOHAIEHHS (D)OPMYBAaHHS Ta peaiizalii AepaBHOI MOTITHKA
y cdepi indopmariiiinoi 6e3nexkn Ykpainuy». byno nependadeHo y MicasuyHUN TEpMIH
po3poOuTH 1 BHeCTH Ha po3risig BepxoBHoi Pagm VYkpainu 3aKOHOMPOEKTH TMPO
BHECEHHsI 3MiH /IO JIESKUX 3aKOHIB YKpaiHU 1010 MPOTUIli iH(pOopMaliiHiil arpecii
1HO3eMHHUX  JIepKaB,  NepeadayuBIIM ~ MEXaHI3M  MPOTHAII  HEraTUBHOMY
1H(OPMAIIHHO-TICUXOJIOTIYHOMY BIUIMBY, 30KpeMa IUIIXOM 3a00pOHM PEeTpaHCIsIIi
TENEBI3IMHUX KaHaTIB, a TAaKOX 3aMpOBa/HKCHHS MJIs 1HO3EMHHUX 3ac00iB MacoBOl
iH(popmarii, cucteMu 1HQOPMYBaHHS Ta 3aXUCTY KYPHAJICTIB, SIKI IPALIOIOTh y 30HI
30pOMHMX KOH(IIIKTIB, BUNHEHHSI TEPOPUCTUYHUX AKTIB, IPH JIKBIAAI[lT HEOE3MEUHUX
3JIOYMHHMX TPYIIL.

VY wMmicayHuil TepMiH Takox Oyjo mnepeadadeHo 3a ywacTio HamioHanbHOro
IHCTUTYTY Ta I1HIIMX Opra”iB  po3podoutu mnpoekr Crparerii  pO3BUTKY
1H(pOopMaIIHHOTO MPOCTOPY YKpaiHW 1 MPOEKT CTparerii KiOepHETHYHOI Oe3neKu
VYkpainu, a Takok  po3poOMTHM  KOMIUIEKCHI  3aXOAW  OpraHi3aiiifHoro,
iH(MOPMAIIIHHOTO 1 PO3’SCHIOBAJIBLHOTO XapakKTEpy IMOJO0 BCEOIYHOTO BHUCBITICHHS
3aXOMIB 13 peami3allii aepkaBHOI MOMTHKU y chepl 3ade3neyeHHs 1HPOPMAIITHOT
0e3MeKH, a TaKOX MOCUJICHHSI KOHTPOJIIO 3a J0Jep>KaHHSAM 3aKOHO/IABCTBA 3 MHUTaHb
1H(MOPMAIIHHO-TICHXOJIOTTYHOT Ta KIOEpHETUYHOT OE3MeKH.

B mucronani 2014 p. 6yno crBopeHo MiHicTepcTBO 1HOOPMAIIAHOT MOTITHKY.
[Ipu MiHicTepcTBi B MpOIIEC CHIJIKYBAaHHS 3 MPEACTAaBHUKAMHU TPOMAJICHKOCTI Oyiia
ctBopeHa ExcneptHa Pana, metoro sikoi crana po3poodka Crparterii iHpopMaliiHOi
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nomtuku Ykpainu, Konueniii iHdopmariiinoi Oe3nexku Ykpainu Ta JlepkaBHOI
IPOrpaMu pO3BUTKY 1HGOPMALIIITHOTO MPOCTOPY YKpaiHu.

Jlo mpiopuTeTHUX HAIpPSMKIB 3a0e3nedeHHs iH(opMalliitHoi Oe3neku Ykpainu
MO>KHA 3apaxyBaTu:

— CTBOPEHHA 3aKOHO/1aBUOi Ta HOPMATUBHOI 0a3u;

— 3/1iICHEHHsI MOHITOPHUHTY 1H(pOpMaIiiftHOT 6e3neKn YKpaiHu;

— CcTaHJapTu3allif, cepTUdikalis Ta JIIEH3YBaHHA MisIbHOCTI Yy cdepi
3a0e3nedeHHs iHpopMalliitHoi Oe3nekn YKpaiHu;

— YJIOCKOHAQJICHHSI Ta PO3BHUTOK JCp)KaBHOI 1H(opMariiiHoi 1HPPACTPYKTypH 3
ypaxyBaHHSIM BUMOT 1H(popMalliitHoi Oe3neku YKpainu;

— YJOCKOHAJICHHS CHUCTEMM OCBITH, HaBYaHHS Ta BUXOBAaHHA 3 YypaXyBaHHSIM
BUMOT iH(opmariitHoi 6e3nexn Ykpainu ta 3akony Ykpainu «IIpo nepxkaBHy MOBY»;

— po3poOKa MDKpErioHaNbHHUX, JE€pPKaBHUX Ta MDKAEPKABHUX Mporpam
PO3BUTKY CHCTEMHU 1HPOpPMAIIIHHOT Oe3MeKn YKpaiHu.

Ha cywyacnomy erami iHTerpamidHux MpoieciB YKpaiHu 10 €BpornenchKkoro
Coro3y 0coOnuBOro 3HaueHHs HaOyBae mnpobiieMa iH(OopMaIiiHOTO 3a0e3neueHHs
MOJIITUKU €BPOMEHCHKOI 1HTerpallii. 3aBganHsM iHGOpMaIliitHOI MOJITUKH TMOCTaia
HEOOX1THICTh 3a0€3MeUeHHS BUPIIICHHS IBOX OCHOBHUX 3aBJ/IaHb:

1. 3abe3neueHHs 3arajJlbHOHALIOHAIBHOI MIATPUMKHU KypCy IHTerpauii YKpaiHu
B €Bponeiiceknii Coro03 MUPOKUMHU KOJIAMU TPOMAJCHKOCTI, CTBOPEHHS PO
€BPOIEUCHKOT OUIBIIOCTI B CYCIUIBCTBI.

2.JloHeceHHs 10 ypsAIB 1 TPOMAJChKOCTI KpaiH-ujieHiB €Bpomneiicbkoro Corwo3y
00’exTUBHOI 1H(pOpMalii Npo YKpaiHy, il AOCATHEHb HA HUIAXY pedopM, CTBOPEHHS
MO3UTHUBHOIO IMIJIKY YKpaiHu.

Ha nuisixy 1o BupilIeHHS IUX 3aBJaHb MOCTAlOTh Taki MPOOJIEMH, sIKI MOXKHA
BUPIIIUTY HUIIXOM:

1. [TpoBeaeHHs mmpokoMacTabHoi iHPOpMaIIHHOT PO3’ICHIOBATLHOT KOMIIAH11
cepell HaceJeHHs Y KpaiHu.

2. 3paificHeHHs 1HO3EMHOTO MPOCYBaHHS YKpaiHU B KpaiHax €BpOIEHCHKOTO
Corogy.

[IpoBenenHss muaHomipHoro iH(GOpMyBaHHS TPOMAJCHKOCTI 3  IHUTaHb
€BPOIEICHKOT IHTErpallii BiANOBIAa€e npiopuTeTHUM Hanpsmam [Iporpamu iHTerpanii
VYkpainu o €sponeiickkoro Coro3y. [ns 3a0e3nedyeHHs OIATPUMKH TOJITUKH
€BPOIEUCHKOT 1HTEerpauii YKpaiHu cepell YKpaiHChbKOI T'pOMaJChKOCTI HEOOX1THO
3aMpoBaUTU CUCTeMH €(EKTHUBHUX 3aXO/AiIB 1HPOPMYBaHHS Ta OCBITH CYCIIJIbCTBA,
HaJaroguTH MEXaHi3M CIHIBMOpall Jep>KaBHUX OpraHiB 13 3aco0amMu MacoBOi
iH(popmalii 3 MeTol0 €(EeKTUBHOIO BUKOPUCTaHHA 1H(OpMalii, sKka HaJAXOAUTh Bij
[EHTPAJIbHUX OPTaHiB BUKOHABYOI BIAJU, 3a0€3MEYUTH MPO30PICTh Y MPUMHSTTI
BIIMOBITHUX PIIICHh OPTaHiB BUKOHABYOI BJIAJIM, HAJATOJUTH ITOCTIMHUI 3BOPOTHHUI
3B’SI30K.

3axoaM MarOTh OXOIUTIOBATH yci cepu AisIbHOCTI BUKOHABYOi Biamu. Cepen
OCHOBHHX 3aXO0JI1B, K1 3IIHCHIOIOTHCS, MO)KHA BUIIJINTH TaKi OCBITHI 3aXO0JIH:

— po3pobnenHss HarionanpHOi mporpamMu  TEpemirOTOBKM ¥ HaBYAHHS
JEp>KaBHUX CIY>KOOBIIB LIEHTPAIbHUX, PET1OHAIBHUX Ta MICIEBUX OpraHiB BIajaM,
CIPSIMOBAHOI Ha TMOTJIMOJEHHS 3HAaHb MPO €BPOMNEHCHKY 1HTErpallito, 3a0e3MeueHHs

PO3YMIHHS 1IJIeH 1HTerpalii 10 €Bpomneiicbkkoro Coro3y, HOro OCHOBHUX 1HCTUTYIIIH,
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NpolLieCy YXBaJieHHs pIllleHb, BMIHHS BECTU IIE€PETOBOPH, BHUKOPHUCTOBYBATU
eBponeichkl 1H(OpMaIIiiiHl pecypcH, TOKpAIIeHHS BOJIOJIHHS Xo4a O OJHIE 3
OCHOBHHX €BPOINEUCHKUX MOB;

— 1HGOpMYBaHHS MOJIO/I 3 TUTaHb iHTEerpauii Ykpainu 1o €C;

— 3aMOYaTKyBaHHS Y BHINUX HAaBUAJbHUX 3aKJIaJiax OCBITHIX Iporpam i3
iaTerpaii Ykpainu go €C.

He MeHIe 3HaueHHs MalOTh BUABHUAY1 3aX0JIN:

— MIATOTOBKA Ta BUJAHHS CHIMKJIONEIIi, CIIOBHHKIB, cepii JOBIAHUKIB mpo €C
(¥oro icTopito, 3aKOHOJJABCTBO, PO AepkaBu-uieHU €C), TUCTIBOK;

— po3po0JIeHHd METOJAMYHMX Ta JIOBIJIKOBUX MarepiajliB Ha JOIOMOTY
BHUKJIa/ladyaM, TMpaliBHUKaM OpraHiB BHKOHABUOI BJIAIW 1 OpraHiB MiCIIEBOTO
CaMOBPSIYBaHHS, MPUCBIYCHUX MTUTAHHSAM €BPOTCHCHKOI IHTErpallii;

— BUTOTOBNICHHS OyKJeTiB, IHIIUX MPOIMAraHJMCTChKUX MarepiamiB 13
BHCBITJICHHSIM €BPOMEHCHKOT IHTETrpallii.

Hanexne micue B iHhopMaIliiHiid MOMITUIN 3 TUTaHb €BPOMEUCHKOT 1HTErpailii
3aiiMal0Th KOMYHIKaTHUBHI 3aXO0JIH:

— MPOBEJEHHS 3yCTpiuel UIeHIB YpsAy 3 TOJITUKaMU, MPeACTaBHUKAMU
HEHTpaIbHUX, perioHanbHUX 3MI, rpoMaicbKicTIO;

— opraizailisi ceMiHapiB, OpuQIHTIB s MPEICTaBHUKIB 3ac00iB MacoBOl
1H(popMmaii;

— 3a0e3MeyYeHHs] BUCTYNIB KEPIBHUKIB Y PErioHax 3 OKPEMHX MHUTAHb 1HTErpallii
VYkpainu go €Bponeilicbkoro Corosy;

— MPOBEJEHHS IHTEPB 10, TIpec-KOHGEPEHIIiH 3 MUTaHb €BPOIHTETPAIlii;

— OopraHizaiisi KyJIbTypHUX MaCOBHMX 3axOJiB: MPOBEJACHHS BHUCTABOK,
KOH(epeHIIii, akiii, GopymiB, MOKa3 BUCOKOSKICHOT €BPONEHCHKOT MPOTYKIII;

— CTBOpPEHHA 1H(GOPMALIITHUX LIEHTPIB 13 HAJlaHHS HAaCEJICHHIO 1H(OopMaliiHuX
Ta KOHCYJIbTATUBHUX MOCTYT 13 MUTaHb €BPOTHTETpaIlii;

BaxnuBi  3aBmaHHs  peam3anii  iHGOpMaIliiHOI TOJITHKA 3  IIMTaHb
€BpOIHTETpaIlii cTosITh nepen 3MI, 30kpema:

— MIArOTOBKA HU3KH TEJEBI3IWHUX MPOEKTIB, IPOrpam, Nepenad, pernopTaxis 13
kpain-wieHiB €C Ta aepkaB-KaHauAaTiB Ha BcTyn 10 €C npo I0CBII €BPONEUCHKOI
1HTerpailli, Mpo HOB1 MOXJIMBOCTI, IEPCIIEKTUBU, HACIIIJIKH;

— 3aJy4CHHS YKPAiHCBKMX Mac-Melia SK JAPYKOBaHWX, TaK 1 E€JICKTPOHHHX,
TenebadeHHs, pajio, 1HPOPMAIIMHUX areHTCTB /O BUCBITIEHHS PI3HUX AaCIHEKTiB
YKPaiHCHKOI MOJITUKU Ta BHYTPIIIHBOTO KUTTA Yepe3 npu3my iHterpaitii 10 €C;

— posmnoBcrokeHHs yepe3 3MI mpeseHTaiiHux Ta J0BIIKOBUX MaTepialiB 13
MUTaHb €BPOMENCHKOT 1HTErpalii YKpainu;

— 3a0e3MeyeHHs] y4acTi KEPIBHUKIB MIHICTEPCTB, 1HIIUX HEHTPAIbHUX OPraHiB
BUKOHABYOI BJIaJIM B Teje- 1 pajlo Iepenaydax 13 METOI PO3’SICHEHHS MOJITHUKH
VYkpainu 3 nUTaHb €BPONENCHKOI IHTETpallii;

— CTBOPEHHS BEO-CTOPIHOK OpraHiB BHKOHABYOi BJAJU, MPUCBSIUYECHUX
MUTAaHHSAM €BPOMENChKOl 1HTerparlii, Ta 3a0e3medeHHs po3MimieHHs B [HTepHeTI
MOBIJTOMJICHb Y pPAMKaX €BPOIEHCHKUX MPOIIECIB;

— mpoBeneHHsa  [HTepHeT-KoH(DepeHIii 13  3alydyeHHSM  3aIliKaBJIICHUX
MIHICTEpPCTB, IHIIUX LIEHTPAJIbHUX OPTraHiB BUKOHABYOI BII/IH.
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BukoHaHHs 1MX 3aX0[iB AAacTh 3MOTY MOJINIIMTH 3HAHHSA CYCHIJIBCTBA IPO
CYTHICTh €BpONENCHhKO1 1HTerpaii, crneuudiky ¢dyHkiionyBanas €C, moaojaTu
NICUXOJIOTTYHUHN MOCTPAJSIHCHKUIN Oap’e€p CYCNUIbHOI JYMKHA CTOCOBHO HOBOI CUCTEMHU
€BPOMNEHCHKUX KOOPAWHAT M IHTETpaliHUX NEPCHEKTHB, 3a0€3MeUnTH BCEOIUHY
OIATPUMKY YPpsily YKpPaiHCbKMM CYCHUIBCTBOM. 3a ILbOIO BaXJIMBOTO 3HAYEHHS
HaOyBatoTh 3HaHHSA npo €C Ta BUXOBAaHHS MOJIOAMX JIOJEH y Jycl CHUIBHUX
€BPOIECUCHKUX I[IHHOCTEH Ta imeaiB. 3BHYallHO, BUKOHAHHS ITUX YCIX 3aXOiB
notpedye 3HAaUHUX (PIHAHCOBUX BUTPAT.

Bucoxkoto Oyne edekTHUBHICT BiJ Oprasizailii mpocyBaHHS YKpaiHU B KpaiHax
€pporneiicbkoro Coro3y Ta BiJl po3poOJeHHS CTPYKTYPHOI MpOrpaMu MPOCYBaHHS
VYkpainn Ha MI>KHapoJHOMY piBHI B miporieci inTerpamii 10 €C. YKpalHChKHMA 1M1IK
3a KOPJOHOM Ma€ CYTTEBHI BIUIMB Ha peajizalliio I[ied yKpaiHChKOI 30BHILNIHBOT
NOJITUKA 'y HampsaMmky iHTerpamii go €C. Jlyxe BaxiauBuM € (HopMyBaHHS
MO3UTHUBHOIO HAIlIOHAJIBHOTO IMIIXKY, 30KpemMa B KpaiHax-ujeHaxX E€BpOIenchKoro
Coro3y. VYkpaiHa Mae NEpEeKOHAaTH €BPOINEUCHhKY TI'POMAJCHKICTh, HAacaMIlepes
YUHOBHUKIB €Bpomneiickkoi Kowmicii, 1m0 BOHA TiJHa TMOCICTH 4YiJIbHE MICIE B
cTabUIbHIN  JleMOKpaTuyHi €Bpomi. VYkpaiHa 3alikaBieHa B JiOepamizaiii
30BHIIIHBOCKOHOMIYHUX 3B’SI3KIB 3 1HIIMMH KpaiHamu-wieHamu €C. [l Toro, mob
CHIBIIpAIIOBaTH 3 HUMU Ta (OpMyBaTH 30HY BUIBHOI TOPTIBI, IO CIPUATHME
1HTeHCU(DIKalli TOCMOJAPChKUX B3a€MOBIIHOCHMH, AaKTUBHOMY OOMIHY KamiTajoM,
TOBapaMu, MOCIyraMH, poOOYOI0 CUJIOI0, HEOOXIAHO BHUPIMIKATU Oarato mpoOlieM,
OJlHA 3 SIKUX — 3a0€3MEeUnTH €BPOIEHCHKY TPOMAJCHKICTh MOBHOIO Ta BHUYEPITHOIO
iH(popMaIi€l0 Mpo I1HTErpauiiiHy MNOMITHKY YKpaiHu. Bim kpamoro po3ymiHHS
€BPOIEHCHKMM  CIIBTOBAPUCTBOM  YKPAiHCBKOI TMOJITHKH, COLIaNbHOI cdepH,
KyJIbTYpH TOILIO 3aJICKUTh MICIE Ta poib YKpaiHU. Bixg Kpamoro po3yMiHHA
€BPOIEHCHKUM  CIIBTOBAPUCTBOM YKPAiHCBKOI TMOJITHKH, COLIANBHOI cdepu,
KyJIbTYpH TOIIO 3aJEKHUTh MICIIE Ta pOjib YKpaiHM Ha CBITOBIM apeHi. YcCHix
neperoBopiB 3 €poneiickkum  Cor030M, piBEeHb MNPUUHATTA €BPOINEHCHKOIO
IPOMAJICHKICTIO HaMipiB YKpaiHu 1070 BXO/keHHS B €C 3aJeXUTh TaKOXK BIJ
PE3YNBTATUBHOI JISJILHOCTI y HAMpPSMKY MPOCYBaHHS YKpaiHU cepell KpaiH-uJIeHiB.
JIns 11bOTO TEXK MOBUHHI CIIYT'YBaTH BIATOBIIHI 3aX0Jd Ta MOBUHHI OyTH BH3HAUYCHI
1HUKATOPH 1X PE3yJIHTATUBHOCTI.

B ymoBax, xonu VYkpaiHa BIJICTOIOE€ CBIA €BpPOIHTETpALIMHUN Kypc, MPOTH
VYkpainu po3noyaTo HEOroJoLeHy BiiiHy 3 00Ky Pociiicbkoi @epaeparii. CkinanoBoro
YACTUHOIO 1Ii€1 BIfHU € KOHTPIPOMAraHia, ska BeACThCs MPOTH YKpaiHU — CIIPaBKHS
iH(popmaliiiHa BiifHa. 3a OCTaHHIMM JAaHMMH 3apa3 MNPOXOJIUTh I1H(OpMaliiiHa
onepailiss Ha Cxoai Ykpainu. Bopor HamaraetbCsi CTBOPUTH PO3KOJ MiXK CHIIOBUMHU
CTpYKTypaMu YKpaiHU Ta BOJOHTEpPaMH, MK CHJIIOBUMH CTPYKTypaMH i HACEICHHS,
CKEpPOBYIOTBHCS 3yCHJUISI Ha 3pUB MOOLTI3alli1 TOLIO.

VY 3B’SI3Ky 3 MOCUJICHHSIM HETaTUBHOTO 30BHIIIHHOTO BIUIMBY Ha 1H(POPMAIIIHHIIA
npoctip YKpaidu, 110 3arpokye pO3MUBAHHIO CYCITUIBHHUX IIIHHOCTEH 1 HAIllOHAIBHOT
IICHTUYHOCTI, HEJOCTATHIMHU 3aJMIIAIOTECS OOCATH BHUPOOJICHHS KOHKYPEHTHOTO
HalllOHAJIBHOTO 1H(MOpMAIHOTO TpoaAyKTy. HabmmkaeTbecss 70 KPUTHYHOTO CTaH
oe3rneku 1HGOPMAITIITHO-KOMIT FOTEPHUX CHUCTEM B Tally3l JIEPKABHOTO YIPABIIHHS,
¢dinaHcoBOi 1 OaHKIBCHKOI cdepH, EHEepPreTHKH, TPAHCIOPTY, BHYTPINIHIX Ta
MIKHApPOJIHUX KOMYHIKAIIiH.
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3a0e3MeueHHs] COPUATIMBUX 30BHIIIHIX YMOB [JI1 PO3BUTKY Ta Oe€3MeKH
nepkaBu Tiependadae 3abe3nedeHHs 1HQoOpMaIliiHOiT Oe3MeKu Mpu IHTerparii 10
CTPYKTYp I100aibHOTO 1H()OPMALIIHOTO CYCHiIbCTBA.

OTxe, y CydyaCHUX YMOBaX BaXKJIMBOIO CKJIQJOBOIO HAI[IOHAJIBHOI OE3MEKH €
iHpopMmarriiina Oe3reka VYKpaiHM, IO € CTaHOM 3aXMIICHOCTI HaI[lOHATBHUX
1HTepeciB y iHpopMaIiiiHii cdepi.

Xix poooru

1. O3HailoMHUTHCS 3 TEOPETUYHUMH MaTepiagaMu MO TEMI.

2. IlpoanamizyBatu cTaH Oe3mexku 1H(OPMALIMHO-KOMIT IOTEPHUX CHCTEM B
rajgys3i JepKaBHOTO YMpaBIiHHSA, (iHAHCOBOI 1 OaHKIBCHKOI cepu, EHEpPreTUKH,
TPAHCIIOPTY, BHYTPIIIHIX Ta MDKHAPOAHUX KOMYHIKAITii.

3. 3a pe3ynbratamMmu poOOTH MIATOTYBATH 3BIT

4. 3poOuTH BUCHOBKH.

KouTposabHi nuTaHHs
1. 1o po3ymietbes mia "iHbopMarliitHoO O6e3nekoro Ykpainu"?
2. Slke 11 Miclie B cUCTeMI HaIllOHAILHO1 Oe3rekn YKpainu?
3. OCHOBHI HaNpPAMHU MOJITUKU 1HPOPMaIIIHHOT Oe3rekn Y Kpainu?
4. HaiiBaxnuBiii 3aBlaHHs B 001acTi iHpOpMaILiifHOi Oe3meKu?
5. SIki BiIOMCTBa PErysiol0Th MPAaBOBI CTOCYHKH B 00J1acTi 3aXUCTy 1HMOpMaIrii?
6. YV axux cdhepax mposBISIOTHCS OCHOBHI pealibHI Ta MOTEHIIIHHI 3arpo3u Oe3reri
Ykpainu?
7. Oxapakrepu3yiite 3arpo3u iHpopMmaliiiHiid 0e3neni YKpaiHu y BO€HHIU cdepl.
8. Oxapakrepu3yiTe 3arpo3u iHpopMaIiiHii Oe3mneri YKkpaiHu B eKOHOMIYHIN
coepi.
9. Oxapakrepu3yiTe 3arpo3u iHpopMaIiiHii O0e3mneri YKpaiHu y B €KOJIOTiIHII
coepi.

IpakTuune 3ansaTrsa Ne 7
2 200uHU
Tema 3ausarTa: Cucrema Ta mnodiTHKa 3a0e3medeHHs 1HPOPMAIiHHOT
6esnekn Ykpainu. [Hpopmarriiina 6e3nexa Ykpainu y cdepi nmpas i CBOOOT JHOUHU.
MeTta 3aHATTS: 03HAHOMUTHCS 13 TIOJIITUKOIO 3a0e3nedeHHs iHhopMaIliitHO1
Oesrnekn YKpaiHu Ta BUMOTaMH J10 1HGOpMaIiifHOi 6e3neku YKpainu y cdepi npas i
CBOOO/I JTIOVHU.

Teoperuuni BizomocTi

BiacyTtHicTh cuctemu 3a0e3neueHHs 1HGOpMALiitHOI O0e3MeKH YHEMOMXKIUBIIIOE
HaJiiiHe 3a0e3meueHHs He Juine 1HQopMalliiiHOi, a ¥ HallloHAJbHOI Oe3MeKHu.
['omoBHE mpu3HAUYCHHS I[1€1 CUCTEMHU TMOJSATa€E y JOCITHEHH1 LUIeH HallloHaIbHOT
Oesneku B 1HGOpMaIIHINA cdepi, a 0OTKE OCHOBHOK (PYHKIIIEIO JaHOI CUCTEMH €
3a0e3neyeHHs 30aJlaHCOBAaHOTO 1CHYBaHHS 1HTEpECiB 0COOH, CYCIUIbCTBA 1 IEP>KaBU B
iHpopMmamiitHii cdepi. Cucrema 3abe3nedeHHS 1HGOPMAIIHHOI Oe3MeKn YKpaiHu
(C3Ib) cTBOprOETHCS 1 pO3BUBAETHCS BIAMOBIAHO 10 KoHcTUTyMIT YKpaiHu Ta 1HIIHIX
HOPMATUBHO-TIPABOBUX  aKTIB, 10 PEryliOl0Th CYCHUIbHI  BIJIHOCUHM B
iHdopmariiiHiid cdepi. OCHOBY TaHOT CUCTEMH CKJIAJAr0Th OpPTaHU, CUJIU Ta 3aco0u
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3abe3neueHHs 1HpopMaIliiHoi Oe3MeKkH, Kl BXXKMBAIOTh CHUCTEMY aIMIHICTPaTUBHO-
npaBoOBHX, 1H(OpPMaIIHO-aHATITUYHUX, OPTaHI3AIIHO-YPABIIHCHKUX, Ta I1HIIUX
3aX0JiB, CHPSIMOBAaHMX Ha 3a0e3MeYeHHs] CTIMKOro (YyHKI[IOHYBAHHS CHUCTEMH
nepxkapHoro yrpasiiHHsa. @opmyBanHs C3Ib mae BinOyBaTHCh 3a YCBIJOMIICHHS
HEOOX1THOCTI (DYHKIIIOHYBaHHS MeXaHI3My OajaHCy 1HTEpECiB YCi€i CHUCTEMH
JIEp’)KaBHOTO YINpaBliHHA B 1HQopMaliiiHii cdepl. 3azHauyuMo, IO 3a POKH
HE3aJeKHOCTI B YKpaiHi JUIIEe 3aKJIafeHO OCHOBH ISl (OpPMYBaHHS CHCTEMHU
3a0e3neyeHHs iH(opMaliitHoi Oe3neku. Tak, MEBHUM YMHOM MOXHa TOBOPUTHU TIPO
HAIpPALIOBaHHS BEJIMKOTO MAaCHMBY HOPMAaTHUBHO-TIPABOBUX aKTiB, Ji¢ BHU3HAYCHI
OCHOBH1 TTOBHOBXEHHSI JIEP>KaBHUX OpTaHiB B iH(opMarliiHiii chepi.

HopMmatuBHo-nipaBoBi 3acaau MoOyAOBH, MOTOYHOI ISJIBHOCTI Ta PO3BUTKY
cucteMu 3a0e3nedeHHs iHpopMalliiiHoi O6e3nekn YKpaiHu Ha ChOTOJHI CKIAAAlOTh:
Kouctutymis VYxkpainu, 3akoH VYkpainu «[Ipo ocHOBM HalioHaibHOT Oe3neKku
VYkpainn», 1HII 3aKOHOJABYl Ta HOPMATUBHO-TIPABOBI AaKTH, IO PETYIIOIOThH
CYCIIUJIbHI BITHOCUHHU B 1H(GOpMAIIiitHil cdepi.

HopMatuBHO-nIpaBoBE MIAIPYHTSI Ma€ JOCUTh PO3BUHEHUN XapaKTep, OCKIIbKU
OUTBIIICT HOPM BIJAMOBIAAIOTH MIKHAPOAHUM CTaHIapTaMm, MPHUHIIMIIAM 1 HOpMaMm
3a0e3neyeHHs npaB 1 cBOOO JIOJMHYU Ta TPOMaJIIHUHA, 30KpeMa MpaBa Ha CBOOOIY
CJIOBa, OTpUMaHHS Ta momupeHHs iHdopmarii. BogHouac, He cdopmoBaHiCTh
HOPMAaTHBHO-TIPABOBOI 0a3uW MIOJI0 PETYyJIIOBAaHHA CYCHUIBHUX BIJHOCHH B cdepi
HaIIOHAJILHOI O€3NEeKH, BIAMNOBIJHUM YWHOM HETATHMBHO BIUIMBA€ HAa MOJKJIMBICTH
(hopMyBaHHS JIOCTAaTHHOI 1 €PEKTUBHO 11F0Y0i HOPMATHUBHO-IIPABOBOI 0a3H 3 MHUTAHb
3a0e3neueHHs] HalloHAIbHOI Oe3neku B 1HQopMauiiiHiii cdepl. Y 3akoHl YKpainu
«IIpo OCHOBM HaI[lOHAJIBHOI O€3MeKu YKpaiHW» BHU3HAYEHO [IEB'SITh OCHOBHUX
HampsMiB JIepKaBHOI TMOJITUKK HallOHAJIBHOI Oe3neku B pi3HUX cdepax
KUTTEAISIIBHOCTI. [0 OJIHI€I0 3 HUX HAJICKUTH 1H(OpMaIlliiiHa, 0 Ja€ yci MiACTaBu
CTBEPJIKYBaTH, 110 1H(OpMalliiiHa Oe3IeKa € BaroMoio CKJIaJ0BOK0 HaIllOHAJIBHOI.

VY HalOIpIn 3aradbHOMY IUIAHI MM CUCTEMOI0 3abe3mnedeHHs iHdopmaiinoi
oesrekn  OyaemMo po3yMITH cuUCTeMy 1H(OpMAIiiHO-aHATITUYHUX, TEOPETHUKO-
METOJIOJIOTIYHUX,  aJMIHICTPAaTUBHO-TIPABOBUX,  OpraHi3alliitHO-yIpaBIiHCHKHUX,
CHeliaJbHUX Ta IHIIKUX 3aX0JlIB, CIPSIMOBAHUX Ha 3a0€3MEUYECHHS CTIMKOTO PO3BUTKY
00'ekTiB 1H(poOpMaliifHOi Oe3neku, a Takoxk I1HPpacTpykTypu ii 3a0e3medeHHs.
besnepeuno, MokHa JOBro JUCKYTYBaTH 3 MIPUBOJY TOTO YH 1HIIOTO TEPMiHY, MOXKHA
MPOMOHYBATH YUCJIEHHI BapiaHTH, BOJHOYAC 3MICTOBHUMH BOHMU OyayTh JIMILIE TOI,
KoJu OyAyTh BHU3HA4Y€HI OCHOBU (opMyBaHHs 1 PyHkuionyBanHs C3Ib. OcHoBamu
(dhopmyBaHHs 1 QYHKIIIOHYBAHHS CUCTEMU 3a0e31eueHHs 1H(opMaliitHOT O€3MeKH €:

- KOMIUIEKCHE BH3HAUYEHHS MOHATTS 1H(OpMaliiiHO1 Oe3neku Ta ii CKIaJOBUX
€JIEMEHTIB, CBITOIJISIHE Ta KOHIIENTyaJdbHE 3aKPIIUICHHS Yy KOHIEMIli, AOKTPHUHI,
nmporpamMax, IjiaHax Ta iHIIUX JOKyMEHTax;

- (opmyBaHHS 1 MISUTBHICTH ONTUMAJIBHOI CTPYKTYpPU CUCTeMH 1HGOpPMAIIHOT
Oesreku, aHami3  (QYHKIIOHYBaHHS 1i OKpPEeMHUX  €JIEMEHTIB, OpTraHi3aIis
(GYHKIIIOHYBaHHS JaHOi CUCTEMH B LILJIOMY;

- (opmyBaHHS €IUHOTO METOMOJOTIYHOTO MIAXOAY, a TAKOX BHUPOOJICHHS 1
OPUMHATTA €AUHOTO IUIICHOTO 1 Y3TO/DKEHOTO 3aKOHOJABCTBA 3  MHTaHb
iH(pOopMaIiiiHo1 6e3neKw;
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- CTBOPEHHS YITKOTO MEXaH13My, METOIO SIKOTO Oyia 6 KOOpJIUHAIIIS TISTTBHOCTI
€JIEMEHTIB cucTeMHu 3a0e3nedeHHs 1HGoOpMaliifHOi Oe3leKn Ha YCIX pPIBHIX
JIEp>KaBHOTO YIIPaBJIIHHS;

- MmMAroToBKa 1 3a0e3medyeHHs HalKkpamuMu MNpodeciiHUMH KaapaMud BCiX
CKJIaJIOBHX €JIEMEHTIB M1JICUCTeMH 1H(POopMaIiitHOT OE3MEeKH.

3a HasIBHOCTI1 JIaHUX OCHOB MO>XHa T'OBOPUTHU MPO iX CUCTEMHY B3a€EMOIIIO, sIKa
3a0e3MeynTh CTBOPEHHS 1 QyHKIIOHYBaHHA 4iTKO] 1 HamiiHoi C3Ib.

BinmoBigHO 10 OCHOB (pOpMYBaHHS MOKHAa BHOKPEMUTH OCHOBHi (yHKIIl
cucreMu 3a0e3neyeHHs iHpopmaniiiHoi Oe3nexn YKpaiHu.

1. CtBopeHHs Ta 3a0e3MEUYeHHS [ISAIBHOCTI JEPKaBHUX Ta HEIEP>KaBHUX
OpraHiB Ta OpraHizalliii - €JIeMEHTIB CUCTEMH 3a0e3MeueHHs iHpopMaIiitHol Oe3neKH,
10 BKJIIOYAE:

- po3poOJeHHS  aJAMIHICTPAaTUBHO-TIPABOBUX  3acany Jisg ToOyJoBH  Ta
(GyHKIIIOHYBaHHS cUCTeMH 1HGoOpMaIiiHOI Oe3neku (JIOKTpuHHU iH(opMaIiitHoT
0e3IeKu, OpraHizaiiHoi Ta GyHKIIOHAIBHOI CTPYKTYPH CUCTEMHU );

- CHUCTeMHE 3a0e3MeYeHHsS [ISIIbHOCTI €JIEMEHTIB CHCTeMH: 1H(opMalliiiHe,
aHaJITUYHEe, aIMIHICTPaTUBHO-IIPABOBE, MaTepiaJbHO-TEXHIYHE, KaJIpOBE, PECypcHE
3a0e3MeyeHHsl YCl€l CUCTEMHU JEPKAaBHOTO YIIPABIIIHHS.

2. YupaBniHHS cHCTeMOI 1H(popMarlliiiHoi Oe3neku - 3A1HMCHEHHS CB1JIOMOTO
LIJIECOPSIMOBAHOIO BIUIMBY CyO'€eKTa yOpaBIIHHS HAa 3arpo3d Ta HEOE3IeKH,
BHYTPIIIHI Ta 30BHIIIHI YAHHUKH, 110 BIUIMBAIOTh HA CTaH 1H(OpMAaIiiHOT Oe3NeKH:

- po3po0JeHHs Ha MiACTaBl JAOKTPUHU IHPOpPMALIMHOI OE3MEKHM KOHKPETHUX
IJIaHIB Ta TEXHOJIOT1H 3a0e3neueHHs 1HhopMaiiHol 0e3neKy BIANOBIAHO 10 NMOTPed
KOYKHOT'O PIBHS A€P’KABHOTO YIPABIIHHS;

- 3M1MCHEHHS TNPOTHO3YBaHHS, IUIAHYBaHHS, OpraHi3allii, peryJloBaHHS Ta
KOHTPOJIIO YCi€I0 CUCTEMOIO 1H(GOpMaIlIifHOT 0€3MEKU Ta OKPEMUMH i1 €JIEeMEHTaMH;

- OIlIHKa pe3yJbTaTUBHOCTI i, BUTpPAT Ha TPOBEACHHS 3axOMdiB MO0
3a0e3nedeHHs iHhopMaIlliitHoi Oe3neKu.

3. 3mificHeHHS IUIAHOBOI Ta OIEPATHBHOI MiSUIBHOCTI IOJI0 3a0e3meyeHHS
1H(dOopMaIliitHOT 6e3NeKu:

- BHM3HAYCHHS 1HTEPECIB OpPraHiB JEpP>KaBHOTO YIPaBIiHHSA B 1H(OpMaIliliHii
cdepi Ta iX IPIOPUTETHOCTI BIAMOBIIHO JI0 JAepKaBHOT 1H(OOPMAIIIHOT O THKY;

- J1arHOCTYBaHHS 3arpo3 Ta HeOE3MeK, BUSBJICHHS JKepesl X BUHUKHEHHS, a
TaKOK MPOTHO3YBAaHHS MOXJIMBUX HACHIJKIB y pa3l HacTaHHS 13 BIANPALIOBAHHAM
BIIMOBITHUX MIPEBEHTUBHUX 3aXO/1B.

4. MixxHapoHe criBpoOITHUUTBO B cdepi iH(popmarliiiHoi Oe3neKu:

- po3pOo0JeHHs HOPMATHMBHO-NIPaBOBOi 0a3zu, WIO peryiaroe 1HQopMaliiiHi
BIJIHOCHMHU MIX JIEpKaBaMHM Ta iX B3a€EMOJIIIO B raiysi iHdopmarlliiiHoi Oe3neKu;

- BXOJ/KCHHSI B ICHYIOUI Ta YTBOPEHHSI HOBUX JABOCTOPOHHIX 1 6araTOCTOPOHHIX
CTpYKTyp (Opranizariii), AISUIBHICTh SIKUX CHpPSIMOBaHA Ha PO3B'SI3aHHS MPOOJEM
iH(pOopMaIiiitHOT 6e3neKn 3 ypaXyBaHHIM HAI[lOHAILHUX 1HTEpeCiB YKpaiHu;

- y4acThb y poOOTI KEepiBHUX, BUKOHABUMX Ta 3a0€3MEeUyI0YNX MiIPO3ALTIB X
CTPYKTYp (OpraHnizaiiiii), CiibHe MPOBEJCHHS TIAHOBUX Ta OTIEPATUBHUX 3aXO/iB.

3BUYAiHO, IO TepesiK (YHKIIA HE € BHUYEPITHUM, BOJAHOYAC 3a 1X HASBHOCTI
MOKHa TOBOPUTHU PO (POPMYBaHHS MEBHOI MIJACUCTEMH, MeTa (yHKIIIOHYBAHHS SKOi
KOpEJIOBaTUME 13 3arajJlbHOI0 METOI (PYHKIIOHYBaHHS CHCTEMH HalllOHAJIbHOI
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Oe3IeKH.

AKTyaJIbHUM B KOHTEKCT1 pO3TJISIyBaHUX MPOOIeM BOAYa€ThCs aHAI3 3MICTY Ta
NpU3HAUYCHHS CcHUCTeMH 3a0e3nedyeHHs 1HGopmaliifHoi Oe3neku. 3abe3rneueHHs
iHpopMariiitHoi Oe3nmeKu JOCATAEThCS y TMpoIeci CBIIOMOI  IIJIECIIPSIMOBAHO1
TISJIBHOCTI  OpPraHiB  JIEP)KABHOTO  YMPABIIHHA, 110 3am00iraHHIO MOJKIIHMBOTO
MOPYIIEHHS X HOpMaJIbHOTO (DYHKI[IOHYBAaHHS B pe3yJIbTaTl il 3arpo3 Ta HEOE3IeK.
Metoro 3abe3neueHHsi iHpopMaIifHOI Oe3MeKu € CTBOPEHHS HOPMAaJbHUX YMOB
(GYHKI[IOHYBaHHSI KOHKPETHOTO OpraHy JEpXaBHOTO YNpaBIiHHSA, a TaKOXK
MPOBEJCHHS MOHITOPUHTY CTaHy 1HQOpMaIliiiHOi Oe3neku sl  po3pOoOJIeHHS
ONTHUMAJbHOI MOJETl (YHKIIIOHYBaHHS CHCTeMH 3a0e3meueHHs 1H(popMaIiitHo
Oe3neku. BxxuBaroun TepMIiH «CHUCTEMay», POOUTHCS JIOTIYHUI HAarojloc Ha YTBOPEHHI
HOBO1 SIKOCTI, SIKy CKJIQIaloTh 3arpo3d Ta HeOe3Mekw, CyO0'€eKTH 3a0e3TNeUeHHS
iHpopMariiHoi Oe3meku. AJKEe CTPYKTypHa 3B'S3aHICTb €JIEMEHTIB CHCTEMHU
3abe3rneueHHs 1HGOPMaIIMHOI Oe3MeKH € ICTOTHOI 11 SKICHOI XapaKTEPUCTUKOIO 1
pPO3pUB 3B'SA3KIB MK IIUMU €JIEMEHTAMH MOXXE MPU3BECTH JO 3HUKHEHHS CaMoi
CUCTEMH, a OTXKE aKTyaTI3y€eThCsl MUTAHHS 3a0€3MeUeHHS] CTPYKTYPHOT €JHOCTI JTaHO1
cuctemu. Tak, Hampukian, 3axumieHicte KaGinery MinicTpiB VYkpainu 1
HE3aXHUIIEHICTh MiCIeBO1 aaMiHicTpanii micta KueBa y CBOili CYKYIHOCTI He
yTBOPATH CTaH 3aXHUINEHOCTI Yycie€i cucteMu i1H(opmariiHoi Oe3neku OpraHiB
Jep>KaBHOTO  yIpaBiiHHSI. TakuM YWUHOM, CYO'€KTH CHUCTEMH 3a0e3MeUeHHS
iH(popmaliiiHO1 Oe3rekn YKpaiHu MaroTh TICHO B3a€EMOJIISTH MIX COOO0, BOJHOYAC
KOKHHMM 3 HUX CHEIai3y€eThCsl Ha BUPIIICHHI KOHKPETHUX 3aBlIaHb BIAMOBIIHO 0
CBOEI MPEIMETHOI KOMMETEHIi, BXKWBAIOUM IpPU I[OMY BIAMNOBIJHI, BU3HAUYECHI
3aKOHOM, aIMIHICTPATUBHO-TIPABOB1 ()OPMH Ta METO/H.

VY pe3ynbraTi Takoi B3a€MOJI1i 3a3Ha4yeHl CY0'€KTH JOMOBHIOIOTH OJWH OJHOTO,
BHACIIIJJOK YOIr0 YTBOPIOIOTh CTPYHKY OpraHi3alliHO-()YHKIIOHAJIbHY CHCTEMY,
o0'eTHAHy SIK CHUCTEMOIO BJIATHO-PO3MOPSAYUX MMOBHOBAXKEHb, TaK 1 (PYHKIIIEIO TIO
3abe3neueHH0 1HMopMaliitHoi 0e3neku. OTke, 00'eKTaMH CHUCTEMHU 3a0e3NeUCHHS
iH(popmarriitHoi 6e3nexku YKpainu €:

- IHTEpEeCH OpraHiB Jep>KaBHOTO YIpaBIiHHS B IH(POpMaIiiiHiii chepi;

- CHCTEMa OpraHiB JIEP>KaBHOTO YIPABIIHHA, a TAKOX 1X KOMIIETEHTHI 0COOH 1
BITHOCHHM MI>K HUMH (CYCITIJIbHI BITHOCHHU B iH(pOpMaIiiiHiit chepi);

- BJIACHE cUcTeMa 3a0e3nedeHHs iHPpopMaIliiiHoi Oe3neku YKpaiHu.

Mera ¢QyHKUIOHYBaHHSI, 3aBJaHHA CcHCTeMHM 3a0e3nedyeHHs iHdopmaniiiHol
Oe3nexku

Merta yHKIIOHYBaHHS CHUCTEMHU 3a0e3nedeHHs 1HdopMalliitHoT Oe3neku
MoJIsirae B OpraHi3alli yNpaBliHHS CUCTEMOIO 1H(popmaliiiHoi Oe3neku yvepes
edexTuBHE (DYHKIIIOHYBAHHS caMOi CUCTEeMH 1i 3a0e3reueHHs. Y OUIbIl 3arajibHOMY
MJIaH1 MEeTa TOJIATAE y CTBOPEHHI HEOOX1THUX €KOHOMIYHUX 1 COLIIOI(yJ'IBTypHI/IX YMOB
Ta MPABOBHX 1 OpraHi3amiitHUX MeXaHi3MiB (opMyBaHHS, PO3BHUTKY 1 3a0e3neueHHs
e(eKTUBHOTO BUKOPHCTAHHS HAaIlOHATHHUX 1H(QOPMAIIHHUX PEeCcypciB B yCix cepax
KUTTS 1 TISTIBHOCTI TPOMasTHUHA, CYCIIbCTBA M AepkaBu. EdekTuBHICTE cucTeMu
JIEp’)KaBHOTO YIPABIIHHS HAIIOHATLHUMU 1H()OpPMAIIHHUMU pecypcaMu Ta iXHIM
3aXMCTOM 3HAYHOIO MIpOI0 BHU3HAYA€ 3arajbHUN PIBEHb HAIIOHAIBHOI O€3meKku, a
OyIb-5IKi HEIOIIKU B CTPYKTYpPI ¥ (PYHKIIIOHYBAHHI CUCTEMH JI€PKABHOTO YIPABIIIHHS
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[IUMU TIPOLIECAMHU MPU3BOJIATH IO HEMOMPABHUX 30UTKIB CYCIUIBCTBY U JAeprKaBi.

["'omoBHMM 3aBAaHHSAM CUCTEMHU 3a0e3nedeHHs 1HpopMaIliiHoi 0e3neku YKpainu
€ CTBOPEHHS YMOB JIJIsI OpraHizailii ynpaBiaiHHSI CUCTEMOIO 1H(OpMaliiftHOi Oe3IeKu.
J10 OCHOBHUX 3aBJIaHb CUCTEMH 3a0e3MeueHHs 1HPOopMaIliitHOT OE3MEeKH HaJIeKaTh:

- CTBOPEHHS YMOB JIsI 3a0e3nedeHHs 1HPOPMAIlIHHOTO CYBEPEHITETY YKpaiHu;

- y4acTb Y  BJIOCKOHAJIEHHI  JIEPKaBHOTO  PETYJIOBAaHHSA  PO3BUTKY
iHpopMaIliiHOI chepH MIITXOM CTBOPEHHS HOPMATHBHO-TIPABOBUX Ta €KOHOMIUHUX
NepelyMOB Ui PO3BUTKY HalllOHAJIBHOT 1HQOpMAIitHOI 1H(PACTPpyKTypu Ta
pecypciB, BIPOBADKEHHS HOBITHIX TEXHOJOTIH y 1iii cdepi, HAIMOBHCHHS
BHYTPIIIHHOTO Ta CBITOBOTO 1H(OPMAIITHOTO MPOCTOPY TOCTOBIPHOIO 1H(POPMAIIIEO
po YKpainy;

- CTBOpEHHS YMOB JUJIsl aKTUBHOTO 3ajydeHHs 3ac0o0iB MacoBoi iH(popmarii 10
O0OpoThOM 3 KOPYIIII€I0, 3JIOBKUBAHHIM CIYy)KOOBUM CTaHOBHIIEM, IHITUMU
SIBUIIIAMHU, K1 3aTPOKYIOTh HaIllOHAIBHIN Oe3ner YKpaiHu;

- 3a0e3nedYeHHs] HEYXUIBHOTO JTOTPUMAaHHS KOHCTUTYIIMHOTO MpaBa rpoMajisiH
Ha CBOOOJy CcIJIOBa, JOCTymy [0 iHdopMaIllii, HEJOMYIICHHS HEIPaBOMIPHOIO
BTPYUYaHHSI OpraHiB JEepXaBHOI BIIaJy, OpPraHiB MICIEBOIO CAMOBPSIYBaHHS, IX
MOCaJI0BUX OCI0 y MisUIBHICTH 3ac00iB MacoBoi 1HQoOpMaIlii, JAUCKpPUMIHAIII B
iH(dopMalitHii chepi 1 mepecitilyBaHHs KyPHAIICTIB 3a MOJITUYHI TTO3UIIIT;

- BXKUTTS  KOMIUIEKCHHX  3aXO[iB  IOJO  3aXHUCTy  HAI[lOHAJIBHOTO
iH(OpMaIIHHOTO MPOCTOPY Ta MNPOTUAIl MOHomoui3aumii 1HdopmariiiHoi chepu
VYkpainu;

- 3a0e3nedeHHs 1H(QopMaIliitHOT O€3MeKH YCiX CKJIaJ0BUX €JIEMEHTIB CUCTEMHU
JEp>KaBHOTO YIIPaBIIHHS;

- 3abe3nedyeHHs 1H(OPMAaIIHHO-AHAIITUYHOTO NOTEHIIATY KpaiHu;

- peaiizauis Aep:KaBHOI MOMITUKY 1HPOpMaLIiHOT O€3MEKH;

- BEJICHHS aKTHUBHOI PO3BIAYBAJIbHOI, KOHTPPO3BIIYBaJIbHOI 1 ONEpaTHUBHO-
PO3IIYKOBOi JiSIBHOCTI 3 METOI 3abe3nedyeHHs 1H(pOpMaIiiHOI Oe3MeKu s
BIJIPAIIOBAHHS CTPATET1YHUX, TAKTUYHUX 1 ONEpPaTHMBHUX pilmieHb Yy cdepi
JIEp>KaBHOTO YIPaBIiHHS 1HOOPMAIIHOIO 0e3MeK00 Ta BUPOOJICHHS MEXaHI3MIB X
peaizari;

- BUSBJICHHS, TIOTIEPE/KEHHS 1 TMPUNUHEHHS pO3BIAYBaJbHOI Ta IHIIOI,
COpPsIMOBAaHOI HAa HAHECEHHs IIKOAM 1H(opMauiiHIi Oe3rneni YKpaiHH, AisUIbHOCTI
cHenlajJbHuX CIIyKO0, a TAaK0XX OKpEMHX 0C10 UM opraHizaiiii;

- BUSBJICHHS, MOMNEPEIKEHHS 1 MPUIUHEHHS 1H()OpPMAIIHHOTO TepopHU3My Ta
1HIIO1 JISTIBHOCTI, CHPSIMOBAHOI Ha MiJIpUB (YHKLIOHYBAHHS CUCTEMH JEP3KaBHOTO
YIPABIIHHS;

- MOHITOPHUHT (CHOCTEpPEXKEHHS, OILIIHKAa 1 MPOTrHO3) CTaHy 1H(POPMALIIHOI
Oe3neKu y 3B'S3KY 13 BIUIMBOM 3arpo3 Ta HeOe3NeK SK 3CepeMHU, TaK 1 330BHI
CUCTEMHU JCPIKABHOTO YIIPABITIHHS;

- TPOTHIISI TEXHIYHOMY MPOHMKHEHHIO JO0 1H(POPMAIIMHUX CUCTEMHU OPTaHiB
JIEP’)KaBHOTO YIPABIIHHS 3 METOK BUMHEHHS 3JIOYMHIB, TPOBEJICHHS JIUBEPCIHHO-
TEPOPUCTUYHOI Ta PO3BITyBAILHOT MiSUIBHOCTI;

- 3amo0iraHHs MOXJIMBOI MPOTUIPABHOI Ta 1HINOI HETaTHUBHOI MisSUTBHOCTI
CyO'eKTIB cHUCTeMH 3a0€3MEeUCHHS HaIllOHAIBHOI O€3MeKn 3CepeHU CUCTeMH 1i Ha
HIKOTY;
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- 3a0e3nedeHHs 30epeKeHHS Iep>KaBHOT TAEMHHUII],

- oprasizaiis JI€MOKPaTUYHOTO IMBILIBHOIO KOHTPOJIIO 32 (PYHKIIIOHYBaHHSIM
CUCTEMH OpraHiB Jep>KaBHOTO YIIPaBIIHHS TOILO.

BignoBigHo 10 oKpeciaeHOi MeTH 1 3aBAaHb, JOLUIBHO BU3HAYUTH (PYHKIIIT
cucteMu 3a0e3nedeHHs iHbopmarliitHoi Oe3neku Ykpainu. Ilin QyHKIisMu cucreMu
3abe3rneueHHs 1HpopMaIiitHoT Oe3MeKu po3yMieEMO 3IIHMCHEHHS Cy0'€KTaMu CHUCTEMHU
3a0e3neyeHHs iHpopMaIiitHoi 6e3nekn YKpaiHu AiSUIBHOCTI 31 CTBOPEHHSI YMOB IS
ONTUMAJBHOIO YMpaBIiHHSA cucTeMolo iHpopMamiitHoi Oe3meku. Cepen OCHOBHHUX
byHKIiN cuctemMu 3a0e3neyeHHs iHpopMalliiiHoi Oe3nekn B yMOBaxX HaA3BUYANHOI
CUTYAIIi1 CJIiJT BUIIJTUTH:

- BUSBJIICHHS 1 MPOTHO3YBaHHS 3arpo3 >KUTTEBO BAKJIMBUM 1HTEpecaMm 00'€KTiB
iHpopMaIliiHOI Oe3neku, 3A1MCHEHHS KOMIUIEKCY OINEpPaTHBHHUX 1 JOBIOCTPOKOBHUX
3aXO0iB JJIs TONIEPEHKEHHS Ta HeUTpai3allii 3arpo3s;

- CTBOPCHHS Ta IIJATPUMAHHS HAIOroToBl CHJI 1 3aco0iB 3a0e3medeHHs
iHdopmariiinoi Oe3neku; yNpaBliHHA cWiaMd 1 3acobamu  3a0e3neyueHHs
iH(popMaIiitHOT 6€31eKr B yMOBax HaI3BUYAHHOT CUTYaIlii,

- 3MIIICHEHHS] CUCTEMH 3aXO/lIB 3 BITHOBJICHHS HOPMAJIBHOTO (YHKIIIOHYBAHHS
00'ekTiB 1H(QOpMAIIHHOT O€3MeKu Yy perioHax, sKi MOCTPaXKJalyd BHACIIIOK
BUHUKHEHHS HAJ[3BUYAMHOI CUTYAIIIl;

- y4acThb B 3axo0JaxX, MOKJIMKaHUX 3a0e3nedyBaTu iH(MoOpMaliiiHy Oe3mneky 3a
MeXaMH YKpaiHu BIAMOBIAHO O MIXKHAPOJHHUX JIOTOBOPIB Ta YTOJ, YKJIaAeHUX ado
BU3HAHUX YKPAIHCHKOIO JIEPKaBOIO.

BpaxoByroun 3a3zHaueHe, a0 ocHOBHMX @yHkuiii C3Ib Takok MOKHA
BiHeCTH.

- po3poONeHHS W NOPUUHATTS NOJITUYHUX pIIIEHb, 3aKOHOAABUYMX 1
HOPMAaTHBHO-TIPABOBUX  aKTIB  IMIOAO  3a0€3[E€YEHHS CHCTEMHU  YIPABIIHHS
HalllOHATBPHUMHU 1HQOpPMAIlIMHUMH pecypcaMu Ta yAOCKOHAJIEHHS MEXaHi3MIB
peasizalii mpaBOBUX HOPM YMHHOTO 3aKOHO/IABCTBA;

- BU3HAYCHHS 1 31HCHEHHS ITOBHOBXKEHH CHCTEMOIO OpPTaHiB ISP KaBHOIO
VOpaBIIHHSA IIOAO OINEPATUBHOTO YMPaBIIHHS (BOJIOJIHHSA, PO3MOPSIKEHHS,
KOPUCTYBaHHS) JIepKaBHUMHU 1HPOPMAIIHHUMH PECypCaMH;

- pO3poOJICHHS 1 peamizaiis oOpraHi3aliiHUX 3axoJiB 1 HOPMAaTHBHO-
METOJIMYHOTO 3a0e3MeUYeHHs] BIAOMYMX 1 pEriOHAIBHUX CTPYKTYp B cdepi
(¢bopMyBaHHS Ta BHKOPUCTAaHHA 1H(GOpPMAILITHUX pecypciB 3a YMOBH KOOpJMHALIi
TISTBHOCTI 3ralaHuX CTPYKTYD;

- po3poOsieHHsT 1 peanizaiis (IHAHCOBO-CKOHOMIUHMX 3acaj] PEryJtoBaHHS
npoiieciB GOpMyBaHHS Ta BAKOPUCTAHHS 1HQOPMALIIITHUX PECYPCIB;

- 3M1MCHEHHS JepXaBHOI peecTpauii 1HQopMaliiHUX pecypciB, 3a0e3neueHHs
MOBHOTH CTBOPEHHSI MEPBUHHUX 1 MOXIJIHUX 1H(QOpMALIWHUX PecypciB Ha 3acajax
BUKOPUCTAaHHA 1H(OpMaIlii, 10 BHHHUKAE (CTBOPIOETHCS) Y TPOIECl IiSIILHOCTI
OpraHiB Jep>KaBHOTO YIIPaBJIIHHS;

- BBEJCHHS TEXHOJOTIYHO Ta METOJOJIOTIYHO €IWHHUX 3acaa (opMyBaHHS
iHoOpMaIIHHUX pecypciB 3a pe3yibTaTaMu AISUTBHOCTI OpraHiB  Jep>KaBHOTO
yopaBmiHHS (KpiM 1HQOpMAIIHHUX pecypciB, M0 MalOTh BIJIOMOCTI, BIIHECEHI 0
JIep>KaBHOI TAEMHHUIII Ta 70 1HIIOT iHGOopMaIlii 3 00MEKEHUM JTIOCTYIIOM);
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- 3a0e3neuyeHHs] €(PEKTUBHOTO BHUKOPUCTaHHS 1H(OpPMALIMHUX pecypciB Y
JUSITBHOCT1 OpPTaHiB JePKaBHOTO YIIPABIIHHS;

- ONTUMI3AIls JiepKaBHOI MOJITUKM 1H(QOpMaTU3alii 10A0 3a0e3MeyeHHs
HAyKOBO-TEXHIYHUX, BUPOOHMUO-TEXHOJIOTIYHUX 1 OpraHi3aliiHO-eKOHOMIYHUX
YMOB CTBOPEHHSI Ta 3aCTOCYBaHHS 1HGOPMAIIHUX TEXHOJOTIH, 1HIIUX EJIEMEHTIB
iHpopMmariitnoi 1HGpacTpyKTypu 11 (GOpPMYBaHHS, PO3BUTKY 1 €(EKTUBHOTO
BUKOPHUCTAaHHA 1H(OPMAILIMHUX PECypciB Ta CHPHUSHHSA JOCTYIY YIOBHOBaXXEHHUX
Cy0'€eKTiB YIpaBIiHHS JO CBITOBUX 1H(OpPMALIMHUX pecypciB, T00aTbHUX
1HGOpMAIIHHUX CUCTEM;

- 3a0e3neyeHHs (QYHKIIIOHYBaHHS €(PEKTUBHO JiI040T KOMIUIEKCHOI CHUCTEMH
3axXUCTy 1H(HOPMALIIMHUX PECYpPCiB CUCTEMH OPraHiB ACPKABHOTO YIPABIIHHS;

- 3a0e3NeyeHHs 3axHCTy CHUCTEeMH JE€p>KaBHOTO VYIPaBIiHHSA BiJ XHOHOI,
CIIOTBOPEHO1 Ta HEOCTOBIPHOI 1H(OpMAIii;

- 3a0e3nedeHHsT PO3pOOKM Ta 3acCTOCYBaHHS IPABOBUX, OpTraHi3alliHUX 1
€KOHOMIYHMX MEXaHI3MiB CTOCOBHO ()opM Ta 3aco0iB 00Iry 1HPOpMaLIHUX PECYPCIB
VYkpainu (puHkKy iHbopmarlii, iHGOpMAIIHHUX TEXHOJIOTiH, 3aco0iB 0OpoOKH
iH(dopmarrii Ta iHbOpMAILIITHUX MOCIYT);

- peryiroBaHHS  1H(GOpMAIITHOTO  CHIBPOOITHUIITBA, CIPSMOBAHOTO  Ha
3a0€3MeUYeHHs] PIBHOMPABHOIO Ta B3a€EMOBUT1IHOTO BHUKOPHCTAaHHS HalllOHAJBHUX
iH(popMaIIiHUX pecypciB y MpoOIEeCl MIKXHAPOAHOTO OOMIHY, 3I1IACHEHHS €IMHOL
JepKaBHOI TOJITHKKA HAYKOBOI MIATPUMKH CHCTEMH JACpPKABHOTO YIPABIIIHHSA
dbopMyBaHHSIM, PO3BUTKOM 1 BHUKOPUCTAHHSIM HAIIOHAIBHUX 1H(OpMaLITHUX

pecypcis;
- KaapoBe 3a0e3rneueHHs] (QYHKI[IOHYBaHHS CUCTEMHU JIEPKABHOTO YTPABIIHHS
HalllOHATbHUMHU H(popMaIiHUMUA  pecypcamu; aJMIHICTPaTUBHO-TIPABOBE

3a0e3ne4eHHs PYyHKIIOHYBaHHS CUCTEMU AEP>KaBHOTO YIIPABIIHHS;

- 1H(opMaIliiiHO-aHATITHYHE 3a0€3MeUeHHS TPUIHATTS YIPaBIIHCHKHUX PIlICHb
y cdepi yrpaBiiHHa iHPOPMAIIHHUMH PECypCaMu;

- KOHTPOJIb 32 BCTAHOBJICHUM TOPSAJIKOM 1 MpaBmiiaMu (POpMyBaHHS, PO3BUTKY 1
BUKOPUCTaHHA 1HPOPMAIIMHUX PECYPCIB;

- HarsiA 3a JOJEpXKaHHSM 3aKOHOJABCTBa B cepi (popmyBaHHS, PO3BHUTKY,
BUKOpUCTAaHHA 1H(OpMAIIHHUX pecypciB Ta 3IIMCHEHHS TpaBocyqas y cdepi
CYCNUIbHMX 1H(QOPMALIAHUX BITHOCHH.

VY Mexax MeTH 3aB/IaHb Ta PYHKII1H MOCTAa€ HEOOX1AHICTh B OKPECIEHH1 METO/IIB
1 CTPYKTYpH cUCTEeMHU 3a0e3neueHHs iHpopMalliiiHoi 6e3nexu YKpaiHu.

IoaiTuka indopmaniiiHol 0e3meKH i ii peasizanisa B 3aKOHOAABCTBI YKpaiHu

Jlep>xaBHa mojiTHKa 1HQOpPMALIHHOT O€3MEKH peati3yeThCsl B paMKax MOJITUKH
HalllOHAJIBHOI O€3MeKH 1 MOJITUKY 1H(pOopMaTU3alii BCix cdep AiIsUIbHOCTI Aep>KaBHU 1
CYCITJIbCTBA.

OCHOBHMMM HANIPSIMAMMU II1€1 TOTITHKY €:

- 3a0e3reyeHHsT yMOB [JIi PO3BUTKY 1 3aXHCTy BCiX (OpM BIIACHOCTI Ha
iH(pOopMaIliitHi pecypcu;

dbopMyBaHHS 1 3aXUCT JIepKaBHUX 1HHOPMAIIITHUX PECYPCIB;
- CTBOPEHHS 1 PO3BUTOK PETiOHATBHUX 1H(POPMAIIIMHUX CUCTEM 1 MEPEXK;
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- 3a0e3nedeHHs] HallloHaIbHOI Oe3neku y cdepl iHpopmaTH3zallii, a TaKoX
3a0e3IeueHHs peai3allii mpaB rpoMaJisH, OpraHi3ailiil B ymoBax iH(opMaTu3ailii,

- PO3BHUTOK 3aKOHOJABCTBa y cdepi iHbopMaIiifHUX mporieciB, iHGopmaTu3arii
1 3aXUCTy 1H(pOpMAIi.

BignoBigHo o nmx HamnpsmiB B Konrerniii HaIioHaaIsHOT O€3MEKH BU3HAUYCHI
3aBJaHHs B 00J1acTi iHGopMaIliifHOT Oe3MeKH.

HajiBa:xauBimmMu 3aBIaHHSIMU €:

- BCTaHOBJICHHS HEOOXiTHOTo OamaHcy MK MNOTpeOo0 Yy BUIBHOMY OOMiHI
1H(pOpMAILII€IO 1 AOMTYCTUMUMU OOMEXEHHSIMHU 11 pO3MOBCIOIKEHHS;

- BJOCKOHaJICHHs 1H(OPMaLIWHOT CTPYKTYypH, MPUCKOPEHHS PO3BUTKY HOBHUX
iHGOpMaIIHHUX TEXHOJIOTIM 1 X MIUPOKE PO3MOBCIOKEHHS, YyHi]iKaIis 3aco0iB
nomryky, 300py, 30epiranss, oOpoOKM 1 aHamizy iHpopMaIii 3 ypaxyBaHHAM
BXOJKCHHsI YKpaiHu B rio0anbHy 1HGopManiitHy iHQpacTpyKTypy;

- po3poOKa BIAMOBIIHOI HOPMATUBHOI MPaBOBOi 0a3u MJiSJILHOCTI OpraHiB
JepKaBHOI BJIaJM 1 IHIIUX OpraHiB, 3aBJaHHs 3a0e3ne4eHHs 1H()OopMaliiHOT Oe3NeKy;

- PO3BUTOK BITUM3HSHOI I1HAYCTpIi TENEKOMYHIKAIMHUX 1 1HGOpMAIITHIX
3ac001B, iX MPIOPUTETHE B MOPIBHAHHI 13 3apyO1>KHUMHU aHAJIOraMH PO3MOBCIOXKEHHS
Ha BHYTPIIIHBOMY PUHKY

- 3aXHCT Jep>KaBHOTO 1H(POPMAIIIIHOTO pecypcy.

Bci Hanpsmu momiTHKM 3axucTy 1H@oOpMauii 1 1H(OpMaliiHUX pecypciB
peanizoBaHi B 3aKOHOJIABCTBI Y KpaiHU.

3aKkoHOAABCTBO B 00J1acTi 3aXUCTy iHGoOpMalil BKIIOYAE:

- 3akoH Ykpainu «IIpo iHpopmariom;

- 3akoH Ykpainu «IIpo nep:kaBHy TaEMHULIION;

- 3akoH Ykpainu «IIpo aBTOpChKE MpaBo Ta CyMIXKHI [TpaBay;

-3akon Ykpainu «IIpo npykoBaHi 3acobu macoBoi iHdopmarii (mpecy) B
VYkpaini»;

-3akoH Ykpainu «[lIpo 3axuct iHdopmariii B iHPpOpMaliifHO-KOMYHIKAIIHTHUX
CUCTEMAaX»;

- [luBinpHUYM KOAEKC YKpainu;

- KpuminansHuit Kogexc YKpaiHu.

B ninomy po3BUTOK 3aK0HOJaBUOI 0a3u B 06sacTi iHopMaIiiitHoi 0e3nexku e
M0 YOTUPHOX OCHOBHUX HaMpsMax:

- 3aXMCT BIJOMOCTEM, 10 CKIAIal0Th JIeP>KaBHY TAEMHUIIIO;

- 3aXMCT KOH(1ACHIIHHOT 1H(hOopMAaLlii;

- 3aXKMCT aBTOPCHKOIO MpaBa y cdepi iHpopMaTusaii;

- 3aXMCT MpaBa Ha JOCTYN A0 1HQopMalii.

OcHoBy 3akoHOJaBcTBa ckiagae 3akoH «lIpo i1Hpopmaiito», sSKHil BUpaxae
OCHOBHI HamnpsMH MOJITUKH 1HPOpMaliiiHiii Oe3neku, CyThb SKOiB CBOIM OCHOBI
3BOJIUTHCS JI0 3aXUCTY JIepKaBHUX 1H(HOPMAIITHUX PEeCypCiB, PETYIIIOE CTOCYHKH, IO
BUHHKAIOTh TIPH (DOpMYyBaHH1 1 BUKOPHUCTAHHI 1HPOPMAIIMHUX PEeCypcCiB, CTBOPEHHI 1
BUKOPHUCTaHHI 1H()OpMAIIHHUX TEXHOJIOT1H, 3aXucTi iHpopMaIlii, mpaB cy0'eKTiB, 110
OepyTh ydacTh B iHPOPMAIIMHUX MPOIIecax, a TAKOK BU3HAUAE OCHOBHI MOHSTTS, 110
BUKOPHCTOBYIOTHCSI B 3aKOHO/IaBCTBI.

Opranu 3akoHonaBuoi Biaau (BepxoBna Paga) BugaroTh 3aKOHH, IO
PETYIIOI0Th CTOCYHKH B 00J1aCTi 3aXUCTy 1H(hOpMaIlii.
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3aKOHOJABCTBO BKJIIOYAE 3aKOHU. I1X mepenik Oyiae pos3rIsHyTHil B Xomi
BHUBUYEHHS TEM JTUCHUILIIHY.

HopmatuBha 06a3za ¢opmyeTbcs Ha OCHOBI HOPMATHUBHUX IPaBOBUX aKTIB B
obnacti 3axucTy iHdoOpMalli, BHUJABaHUX OpraHaMd pI3HUX TIJOK BJaJH,
MIHICTEPCTBAMH, BIJJOMCTBAMHU.

Opranu BukoHaBuoi Biaau (Ypsia) BUKOHYIOTH 3akoHM. [l mporo Ypsia
npuiiMae BIAMOBIAHI yXBaiu B 00JacTi 3axuCTy iH(OpMallii 1 BUae po3nopsKeHHS,
IO € MiI3aKOHHUMU HOPMATUBHUMH MPABOBUMHU aKTaMHU.

MinicTepcTBa 1 BiIOMCTBa BiAMOBIAHO 0 CBOTO MPU3HAYEHHS PO3POOIAIOTH 1
NpUIMAIOTh YXBAJIW 1 PIMIEHHS, [0 € HOPMATUBHUMH MPABOBUMHU aKTaMH CBOTO
piBHsA. Kpim TOoro, BOoHH PO3pOOISIOTH 1 3aTBEPIKYIOTh TaKi HOPMATHUBHI aKTH SIK:
MOJIO’KEHHS, THCTPYKIIIi, paBuiia, METOANYHI PEKOMEHAIT1.

JIo HOpPMAaTHMBHUX AaKTiB LBOTO PIBHS BIJHOCATHCS TAKOX HAaKa3W 1 JIUCTH
KEpIBHUKIB BIJOMCTB 1 MiHICTEPCTB.

Jlo BIZOMCTB, IO PETyJIOIOTh BIAHOCHMHM B 00JIacTi 3axuCTy iHdopmarlii,
B1JIHOCSITHCSL:

- lep>kaBHa ciryxk0a criemiaibHOro 3B’ 513Ky Ta 3aXUCTy iHhopMaIllii Ykpainu;

- Jlepkcranapr;

- Cityx06a Oe3nexku Ykpainu;

Okpim 1poro B 3a0e3nedeHH1 iHGopmaliiiHoi 6e3neku 0epyTh ydacth Ciyx0a
30BHIIIHBOI po3Biaku (C3P), [lep:xaBHa npukopaoHHa ciyx6a 1 MBC.

JepxkcTanaapt po3poosisie cTaHAapTH B 00J1acTi 3aXUcTy 1H(opMaliii.

Opranu CBY BHKOHYIOTH QYHKIIT 3aXUCTY JAE€PKABHOI TAEMHUIII.

Opranun MBC Benyts 00poTh0y 3 TpaBONOPYIIHUKAaMU B IHQOpMaLiiiHIi cdepi
1 KOMIT'IOTEPHUMHU 37I0uMHaMH. 11 mporo B cTpykTypi MBC cTBOpeHO creuiajibHe
VOpPABIIHHSA JJs1 3am00iraHHs 1 PO3KPUTTS KOMII'IOTEPHUX 3JIOUHMHIB 1 3aXHCTY
aBTOPCHKUX TPaB.

Opranu /lepskaBHOT0 MHTHOIO KOMIiTeTy 3000B'si3aHI TOMEpeHKATH
HE3aKOHHE BBE3CHHS 1 BUBE3CHHS 3 YKpaiHu "miparchbkoi" mpoayKIlii, 3a0e3neuyroun
THUM CaMHM 3aXHUCT aBTOPCHKUX 1 MATEHTHUX IPaB.

KepiBHuku mnignmpueMcTB, oprasizamiii, ycTaHOB, BIJANOBIAHO JIO CBOIX
MOCaJ0BUX OOOB'A3KIB, MPHU AISUIBHOCTI TMOB'S3aHOI0 3 1H(GOpPMAIIIEIO, MO0 CKJIaaae
Jep>kaBHy a00 1HIIYy TA€EMHUIKO, CTBOPIOIOTH CHYKOy (MiApO3ALT) MO 3aXUCTy
iHopmarii. Jls opranizaiii BiIMOBIAHOI MISUIBHOCTI BOHU BHUJAIOTh HOPMAaTHBHI
MpaBOBl AaKTU: HAaKa3W, PO3MOPAKEHHS; a TaKOX 3aTBEP/UKYIOTh: 1HCTPYKIIIi,
MOJIOKEHHS, MTPaBUjIa, METOJAMYHI PEKOMEH Iallli, OB'A3aHi 13 3aXUCTOM 1H(hOopMaIlii 1
JISUTBHICTIO CITY’KO0 3aXUCTy 1H(pOpMAli.

JUtst MiIbHOCTI, MOB'A3aHO1 3 JI€P)KABHOK TAEMHMIICIO, MIANPUEMCTBO MOBUHHE
MaTu JILEH31I0 Ha 1ed BUJ AISUIbHOCTI, B HOTO CTPYKTYPY BBOJUTHLCS CIELIaIbHUMA
BIJIIUI, BC1 3aCO0M 3aXUCTy MalOTh OyTH cepTU(]IKOBaHI.

CynoBa BJaja 3AIMCHIOE HAMIS 1 MPUTATAHHS 1O BIJAMOBIAAIBHOCTI 3a
MOPYIICHHST 3aKOHOJABCTBa B 1H(MopmariiHii cdepi. Y CBOiM MISTIBHOCTI CyIu
kepytotbes BianoBimaumu ctartasmu KK Ykpaiam, K VYkpainu. Iadopmarriiina
Oe3Meka € BAKIIMBOIO CKJIAIOBOIO HAIllIOHAIBHOT Oe3MeKn Y KpaiHu.

Jep:xaBHa ciy:k0a crneniajJbHOro 3B’ 513Ky Ta 3axucTty iHGopmauii Ykpainu
€ JIep’KaBHUM OPraHOM, SIKUM MpU3HAYeHUW Ui 3a0e3nedeHHs (DYHKIIOHYBaHHS 1
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PO3BUTKY JIepKaBHOI CHUCTEMH YpsIOBOTO 3B 53Ky, HalioHanbHOI cucTeMu
KOH(]1AEHIIIMHOTO 3B 13Ky, (popMyBaHHS Ta peasizallii JepKaBHOI MOJITUKH Y cepax
KpunrorpagiyHoro  Ta  TEXHIYHOTOo  3axucTy iHdopmalii, KiOep3axucry,
TEJIEKOMYHIKaIlli, KOPUCTYBAaHHS PaJllOYaCTOTHUM pecypcoM YKpaiHH, MOILITOBOTO
3B’SI3KY CHEIIabHOTO MPU3HAYEHHS, YPSIOBOTO (Pelib/l’€repChKoro 3B’ 3Ky, a TAKOX
IHIIIKX 3aBJaHb BIAMOBIIHO JI0 3aKOHY.

JlepxaBHa ciyxk0a CHeniaJpHOro 3B’SI3Ky Ta 3axucTy iHpopmamii Ykpainu
CIPSIMOBYE CBOIO JiSUTHHICTH Ha 3a0€3MEYCHHS HAIIOHATLHOI Oe3mekn YKpaiHu Bij
30BHIIIHIX 1 BHYTPINIHIX 3arpo3 Ta € CKJIaJ0BOI0 CEKTOpYy Oe3meku 1 0O0OpoHHU
Ykpainu.

OcHoBHMMH 3aBIaHHSIME JlepKaBHOT CIIy>kOH CIeI1adbHOTO 3B’ 513Ky Ta 3aXHUCTY
iHbopMarllii YKpainu e€:

- popMyBaHHS Ta peajizallis Aep>KaBHOI MOJITUKU y cepax KpUunTorpadiaHoro
Ta TEXHIYHOTO 3aXMUCTY 1H(opMmarlii, Kidep3axucTy, TeICKOMYHIKaIlli, KOpUCTYBaHHS
pasioyacTOTHUM  pecypcoM  YKpaiHM, IOIUTOBOrO  3B’SI3Ky  CIEL1aJIbHOIO
NPU3HAYEHHS, YPAAOBOrO  (heiba €repchbKOro  3B’S3KY, 3aXUCTy JEpXKaBHUX
iH(dopMaIiiHUX pecypciB Ta iHpopMallii, BUMOra MI0JI0 3aXUCTY SKOI BCTAaHOBJICHA
3aKOHOM, B  1HGOpMaIIiHUX,  TEJIEKOMYHIKallMHUX Ta  iH(OopMaIiiiHo-
TEJEKOMYHIKAIIHUX cUCTeMaX 1 Ha 00’ ekTax 1HPOPMaIlIiHOI AIsUIBHOCTI, a TAKOXK y
chepax BHUKOPUCTAaHHA JACPKABHUX 1H(POPMALIMHUX pPECYpCiB B YACTHUHI 3aXUCTYy
1H(hopMalii, TPOTUIIT TEXHIYHUM PO3BiAKaM, (DyHKIIOHYBaHHS, O€3MEKU Ta PO3BUTKY
JIep>KaBHOI CUCTEMH YPSI0BOro 3B 53Ky, HallloHanbHOI cUCTEMU KOH(IAEHIIMHOTO
3B’ SI3KY.

OcHoBHUMMHU 3aBAaHHAMHU ApamiHicTpaiii Jlepxcnenss’s3Ky €: 3a0e3nedeHHs
(dbopMyBaHHS Ta peamizalis JAEpXKaBHOI MOMITHKUA y cdepax KpunrorpadiyHoro i
TEXHIYHOTO 3aXUCTy 1H(pOpMallii, TEIEKOMYHIKalii, KOPUCTYBaHHS PajloyaCTOTHUM
pecypcoM VYKpaiHM, MOMITOBOTO 3B’SI3Ky CIELIAJbHOTO NpPU3HAUEHHS, YPSAJI0BOTO
(benba’erepchbKoro 3B’S3Ky, 3aXHCTy JepKaBHUX 1H(MOpPMAIIHHUX pPECypCiB Ta
iH(dopmaIrii, BUMOra o0 3aXUCTy SKOi BCTAHOBJIEHA 3aKOHOM, B 1H(GOpMAIlITHUX,
TEJICKOMYHIKAINHNX Ta 1HGOPMAIIIHO-TEIEKOMYHIKAIIMHNX CcucTeMax (mam -
iH(OopMaIliiHO-TeIEKOMYHIKAIliiiHI  cucTeMu) 1 Ha 00’ekTax 1HQOpMaIiiHOl
TISTBHOCTI, @ TAKOXK y cpepax BUKOPUCTAHHS JIEP>)KaBHUX 1H(POPMAIIIIHUX PECYPCIB B
YacTUHI 3axucTy iHopmallii, NpoTHIIl TEXHIYHUM pO3BiJIKaM, (PYHKI[IOHYBaHHS,
Oe3neky Ta po3BUTKY HallloHanbHOI TENEKOMYHIKAIIMHOT MEpexi, Jep>KaBHOI
CUCTEMHU YypAIOBOTO 3B’s13Ky, HalioHanbHOI cUCTeMH KOH(IIEHLIIHOrO 3B’S3KY; Y
chepax 3axucTy B KiOepmpocTopi JAepxkaBHUX 1H(OpMALIHHUX pecypciB Ta
iH(dopmalii, BUMOra IIOAO 3aXUCTy SIKOI BCTAHOBJEHA 3aKOHOM, KIOEp3axuCTy
KPUTHUYHOI 1H(POPMALIIMHOI 1HPPACTPYKTYpH, 3A1MCHEHHS IEPKABHOTO KOHTPOJIO Y
Takux chepax.

Vkazom Ilpesunenta VYkpainu Big 22 sxoBTHS 2021 poky Ne 544/2021
3arBepkeHo Konmemniiito pedopmyBanHs Jlep:kaBHOI CTy»OH CIEIIAIBHOTO 3B'SI3KY
Ta 3axucty iHpopmMmarllii Ykpainu. Peamizamis Konnemnii po3paxoBaHa Ha mepion 10
2025 poky Ta ckiamaeThcs 3 nBox eramiB. llepmmii eram (ciuens 2022 poky —
rpyaeHs 2023 poky) 30kpema nepeadoadae:

YIOCKOHAJIEHHS 3 ypaxyBaHHSIM MIKHAPOJIHUX CTAaHAAPTIB Ta KPAIIUX CBITOBUX
MPaKTUK 3aKOHOJIABCTBAa YKpaiHM 3 MUTaHb opraHizailii Ta AisuibHOCTI JlepskaBHOT
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CITY>KOU CIelialbHOTO 3B'A3KYy Ta 3aXUCTy 1H(opmalii Ykpainu, 30kpema, y cdepi
3axucTy iHGopmalli B iHQOpMaLIMHUX, TEJICKOMYHIKAIIMHUX Ta 1H(pOpPMAaIIHHO-
TEJIEKOMYHIKAI[IMHUX CUCTEeMaX;

pPO3pOOJICHHSI  MPOMNO3MINKA MO0  CKOPOYEHHS  KUIBKOCTI  BIJIOMYHX
TEJIEKOMYHIKAIIIHHUX MEPEX CIEIiaTbHOTO 3B'I3KY 11032 MEXaMU CEKTOPY Oe3MeKH 1
00OpOHM 3 YypaxyBaHHSIM HapOLIyBaHHS MOXJIMBOCTEH €IUHOI  3aXMIIECHOI
MyJbTUCEPBICHOI T1aT(opmu HaiioHanbHOT TeTeKOMYHIKAI[IHOT MEepexi;

YIOCKOHAJICHHS 3aKOHOJABCTBAa YKpaiHW B YaCTHHI MOPSAKY (PYHKI[IOHYBaHHS
JCpXKaBHOI CHUCTEMH YpSIOBOTO 3B'A3KY, NpPOLEAYp BHECEHHS KIONOTaHb Ta
BUPIIICHHA NMUTaHb 3a0€3MeUeHHs YPSIOBUM 3B'S3KOM IOCAJ0BUX OCIO JepaBHUX
OprasiB, OpTaHiB MICIICBOTO CAMOBPSAYBaHHSA, OPraHiB BIMCHKOBOTO YIIPaBIiHHS,
KEpIBHHUKIB MiANPHUEMCTB, YCTAHOB Ta OpraHizaliii;

MOJAJbIIUKA PO3BUTOK CHUCTEM CIIELIaJbHOTO 3B'SI3KYy, 30KpeMa B IHTepecax
MEpeXl CHUTYyalllHUX IIEHTPIB JEp)KaBHUX OpraHiB, PO3TOPTaHHS pPaJilOCETMEHTA
TpaHcnopTHO1 Tiargopmu HarioHanpHOT TeIEKOMYHIKAIIHOT Mepexi;

peopMyBaHHS Ta PO3BUTOK CHCTEM KPUNTOTPa(idyHOTO 1 TEXHIYHOTO 3aXHCTY
iH(dopMarlli, TPOTUIIT TEXHIYHUM pO3BiJKaM, MPOBEACHHS OLIHKH €(EeKTHUBHOCTI
3aMpoBaKEHUX HOBAIIIH;

3all04YaTKyBaHHS IIMPOKOIO CIEKTpa HAyKOBUX JOCIIIKEHb Yy  cdepl
Ki0epOe3neku Ta po3poOKH MPUKIIATHUX CUCTEM 1 3aC001B KIOEP3axXUCTYy.

Hpyruii eran (ciuens 2024 poxky — rpyaesb 2025 poky) 30kpema nepeadoayae:
MepeX B €QUHY 3axulIeHy MyJbTUCEpBICHY Iutatgopmy HamnioHambHOi
TEJEKOMYHIKALIMHOI Mepekl Ta Nepexil [0 HaJaHHS CIOoXUBayaM IIUPOKOTrO
CIIEKTpa Cy4aCHHUX CEPBICiB;

MEPEOCHAILIEHHS] TIAPO3IIB  YPSJIOBOrO TOJHOBOTO 3B'A3KY CYYaCHUMH
1 poBUMHU 3ac00aMH CIIEIIAILHOTO 3B'SI3KY;

MOJICpHI3AIlII0O  CHCTEMH BY3JIB  3B'SI3KYy  CHEIIAJIBHOTO  MPU3HAYCHHS
M03aMIChKUX TMYHKTIB YIPABIIHHS IEPKABHUX OPTaHiB;

3aBEPIICHHS PO3TOPTaHHS CHUCTEMH ONEPATUBHO-TEXHIYHOTO  YIIPaBIIHHS
TEJICKOMYHIKAIIITHIMHU MepeXXaMy B yMOBaX MUPHOTO 4Yacy, KPU30BUX CUTYAIllH, 110
3arpo’KyIOTh HalllOHAJIBHIN Oe3Melli, 0COOIMBOTO NEPIOY;

3a0e3nedeHHs peajizallii HoBalliil 3aKOHOAABCTBA y cepi 3aXUCTy 1H(popMmarli;

YAOCKOHAJIEHHS CUCTEMH IMIJITOTOBKH (haxiBLIB y cdepl 3axucty iHdopmarlii;

HapOIlyBaHHS MOTYKHOCTEH 3 BUPOOHMIITBA KIIFOUOBUX JOKYMEHTIB J0 3aCO0IB
KpunrorpadiuHoro 3axucrty iHdopmarii sl rapaHTOBAaHOrO 3a0e3MeueHHs MoTped
Jep>KaBHUX OPraHiB;

BIIPOBA/PKCHHST 3aXO/IB Ta PO3pOOJeHHsA 3aco0iB KiOep3aXxUCTy Ha OCHOBI
pe3yNbTaTiB HAYKOBUX JOCIIIKEHb Yy cdepl KidepOe3neky;

BIIPOBAKCHHSI TIPOTpPaM KOPOTKOCTPOKOBOT MIATOTOBKH (TpeHYBaHHS) y cdepi
kibep3axucty  (kibepOesreku) il  TPAIiBHUKIB  CyO0'ekTiB  3a0e3MEUCHHS
KiOepOe3neKu AepKaBy.

VY xoai pepopmyBaHHs Jlep:kaBHOI CiIy>kOU CHELIaIbHOTO 3B'SA3KY Ta 3aXUCTY
iH(popmartii Ykpainu nependaueHo:

MOTAJIBIITY MOJIEPHI3AINI0 JEP>KaBHOI CHCTEMH YPSIAOBOTO 3B'SA3KYy, sika Oyze
3M1MCHIOBATHCS 3 ypaxyBaHHSIM MOMUIMBOCTeH HallioHaJIbHOT TeleKOMYyHIKaIiiHO1
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Mepexi Ta nepeadayaTuMe BIPOBAKEHHS HOBUX KOMIUIEKCIB CHEI1albHOTO 3B'S3KY,
HacaMIlepe/l Cy4yaCHHUX PYXOMHUX BY3JiB 3B'SI3Ky Ta 3ac00iB YpsOBOTO MOJIbOBOT'O
3B'SI3KY;

PO3BUTOK CHPOMOXKHOCTEH CHUCTEMH YPSAJIOBOrO (heb'erepchKoro 3B's3KY,
CIIpSIMOBaHMN Ha  TIJBHUIICHHS HQIIMHOCTI Ta  OMNEPATUBHOCTI  JOCTABKH
KOPECIIOH/IEHIIii, 110 MICTUTh BIJOMOCTI, SIKi CTAaHOBJIATH JCP)KaBHY TAEMHHUIIIO,
Ta/abo caykO0By iH(popMariito, o(dIimiiHOT KOPECHOHIEHIlI Ta JUIIOMATHUIHOL
nowtu [Ipesunenta Ykpainu, ['onoBu BepxoBuoi Panu Ykpainu, [Ipem'ep-minictpa
VYkpainu, AepKaBHUX OpraHiB, OpraHiB MICIIEBOTO CaMOBpPSAYBaHHS, OpraHiB
BIICBKOBOT'O YIIPABIIIHHSA, 3aKOPJOHHUX AUILIOMATUYHUX YCTAaHOB YKpaiHH, 30KpeMa
LUJIAXOM BIIPOBA DKEHHS aBTOMAaTU30BaHOI CUCTEMU KOHTPOJIIO 3a 11 IPOXOHKEHHAM,;

po3BuTok  HamionampHoi  cucTemMu  KOH(iIEHIIHHOTO  3B'SI3KY,  SKUH
CHPSMOBYBaTUMETHCSI Ha BIPOBAKEHHS MEXaHI3MIB ISl (DYHKIIOHYBaHHS PHHKY
KOH(DIICHIIMHUX TOCIYT; CTBOPEHHSA 3aXHUINEHUX TOYOK B3a€MO3'€/IHAHHSA
cremiagbHuX  1H(QOPMAIlIHHO-TEIEKOMYHIKAIIIHHUX ~ CUCTEM JUIsl  3a0e3MeUeHHS
3aXHUIIEHOTO MIKBIJOMYOTO OOMIHY JIEp)KaBHUMHU E€JIEKTPOHHUMH 1H(OpMaIiiHuMu
pecypcamMu; MOJEpHI3allll0 CHCTEM JUIsl HaJaHHS CY4YacHMX  3aXMILEHUX
TeJeKOMYHIKaiitHuX nociyr [P-tenedonii, e1eKTpOHHOI NOIITH, [HTepHET-10CTYY,
MOOUIBHOTO 3B'SI3KY, PO3ropTaHHs Ta GYHKIIOHYBAHHS 3aXUIIEHUX LIEHTPIB OOPOOKH
TaHUX.

JlepxaBHA cHCcTeMAa YPSIA0BOI0 3B'I3KY — CHUCTEMa CIEIIaIbHOTO 3B'SI3KY, IO
(yHKLIOHYE B 1HTEpecax 3IMCHEHHS YNPABIIHHS JI€PKaBOK Yy MHUPHUM 4ac, B
YyMOBaX HaJ3BHYAHOTO CTaHy Ta B OCOOJMBUN TMepioJl 13 3a0e3MEUCHHSIM
JOJep>KaHHS BUMOT 3aKOHOJABCTBAa IIiJi Yac TNepeJaBaHHs, MNpUHAMaHHSI Ta
00poOneHHs 1H(popmaii, 10 MICTUTh JEPKaBHY TAEMHULIO.

[Topsimox 3abe3neueHHs] YPSAIOBUM 3B'SI3KOM  IOCAJOBUX OCIO JIepKaBHUX
OpraHiB, MICIIEBOTO CaMOBpPSIIyBaHHS, MIANPUEMCTB, YCTaHOB Ta OpTraHi3aiin
3arBepKeHO Yka3oM [lpesunenta Ykpainu Big 18 kBiTHsS 2005 poky N 663 "IIpo
3a0€3MeUYeHHs]  YPSIIOBUM  3B'A3KOM  MOCagoBUX  0ci0"  (mis  ciay>k60BOro
KopucTyBaHHs). [{um ke yka3zom 3aTBep/KEHO TpaHUYHY KUIbKICTh a0OHEHTCHKUX
YCTAaHOBOK /i1 3a0€3MEUCHHS YpSAIOBUM 3B'SI3KOM TMOCAJOBHX O0CI0 JIEepKaBHUX
OpraHiB, MICIICBOTO CaMOBPSIIyBaHHsI, MIANPUEMCTB, YCTaHOB, OpraHizaiiii Ta
aJMIHICTPATUBHO-TEPUTOPIAIBHUX OJMHUIIL. Tak, Hamnpukiaa, B YepHIrBChKIii
00JacTi Il BU3HAYEHUX OKPEMHM IMEPENIKOM a0OHEHTIB, 3aTBEPIKEHUM Y Ka30M
[Ipesunenta Ykpainu Big 15 mrotoro 2010 poxy N 168 "IIpo mepemniku aOOHEHTIB
ypsI0BOTO 3B'A3KY" (U151 CITy>k00BOr0 KOPUCTYBAaHHS ), MOKE OYTH BCTAHOBEHO:

30 aOOHEHTCHKUX YCTAHOBOK MI>KMICHKOTO YPSITOBOTO 3B'SI3KY;

50 aboHEHTCHKUX YCTAaHOBOK MiChbKOTO ypsimoBoro 3B'si3ky ATC-100;

10 aGOHEHTCHKHUX YCTAaHOBOK yPSJIOBOTO 3B'SI3KY 3 pyXOMUMH 00'€KTaMHU.

HauionaabHa cucremMa KoOH(}iIeHUiIHOIO 3B'A3KY — CYKYITHICTh CIeLiaJbHIX
EJIEKTPOHHUX KOMYHIKAIIMHUX MEPEXK MOJBIMHOTO MPU3HAYCHHS, K1 32 JIOMTOMOTOIO0
KkpunrorpadiuHux Ta/ab0 TEXHIYHMX 3ac001B 3a0e3meuyroTh 0OMiH iH(pOpMAIlEo 3
OOMEXEHUM JOCTYIOM, KpiM iH(oOpMaIlii, 10 CTaHOBUTH JEP’KaBHY TAEMHUIIO B
1HTEepecax OpraHiB JAEp)KaBHOI BJIaJd Ta OPTaHiB MICIIEBOTO CaMOBPSITyBaHHSI,
CTBOPIOIOTh HAJIEKHI YMOBH I iX B3a€MOIl B MUPHHMH 4Yac Ta y pa3l BBEJCHHS
HaJ[3BUYaHOTO 1 BOEHHOTO cTaHy. [lociayru koH()iIAEHIIIHHOTO 3B'SI3KYy HAJAIOThCS

94



opraHam Jep>KaBHOI BJIaJ Ta OpPraHaM MICIIEBOTO CaMOBPSAYBAaHHS, JEpPKaBHUM
HiIIPUEMCTBAM, yCTAHOBaM, OpraHizaiisM, IHIIUM OPUIMYHUM Ta (DI3UYHUM
ocobam.

@enba’erepebkuii 38’5130k (ypsiioBuit (henbl’€repChbKUil 3B 30K, B1JIOMYMMA
benba’erepchbkuid 3B°s130K y ckiaal 30porHux Cun YkpaiHu) — CKJIaJloBa 4acTHHA
MOIITOBOTO 3B 53Ky YKpaiHW, MpU3HAyYeHa JIJIs MpUAMaHHS, 0O0pOOKH, EPEBE3CHHS
Ta JOCTaBKH (Bpy4Y€HHS) BIAMpABICHb, IO MICTIATh 1HQOpMAIIIO, SIKa CTAaHOBHUTH
JepaBHY TAa€EMHHUIIO Ta/abo ciaykO00By 1H(pOpMAIIO, OKPEMUM KaTeropisiMm
KOPHCTYBaYiB.

['onoBHE ympaBiiHHSA Ta MIAPO3AUIN YPAAOBOTO (PEnb’ €repChbKOro 3B S3KY
JlepxaBHOi CiIy>)kOM CIleliadbHOrO 3B’S3Ky Ta 3axucty iHpopmauii Ykpainu
MpU3HAYEHI A7 opraHizauii 1 3a0e3neyeHHs] ypsaoBUM (esba’ €repchbKuM 3B’ SI3KOM
[Ipesunenta VYkpainu, [omoBu BepxoBHoi Pamm VYkpaiam, Ilpem’ep-minicTpa
VYkpainu, naepXkaBHUX OpraHiB, OpraHiB MICIIEBOTO CaMOBpSAyBaHHS, OpPraHiB
BIMICHKOBOTO YNPABIIIHHS Ta IHIIUX IOPUAUYHUX 0C10 BIJIMOBIIHO 10 3aKOHOJJaBCTBA.

OCHOBHUMHU 3aBJaHHSMU [ OJIOBHOTO YIIPaBIiHHS Ta MIAPO3IUIIB YpPSA0BOTO
¢enba’erepchbkoro 3B’s3Ky [lep:kaBHOT ciny»KOM cCHelialbHOTIO 3B’SI3KY Ta 3aXHUCTY
iH(dopmarrii Ykpainu €:

1) opranizamis, 3a0e3neueHHs 1 JOCTaBKa KOPECMOHICHINT, OQimiiHOT
KOpPECIOHJIeHIIT Ta pgurmsiomatuyHol mnowmtu IIpesunenta VYkpainu, ['onoBu
BepxoBHoi Pagu Ykpainu, [Ipem’ep-minicTpa YKkpainu, 1epKaBHUX OpraHiB, OpraHiB
MICLIEBOTO CaMOBpSAyBaHHS, OpPraHiB BIMCHKOBOI'O YIPAaBIIHHS BIANOBIIHO [0
NepenikiB, 3aTBepkeHnx Kadinerom MiHicTpiB YKpainu;

2) nocTtaBKa KOPECHOHACHINT, O(IiiiHOT KOPECMOHEHII Ta AUIIIOMAaTUYHOI
nomutu [Ipesunenra Ykpainu, ['onosu BepxoBHoi Panu Ykpainu, [Ipem’ep-miHicTpa
VYkpainu mija yac moi3J0K Mo KpaiHl Ta 3a KOPAOH, a TaKOK BUKOHAHHS OCOOJIMBUX
JIOpYYEHb;

3) mocraBka IiHHUX BianpasieHb KaOinery MiHicTpiB YKpaiHu, EHTpaIbHUX
opraHiB BUKOHaB4YOi Biaju, BepxoBHoi Pagu ABronomuoi Pecniy6niku Kpum ta Panu
MiHicTpiB ABTOHOMHOI PecnyOmiku Kpum 1 BUKOHaHHA iX OCOOJMBHUX JTOPYYCHb
10J10 IOCTABKH TaKUX BiAPABIICHbD;

4) 3abe3rneueHHs y MeXax MOBHOBA)XEHb B3a€MO/IIi 3 aHAJIOTIYHUMH OpraHaMH
Jep’KaB - yyacHUUb Yroau npo MuixkypsaoBuil (enba’ erepcbkuil 3B°SI30K IS
30epexeHHsT Ta  O€3MEpEelIKOJHOI  JOCTAaBKM  KOPECHMOHAEHIIl,  o]iuiiHO1
KOPECIIOH/ICHIII1 Ta AUTUIOMATUYHOI MOIITH;

5) opranizamis 1 3a0e3nedyeHHS YpPANOBUM  (Pesb]l’€repChbKUM 3B’ SI3KOM
Jep>KaBHUX OpraHiB, OPraHiB MICIIEBOIO CaMOBpPSIYBaHHS, SKI HE BXOJATh [0
NepenikiB, 3aTBepakeHnx Kabinerom MiHICTpiB YKpaiHu, Ha TOTOBIPHHX 3acajiax;

6) IPOBEJICHHS 3aXO/IIB 3 OXOPOHU KOPECMOHAEHIIIT, OpIiITHOT KOPECTOHACHITIT
Ta JUTUIOMATUYHOT MOIITH, 1110 JOCTaBIISETHCA.

Kopecnonnenmis, odimiiiHa KOPECIMOHACHIISI Ta JWIUIOMATHYHA TIOIITa, IO
JOCTaBISIETbCS  YPSIAOBUM  (Deba’€repChbkUM 3B’SI3KOM, € HEIOTOPKAaHHOI0, HE
MIJIsITae PO3KPUTTIO Ta/ab0 3aTpUMAaHHIO, KPIM BUIAJIKIB, BU3HAUCHUX 3aKOHOM.

[Topsimok 3abe3nedeHHs] ypsimoBUM (enb’ €repchbKUM 3B’ SI3KOM, TIPHIMaHHS,
JIOCTaBKH, 30€peKeHHS, 3HUIIEHHS KOPECMOHACHII], o(IIifHOT KOPECTIOHIEHIIIi Ta
IUIUIOMAaTUYHOI ~ moIuTH  BU3HayaeThesi  KabiHetom  MiHicTpiB  Ykpainu
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(3arBepmxeHuii mocranoBoro Kabinery MinicTpiB Ykpainu Big 28 mororo 2018 poky
Ne 152).

IHomrToBuii 3B'SI30K cHewiaJbHOIO NPHU3HAYEHHS — CKJIAJ0Ba 4YacTHHA
MOIITOBOTO 3B'A3KYy YKpaiHW, MpU3HAUYEHA JJIs HaJlaHHS MOCTYT MOIITOBOrO 3B'SI3KY
OKpPEeMHUM KaTeropisiM KopucTyBauiB. JlepkaBHe MIANPUEMCTBO CHEIIATBHOTO 3B'SI3KY
HaJa€ MOCIYTH MOIITOBOIO 3B 53Ky CHEIialbHOTO MPU3HAYEHHS: Kyp €PChKi OCIYTH
no Teputopii YKpaiHM Ta TMOCIYrH 3 MEpPEeCHSIaHHS MIKHAPOIHUX BIANpPaBICHD,
JOCTaBKH I[IHHUX BiAMPaBIEHb, @ TAKOX 30poiHOTO CynpoBokeHHs. [liqnpueMcTBO
Bke moHaa 80 pokiB HaJa€ YHIKaIbHI MOCIYTH 3 MEPEBE3CHHS BCIX BUAIB 30poi Ta
OoenpuriaciB, TPAaHCHOPTYBaHHS BHUOYXOBHX Ta IHIIMX HEOE3NMEYHUX PEUYOBHH,
NepeBe3eHHs PI3HUX I[IHHOCTEH Ta crienupIYHIX MEAUYHUX MIPEenapaTiB.

PasiouyacToTHHIl pecypc — YyacTUHA Pa/ll04aCTOTHOTO CIIEKTpa, MpUIaTHA IS
neperaBaHHsl Ta/ab0 TMpUAMaHHS EJIEKTPOMArHiTHOI €Heprii paioelIeKTPOHHUMU
3aco0aMu 1 IKy MOXJIMBO BUKOPUCTOBYBATH Ha TEPUTOPii YKpaiHM Ta 3a ii MeKaMHu
BIIMIOBITHO 10 3aKOHIB YKpaiHU Ta MI>KHAPOJIHOTO MpaBa, a TAKOXK Ha BHIUICHUX JIJIS
VYKpaiHu 4acTOTHO-OpOITAIBHUX MO3UIisX. 3akoH Ykpainu «IIpo pagioyacToTHHIA
pecypc YKpaiHW» BCTaHOBIIIOE IPABOBY OCHOBY KOPHCTYBAHHS pajioyacTOTHUM
pecypcoM YkpaiHu, BU3HauYa€ MOBHOBAXXCHHS JI€P>KaBH LIOJ0 YMOB KOPUCTYBAaHHS
pPaalovyacTOTHUM pecypcoM YKpaiHu, mpaBa, 0OOB'S3KH 1 BIAMOBIJAIBHICTH OPraHiB
JEp’KaBHOI BIaAu, (PI3MYHUX 1 IOPUAMYHUX Ocl0 B wiil cdepi. [lnan BukopucTaHHs
pazioyacTOTHOTO  pecypcy YKpaiHuU — HOPMAaTHUBHO-TIPABOBHM  aKT, SKUM
BU3HAUAIOTHCA HAMpsIMH BUKOPUCTAHHS PaJl04acTOTHOTO pecypcy YKpaiHu Ha
JaHWW Yac Ta Ha mnepcnekTuBy. [[IaH BUKOPUCTAHHS PaJiiloYaCTOTHOTO pPECypCy
VYkpainu po3pobsierbes LleHTpanbHUM OpraHoM BUKOHABUO1 BIaaH, 10 3a0e3nedye
dbopMyBaHHS Ta peami3alll0 JEpKABHOI TMOMITHKA y cdepl KOpUCTyBaHHS
pamiogactoTHUM pecypcoMm Ykpainu (LIOB3) sriqHo 3 HarioHaibHOIO TaOIHIICHO
pPO3MOALTY CMYT pPaaioyacToT YKpaiHM Ha MiACTaBl TPOIMO3MINM 1 3a y4acTio
HalllOHAJIBHOTO peryisTopa, HarioHanbHOi panu YKpaiHu 3 NUTaHb TeleOadeHHS 1
pamiomoBnieHHs, ['enepanpHoro mTaby 30poitHnx Cun  YkpaiHu, 1HIIUX
3aIHTEPECOBAHUX OPTaHiB JIEPKaBHOI BIIAJU, a TAKOXX TPOMAJCHKUX OpTaHi3allii Ta
cy0'ekTiB manpueMHuIlbkoi aisyibHOCTI. 1[OB3 momae 3a3nauenunii Ilman Ha
3arBepKeHHs KaGinety MinicTpiB Ykpainu micist 1oro moroKeHHs HalllOHAIbHUM
peryinaropoMm, HarioHansHOI0O pajnor0 VYKpaiHu 3 NOHUTaHb Tejie0aueHHS 1
paaiomoBiieHHa Ta ['eHepanbHuM mradbom 30poiiHux Cun Ykpainu. o posrisany
NUTaHHS TPO 3aTBepikeHHs I[lmaHy BUKOpUCTAaHHS PagioOvYacTOTHOTO PECYPCY
Vkpainu Ha 3aciganHs Kabinety MiHicTpiB YKpaiHM 0O0OB'SI3KOBO 3aIlpOILIYIOTHCA
kepiBHUKH [[OB3, wujeHn HalOHANIBHOrO pErynaaTropa, Ta MPEACTaBHUKU
I'enepanbHoro mraldy 30poiinux Cun YkpaiHu.

Metoau Ta 3axoau 3a0e3nevyeHHs iHgopmaniiiHoi 0e3nekn YKpaiHu

JisnbHICT, 3 3a0e3nedyeHHs 1HGOpMaIliifHOT O€3MeKn 3AINCHIOEThCS  3a
JIOTIOMOTOI0  PI3HMX CHOCO01B, 3ac00iB 1 MpUHOMIB, SKI Yy CBOIMl OpraHiuHii
CYKYITHOCTI1 CKJIaJJalOTh METOIH.

Meton nepeadayae neBHy MOCTIAOBHICTD A1 Ha MiJICTaBl KOHKPETHOTO IJIaHy.
MeToau MOXyTh 3HAUHO 3MIHIOBAaTHCS 1 BapilOBAaTUCS B 3aJIeKHOCTI BiJl THUILY
TISTBHOCTI, B SIKIM BOHM BHKOPUCTOBYIOTHCS, a TakKoX cdepu 3acToCcyBaHHS.
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BaxnuBuMu MeTomamMu aHajizy cTaHy 3a0e3nedeHHs 1H(opMariiiHoi Oe3rneku €
METO/IM OMHCY Ta Kiacudikairii.

Jlnist 3niicHeHHsT €PEKTUBHOIO 3aXMCTY CUCTEMHM JIEP>KaBHOTO YIPABIIHHS CII,
no-TiepIie, ONMUCaTH, a JIMIIE MOTiM KJIacu(piKyBaTH Pi3HI BHJAM 3arpo3 Ta HeOe3IeK,
PHU3HKIB Ta BUKJIUKIB 1 BIAMOBIAHO CPOPMYITIOBATH CUCTEMY 3aXOJiB IO 3/1HCHEHHIO
yIOpaBIiHHSI HUMHU. Y SKOCT1 pO3MOBCIODKCHUX METO/IIB aHAII3y CTaHy 3a0e3MeueHHS
iHpopMaIliiHOT Oe3MeKd BUKOPUCTOBYIOTHCSI METOJIW JIOCIIHKEHHS NPUYUHHHUX
3B'SI3KIB. 3a JIOTIOMOTOI0 IIMX METOJMIB BHSBJISIOTHCS MPUYMHHI 3B'SI3KHM  MIX
3arpoO3aMH, PU3MKAMH, BUKIIMKAMH Ta HeOe3neKaMu; 3/11HCHIOETHCS MOIIYK PUYUH,
AKl CTalMd JOKEPEIOM 1 CHOPUYMHIIMA aKTyami3alilo THX YU IHIIMX YUHHHUKIB
HEOE3MEeKH, a TaKOXK PO3POOJISIOTHCS 3aX0IU MO iX HelTpamizalmii. Y 4yuci JaHuX
METO/IIB MPUYMHHUX 3B'SI3KIB MOKHAa HA3BaTH HACTYIHI: METOJl CXOXOCTi, METOJ
BIIMIHHOCTI, METOJl CIOJY4YEHHS CXOXOCTI 1 BIAMIHHOCTI, METOJ 3MiH, IO
CYyNpOBOJIKYIOTh, METOJ| 3alMINKIB. Bubip MeromiB aHamizy craHy 3a0e3reuyeHHs
iH(dopMaIiiiHOT Oe3MeKu 3alieKUTh BiJ] KOHKPETHOrO piBHS 1 chepu opranizaiii
3aXUCTY.

B 3anexHOCTI BiJ] 3arp03U YMOKIIUBIIOETHCS 3aBJIaHHS 010 AU(epeHIialii 1K
pI3HHX pIBHIB 3arpo3, Tak 1 pi3HuUX piBHIB 3axucry. lllo crocyetscs cdepu
iHpopMaliliHOI Oe3neku, TO y Hid, 3a3BUYail, BUAUIAIOTH: (i3UYHUI, IpOrpaMHO-
TEXHIYHUI, YOPABIIHCHKUWA, TEXHOJOTIYHHUM, pPIBEHb KOPHUCTYyBaya, MEPEKHUH,
npouenypauil. Po3risitHemo Aemo aeranbHIile KOXHUM 3 nux piBHIB. Ha diznunomy
PiBHI 3JIACHIOETHCS OpraHizamisa 1 (i3WyHUN 3aXUCT 1H(QOPMALIHHUX PECYpCIB,
1HGOpMAIIHHUX TEXHOJIOTIH, 0 BUKOPUCTOBYIOTHCS, 1 YNPABIIHCHKUX TEXHOJOTIH.
Ha mporpamMHO-TeXHIYHOMY piBHI 3IIHCHIOEThCS 1AeHTH]IKAIliA 1 TepeBipka
TICHOCTI KOPHCTYBadyiB, YMPaBIiHHSA JOCTYNOM, MPOTOKOJIOBAHHS 1 ay[uT,
Kpunrorpadis, eKpaHyBaHHsI, 3a0€311€YeHHS] BUCOKOI JOCTYITHOCTI.

Ha piBHI ympaBmiHHS 301ACHIOETHCS YIPABIIHHS, KOOPAMHAIS 1 KOHTPOJb
OpraHizamiifHiX, TEXHOJIOTTYHUX 1 TEXHIYHUX 3aXOJIB Ha BCIX PIBHSAX YMHPABIIHHS 3
00Ky ennHOI cucTeMu 3abe3neueHHs 1H(opmalliiiHoi 0e3neKku opraHiB JAEp>KaBHOTO
yopaBmiHHA. Ha TexHoIOTiuHOMY pIiBHI 3AIMCHIOETHCS peaiizallisi MOJITUKH
iHdopmaIiiHoi Oe3MeKu 3a PaxXyHOK 3aCTOCYBAHHS KOMIUIEKCY CY4YacHHUX
aBTOMATU30BaHUX 1H(GOpMaIiiHUX TexHoJori. Ha piBHI KopucTyBaua peamizalis
MOJITUKY 1H(POPMALIMHOI O€3MeKH CHpsIMOBaHA HAa 3MEHILEHHS PeQIeKCUBHOIO
BIUIMBY Ha CYO'€KTIB JEPKABHOI'O YNPABIIHHS, YHEMOXIJIHUBICHHS 1H(OpMAIIITHOTO
BIUITMBY 3 OOKy coLlaJbHOTrO cepefoBuina. Ha piBHI Mepexl JaHa MOJITUKA
peanizyerbcs y (opmari KoopAuHalii Al OpraHiB JAEp>KaBHOTO YIPABIIHHS, SKI
MOB'A3aH1 MK cO0010 OAHI€I0 MeTor0. Ha mpolenypHOMy piBHI BXKUBAIOTHCS 3aXO0H,
oo peani3ylotbea JoapMu. Cepel HUX MOXKHA BHAUIMTH HACTYNHI TpYyNH
MPOIEAYPHUX 3aXOJiB: YIPABIIHHSA TEepCcOHAIOM, (PI3MUHMI 3aXUCT, MiATPUMAHHS
Mpale31aTHOCTi, pearyBaHHS Ha TOPYLIEHHS peXuMy Oe3NeKH, IJIaHyBaHHS
peaHiManiifHuX pooiT.

MoskHa BUOKPEMUTH JIEKUIbKa THMIB MeTOAiB 3a0e3nevyeHHs iHdopmauiiinoi
0e3mexku:

- OJHOpPIBHEBI METOJM OyAYIOTHCS HA MIJCTaBl OAHOTO MPUHIUIY YIPaBIIHHS
1H(MOpMaIIHOIO OE3IEeKOI0;
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- OaraTtopiBHEBI MeETOAU OYIYyIOThCS Ha OCHOB1 JIEKIJIBKOX MPHUHIIMIIB
yOpaBaiHHS 1HQOPMAIIMHOK OE3MEeK0I, KOXKHHN 3 SKUX CIYrye BHUPIIICHHIO
BJIACHOTO 3aBiaHHA. [Ipu 1bOMYy IpUBaTHI TEXHOJOrIi HE MOB'A3aHI MiX CO00MO 1
CIIPSIMOBaHI JIMIIIE HA KOHKPETHI YMHHUKH 1HGOPMAaIIMHUX 3arpo3;

- KOMIUJIEKCHI METOJM - OaraTopiBHEBI TEXHOJIOTII, sKI 00'€HaH1 10 €JIUHOI
CUCTeMH KOOPJUHYIOUYMMH (PYHKIISIMH Ha OpraHizamiiHoMy piBHI 3 METOIO
3a0e3neyeHHs 1HGOpMaIIiHOT OE3MeKH BUXOISYHM 3 aHANI3y CYKYMHOCTI YHHHHKIB
HEOE3MeKu, SKI MaloTh CEMAaHTUYHUN 3B'S30K a00 TEHEPYIOThCA 3 EIHHOTO
1HGOpMaIIHHOTO LEHTPY 1H(HOPMALIIHHOTO BILUIUBY;

- 1HTErpoBaHi BHCOKOIHTENEKTyallbH1 METOAH - OaraTopiBHEBI,
0araTOKOMITIOHEHTHI ~ TE€XHOJOrii, sKi 1oOyxoBaHI Ha MiJCTaBl MOTYTHIX
aBTOMATHU30BAHUX 1HTENEKTyaJbHUX 3aC001B 13 OpraHizaliiHUM yIpaBIiHHIM.

3aranbHi  MeToaM — 3abe3meueHHs  iH(pOpMailiiHOT  O€3MeKH  aKTUBHO
BUKOPHUCTOBYIOThCSI Ha OyAb-sKIH cTanii ympaBiiHHA 3arpo3amu. J[o Takux cramii
HaJeXKaTh:

- TPUUHATTSA PIIICHHS 3 BU3HAYEHHS 00JIaCTI Ta KOHTEKCTY 1H(OpMAIiiHOT
3arpo3u 1 CKJaJy YYacHHUKIB MPOIECY NPOTHIIl; YXBaJCHHsS 3arajibHOi CTpaterii i
CXEMH JI1i B MOJITUYHIN, EKOHOMIYHIN 1 COIIAbHIN chepax KUTTEISUIBHOCTI;

- 3a0e3NeyeHHs] aJIeKBaTHOIO CHPUMHATTSA 3arpo3d Ta HEOe3NeKH y OulbIl
HU3BbKUX OpraHi3aliifHUX JaHKaX CUCTEMH JIEPKaBHOTO YIPABIIIHHS;

- BHAIJICHHS  HCOOXITHHUX  MOJNITUYHHX, CKOHOMIYHHMX,  COI[aJbHUX,
aJAMIHICTPaTUBHUX 1 OpraHi3alliHUX PECYpCIB, HOCTATHIX IS peai3alii mporpaMmu
BIIOUTTS 1H(POPMALIIMHOI 3arpo3u 1 30€peXKEHHSI CTAIOT0 PO3BUTKY 1H(MOpMAILIITHUX
PECYpPCIB CUCTEMH JEPKABHOTO YIIPABIIIHHS;

- TpaHcopmallii pe3yJbTaTiB OLIIHKK PU3UKIB y BIAMOBIIHY MOJITUKY O€3IEKH,
BKJIFOYAIOYM HAI[IOHAJIBHY.

Cnenndika METOMIB, IO BUKOPUCTOBYIOTHCS, 3HAYHO 3aJCKHUTh BiJl CyO0'ekTa
TISTIBHOCT1, 00'€KTa BIUIMBY, a TaKOX IIJIEH, IO TepecliayroTbcs. Tak, MeTomau
TISITBHOCTI 1HAWBIAA Y 3B'S3KY 13 HOro OOMEKEHOI MOXJIMBICTIO 3 3a0€3IeUCHHS
iH(popMariitHoT Oe3MmeKn 31e01UIBIIOr0 3BOATHCS 0 JKepesa 3arpo3u, areltoBaHHS
70 CYCHIJIBHOI JYMKH, a TaKOX JI0 JICPXKaBH, SKa Ma€ BXXKMBATH PIIIYYUX 3aXOMdIB 13
HehTpam3zanii iHdpopmariitnux 3arpo3. Came CyCHiIbCTBO YaCTKOBO BUKOPUCTOBYE Y
CBOIM JISJILHOCTI METOJIM COLIaJIbHOTO PEryJIIOBaHHS, HAJlaHHSA JIOIOMOTH OKPEMUM
IHIUBIAAM 1 CYCHUIBHUM OpraHizaiisM, SKAM COPUYMHEHA IIKOJa BHACIIIOK
BUSIBJIIEHHS 3arpo3u. [IpudyomMy, Ha kajb, CIiJl KOHCTAaTyBaTH, 110 B Hallil KpaiHl HE
Ha JIOCTAaTHbOMY piBHI YCBIJOMIIIOIOTH HeOe€3MeKy came B iHQopMauiiiHiil cdepi,
HEMa€ INTAaTHUX OJWHUIIL B OpraHax Jep>KaBHOTO YIPABIIHHS MO 3a0€3MeUeHHI0
iH(popmaliiiHOi Oe3neKu, He MPOBOAUTHCS MIATOTOBKA BIAMOBIAHUX (PaxiBIiB IS
OpraHiB JIep>KaBHOTO YMpaBIiHHSA. BeabMHu BaXXKJIMBUM € 3aCTOCYBAaHHS aHATITHYHUX
METOJMIB TMi3HAaHHA 1 JOCHIUKEHHS CTaHy CYCHUIbHOI CBIIOMOCTI Yy cdepi
iH(pOopMaIriitHoi 6e3neKu.

HuHi Bax/MBOIO YMOBOIO 3a0e3neueHHs 1HPOpMaIiifHOiI 0e3MeKH € He CTUTBKH
CEKpETHICTh, KOHQIAEHIIWHICTh 1H(OpMaIlli, CKITbKH il JOCTYMHICTb, IIUTICHICTD,
3axuCT Bix 3arpo3. OTxe, cUCTeMa Ma€ BIANMOBIJHO pearyBaTh Ta TapaHTYBaTH
e(eKTUBHY NISUTbHICTh Y IbOMY HampsMmi. [HIIMM 3aBIaHHAM 3aXUCTY € 3a0€3MEUEeHHS
HE3MIHHOCTI 1H(opMmaIlii mij Jac ii 30epiranHs abo nepeaayi, TOOTO 3a0e3MedeHHs il
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ITICHOCTI. TakuM YMHOM KOH(IAEHUIMHICTh 1H(opMaIlli, sika 3a0e3meuyeThcs 3a
JOTIOMOT'OI0 KpUIITOTpaiuHUX METOAIB HE € TOJOBHOK BUMOTOIO MPU MPOEKTYBaHHI
CUCTEeM 3axucTy iHQopmMalii opraHiB JAEpKaBHOTO YIpaBliHHA. BHUKOHaHHS
IpOLEyp KPUIITO KOJYBAaHHS 1 IEKOIyBaHHS MOKE YIOBUIBHUTH NEpeIauy AaHUX Ta
3MEHIIUTH JIOCTYTI JI0 HUX, Yepe3 Te, 10 MPAIIBHUK OPraHy JEP>KaBHOTO YIPaBIIHHSA
Oyne 1mo30aBieHUH MOMIJIMBOCTI CBOEYACHOTO Ta IMIBHAKOTO JAOCTYNY /0 LUX JAaHUX
Tta iH(opmamii, uepe3 (QyHKUIOHYBaHHA MeXaHI3My 3axucty. Came TOMY,
3a0e3neyeHHs KOH(IAEHIIITHOCTI 1HPOpMAIIil Ma€e BIAMOBIAATH MOXKJIMBOCTI TOCTYITY
no nei. Takum ywuHOM, ympaBmiHHA B cdepi i1HPopMamiiiHOi Oe3nekn Mae
3MIACHIOBATUCA HA MIJACTaBl MPUHIMUIY JOCTynHOCTI Ta Oesmeku. Cucrema
3a0e3neyeHHs 1HGopMaliifHoi Oe3meku B TMeEpIly Yepry Mae TapaHTyBaTu
JAOCTYNMHICTh 1 IUIICHICT 1HpoOpMaIii, a I KOH(PIASHUIHHICT, Yy BHUNAAKY
HEOOX1HOCTI.

3nebubmioro 3abe3nedyeHHs iHGopMaIiiHoi 0e3MeKu 3BOJAUTHCS 0 TOTO, IO B
CUCTEMHUX OJokax OJOKyeTbCcsl JOOCTynm 10 (GIIONMI-IUCKIB 1 THUM CaMHUM
YHEMOJKJIUBIIIOETbCS ~ HECAHKIIIOHOBaHUW  3amuc  iHpopMmamii. OkpiM  1bOTO,
CUCTEMHHUN aJMIHICTpaTOp BCTAHOBIIOE CHEIIajdbHI MporpamMu-QuUIbTPH, IO
BIJICIIOIOTh MOJXJIMBICTH JIOCTYITy JI0 BHYTPIIIHBOI Mepexi 330BHI. MoxkHa
nepepaxoByBaTH M 1HII METOJU 3aXUCTy 1H(OpMAaIlii, BOJHOYAC, HUHI OTOTOKHEHHS
3a0e3neueHHs 1HGOPMaIIMHOI Oe3neKku 13 3a0e3NeUeHHSIM Oe3MeKU KOMITIOTEPHUX
CHUCTEM € TMPOCTO KOHIIETITyaJlbHOIO MOMIJIKOI. TOMy HE € AMBHHOIO, IO Ha
ChOTOAHI OUIbIlIa YacTMHA YKPAaiHChKMX OAaHKIB BTpaTWja BHACIIAOK BJIACHOI
HE0AJIOCT] YMMAJIO KOILITIB. | XapakTepHOIO pUCOI0 YKPAIHCHKOIO CYCHUIbCTBA € T€,
110 JKO/ICH 3 OaHKIB >KOJHOT'O pa3y HE BU3HAB (PaKTy BUMHEHOTO KiOEp3JI0OUHHY IPOTU
cebe. Y naHOMy acmeKTi MOXKHA 3ayBaKUTU Ha W€ OJHY MpoOjeMy: 3HeBara Jo
BUMOT 1H(popmalliiiHoi O0e3neku Ta Opak HEOOXIJTHUX 3HaHb. 3A€OUTBLIOrO Mif 4Yac
po0OoYoro JHsS TpAIiBHUKH, BUKOHYIOYH CBOi CIIy’)kOOB1 OOOB'S3KH, BIAKPUBAIOTH
napajienbHi BikHa B IHTepHeTi, Ta cami, HE YCBIJIOMIIIOIOYH TOTO, BIAKPUBAIOTH
TOCTyNn He Jjwmire g0 iHdopwmarii, mo 3apa3 oOpoOJSIETBCSA, a B IILJIOMY [0
KOMIT'FOTEPHOI MEPEX1 YCi€l CUCTEMHU OPTaHiB JEPKABHOTO YNPABIiHHSA, TOYNHAIOYN
Bin KaGinery MiHicTpiB YKpaiHu, 3aKiHUYyIOYM MICIICBUMH OpPTaHAMH BHKOHABYOi
BIIAIH.

OTxe, BaXJIMBUM METOJOM 3a0e3medeHHs 1H(OopMaliiiHOoi Oe3NeKu € MEeTOo
pPO3BUTKY. 3axucT iH(dopMalii HE OOMEXKYETbCS TEXHIYHUMU MeTojaamu. Jlms
edexTuBHOrO 3abe3neueHHs 1HQOpMaIliiHOT Oe3MeKH BaXXJIMBUM € PI3HOMAaHITHI
MOJIeJ1 Ta METOIM OI[IHKH 3arpo3 Ta HeOe3MeK. 1X BaplaTUBHICTh 3aHAJITO JabiibHa Ta
3QJIEKUTh AK BiJl PIBHS PO3BUTKY TI€I YW IHINOI UUBUII3AIll, TaK 1 BIJ KOHTEKCTY
OI[IHKM, III0 MPOBOAUTHCA, HASBHOCTI BCEOIYHUX JaHUX MO (akTopaMm 3arpos,
QIrOpUTMY BUpaxyBaHHS KOe(DILIEHTY IMOBIPHOCTI HACTAHHS Ta PO3MIPY HETaTUBHUX
HaciAKiB. HasiBHICTh KOHKPETHHUX JaHUX 3 I[LOTO MUTAHHS JO3BOJISIE IOCUTH TOYHO
BU3HAYUTH CTYIIHb BIUIMBY iH(OpMAIiitHOI 30poi, piBEeHb 3arpo3 Ta HeOE3IeK.
OCHOBHUM METOJIOM aHaji3y 1HGOPMAIIMHUX PU3UKIB € KIJIbKICHHM Ta SKICHUN
aHami3, (GakTOpHUN aHami3 Ta iHII. Mera SKICHOI OIIHKMA PHU3WKIB - paH)XyBaTH
iHdopMaIliiiHl 3arpo3d Ta HEOE3NMEeKHu 3a PI3HUMHU KPUTEPIsIMU, CUCTEMA SKHUX
T03BOJIHTH C(HOopMyBaTH €(DEKTUBHY CHCTEMY BIUIMBY Ha HHX. BaJIMBUM MeTOI0M
3a0e3nedeHHs 1H(opMaIiiiHOT Oe3MeKH € TaKOXX METOJ KPUTUYHHUX CIIeHapliB. Y
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3a3HAYEHUX CLEHApisAX AaHaAII3yIOThCA CHUTYyallll, KOJM YSIBHUWA CYNPOTUBHUK
napajizye CUCTeMY JEp)KaBHOTO YIPAaBIIHHA 1 BIAMOBIIHO 3HWKYE 3aTHICTh
HOiATPUMYBATH JEp>KaBHE YIPABIIHHS B MEXKax ONTUMaJIbHUX napametpiB. [lpuyuomy
aHaji3 MO B CBITI Ja€ yci MIJACTaBU CTBEPJKYBaTH, 110 1H(POpMAIliliHI BIHHH
CTalOTh OPraHiYHOI0 YACTHHOI TIOJITUKM HaIllOHAIbHOI Oe3neku Oaratbox
pO3BUHEHHX KpaiH. Takok MoKHa 3a3HAYUTH HaA METOJ| MOJICTIOBaHHS, 3a
JIOTIOMOTOI0  IKOTO MOXXHa TIPOBOJUTH HaBYaHHS 3 1H(OpMAIHHOT Oe3meKu.
[To3utuBHuit nocein mporo € y CIIA, ne na 6a31 oaHi€l 3 BIIOMUX KOPIOpALii
MOCTIMHO 31HCHIOIOTBCA OMNEPAaTUBHO-IOCIHITHUIPKI HaBUaHHS, 1100 MOJEIIOBATH
pi3Hi opmu iHHOPMALIIHHUX aTaK y X0l iHPOpMaIiitHOT BIHHU.

Cepen meToniB 3a0e3nedeHHs 1HPOPMAIIfHOT OE3MeKH BaKIMBE 3HAUYCHHS Ma€
MeTon nuxoromii. Jlms mpotunaii 3arpo3am iHdopmariiiHii Oe3meri BXXHUBAIOTHCS
HEOOXITHI 3aX0/M SK B HAMPSMKY HaJaHHS MEBHOTO BIUIMBY Ha JKEPENO 3arpo3H,
TaKk 1 B HampsSMKy YKpIIUIGHHS o00'ekta Oe3rneku. BiamoBigHO BHAUISIIOTH ABI
npeaMeTHi o6sacti mpoTudii. OJHa 3 HUX YTBOPIOETHCA CYKYIHICTIO JIKEpEN 3arpos,
a 1HIIA - CYKYMHICTIO 3aXOJiB 13 3abe3nedyeHHs 1H(OpMaIiiHOT Oe3NeKu opraHy
JIEp>)KaBHOTO yIpaBliHHA. BrumB Ha pkepeno 3arpo3u iHdopmarlliiiHoi Oe3neku
CHOpsIMOBAaHUN Ha 3MIHY YWHHUKIB Ta YMOB, 3[aTHUX HAHECTU IIKOJIY OO0'€KTY
Oesreku. MeTo 3axXUCTy € TIEPeKOHAHHS CYNPOTMBHHKA Y HEJOIIBHOCTI
3aiiicHeHHsl 3arpo3. 1o cTocyeTbesi OpraHiB JAEp>KaBHOTO YIPABIIHHS, TO JKEPEIIO
3arpo3 Moke OyTH CIPSMOBAHO Ha 3MIHY MIXKAEpP’KaBHHX BIJHOCUH, YKPIIUICHHS
JOBIPM MIXK JIepKaBaMH, CTBOPEHHSI YMOB, 3a SIKMX 3/IIMCHEHHS HEOE3MeuHuX Aiil
moa0 o0'ekTta O€3MEeKHM CTa€ HEBUTITHUM YHACHIIOK BUHUKHEHHS HeOaXKaHUX
HaclmiKiB a00 HeMOXJIuBUM. OCHOBHUM TIPEAMETOM 3a JaHOTO BHUIAJKY €
iH(popMarlis, sfKa € y CyIpOTUBHHMKA y BUIJIAJI BIIOMOCTEH, 3HaHb, OLIHOK. Y CBOIO
yepry, iHpopMallis, 0 HaIXOIUTh BiJl CYIPOTHUBHUKA 1 CTAHOBUTH COOOIO 3arposy,
MOXe OyTH mijjiaHa BILUIMBY IS 3MIHU ii 34aTHOCTI 3aBAaBaTH IIKOIY, HEHTpaizarlii,
TpaHcopmariii  abo JikBijmamii 1i  HeOe3NMeyHWX BiacTUBOCTed. BrumB Ha
iHdopMalliiiny 1HPPaCTPYKTYypy BKIUBHUMA y TOMY BHUIIAJKYy, KOJIM 3arpo3y MOXKeE
MIPEJICTABIISATH CEPEOBUIIEC PO3MOBCIOKEHHS HeOe3neyHoi iHdopmaiii. Meroau
BIUITMBY Ha 1H(opmaliio y (opmi MOBIIOMIEHbh MOXHA TMOIUIMTH TaKOX Ha
€JICKTPOHHI Ta HEEJEKTPOHHI. EIeKTpOHHI METONIM BIUIMBY 3aCTOCOBYIOTHCS y THX
BUIAJIKaX, KOJIHM MOBIJOMJICHHS 3aKPIIUIIOIOTHCA HA €JIEKTPOMArHiTHUX HOCISIX, KOTpi
MpU3HayYeHl AJis OOpOOJIEHHsS 3a JIOMOMOIrO 3ac00iB OOYMCIIIOBAJIbHOI TEXHIKH.
Bouu mnonsraioTh y 3HUIIEHHI, BUKPUBJICHHI, KOMIIOBAHHI TIOBIJIOMJICHb, SIK1
30epiraloTbcd Ha IMX MOpUCTpPOosiX. Takl Ali MOXKYTh OyTH BYMHEHI JIMIIE 32
JIOTIOMOTOI0 TEXHIYHOTO Ta MPOTpaMHOTO 3abe3nedeHHs. HeemekTpoHHI MeToau 3a
CBOEIO CYTTIO MAIOTh TOM CaMUid 3MICT, aje peali3yloThCcsl 0€3 BUKOPUCTaHHS 3ac001B
OOYHMCITIOBAJILHOT TEXHIKM JJI BIUIMBY Ha MOBIJOMJICHHSI, 3aKpIIUICHHA Ha 1HIIUX,
MepeayCciM MarnepoBuX, HOCIAX 1H(OpMaITii.

Amnaniz mpoOiem 3abe3nedeHHst iHGOpMaIiitHOI Oe3MeKu J1aB 3MOTry 3pOOUTH
BHCHOBOK, 1110 HAMOUTHIIT BaXKTMBUMH HAIIPsIMaMU JISTTLHOCTI Y 111 raimy3i € BcebiuHa
OIlIHKA 3arpo3 Ta HeOE3NeK, HAIllOHAIBHOI Ypa3iIHBOCTI, 1MeHTU]IKAIIS KPUTHIHOI
iHbpacTpykTypu. Y mporeci 3a0e3neueHHs 1HPOpPMAIiiHOI OE3MeKH BaXKJIMBO
PO3YMITH XapakTep, MPUPOY, CYTHICTh 1 3MICT 3arpo3 Ta HeOe3MeK, BMITH CBOEYACHO
1IeHTU(IKYBATH JIKEPEIIO 3arpO3H.
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Cucrtema 3abesrneueHHs iHGopMalliifHOI Oe3neku mMae OyTH MDKBIIOMYOKO Ta
lepapXiuHO OPTaHiI30BaHOMO, 1i CTPYKTypa M opraHizallisi Ma€ BIAMOBIAATH CTPYKTYpi
JIEP>)KaBHOTO  YIIPABIIIHHSA 3 YITKOK KOOpAWHAIIIEK il OKPEeMHUX CErMEHTIB.
Opranizamiss  edekTUBHOI cucTeMH 3a0e3nedeHHs 1HQopMaliiHoi  Oe3neku
nependavae  [EHTpalli30BaHE  yMNpaBIiHHSA 13 KOHKPETHHMH  BiJJOMYO-
PO3MOPSATHULIBKUMH (DYHKITISIMH, SIK1 3a0€31eUyI0Th MOHITOPHHT 1 KOHTPOJIb 3a yciMa
KOMITOHEHTaMHU HaIllOHaJbHOTO 1H(OpMaIlliitHoro npoctopy. Cuctema 3abe3neueHHs
iHGopMaIliiiHOT 0e3MeKu Ma€ y OyAb-sIKUX CUTYAIlIsIX CKOOPAUHOBAHO1 6araTo014HOi 1
OararoacnekTHOI iH(OpMaIiHHOT ormepariii BOJIOIITA 3[aTHICTIO 30epiraTu BaXKIUBI
napaMeTpu CBOro (yHKI[IOHYBaHHS, TOOTO MIATPUMYBATH CTaH TOMEOCTA3UCY.
[ToTpeOyioTh MOAANBIIOrO BHUPIMICHHS MUTaHHS MO0 PO3POOKH KOMIUIEKCY
1HGOpMaIIHHUX CTAaHIAPTIB 13 ypaxyBaHHAM 3a0€3MCUCHHS 1Hcp0pMaun/IH01 Oe3nekw,
PO3BUTOK cHUCTeMH cepTudikamii iHOpMalIHHUX MPOAYKTIB, CHCTEM 1 MOCHYT,
CTBOpPEHHSI CHUCTEMH JIICH3yBaHHS MisUTbHOCTI OpraHi3alliidi Mo OKpEeMHUX HarpsmMax
(dbopMyBaHHS €IMHOTO 1HPOPMAIIHHOTO TPOCTOPY Y KpaiHU.

OcobauBocTti 3a0e3neveHHst iHpopMamiiiHOI Oe3meKkH YKpaiHM B Pi3HHX
chepax CycniiibHOIO KUTTH

[Hpopmariitna Oe3nexka YKpaiHu € OJHI€T 31 CKIAJOBUX HALIOHAIBLHOI O€3MEKH
VYKpaiHu 1 BIUIMBa€ Ha 3aXMILEHICTh HALIIOHAJBHUX IHTEPECIB YKpaiHW B PI3HHUX
cepax KUTTEASUIBHOCTI CYCIIUJIBCTBA Ta JEpXkKaBU. 3arpo3u 1H(popManiiiHiid Oe3mnert
VYkpainu Ta MeToH ii 3a0€3NeUYeHHs € 3arallbHUMHU JJIs UX cep. Y KOXKHIN 3 HUX €
CBOi 0COOJMBOCTI 3a0e3neueHHs 1HpopMaIiiHOi O0e3MeKH, MOB'A3aHl 31 cuenudikoro
00'ekTiB 3a0e3neueHHs 0e3MeKU, CTYIIEHEM 1X ypa3JIMBOCTI BiJ 3arpo3 1H(popMaliiHii
oesrerti Ykpainu. Y KoxHIH cdepl KUTTEAISUIBHOCTI CYCIUIBCTBA Ta JEPKaBH MOPSIT
13 3araJbHUMHU MeToJlaMu 3a0e3MnedeHHs 1HPOopMalliifHOi Oe3nekn YKpaiHu MOXKYTb
BUKOPHCTOBYBATUCS YaCTKOBI METOJHU 1 (hOPMH, 3yMOBJICHI CreM(IKO0 YNHHHUKIB,
110 BIUIMBAIOTH HA CTaH 11 iHGOopMaIliitHoi Oe3MeKu.

3abesneuenns ingpopmayiinoi besnexu Yrpainu 6 cghepi ekonomiku

3abe3neuends iHGopMarlliiHoi 6e3nekn YKpaiHu y cdepi eKOHOMIKM BiAirpae
KJIFOUOBY POJIb Y 3a0e3MeyueHHl HallloHalbHO1 Oe3nekn YkpaiHu. OcobiuBa yBara
MPUIIISETHCS 3aXUCTY CTAaTUCTUYHOI, (DIHAHCOBOI, OIP>KOBOI, MOJAATKOBOI Ta MUTHO1
iH(opmMmariii, po3poOIll, BIOPOBAIKEHHIO Ta CTAHAAPTU3AIIl 3aXUIIEHUX CHUCTEM
€JIEKTPOHHUX IJIATEXIB, TPOIIEH Ta TOPriBii, Ta YAOCKOHAJIEHHIO MIATOTOBKU
MepcoHany Jijisi poO0TH 3 EKOHOMIYHOIO 1H(GOPMaIIIEIO.

3abesneuenns inghopmayiiinoi 6esnexu Yxpainu 6 cghepi 6HympiuHb0i noimuxu

OcHoBHUMMHU 3axofamu 13 3a0esneyeHHs 1H(opMaliiHoi Oe3nekn YKpaiHu B
cdepi BHyTleIHBOl MOJIITUKUA € CTBOPEHHS CHUCTEMH MPOTHIIII MOHOIMOJI3aMii
BITUM3HSHUMH 1 3aKOPJIOHHUMH CTPYKTypaMu CKIAIOBUX  1H(POpMAIIHHOT
1HOPACTPYKTYpH Ta aKTUBI3aIlisl KOHTPIpPOMAraHau, CIOPsSMOBAHOI Ha 3amoOiraHHs
HETaTUBHUX HACIIJIKIB TOMIMPEHHS JAe3iHdopmaliii mpo BHYTPIIIHIO MOMITHKY
Ykpainu.

3abesneuenns ingpopmayiiunoi besnexu Yrpainu 6 cghepi 306HiuHbOT NOTIMUKU

OcHoBHMMHU 3axofamu 13 3a0esneuyeHHsi 1H(opMaliiHOi Oe3reku YKpaiHu B
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chepi 30BHINIHBOI MOJITHKH € PO3POOKAa OCHOBHUX HAMPSIMIB JIEPKABHOI MOJTITHKU
I0JI0 YJAOCKOHAJIeHHsI 1H(opMaIliiHoro 3a0e3neyeHHs] 30BHINTHBOMOIITUHYHOTO
Kypcy YKpaiHu Ta CTBOPEHHS ii MPeJACTaBHUIITBAM 32 KOPJOHOM YMOB JIsl pOOOTH 3
HeWTpasizali po3MOBCIO/KYBAHOI TaM Je3iHdopMallii Mpo 30BHIIIHIO MOJITUKY
Ykpainu.

3abe3neuenns ingpopmayitinoi be3nexu Yxkpainu y 2any3i HAyKu ma mexHiKu

HaiiBaxxnuBimmmu o0'ektamu 3a0e3nedeHHs iH(opmaliifHoi 6e3nexu YKpainu y
raqy3i Haykd Ta TEXHIKM €: pe3ynbTatd (yHIaMEHTAIbHUX, TMOIIYKOBUX 1
MPUKIATHUX HAYKOBHUX JIOCIIKEHb, TOTEHIIIHHO BaXIMBI1 /U1 HAYKOBO-TEXHIUYHOTO,
TEXHOJIOTIYHOTO Ta COLIaJbHO-€KOHOMIYHOTO PO3BUTKY Kpainu. PeanbHuid musix
npoTUALl 3arpo3am iHpopMalliiHii Oe3neri YKpaiHu B raixy3i HAYKH Ta TEXHIKH - 1€
YIOCKOHAJICHHS 3aKOHO/IaBCTBa Y KpaiHU, sIKE PETYJIIO€ BIAHOCHHU B IIiil ramysi.

3abesneuenusn ingpopmayiiinoi 6eznexu Yxpainu y cghepi 0yxoenoco scumms

3abe3neueHHs iHopmaliiiHoi 6e3nexn Ykpainu y cdepi JyXOBHOTO KUTTS Ma€e
Ha MET1 3aXHUCT KOHCTUTYLIMHHUX MpaB 1 CBOOO/ JIOAUHU 1 TPOMAAsTHUHA, MTOB'AI3aHUX
13 pO3BUTKOM, (OpPMYBaHHSM 1 TOBEIIHKOIO OCOOMCTOCTI, CBOOOJOI0 MacoOBOIO
iHQOpMYyBaHHSI, BUKOPUCTaHHS KYJIbTYpPHOI, JYXOBHO-MOPAJIbHOI  CIAIINHHU,
ICTOPUYHUX TPAJUII 1 HOPM TPOMAJCHKOTO KHUTTS, 30€pEKEHHSIM KYJIbTYPHOIO
HaJ0aHHS yCiX HapoJiB YKpaiHu, peai3alli€l0 KOHCTUTYIIHHUX OOMEXKEHb IpaB 1
CBOOO/J JIFOAVHM 1 TPOMaJISIHUHA B 1HTEpecax 30€peKeHHS Ta 3MILHEHHS MOpajIbHUX
LIHHOCTEN CYCIJIbCTBA, TPAAULINA NaTPIOTU3MY Ta T'yMaHI3My, 3740pOB'S TPOMaJsH,
KyJbTYPHOTO Ta HAyKOBOT'O MOTEHLIAy YKpaiHu, 3a0e3nedeHHs: 000POHO31aTHOCTI
Ta Oe3neKku YKpaiHu.

3abesneuenns inghopmayiinoi besnexku Yxpainu y 3a2aivH00eprHcasHux

IHhopMayitiHuX 1 meleKOMYHIKAYIUHUX CUCTNeMAX

OcHoBHMMHK HampsiMaMu 3a0e3nedeHHs iHpopmaliiiHoi Oe3nekn YKpaiHu B
3arajJbHOECPXKABHUX  1HPOPMAIIMHUX 1  TEJIEKOMYHIKAIIWHUX  CHCTeMax €
3aro0iraHHs NEPexXoIJIeHHIO, BUTOKY Ta HECAHKLIOHOBAHOTO  JOCTyNy 1O
iHdopmarlyii, skKa O0OpOONIOETHCS UM 30€piraeThCs B TEXHIYHUX 3acofax
iHdbopmaTH3allii, a TakoX JIIEH3yBaHHA, arecTaiis 1 cepTudikaiis o0’ €KTiB
iHdpopmaTu3zalii Ta HaKIaAaHHS TEPUTOPIATIBHUX, YACTOTHUX, CHEPreTUYHUX,
MPOCTOPOBUX 1 THUMYACOBHX OOMEXEHb y pPEXKHMaxX BUKOPUCTAHHS TEXHIUYHUX
3ac00iB.

3abesneuenns inghopmayiiinoi besnexu Yxpainu y cghepi oboponu

lonoBHuMu  crenupiYHUMH ~ HampsMaMd  YAOCKOHAJICHHA  CHCTEMHU
3a0e3nedeHHs 1HQopMaliiHoi Oe3neku YkpaiHu y cdepi oOOpOHM € BUSABICHHS
3arpo3 Ta IXHIX JDPKEpeN, PO3BUTOK 3aXWINEHUX CHUCTEM 3B'SI3KY 1 YIpaBIliHHSA
BilickkaMu Ta 30po€ro, MiABUINEHHS HAAIMHOCTI CHEUIAIbHOTO MPOTPaMHOI0
3a0e3Me4YeHHs] Ta BJOCKOHAJICHHS MPUMOMIB 1 CHOCOOIB CTpPaTEriyHOro Ta
OTEPATHBHOTO MACKyBAHHSL, PO3BIAKK 1 paaioeNeKTPOHHOI OOpOTHOM, METOMIB 1
3ac00iB aKTMBHOI MPOTHUAIT 1HPOPMAIIHHO-TTPOMATAaHIUCTCHKUM 1 TCUXOJIOTTYHUM
orepallisiM IMOBIPHOTO CYITPOTUBHHKA.

3abeszneuenns ingpopmayiiinoi 6eznexu Yxpainu y npasooxopoHHiil i cyoosit

chepax

[Topsim 13 3araibHUMH METOJAaMHU Ta 3aco0amMu  3axucTy 1HQopMalii
3aCTOCOBYIOTHCS TAaKOXK crielu(iuHi METOu 1 3aco0u 3a0e3neueHHs 1HPOopMaliiiHOi
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Oe3MeKn Yy TMPaBOOXOPOHHIM 1 CymoBid cdepax - 1€ CTBOPEHHS 3axHUIIEHOT
OaraTopiBHEBOI CHUCTEMM IHTETPOBAHMX OaHKIB JaHUX OINEpPaTHBHO-PO3IIYKOBOTO,
JOBIIKOBOTO,  CTQTUCTUYHOTO 1 KPUMIHAJIICTUYHOTO  XapakTepy Ha  0asi
crieliai30BaHuX 1H(QOpMaIIHHO-TEICKOMYHIKAIIMHUX CUCTEM Ta IMiABUIIICHHS PiBHS
npodeciifHOl Ta creIiaabHOI MiATOTOBKH KOPUCTYBaYiB 1HPOPMAIIIHHUX CUCTEM.

Mixcnapoone cnispobimnuymeo Ykpainu 6 eanysi 3abesneyents inghopmayitinoi
be3nexu

Oco0aMBICTh MI>KHAPOTHOTO CIIBPOOITHUIITBA YKpaiHH B ramy3i 3a0e3rneueHHs
iHpopMalliiHOi Oe3MeKku Mojisirae B TOMY, IO BOHO 3AIMCHIOETBCS B YMOBax
3aroCTpeHHs] MDKHAPOJHOI KOHKYpPEHIli 3a BOJIOAIHHA TEXHOJOTIYHHUMH Ta
iHpopMariinumMu ~ pecypcamu.  OCHOBHMMH  HampsiMaMd  MDKHapOJHOTO
CHiBpOOITHUIITBA YKpaiHu B ramy3i 3a0esnedeHHs iH(opmaliiiHOi Oe3mexu €
3a00poHa pO3pOOKM, TMOIIMPEHHS Ta 3acTOCYBaHHA «iH(OpMaliifHOT 30poi»,
3a0e3MeueHHs] Oe3MeKd MiKHApOJHOro 1HGOopMaliifHOro oOMiHYy Ta 3amoOiraHHs
HECaHKI[IOHOBAHOMY JIOCTYMy 70 iHQopMallii 0OMEXEHOr0 JOCTYIY B MIXKHAPOTHUX
O0aHKIBCBKUX  TEJIIEKOMYHIKAI[IHHUX Mepexax 1 cucrteMax 1HGOpMaIiiHOro
3a0€3Me4eHHs] CBITOBOI TOPTriBii, 0 1H(OpMAIi MIKHAPOIHUX TPABOOXOPOHHUX
oprasizaiiii, mo BeAyTb OOpOTHOY 3 TpaHCHAIIOHAIHHOI OPraHi30BaHOIO
3IOYMHHICTIO,  MDKHAPOJAHMM  TEPOPU3MOM,  TMOLIMPEHHSIM  HAPKOTUKIB 1
MICUXOTPONHUX PEYOBUH, HE3aKOHHOIO TOPTiBJICIO 30pO€r0 Ta Marepiaiamu, SKi
PO3IICTITIOIOTHCSA, @ TAKOXK TOPTIBIICIO JIFOBMH.

IHonsTTs npaBa Ha iHdopmauiro

3a0e3nedeHHs] 3aXUCTy IpaB 1 CBOOOJ JIIOAMHHM B 1H(pOpMALIHIA cdepl €
OJIHIEI0 3 HaWBAXJIMBIMIKX L1IeH 1H(OpMaIiiiHOI Oe3neKku, aJke mpaBa 1 cBOOOIU
moauHu  y  cdepi 1HPopmarlii € KIIOYOBUMH IHCTUTYTaMU TI'POMAJSTHCHKOIO
CyCHIIbCTBa, TMPaBOBOi, JEMOKpPaTUYHOI JepkaBu, HaAOAHHSM 1 LIHHICTIO
€BPONEHCHKOT CIIJTLHOTH.

VY jiTeparypi BHUCIOBIIOIOTBCS TOIJISIAM, B SIKUX TIPaBO TPOMAASIH Ha
iHpopMariiro - JuIIe CKIagoBa YacTMHA CBOOOJM CiioBa Ta Ipecd, abo, HaBIIaKH,
cB00OO/a 1H(DOpMAIlil - YMOBHE TTO3HAYEHHS 1117101 TPYIH CBOOOI 1 TIPaB:

- cBOOOMM cioBa a00 CBOOOAM BUPAKEHHS JYMOK; CBOOOJM TMPECH Ta 1HIIUX
3MI;

- MpaBa Ha oJiepkaHHs 1H(OpMaIlli, 110 MA€ CYCIUIbHE 3HAYECHHS;

- cBOOO/IM MOUIMPEHHS 1H(POpMAIIii.

BBaxaeTncs, 110 nmpaBo Ha 1HPOPMALIII0 HE OXOIUIIOETHCS LIJIKOM CBOOOIOIO
cioBa 1 mpecu. BoHo 3HauHO Oarartiiiie, 3MICTOBHIIIIE 1 Ma€ BIacHY CyOCTaHIIII0, Tpae
CBOIO POJIb y 33J0BOJICHHI NEBHUX IHTEPECIB CYO'€KTIB; TOMY 3pi3aHICTh JAHOIO
HalBAXJIMBILIOTO MpaBa HEOOrpyHTOBaHO. HaBpsin uu BumpaBgaHuUM 1 TakwWii,
HaIMIpHO WHIMPOKUM, MIiAXIT OO0 3MICTY MHpaBa Ha iH(oOpMalilo. ApPryMEHTOM Ha
KOPHUCTh TaKMX BUCJIOBJICHb €, 0€3yMOBHO, 3aKOHOaBYa MPAKTUKA HAWBUIIIOTO PIBHS
- KOHCTHTYIIIHHA. ﬁneTLCH, Hanpukian, npo ct. 34 Koncrurymii Ykpaiawm, ne
3aKpIIUICH] HE JIKIe cBO0Oa AYMKH, CJIOBa, aje 1 MpaBo Ha iH(popMailiro. 30BCIM HE
BUITAJIKOBO 3aKpiIieHI cBOOOJa TyMKH 1 CJOBa Ta MpaBo Ha iH(OpMaIliio B pi3HUX
JacTHUHAX, X04a i oiHiel cTaTTi. TUM caMuM I IKPECTIOEThCS K IXHIN B3a€MO3B'SI30K
1 B3aEMONIPOHUKHEHHS, TaK 1 BiJIOMa aBTOHOMHICTh, CAMOCTIHHICTh, «CYBEPEHHICTHY.
B3arani, Briepiie noHATTS «mpaBo Ha iHGOpMaIlio» 0yJio BU3HAYEHO Yy CT. 9 3akoHy
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VYkpainu «IIpo indopmariroy», a came: «Bci rpomansanu Ykpainu, OpUAMYHI 0COOH 1
Jep>kKaBHI OpraHd MarwTh MPaBO Ha iHGOpMaIi, IO Iepeadayaec MOXKIUBICTh
BUIBHOTO OJICp)KaHHS, BUKOPHUCTAHHS, MOMIMPEHHS Ta 30epiraHHs BiJIOMOCTEM,
HEOOX1IHUX M IS peaii3allii HUMHU CBOIX MpaB, CBOOOJ 1 3aKOHHHUX I1HTEPECIB,
3MiCHeHHs 3aBnaHb 1 (QyHkmiiy». [Ipuyomy, cT. 1 1poro 3akoHy BHU3HAYaE
iH(opMalIIio K «TOKyMEHTOBaH1 ab0 IMyOJIYHO OroJIOIICHI BIJIOMOCTI MPO MOIIi Ta
SBHIIA, 110 BiI0OYBAIOTHCS Y CYCHIIBCTBI, JEPKaBl Ta HABKOJIUIITHHOMY MPUPOIHOMY
cepenoBHILl». AJe micis HaOpaHHS YuHHOCTI 3akoHOM «IIpo TenmekoMyHikaIii», 1e B
MPUKIHIIEBUX IOJOKEHHAX TOBOPUTHCSA MPO HEOOXIMHICTh Y3TOMKCHHS YHHHOTO
3aKOHO/JABCTBA 3 TMOJOXEHHSIMH IIbOTO HOBOTO 3akKOHY, NOHATTA i1H(opMarii
BU3HAYAETHCS BXKE SK BIJIOMOCTI, TMOJAaHI y BWIJSAIAI CHTHAJIB, 3HAKiB, 3BYKIB,
pyxoMux a0 HEpYXOMHX 300pakeHb YU B IHIINN CHOCIO.

JlocuTh IIIKaBMM € TakKOoXX TakKi OCHOBHI MOJIOKEHHS, IO 3aKPIIUIIOIOTHCS
B1AMOBIAHUMU HOpMaMu 3akoHy «IIpo indopmauiroy:

1. 'pomasisHu MaroTh MpaBo JOCTYIy 10 iHPOpMali Mpo HUX, a B iepio1 300py
iHdopmallli MarTh MpPaBO 3HATH, SKI BIJOMOCTI MPO HUX 1 3 SAKOK METOIO
30UpalOThCs, a TaKOX OCIOPIOBAaTH MPABUIIBHICTh, MOBHOTY, MOIUIBHICTH TaKoOi
iH(dOopMmaIrii.

2. IIpaBo Ha 1H(DOPMAILII0O OXOPOHIETHCS 3aKOHOM.

3. lepxaBa rapaHTye yciM ydyacHUKaM iH(opMaliiHuX BIAHOCHH pIBHI MpaBa Ta
MO>KJIMBOCTI JJOCTYITY 0 1H(opMaIii.

4. Indopmartist He MOxke OyTH BUKOPUCTaHA 3 METOIO, 110 3aBJIa€ MIKOAM IIpaBaM
Ta cBO0OJIaM rpoMaJisiH Y KpaiHu.

5. He miaidraroTh pO3roJIOMIEHHIO BIJOMOCTI, SIKI CTAHOBJSTH JECPKABHY YU
1HITY nepeadavyeHy 3aKOHOM TAEMHUIIIO.

6. Peanizaiis npaBa Ha 1HGOpPMAIIIO TPOMAJSIHAMU, IOPUIUYHUMHU OCO0aMU 1
JIEp>KaBOI0 HE TTOBUHHA MOPYITYBaTH TPOMAJICHKI, TIOJITUYHI, EKOHOMIYHI, COIliaJIbHI,
JyXOBHI, €KOJIOT14HI Ta 1HIII TIpaBa, CBOOOIM Ta 3aKOHHI 1HTEPECH 1HIIMX TPOMAJISH,
mpaBa Ta IHTEPECH IPUIUIHUX OCI0.

7. KoxxHomy rpomaisiHUHY 3a0€31euy€eThbes BITbHUN JOCTYI 0 1HhOopMaIlii, sika
CTOCYETBCSI HOTO 0COOMCTO, KPIM BUIAJIKIB, TIepe0aueHnX 3aKOHaMU Y KpaiHH.

3 mpuitaatTam Kouctutymii Yipainu B 1996 pori, mnpaBo NOAWHU Ha
iH(popMaIil0 - caMOCTIiHE KOHCTHUTYIIIIiHE MpaBoO, SIKE A03BOJISE€ JIIOJMHI BUIBHO
30upaTu, 30epiraTd, BUKOPUCTOBYBATH 1 NOIIMPIOBAaTH 1HGOpMALIKD OyIb-IKUM
crnoco0om, 1o rapantyerbes 4. 2 cr. 34 Koncrutynii Ykpainu. 3a1iCHEHHS LbOTO
mpaBa MoOXe OyTH oOMexeHe 3aKOHOM B IHTEpecax HalllOHaJbHOI Oe3IeKH,
TEPUTOPIATBHOT LUIICHOCTI ab0 TPOMAJCHLKOTO TOPSAKY 3 METOI 3aro0iraHHs
3aBOPYLICHHSIM YM 3JI0YMHAM, JII OXOPOHHU 3[0POB'S HACENCHHsS, IJIA 3aXUCTY
pernyTaliii abo mpaB 1HIIUX JIIOJICH, IJIA 3armoOiraHHsl PO3roJIONICHHIO 1H(opMarlii,
oJiepkaHoi KOH(IACHIIIITHO, a00 ISl MATPUMAHHS aBTOPUTETY 1 HEYNEPEIIKEHOCTI
npaBocyas (4. 3 cr. 34 Koncruryiii Ykpainn).

Kowmrmiekc mpaB Ta cBo601 B iH(popMaIliifHii cepi BBAKAETHCS HEMOPYITHUM Ta
HCBII[‘-Iy)KyBaHI/IM 3a ocHoBy noJoxenb po3aury I «IlpaBa, cBoGomu Ta 000B'SI3KH
MOAUHA 1 TpoMansHuHay KoHcTuTymii VYkpaiHM B3STO psii  MIKHAPOJIHHX
HOPMATHBHO-TIPABOBUX aKTIB. 30KpeMa, 3arajibHa JeKjaparlisi TMpaB JIOAUHH,
MiXHapoJHUN MAaKT MPO €KOHOMIYHI, COI[lalbHI 1 KyJbTYpHI npaBa, Mi>KHapOAHUIA
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MaKT PO IPOMAISHCHKI Ta MOMITHYHI npaBa. Y 1ijgomy cT. 34 Konctutyiii Ykpainu
BinoBigae cT. 19 MixkHapOIHOTO TAKTy MPO TPOMAJISIHCHKI 1 MOJITUYHI TIpaBa, sSIKUM
HaJIa€ KOKHIM JIFOJMHI TTPaBO BIJIBHO IIYKATH, OJEPKYBAaTH 1 MOUMIUPIOBATH OYIb-SIKY
iH(opMariro Ta i7ei, He3aJaeKHO BiJl IepKaBHUX KOPJAOHIB, Ta B OyIb-sAKUH croci0 3a
CBOiM BHOOPOM.

Buan indgopmaniiinux mpas i c¢Bo0ox i IX 3B'fI30k 3 IHIIMMHM NpaBamMH Ta
CcB00OIaMU JIIOJUHHU Ta IPOMA/ISTHUHA

KpiM 3aranpHOrO BH3HAuYEHHS NpaBa JIOAUHU Ha iHQoOpMmariio B cT. 34
Kouctutyii, € psn iHmmx iHQopMmamiiiHuX mpaB 1 CBOOOJ, 110 3aKPIIUIIOIOTHCS
KOHCTUTYIIIHHUMH HOPMaMH.

1. CBobonma ocobuctoro i1 cimMeitHOro XUTTS (CT. 32: «...HE JOIMYCKa€THCS
30upanHs, 30epiraHHsa, BUKOPUCTAHHS Ta MOIIMPEHHS KOH(IACHIIHHOT 1H(OopMaIii
npo ocoly Oe3 i 3roau, KpiM BUMAJAKIB, BU3HAUYEHUX 3aKOHOM, 1 JIMIIE B 1HTEpecax
HalllOHAJILHOI 0€3MeKH, EKOHOMIYHOTO JOOpOOYTY Ta MpaB JIIOAUHNY);

2. TaemHuIs NUCTyBaHHA, Tele(OHHUX TMEperoBopiB, TenerpadHoi il 1HIIOI
KopecnoaeHuii (cT. 31: «..BUHATKA MOXYThb OYyTH BCTAHOBJICHI JIMILE CYJIOM Y
BUIIAJKaX, MependayeHux 3aKOHOM, 3 METO0 3arlo0IirTH 3JI0YMHOBI 4M 3'ICYyBaTH
ICTUHY ]I 4ac PO3CIiAyBaHHS KPUMIHAJIBHOI CIpaBU, SKIIO IHIIUMH CIIOCOOaMU
oJiepKaTH 1HPOPMAIIIF0 HEMOXKIIUBOY);

3. [IpaBo rpoMajsiHMHA HE 3a3HAaBaTH BTPY4YaHHS B MOro ocoOMCTe Ta CiMelHe
KUTTS, LUIIXOM  30upaHHs, 30epiraHHsd, BUKOPUCTaHHSA Ta  IOUIMPEHHS
KOH(DimeHiiHOoi 1HpopMalii mpo ocoOy 0e3 ii 3roau, 3HAHOMHUTHUCA B OpraHax
JIEp’KaBHOI BJIaJM, OpraHax MICIIEBOTO CAMOBPSIYBaHHSA, YCTAHOBAX Ta OpraHI13allisax
13 BigoMmocTsMu TIpo cebe (cT. 32: 1e BIJTHOCUTBCS JI0 BIJIOMOCTEH, IO «HE €
Jep>KaBHOIO a00 1HIIOIO 3aXUIIIEHO 3aKOHOM TAEMHHUIICION);

4. [IpaBo rpoMaissHMHA HAIPaBJISATH 1HAMBIAYaJbHI 200 KOJEKTHMBHI MHCHMOBI
3BEpPHEHHS 200 0COOMCTO 3BEPTATUCS B OpraHU JEP>KaBHOI BJIaJH, OPTaHH MICIIEBOTO
CaMOBPSIYBAaHHS Ta JI0 MOCAOBUX 1 CITy:k00BUX 0ci0 1iux oprasiB (cT. 40);

5. TIpaBO KOXHOTO TPOMAJSTHWHA Ha CHOPUATIMBE HABKOJIUIIHE CEPEIOBUIIIE,
TOCTOBIpHY 1H(oOpMaIliro mpo ii crad (cr. 50: «...Taka iHdOpMalis HIKUM HE MOXE
OyTH 3aCEKpEeUeHa);

6. IlpaBo KOXHOTO Ha CBOOOJY TBOPYOCTI 1 MPABO JIOCTYMY N0 KyJIbTYpPHHX
HIHHOCTEN (CT. 54: pe3yJabTaTd 1HTENEKTYalbHOI, TBOPUYOi MISNIbHOCTI TPOMAJITHUHA
«HIXTO HE MOXE BHMKOPHUCTOBYBATH a00 NOIIMpIOBAaTH ix Oe3 ioro 3roam, 3a
BHUHATKAMH, BCTAHOBIICHUMH 3aKOHOM);

7. IlpaBo KOXHOro rpoMajsiHUHa Ha OJEp>KaHHsS KBai(hIKOBAHOI MPaBOBOI
goromord (cT. 59: «...y BUNaAKax, nmepeadadyeHnx 3aKOHOM, I JOMOMOTa HaJdaeThCs
0e3ormaTHO»). Jlesiki KOHCTUTYIIMHI TIOJIOKEHHS, TAaKOXX MAaloTh BiJHOIICHHS [0
iH(dopmaliiiHux mpas 1 cBobo. Tak, 3a ctarTsimu 21, 24 yci 110U € BUIBHI 1 piBHI Y
CBOEMY TpaBi Ha IiH(POpPMAIliIO, SKE € HEBIMYY)KYBAaHUM Ta HEMOPYIIHHM 1 HE
3aJIeKUTh BIJl PAacH, KOJhOPY IIKIPH, PENITMHMX Ta IHIIMX TEpPeKOHaHb, CTaTi,
€THIYHOTO Ta COMIAJIBHOTO TIOXOUKEHHS Tomo. be3 oTrpumaHHS HE0OXigHOI
iHdopmarrii, BIILHOTO i1 BHUKOPUCTaHHS JIIOJMHA HE 3MOrjia O pPO3BUBATH CBOIO
ocobucricTs (cT. 23).

[IpaBo Ha iHdoOpMaIii0 TOB'S3aHE 3 TPABOM HA CBOOOMY CBITOTIIALY 1
BIpPOCIIOBIIaHHS, SIK€ BKJIIOYA€ CBOOOAY CHOBIAYyBaTH OyAb-sKy penirito abo He
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CHOBIZAYBAaTH HISIKOI, O€3MEepPEHIKOJAHO BIANPABISTH OJHOOCOOOBO YU KOJEKTHBHO
peNiriiiHi KyJIbTH 1 PUTyallbHI OOpPSAM, BECTH PENIridHy OisuibHICTH (cT. 35).
Peanizaiiss mpaBa Ha ocBiTY (cT. 53) HemoxJauBa 0€3 BUIBHOTO 1HQOPMAIIITHOTO
oOMiHy MiX JrofpMu. [Iporiec HaBYaHHS O3Hayae, MepIl 3a BCe, MONIYK 1 OTPUMaHHS
HeoOximHoi iH(opMmarii. CT. 34 KoHcTUTYIIIT MOXKHA TaKOX PO3TJIAIATH SIK TIEBHUM
PO3BUTOK 1 KOHKPETHU3AIIIO MOJOXEHHS 4. 3 cT. 15, mo 3abopoHsie 31iCHEHHS B
Ykpaini neH3ypu, To0To 00MeXyBabHUX 3aX0JIIB MIOJ0 3IHCHEHHS] CBOOOIM CIOBa
B 3aco0ax MacoBoi iH(popwmariii. BoHa rapanTye ayxoBHY 1 TBOpYy CBOOOIYy, HE
oOMeXeHy HISKOI0 000B’SI3KOBOIO iAeosorieto. [lojoxeHHS cTaTTi TapaHTYIOTh
JOCTYT 10 3ac001B MacoBoi iHpopMaIlii MOMITUYHUM HapTIAM 1 pyXaMm, TPOMaJICbKUM
oprasizamisiM, TpodCIiyikaM, KOXHIM okpemii monuHi. HixTo HE MOXe OyTH
OPUMYIICHUH [0 3MIHM YW BHCIOBIIOBaHHS CBOIX TMOIVISAIB 1 TEPEKOHAHb.
3posymisio, mo Konctutymiss Ykpaiau 3akpiriitoe OCHOBHUH 3MICT TpaB i cBOOOI B
iHpopMmariitHii cdepi, anme iX KOHKpeTH3allis BiIOOpaX)aeTbCs B PAAl  1HIIHUX
HOPMATUBHO-TIPABOBUX aKTaXx.

CTpyKTypa KOHCTUTYUIIHOTO NMPaBa HA iH(opMaNio

CTpykTypa KOHCTUTYIIIHHOTO TIpaBa Ha 1H(POpPMAIIiIO, IO 3aKPILIIOETHCS
Koncturymiero Ykpainu ta LlUBITEHUM KOJAEKCOM YKpaiHW, BU3HAYAETHCS TaKHUMHU
CKJIaIOBUMU SIK:

- 30upaHHs 1HPpOpMallii;

- 30epiranHs 1HopMmaii;

- BUKOpHUCTaHHS 1H(pOpMaIlii;

- MOMPEHHS 1HpOopMAaLIii.

BignoBinno 1o 3akony VYkpainu «lIpo iHpopmaiiro», CTPYKTYypoOro
BHUIIE3a3HAYEHOTO MPaBa €:

- OJICp KAHHS;

- 30epiranHs;

- BUKOPHUCTAHHS;

- IOIIUPEHHS.

[Tonsittst «30upanus» iHopMarllii, sike MICTUThCA y TekcTi Koncrutyii,
3aKOHOJIaBUO HE BHM3HAYEHO, OCKUIbKUA 3akoH Ykpainu «IIpo indopmariro» mae
nediHIii TUTBKA TAKUM MOHSTTSM SIK «OJIEpKAHHS», «30€pIiraHHs», «BUKOPUCTAHHS
Ta «nowupeHHs». [lin oxepxaHHsAM iH(OpMaIli 3aKOHOJABELb pO3ymie HaOyTTH,
npuaOaHHs, HAaKONMWYEHHs 1H(opMmamii rpoMagsHaMu, HOPUAMYHUMU Oco0aMu abo
JEP>KaBOI0 BIAMOBIJHO 10 YAHHOTO 3aKOHOJABCTBA Y KpaiHu. 30epiranHs iHpopMarlii
— O3Hayvae 3a0e3MeUYeHHs] HAJIEKHOTO CTaHy 1H(popMallii Ta ii MaTepiaJibHUX HOCIIB.
Bukopucranus 1H@opmanii - 3a10BOJNIEHHS 1HQOpMaUIMHUX MMOTPed TpoMaisH,
IOpUIMYHUX oci0 1 gepxkaBu. IlommupenHs iHdopmalii - pPO3NOBCIOIKEHHS,
ONPUJIIOJHEHHS, peanizaiito 1Hdopmallii y BCTAHOBJICHOMY 3aKOHOM MOPSAKY.
[{ixaBuM € TO¥ (haKT, MO JMaHU 3aKOH y CT. 38 3aKPIIUIIOE TAKOXK «IIPABO BIACHOCTI
Ha 1H(QOpMAIIIO», il SKAM PO3YMIEThCS «BPETYIHOBAaHI 3aKOHOM CYCIIJIbHI
B1JIHOCHHU TIOJI0 BOJIOAIHHS, KOPUCTYBAHHS 1 pO3MOPSKEHHS iHpopMaliiero». OTxe,
3aKOHO/ABeIlb OIEpy€e TaKUMHU TMOHATTAMH, SK «BOJOIIHHS», «KOPUCTYBaHHS,
«PO3TOPSKEHHS», SKI HE BHU3HAYEHI 3aKOHOJABUY0. ToMy, OUIBIICTH HAyKOBIIIB
HAroJoOUIyloThb Ha  HEOOXIJHOCTI  YTOUYHEHHS TMOHATh  «KOPUCTYBAHHS» 1
«PO3MOBCIOJDKCHHS» [IJI1 3'SICYBAHHS YITKOT PI3HUII MK «BUKOPUCTAHHIM» 1
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«KOPUCTYBAaHHSIM» Ta MDK «IOUIMPEHHIM» 1 «PO3MOBCIOJKEHHSAMY» 1H(pOpMAIIii,
OCKUIbKM (PaKTHUYHO BUKOpHCTaHHA 1Hopmalli mnependayae 1 30upaHHs, 1
nomupeHHs iHgopmailii, 1 B3araiai Oynb-sKl 1HIN MaHIMyJsii 3 Hew. OcobnuBoi
yBaru Jijis 3a0e3nedyeHHs 1HhopMaIliifHol O€3MeKH, 3aCIyTrOBY€E MOHATTS «I0CTYITY J0
iHpopmarii». Ct. 28 3akony Ykpainu «IIpo iHpopMaliiro» MICTUTH MOHATTS «PEKUM
noctyny 1o iHdopmarii» sk nependadyeHUN NPAaBOBUMH HOpPMaMU MOPSIOK
oJIep>KaHHs1, BUKOPUCTAHHS, MOIIUPEHHS 1 30epiranHs iHpopmarii.

OCHOBHUMH TIOJIOKEHHSIMU ITLOTO 3aKOHY 3TimMHO 31 ctarTsamu 28, 29, 30, mo
3aKPIILTIOI0Th PEXKUM JOCTYIY A0 1H(popMallii, €:

1. 3a pexxumom A0CTymy iHQOpMAIIis MOAUIAETHCS HAa BIAKPUTY Ta 1H(HOpPMALIiIO
3 0OMEKEHUM JIOCTYIIOM.

2. Jlep>kaBa 311HCHIOE KOHTPOJIb 32 PEKUMOM JOCTYIMY 10 iHhOopMarIii.

3. 3aBmaHHS KOHTPOJIO 3a PEKUMOM JOCTYyHy A0 iHdopMamii moisrae y
3a0€3MeUeHH] JOJIepKaHHSd BHUMOTI 3aKOHOJABCTBa TNpo iHdopMaIlilo BciMma
JIEp>)KaBHUMHU ~ OpraHamH, IMIANPUEMCTBAMH, YCTaHOBAaMH Ta OpraHizauisiMmH,
HEJIOMYIIIEHH1 HEOOTPYHTOBAHOTO BIJIHECEHHS BIJOMOCTEM 10 KaTeropii indopmariii 3
0OMEKEHUM JIOCTYIIOM.

4. JlepkaBHUW KOHTPOJb 32 JOJIEP)KAHHSIM BCTAHOBJICHOTO  PEKUMY
3MIIMCHIOETHCS CIeIlaIbHUMU OpraHaMHU.

5. 'V nopsanky xoutpoiito BepxoBHa Paga VYkpaiHu Moxke BuUMaraTu Bijl
YPSIIOBHX YCTaHOB, MIHICTEPCTB, BIJIOMCTB 3BITH, SIKI MICTSTh BIJIOMOCTI IpO iXx
JUSIIBHICTB IO 3a0e3ne4eHHI0 1H(OpMAIII€l0 3alliKaBICHUX 0CiO.

6. Dbynp-ike oOMexeHHS mpaBa OJEpKaHHS  BIIKpUTOI  1H(OpMali
3a00pOHSETHCS] 3aKOHOM.

7. Indopmariiss 3 0OMEXKEHHM JIOCTYIIOM MOAUIAETbCS HAa KOH(IACHIINHY 1
TaEMHY.

8. Jlo xoHbineHmiiHoi 1HOpMaIi HalekaTh BIOMOCTI, IO 3HAXOIATHCS Y
BOJIOJIIHHI, KOPUCTYBaHHI a00 PO3MOPSKEHHI OKpeMHX (DI3UYHUX UM FOPUIAIHUX
0ci0, SKi MOXYTh TOIIMPIOBATHCS 3a iX OaXaHHSM BIAMOBIAHO 10 TepeadavdeHux
HUMH YMOB.

9. TaeMHoO10 € 1H(pOpMAaILis, TIIO MICTUTH BIJJOMOCTI, SIKi CTAHOBJISITH IEPKABHY Ta
1HITYy, nependadeHy 3aKOHOM TAa€MHUIIO, PO3TOJIOMIEHHS SIKOT 3aBhae (4u MOXe
3aBJIaTH) IIKOJU 0CO01, IepKaBi, CYCIUIbCTRY.

Bignoimno no BuMor cr. 37 3akony Ykpainu «lIpo indopmaiiro» He
MIJJIATaI0Th  00OB'SI3KOBOMY HaJaHHIO JJisl O3HalloMJIeHHs 3a iHdopMaliifHUMU
3anuTamMu O(PiliiHI JOKYMEHTH, IKi MICTATh IHPOPMAaLIIO:

- BU3HAaHY y BCTAHOBJICHOMY MOPSJIKY JA€PKaBHOIO TAEMHUIICIO;

- KOHp1AEHIIHHY;

- MpO ONepaTHBHY Ta ciaiguy poOoTy opraniB mnpokyparypu, MBC, CBY,
poOOTy opraHiB [i3HaHHS Ta Cyly y THX BHIAJKax, KOJU ii pPO3rojioc MOxke
3aIIKOJIUTH ONEPATUBHUM 3aX0J/aM, PO3CIIIIYBAaHHIO YU JII3HAHHIO, TIOPYIIUTH TIPABO
JIOJIMHU Ha CHPaBEIMBHIA Ta 00'€KTHUBHUN CyIOBUU PO3TIISAM il CIpaBH, CTBOPUTH
3arpo3y JKHUTTIO0 a00 3710pOB't0 OyAb-sIKOT 0CO0H;

- IO CTOCYETHCSI OCOOUCTOTO KUTTS TPOMAJISH;

- IIOJ0 BHYTPIBIIOMYOI CIY»KOOBOi KOPECTOHJEHIIIT, SIKII0O BOHA TOB'Si3aHa 3
pPO3pOOKOI0 HANpsIMy JisUIBHOCTI YCTaHOBH, 3 MNPOLECOM MPUUHATTA pPIlIEHb 1
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NepeAye 1X MPUUHATTIO;

- 1[0 HE MIJIJISITa€ PO3TOJIOIICHHIO 3TAHO 3 1HIIUMHU 3aKOHO/IaBUUMHU aKTaMU;

- (DIHAHCOBUX YCTAHOB, MIJATOTOBJICHY JIJI1 KOHTPOJIbHO-()IHAHCOBUX BiJIOMCTB.
3a3HaunMMo, M0 KpUTepii BiAHECEHHS 1H(OpMAIlii 0 TaEMHOI, MOPSAOK ii 00iry Ta
3aXUCTY PEryior0Thes 3akoHOM YKpainu «IIpo nepxaBHY TAEMHUIIIOY.

Ockinbku 4. 2 c1. 32 Konctutyuii Ykpainu 3a60poHsie 30upanHs, 30epiraHus,
BUKOPHUCTAHHA Ta MOLIUPEHHA KoHiaeHiitHOT iHpopmarii mpo ocoly 0e3 ii 3roam,
TO JIOCHUThH IIKABUM € PO3TJIsiA wi€i mpobnemu netanbHime. Ct. 23 3akoHy YKpaiHu
«IIpo iHdopmarriro» MiCTUTH TaKi OCHOBHI HOPMHU:

1. OCHOBHMMH TaHUMH PO 0CcO0Y (MTEPCOHATBHIUMH TAHUMH ) € HAIlIOHATBHICTB,
OCBITa, CIMCHHUI CTaH, PETITINHICTh, CTAH 3J0POB'S, a TAKOXK ajpeca, Jara 1 Micie
HAPOHKECHHS.

2. Jlxepenamu JOKyMEHTOBaHOI iHdopMalii mpo ocoOy € BuAaHi Ha i1 iMm's
JOKYMEHTH, MiANMUCaHI HEI JTOKYMEHTH, a TaKOX BIJOMOCTI mpo ocoOy, 3i0paHi
JEp>)KaBHUMH OpraHaMHM BJIaJld Ta OpPraHaMH MICIIEBOTO 1 PErioHAJIBHOTO
CaMOBPSIYBaHHS B MEXaX CBOiX TOBHOBAXCHb.

3. 3aboponseThcst 30MpaHHs BIIOMOCTEH Mpo 0co0y Oe3 ii monepeaHboi 3roju,
3a BUHSTKOM BHIAJIKiB, miependaueHux 3akoHoM. OdiliiiHe TiaymMaueHHs cTaTTi 23
HagaHo Koncrturymiitnum Cynom Ykpainu y ioro Pimenni Ne 5-3m Bix 30.10.97, ne
MEPCOHAJIBbHI JIaH1 PO 0co0y BiJHECEH] A0 KOH(]I1ACHIIITHOT 1HpOopMalii.
HopmaruBHoO-nnpaBoBe 3a0e3ne4eHHs iHGopmauniiiHoi 0e3nmexn YKpaiHu.

ba3zoBi 3acanu 1HpopmaniiiHOT O0€e3MeKH HalIol JepXkKaBU 3aKIAJCHO y CTaTTAX
17,19, 31, 32, 34, 50, 57 ta 64 Konctutyiii Ykpainu.

3akoH Ykpainu «IIpo iHpopmalioy» 3aKpiIIOe IpaBO rPOMAIIH YKpaiHH Ha
iH(dopMalito, 3akiagae MpPaBOBI OCHOBH 1H(OPMAIINAHOI AISIIBHOCTI. 3aKOH
CTBEpKYyE 1H(OpMALIMHUK CyBepeHITeT YKpaiHM 1 BH3HA4a€ MpaBoBl (opMu
MDKHApOJIHOTO CIIBPOOITHUIITBA B Tally31 iHGOpMAaIlii, BCTAHOBIIIOE 3arajibHi MPaBOBi
OCHOBM OJICp)KaHHsS, BUKOPUCTAHHS, TMOIIMPEHHA Ta 30epiraHHa 1HdopMailii,
3aKpIIUIIOE MpaBo ocoOu Ha 1H(GOpPMAIIiIO B YCIX cepax CyCHUIBHOTO 1 JAePKaBHOTO
KUTTS YKpaiHU, a Takoxk cucreMmy iHdopmairii, il pKepena, BU3HAYAE CTaTyC
YYaCHHKIB 1HGOpMAIITHUX BIJHOCHH, PETYJIIOE JOCTYI 10 1HGOopMaIlii Ta 3a0e3neuye
il 0XOpOHY, 3axuIIae 0cody Ta CyCIUILCTBO BiJl HEMPaBAUBO1 iH(GOpMAaIIii.

VY cr1. 1 3aKkoHy iHghopmauina BU3HAYAETHCSA SIK JTOKYMEHTOBaHI ab0 mMyOJi14yHO
OroJIONIEH1 BIJOMOCTI MPO MOJIIi Ta ABUIIA, IO BiAOYBAIOTHCS y CYyCHUIbCTBI, A€pHKaBi
Ta HAaBKOJIMIITHHOMY TIPUPOTHOMY CEPEIOBHIII.

HepxaBHy 1H(QOpMAIiiHY TOJITUKY PO3POOJSIOTh 1 3IIMCHIOIOTH OpraHu
JIEP>KaBHOT BJaJM 3arajibHOi KOMIIETEHIli, a TaKoXX BIAMOBIAHI OpraHU CHEIlabHO1
KOMIETEHIIII.

Bci rpomaasau Ykpainu, opuIudHi 0cOOM 1 iepaBHI OPraHu MaloTh HPABO HA
iHpopmauiro, Mo nependavae MOXKIHBICTH BIIBHOTO OJIepKaHHS, BHKOPHUCTAHHS,
MOIIMPEHHS Ta 30epiraHHs BIIOMOCTEH, HEOOXITHUX iM JIs peasizailii HUMH CBOIX
mpaB, CBOOO/I 1 3aKOHHUX 1HTEPECIB, 31HCHEHHS 3aBAaHb 1 QyHKITIN.

KoxHoMy rpoMagssHuHY 3a0e3MedyeThCcsl BUIBHUN JOCTYI A0 iH(opMarlii, ska
CTOCYETBCSI HOTO 0COOMCTO, KpIM BUMAJIKIB, TIepea0aueHnX 3aKOHaMU Y KpaiHH.

Pozmin Il 3akony mpucBsdeHO iH(POpPMAIIMHIN MiSUTBHOCTI, TJ KOO
PO3YMIETHCS CYKYIHICTD JI1i, CIIPSMOBAHUX HA 33JJ0BOJIEHHA 1HGOpMAIIHHUX TOTPeO
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IPOMaJIsiH, HOPUANYHUX OCIO 1 JepkaBU. BH3HAU€HO OCHOBHI HampsSIMU Ta 6uUoU
1H(popMaIiitHOT TISUTBHOCTI — OJIepKaHHsI, BAUKOPUCTAHHS, TTOIIMPEHHS Ta 30€piraHHs
iH(opMmarii.

VY pozain III 3akoHy HaBeneHi ranysi, BUAM, JDKepesa 1HQopMalli Ta pexum
noctyny 1o Hei. OcCHOBHUMH Taiy3aMHu 1HGOpMaIlli BU3HAUYEHI: MOJITHYHA,
€KOHOMIYHa, TyXOBHA, HAYKOBO-TEXHIUHA, COIllaJibHA, €KOJIOT1YHA, MD>KHAPOIHA.

OcHoBHUMU  @uoamu  iHopmayii €. CTAaTHCTHYHA;, aJMIHICTpAaTUBHA
iHpopMmariia (mani); macoBa iHpopMmalis; iH(OpMalis MPO AISUIBHICT JEPKABHUX
OpraHiB BJaJy Ta OPraHiB MiICIIEBOTO 1 PETIOHAIBFHOTO CaMOBPSAYBAaHHS, MpPaBOBa
iHpopMmartis; iHGopMalliss mpo ocoly; iHpopMallis IT0BIIKOBO-CHIUKIONEIUIHOTO
XapakTepy; coIiojoriyna inpopmarris.

3a pescumom oocmyny iHGOpPMAITliS TTOAUIIETHCS HA 8iOKpumy iHgopmauiro ta
iHpopmauiro 3 0omerceHumM 00CmMynom.

Jlep>kaBa 3/11MCHIOE KOHTPOJIb 32 PEKUMOM JIOCTYITY 10 1H(pOopMaIrii.

Jlep>kaBHUIT KOHTPOJIb 32 JOJIEP>KAHHSIM BCTAHOBJICHOTO PEKUMY 31HCHIOETHCS
CHeriaJpHUMU OpraHaMu, ki Bu3HayaroTh BepxoBHa Panma VYkpainm 1 KaOiner
MinictpiB Ykpainu.

JocTtyn 10 BigkpuToi iH(opMalrii 3a0e3nedyeTbesl MIISAXOM: CHCTeMATHYHOL
nyOmikamii i B oQiiiHUX JApyKoBaHMX BHUAAHHSIX (OroyieTeHsX, 30ipHHUKaX);
MOIIMPEHHA ii 3aco0aMM MAacoBOi KOMYHIKalii; Oe3MocepeHbOro ii HaJaHHs
3alHTEPECOBAHUM TPOMAJISTHAM, JACPKABHUM OpTaHaM Ta IOPUIAIHIM 0CO0aM.

OOmexeHHsT TpaBa Ha OJEpKaHHS BIOKpUTOI 1H(OpMalii 3a00pOHSAETHCA
3aKOHOM.

Ingpopmauia 3 obOmexncenum oOocmynom 3a CBOIM HPACOGUM DPEHCUMOM
MOAUISIETHCA HA KOHPIOeHUTIIHY 1| mAEMHY.

Kongioenuiiina ingpopmauina — ue BIJOMOCTI, SIKI 3HAXOIATHCS Yy BOJIOAIHHI,
KOPUCTYBaHHI a00 pO3MOPSHKEHHI OKpeMUx (I3MUYHUX YU FOPUIUYHUX OCi0 1
MOIIMPIOIOTHCS 3a 1X OakKaHHSIM BIJMIOBITHO JI0 MepeI0aYeHINX HUMU YMOB.

['pomansuu, opugudHi ocoOu, sIKI BOJIOAIIOTH 1H(OpPMAIE MPOQeECciitHOTO,
JIJIOBOTO, BHPOOHMYOrO, OaHKIBCHKOTO, KOMEPIIIHHOTO Ta IHIIOTO XapakTepy,
OJIep’KaHOI0 Ha BJACHI KOIITH, a0 Takolo, fKa € MpeaMeToM ix mpodeciitHoro,
TJIOBOTO, BUPOOHMUYOT0, OAHKIBCHKOTO, KOMEPIIIHHOTO Ta IHIIOIO 1HTEpecy 1 He
nopylrye rmnependadyeHoi 3aKOHOM TAaEMHMII, CAMOCTIHHO BHU3HAYAIOTh PEXKHUM
JOCTYIy N0 HEi, BKJIIOYAIOYM HAJIeKHICTh ii J0 Kareropii KoHQIIEHIHOI, Ta
BCTAHOBJIIOIOTH ISl HET cCUCTEeMY (CITOCOOM) 3aXUCTY.

BunsaTOK cTaHOBUTH 1H(OpMaIId KOMEPLIMHOrO Ta OAaHKIBCHKOIO XapakTepy, a
TakoK 1H(popmallisi, NpPaBOBHI peXUM sKOi BcTaHOBIEHO BepxoBHoro Panoro
Vkpainu 3a nogaHHsM KabGinety MiHicTpiB VYKpaiHu (3 TUTaHb CTATUCTUKH,
€KoJIorii, 0aHKIBCHKHMX oOrlepalliif, MoJaTKiB TOU[0), Ta 1H(pOpMallis, TPUXOBYBaHHS
SKO1 SIBJISIE 3aTPO3Y KUTTIO 1 370POB 10 JHOCH.

Jlo maemuoi inghopmauii Hanexuthb iHGOpPMAIIis, MO MICTUTh BIJJOMOCTI, SKi
CTAaHOBJISITh JIEPKaBHY Ta IHINY IMependadeHy 3aKOHOM TaeEMHHIIO (BiCbKOBa,
KOMepIliiiHa, OaHKIBChbKa, MpodeciiiHa, JKapchKa, aaBOKATCbKa TAEMHUIII TOIIO),
PO3TOJIONICHHS KO 3aBJIa€ MIKOIU 0C001, CYyCIIILCTBY 1 JEPKaBI.

[adopmarrisi, MO CTAaHOBUTH BIMNCHKOBY TAEMHHUIIO — II€ BHUJ TAEMHOI
iH(opmMmarii, SKUil OXOIUTIOE BiIOMOCTI B cdepl 000pOHH, AEp>KaBHOI O€3IMeKu Ta
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OXOPOHHU TMPABOMOPAJIKY, PO3TOJIOIICHHS SIKOI MOXE 3aBJAaTH IIKOJW IHTEpecaMm
nep>kaBHOI Oe3reku, 00ioBOoi roToBHOCTI 30poiHMXx Cuin YkpaiHM Ta 1HIIMX
BIMCBKOBUX (OpMyBaHb, IXHIX OKPEMHX MIAPO3JUIIB, SKIIO IIi BIJOMOCTI HE
HaJIeXKAaTh JI0 JIEPKaBHOT TAEMHMIII 3THO 3 3aKOHOIABCTBOM YKpaiHHU.

[Hdopmariisi, 0 CTAHOBUTH KOMEPIIMHY TAaEMHHITIO — II€ BIJOMOCTI HayKOBO-
TEXHIYHOT'O, TEXHIYHOT0, BHUPOOHHYOro, (hp1HAHCOBO-EKOHOMIYHOIO abo0 IHIIIOTO
XapakTepy (B TOMY YHCI1 CEKpEeTH BUPOOHHUIITBA — TaK 3BaHE HOY-Xay), IO MAlOTh
AiiicHy a00 MOTEHI[IITHY KOMEPIIIHY HIHHICTh Y CHITY ii HEBIIOMOCTI TPETIM ocobam,
70 SIKOI HEeMae BUIBHOTO JIOCTYIy Ha 3aKOHHIM MiACTaBl W y BIJHOLICHHI SKOi
BJIACHUKOM TaKoi 1H(opMallii BBeIEHUHN PeKUM KOMEPIIHHOT TAEMHHIII.

[Topsanox o0iry TaeMHo1 iH(pOpMaIlii, IO HE CTAaHOBUTH JACPKABHOI TAEMHUIII, Ta
il 3aXMCT BU3HAYAETHCA BIAMOBITHUMU JEPKABHUMHU OpraHaMH 32 YMOB J0JIep>KaHHs
BuMoT 3akoHy Ykpainu “IIpo indopmariro”.

[adopmariist 3 0OMEKEHHUM JTOCTYIOM MOKe OyTH TomMpeHa ©Oe3 3romu ii
BJIACHHMKA, SIKIIO BOHA € CYCHUIBHO 3HAYUMOIO, TOOTO SIKIIO BOHA € MPEIMETOM
IPOMAJICKKOTO 1HTEpPeCY 1 SIKII0 MpaBO T'POMAJCHKOCTI 3HATU II0 1H(GOpPMAIIiIo
IIepEeBaXKa€ MpaBo 1i BIIACHUKA HA 11 3aXUCT.

Oco6nmuBUM BHJIOM TaeMHOI 1H(popMalii € oJepycasna maemuuys. Bona
OXOILTIOE BiAOMOCTI Y cpepi 000pOHH, EKOHOMIKH, 30BHIIIHIX BiHOCHH, JACP>KaBHOT
Oe3MeKd 1 OpraHiB MPABOMOPAJNIKY, PO3TOJOIICHHS SIKMX MOXE 3aBIaTH IIKOJIU
KUTTEBO BAXKJIMBUM IHTEpecaM YKpaiHU 1 sIKI BU3HAYEHI y TOPSIAKY, BCTAHOBIECHOMY
3aKOHOM, JI€P’KaBHOIO TAEMHHUIIEIO Ta MIJIATae OXOPOHI 3 OOKY JIE€pHKaBU.

Binnecenns iHdopmarliii 70 KaTeropii BiIOMOCTEH, 110 CTAHOBIISATH JAEPKABHY
TAEMHUII0, TOPAJIOK ii 3aXUCTy Ta OOIry, JOCTYH /10 HEl BU3HAYAETHCS 3aKOHOM
VYxpainu «IIpo nepxaBHy Ta€EMHUIIO», IKUM 3aKJIaJICHO TIPAaBOBY OCHOBY CTBOPECHHS
Ta (DyHKI[IOHYBaHHSI CHCTEMH OXOPOHH JIEPKABHOI TAEMHUIIl B Y KpaiHi.

Cmynine maecmnocmi indopmarlii BU3HAYA€ThCS HATAHUM 2pUhom maemuocmi
«Taemnoy, «IlinKoM TaeMHO» Ta «OCOOIMBOT BAXKITHBOCTI.

VY pozaim IV 3akoHy Bu3HaueHI y4aCHUKU 1HPOPMaIIfHUX BIIHOCH, 1X TpaBa Ta
000B’si3kM. OCHOBHMMHU YYaCHHUKAaMU IIUX BIJIHOCHH €. aBTOpPU, CIIOKHBaYl,
MOIIMpIoBayi, 30epiradi (0XOpoHili) iHpopMarii.

Koxxuuii ygacHuk iH(MOpMaIliiHUX BIIHOCUH [JIsi 3a0e3medeHHs MOoro TMpas,
CBOOO/ 1 3aKOHHUX IHTEPECIB Ma€ MPABO HA OJepkKaHHS 1HPOpMALIi]l MPO: TISIbHICTD
OpraHiB JepXaBHOI BJIaJW; AISUIBHICT HAPOJHHUX JIEMYTaTIiB; NISUIBHICTH OpPraHIB
MICLIEBOTO 1 PETIOHAJIBHOTO CAaMOBPSIIYBAaHHS Ta MICLEBOI aiMIHICTpalii; Te, 10
CTOCYETBCSI HOTO 0OCOOUCTO.

Po3nin V' 3akoHy mnpucBsSYeHHI OXOpoH1 1H(OpMalii, BIANOBIAAIBHOCTI 3a
MOPYILIEHHS 3aKOHOJABCTBA Mpo 1H(opMalito. JlepkaBa rapaHTye BCIM y4aCHUKaM
1H(hOopMaIIiHUX BIJHOCHH PIBHI MPaBa 1 MOXJIMBOCTI IOCTYIY A0 iH(opMmaIii.

[adopmartiss HEe Moke OYTH BHUKOPHCTaHA JUIA 3aKJIUKIB 7O TIOBAJICHHS
KOHCTUTYIIIHHOTO  JIaJy, TOPYIICHHS TEpPUTOpladbHOI MUIICHOCTI  YKpaiHw,
nponaraHjayd  BiffHM, HACWJIbCTBA, JKOPCTOKOCTI, PO3MAJIOBAHHS  PAcoBOI,
HaIllOHAJIBHOT, PENTIT1HOT BOPOKHEY1, IOCATAHHS Ha MpaBa i CBOOO U JIFOAMHH.

He mnianAratoTh po3rojIOMIEHHIO BIJOMOCTI, IO CTOCYIOTBhCS JIIKApCHKOT
Ta€EMHUII, TPONIOBUX BKJAIIB, MPUOYTKIB BiJl MiANPUEMHUIIBKOI ISITBHOCTI,
YCUHOBJIEHHS (yIOYEpiHHs), JIMCTYBaHHS, Tele(OHHUX pO3MOB 1 TenerpadHux
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MOBIJIOMJIEHB, KPIM BHUIIAJIKIB, ITepe10aueHUX 3aKOHOM.

[TopymienHs 3akoHOAaBCTBa VYKpaiHM Mpo iHQopMmalio TArHe 3a cobOoro
JTUCLUIUTIHAPHY,  IIUBUIBHO-TIPABOBY,  AJAMIHICTpaTUBHY  a00  KpHUMiHAJIbHY
BIJIMOBIAQIBHICTD 3T1IHO 3 3aKOHOJIABCTBOM Y KpaiHHU.

Po3nin VI 3akoHy mHOpUCBIYEHO MIKHAPOJHINA 1HGOPMAIIHINA IIsTTBHOCTI,
CIIBpOOITHUIITBY 3 1HIIMMH JepKaBaMH, 3apyODKHUMH 1 MDKHAPOIHUMHU
OprasizalfisiMu B raiy3i iHpopmariii.

MixHapoaHe criBpoOITHUIITBO B Taily3i iH(opmallii 3 MUTaHb, M0 CTAHOBJIATH
B3a€EMHUN 1HTEpEC, 3AIMCHIOETbCS HAa OCHOBI MDKHAPOJHMUX JOTOBOPIB, YKJIaIECHUX
VYkpaiHoto Ta IOpUANYHUME 0C00aMU, SIKi 3alMarOThCs 1HPOPMAITIITHOIO TiSTIBHICTIO.

Crarts 53 3akoHy Bu3Hauae IHgpopmauininuit cysepenimem. (OCHOBOIO
1H(GOpMAaIIIHHOTO CYBEpeHITETY YKpaiHU € HalllOHaJIbHI iHPOpMaIliiiHi pecypcu.

o ingpopmauiiinux pecypcie Yxkpainu BXOOuTh BCS HalexHa i iHMOpMaIiis,
HE3aJIC)KHO BiJ 3MICTY, (hOpPM, Yacy 1 MiCIlsg CTBOpPEHHS. YKpaiHa caMocTiitHO hopMye
iH(dOopMaIliiiHI pecypcu Ha CBOIM TEpUTOPii 1 BUIBHO PO3MOPSAKAETHCS HUMU, 32
BUHSITKOM BHUIIAJIKIB, EpEI0AYCHUX 3aKOHAMH 1 MI>KHAPOHUMHU JIOTOBOPaMHU.

Ingpopmauiiinuit cysepenimem Yxpainu 3a0e3Me4y€ThCS:

- BUKJIIOYHUM IPaBOM BJIACHOCTI YKpaiHM Ha 1H(oOpMaIiiHi pecypcH, Mo
(OpMyIOThCS 32 PAXyHOK KOUITIB IEP>KABHOTO OIODKETY;

- CTBOPEHHSM HAILIIOHAJILHUX CUCTEM 1H(hOpMaIii;

- BCTAHOBJICHHSM PEXHUMY JOCTYIY 1HIIMX JIepkKaB 10 1HGOpMaLIiHUX PECYpCIB
VYkpainu;

- BAKOPUCTaHHSAM  1H(QOpPMALIITHUX pecypciB Ha OCHOBI PIBHONPABHOIO
CIIBPOOITHUIITBA 3 IHIIIUMHU JEp>KaBaAMH.

V3aranpHeHa kimacudikamis iH(opmamii y BiANOBIAHOCTI 10 3aKOHY YKpaiHU
«IIpo 1Hpopmariito» HagaHa Ha puc. 4.
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Puc. 4. Knacudixkanuis inpopmarii y BianosiaHocTi 1o 3akony Ykpainu «IIpo iHpopmariiro»

B c1.10 3akony VYkpainu «IIpo OCHOBM HaliOHaIbHOI O€3MEKH YKpaiHu» ,
BH3HAuYCHI OCHOBHI (PYHKIIIT Cy0’€KTiB 3a0€3MEUCHHS HallIOHAJIbHOI Oe3MeKu YKpaiHu
(indopmartiitHa cepa OKpeMO HE BUIICHA):

- BUpOOJIeHHs 1 mepioguuHe yTouHeHHs CrTpaTerii HaIlOHAJIBHOI Oe3meKu
VYkpainu 1 BoeHHOT fOoKTpuHM YKpaiHH, TOKTPUH, KOHIIEMIIN, CTpaTerii 1 mporpam,
IJIAaHYBaHHS 1 3JIMCHEHHS KOHKPETHUX 3axOMdiB IOJ0 NPOTHAIl 1 HeWTpasizarii
3arpo3 HaIllOHAJIBHUM 1HTepecaM Y KpaiHu;

- CTBOPEHHSI HOPMATHUBHO-TIPABOBOI 0a3u, HEOOXIAHOI UIsi €PEKTUBHOTO
(GyHKIIIOHYBaHHS CUCTEMH HaIllOHAJILHOI O€3MeKH;

- YJOCKOHAJIEHHS ii OpraHi3aliiHol CTpyKTypH;

- KOMIUIEKCHE KaJpoBe, (piHaHCOBE, MaTepialibHe, TeXHIYHEe, 1HhOopMalliiiHe Ta
iHIIe 3a0e3MeyeHHs] KUTTEASUIBHOCTI CKJIAJOBUX (CTPYKTYPHUX  €JIEMEHTIB)
CUCTEMHU;

- MIATOTOBKAa CHJI Ta 3ac00iB CyO’€KTIB CUCTEMHU JI0 iX 3aCTOCYBaHHS 3TiAHO 3
MIPU3HAYCHHSIM;

- TOCTIMHUNA MOHITOPUHI BIUIMBY Ha HalllOHAJIbHY O€3MeKy MpoleciB, IO

BiIOYyBAIOTHCSI B TOJITHYHIN, COIIaNbHIA, EKOHOMIYHIN, €KOJIOT14HIi, HAayKOBO-
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TEXHOJIOTIYHIM, 1HQOpMAaIliliHIi, BOEHHIM Ta I1HIIKUX cdepax, peairiiHoMy
CepeZOBUII, MIXETHIYHUX CTOCYHKax; IMPOTHO3YBaHHS 3MiH, 11O BiJIOYBalOTHCS B
HUX, Ta MOTEHIIIMHUX 3arpo3 HalllOHAJIbHIN Oe3merli;

- CHCTEMAaTH4YHE CIIOCTEPEKEHHsS 32 CTaHOM 1 MPOSIBAMH MIKHAPOIAHOTO Ta
IHIIUX BUJIIB TEPOPU3MY;

- MPOTHO3YBAHHSI, BUSBIICHHS Ta OILIHKA MOXJIMBUX 3arpo3, eCTa0lIi3ylouux
YUHHUKIB 1 KOH(QJIIKTIB, IPUYXH iX BUHUKHECHHS Ta HACIIIKIB IIPOSIBY;

- pO3po0JIeHHS HAayKOBO-OOIPYHTOBAHHMX IPOMO3HUIIN 1 peKOMEHIAIli 1010
OPUUHATTS YIPaBIHCHKUX PIIMICHh 3 METOI 3aXHUCTy HaIllOHAJIBHUX I1HTEPECIB
VYkpainu;

- 3armo0iraHHs Ta YCYHEHHs BIUIMBY 3arpo3 1 JecTaOuli3ylounX YHMHHHKIB Ha
HAI[IOHANIbH1 1HTEpeCH;

- JIOKaji3amis, JeecKanallis Ta BpEryJlioBaHHS KOHQIIKTIB 1 JIKBimamis ix
HACJIJIKIB 200 BIUIMBY J€CTa01Ii3yI0UNX YNHHUKIB,

- OIllHKa pe3yJIbTATUBHOCTI JiH 111010 3a0€3MeUeHHS HAIllOHATLHOT O€3MeKH Ta
BU3HAYCHHS BUTPAT Ha 111 L1JIi;

- y4acTh Y JIBOCTOPOHHBOMY 1 0araTOCTOPOHHBOMY CITIBPOOITHHIITBI B Tally3i
0e3IeKkH, SIKIIO 1€ BI/IMOBI/Ia€ HAIlIOHATBHUM 1HTEpecaM Y KpaiHu;

- CHUIbHE TIPOBEJICHHA IUIAHOBUX Ta OINEpPAaTUBHUX 3aXO/dIB Yy paMKax
MDKHApOJIHUX OpraHi3alliif Ta JOroBOpiB y rany3i Oe3MmeKHu.

Crarta 11 3akoHy BU3HAYa€ 3arajbHI MOBHOBA)XEHHS CYO’€KTIB HalllOHATBHOL
Oe3MeKu MI0J0 KOHTPOJIIO 3a 3IIMCHEHHSM 3axoJiB 3a0e3ledeHHs HalloOHaIbHOT
Oe3IeKH.

HeoO0xigH0 BiI3HAYUTH, 1110 1IeH 3aKOH OyB 0a30BUM i npuitHATTS “Konuemnii
HallloOHaNbHOI Oe3nekn Ykpainu” . KoHuemniis Bu3Hayana OCHOBHI 3acajy Jep>KaBHOI
MOJITHUKK B c@epl HallOHaJIbHOI Oe3lneku YKpaiHu Ta HampsMu il MOJAJIbLIOro
PO3BHUTKY.

B 1i posmim Il «3arpo3u HamioHanpHIM Oe3meri YkpaiHu» y psial 3arpo3
HalllOHAIBHIN Oe3memni B i1HGopMaliiHiil chepl BUAUICHO BHUTIK iH(pOpMalii, ska
CTAaHOBUTH JICPXKABHY Ta IHIY, Mepea0adyeHy 3aKOHOM, TAEMHUIIO, a TaKOX
KoH(D1eHIiiHOT iHpopMaIlii, 1110 € BIACHICTIO ISP KaBH.

A B po3nuti IV «OcHOBHI HanpsMu A€pKaBHO1 MOJTITHUKY HaIllIOHATBHOT O€3IMeKH
VYkpainn» 111 yCYHEHHsS IIi€l 3arpo3u 3ampONOHOBAHO PO3pPOOKY 1 BIPOBAIKECHHS
HEOOXITHUX 3ac00iB  Ta PEKHUMIB OTPUMAaHHS, 30€piraHHs, TMOIIMPEHHS 1
BUKOPUCTAHHA  CYCHUJIBHO  3HAYym[oi iH¢opMailii, CTBOPEHHS  PO3BUHEHOI
1H(ppacTpyKTypH B iHopmaniiiHii chepi.

Y pozauti V koHueniii Oyyno cpopMyIbOBaHO HampsIMU Ta 3axOAM IS
dbopmyBaHHs 30aJIaHCOBAHOI JE€PKaBHOI MOJITUKKA Ta €()EKTUBHOTO IPOBEICHHS
KOMILJIEKCY Y3TOJDKEHUX 3aXO[IB II0J0 3aXMCTy HAIlOHAIbHUX I1HTEPECIB Yy
MOTITUYHIN, €KOHOMIYHIN, COIliajbHIA, BOEHHIN, EKOJIOTIUHIM, HAYKOBO-TEXHOJIOTIYHIH,
iH(opMariitHii Ta iHIKMX cdepax CTBOPIOETHCS CUCTeMa 3a0e3neYeHHs HalllOHATBHOT
Oe3rnekn YKpaiHu.

Busnauena cucrema 3a0e3neueHHs HAI[IOHATBHOI OE3MEeKH - SK OpraHi3oBaHa
JIEP’)KaBOI0 CYKYIHICTh CyO'€KTIB: JEp)KAaBHUX OPTaHiB, TPOMAJICBKUX OpraHi3arlii,
IIOCaJIOBUX OCI0 Ta OKpeMHUX TpoMajsiH, 00'€IHAHUX IUISIMU Ta 3aBAAHHSMH IIOJ0
3aXUCTY HAL[lOHAJIbHUX 1HTEPECIB, IO 3AIMCHIOIOTH Y3rOJDKEHY IISIBHICTh Y Mexax
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3aKOHOJIAaBCTBA Y KpATHU.

Kpim Toro Oymu npuitHsati 3akonu Ykpainu «lIpo temekomynikaiii», «IIpo
Hamionaneny nmnporpamy iHpopmatuzamii», «I[Ipo 3axuct iHdopmarlii B
iH(popMarliiiHO-TeIeKOMYHIKAIIIMHUX ~ cucTeMax»,  «lIpo  HayKOBO-TEXHIUHY
iHdopmanito», a y KpuminanbHuii koaekc Ykpainu Oyno BBegeHo posain XVI, B
SIKOMY BH3HaJasacs BIAMOBIAAIBHICTD 3a 37I0YMHU B 1HPOpMaIliiiHii cdepi.

3romoM 3’sBUJIaCcsl HarajibHa HEOOXIAHICTh B YAOCKOHAJEHHI Ta PO3BUTKY SIK
HOPMATHBHO1, TaK 1 HAYKOBO-TEXHIUYHOT 0a3M TEXHIYHOTO 3aXHCTy iHpOpMaIli, Mo i
npu3Beno A0 nosBu «KoHen i TeXHIYHOro 3axXucTy iHdopMalii B YKpaiHi».

VY 3aranpHux nonoxkeHHsAX «KoHuemnmii TeXHIYHOTO 3axucTy iH(opmarii B
VYkpaiHi» BU3HAYEHO OCHOBH JEP)KaBHOI MOMITHKH y cdepi 3axucty iHdopmarii
1H)KCHEPHO-TEXHIYHUMHU 3aX0JaMH. 30KpeMa BH3HAUEHO, IO TEXHIYHMHA 3aXHCT
iHdopmarii (mami - T3I) € ckmamoBOr YacTHHOKO 3a0€3MEUCHHS HAaIllOHATBHOT
Oe3reku YKpaiHu.

BcraHoBiieHO TOJIOBHI 3aBllaHHS, 110 TMOBHUHHI BHPINIYBAaTHCS KOHIICTIIIETO.
KoHuemniist Mae 3a0€3MeYUTH €HICTh MPUHIUIIB (POPMYBaHHS 1 MPOBEACHHS TaKOi
MOJITUKKH B YCIX cdepax >KUTTEAISUIBHOCTI 0COOM, CYCHIJILCTBA Ta JEp>KaBH
(comianpHINA, TMOJMITAYHIA, EKOHOMIYHINA, BIHCHKOBIM, €KOJIOT1YHIA, HAayKOBO-
TEXHOJIOT1UHIM, 1H(OPMAIIIAHIA TOIIO) 1 CIYXUTH TMIJACTaBOIO JJisi CTBOPEHHS
nporpam po3BUTKYy cepu T3I.

Takoxx y 3araJpbHUX TIOJOKEHHSX KOHIEMIl Bu3HaueHo, 1o T3I - me
JUSJIBHICTh, CIpPSIMOBaHAa Ha 3a0€3MEUYCHHSI 1HXKEHEPHO-TEXHIYHUMH 3aXOJaMu
MOPSAKY JOCTYIY, LUIICHOCTI Ta JOCTYHNHOCTI (YHEMOXJIHMBJICHHS OJOKYBaHHS)
iH(popMarlli, Ika CTaHOBUTH JEPKaBHY Ta 1HIIY INepeAdadyeHy 3aKOHOM Ta€EMHUIIIO,
KOH(QiaeHIMHOT 1HQOopMaIllli, a TaKoX IIJIICHOCTI Ta JOCTYMHOCTI BIAKPUTOl
1H(popMaIii, BaXJIUBOI 1151 0COOH, CYCIIILCTBA 1 IEP>KABH.

[TokazaHno, 110 3pocTaHHs 3arpo3 s 1HdopMarlii, cipuduHeHe Jidepani3aiicro
CYyCNUIBHMX Ta MIDKACP)KaBHUX BIJIHOCHMH, KPU30BUM CTAHOM E€KOHOMIKH,
3aCTOCYBaHHSAM TEXHIUYHUX 3aco0iB 0OpoOseHHs iH(opmaliii Ta 3aco0iB 3B'S3KY
1HO3€MHOT'O0 BHUPOOHUIITBA, TOIIUPEHHSM 3aC001B HECAHKIIIOHOBAHOTO JIOCTYIY JI0
iH(pOopMaIlii Ta BIUIMBY Ha Hel, BU3HAYA€ HEOOX1IHICTh pO3BUTKY T3I.

Buznaueno, mo Hanpsmu po3BUTKy T3] 00yMOBIIOIOTBCS HEOOXITHICTIO
CBOEYACHOTO BXKUTTA 3aXOJIB, aJIEKBaTHUX Maciutadam 3arpo3 Juis iHpopmaiii, 1
IPYHTYIOTBhCSI Ha 3acajax MpPaBOBOi JEMOKPATHYHOI JEepXKaBU BIJIMOBIAHO 0 TpaB
cyO0'ekTiB iH()OpMALIHHUX BIJHOCHH HA JOCTYI A0 1HPOpMaLli Ta ii 3aXUCT.

[Ipu npomy npuBeneHHs iHPopMaLIfHUX BiTHOCUH y cdepi T31 y BIANOBIAHICTH
3 MDKHapOJHHMH CTaHAApTaMH CIPUSTUME CTAaHOBJICHHIO YKpaiHU y CBITI SK
JIEMOKPaTUYHOI IPaBOBOI IEPIKABHU.

VY posznimi 11 konmeniii «3arpo3u Oe3nerni iHGopmalli Ta cTaH il TEXHIYHOTO
3aXUCTY» IOKa3aHO, IO BIPOBAIKEHHS B YCI CPEpU KUTTEAISUIBHOCTI 0COOM,
CyCIUJIbCTBA Ta JepKaBu 1HOOPMAIIIHHUX TEXHOJOTIM 3YMOBWJIO TOIIMPEHHS
BEIIMKNX MacuBiB iH(pOpMaIlii B 00YMCIIOBAILHUX Ta 1HGOPMAIIHIX Mepexax Ha
3HAYHUX TEPUTOPIAX. 3a BIJICYTHOCTI BITYHU3ZHSIHUX KOHKYPEHTOCIPOMOXKHUX
iH(OpMAIIHHUX TEXHOJIOTIA HAJA€ThCS IMepeBara TEXHIYHUM 3aco0aM 0OpoOJIeHHS
iHdopmariii Ta 3acobam 3B'SA3Ky 1HO3EMHOTO Ta CIUIBHOTO BUPOOHUIITBA, SIKI
31e01IpIIoro He 3abe3neuyroTh 3axucT iHdopmanii. KomyHikaniline oOnaaHaHHS
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1HO3€MHOI'0 BUPOOHMIITBA, K€ BUKOPUCTOBYETHCA Yy MeEpekax 3B's3Ky, mependavae
JTUCTAHIIMHUN AOCTYN 10 WOro amapaTHUX Ta MPOrpaMHUX 3aco0iB, y TOMY YHUCII 3-
3a KOpPJIOHY, IO CTBOPIOE YMOBHM [Jisi HECAHKI[IOHOBAaHOrO BIUIMBY Ha IX
(YHKITIOHYBaHHSI 1 KOHTPOJIIO 3a OpraHi3aIll€lo 3B'A3Ky Ta 3MICTOM IOBIJIOMJIEHD, SKi
ePECUIIaI0ThCSI.

[Iporpec y pi3HUX Tally3gX HAYKH 1 TEXHIKA MPU3BIB 0 CTBOPEHHS KOMIIAKTHUX
Ta BUCOKOC(HEKTHBHUX TEXHIYHHX 3aco0iB, 3a JOMOMOTOIO0 SKUX MOXHa JIETKO
MITKITI0YATACS IO JIHIA TEJIeKOMYHIKAIli Ta PI3HOMaHITHMX TEXHIYHUX 3aco0iB
o0poOnenHst iH(opMaIii BITYM3HAHOTO Ta 1HO3EMHOTO BHUPOOHHIITBA 3 METOIO
3M00yBaHHS, TEPECWIAHHS Ta aHAII3y PO3BIMYyBadbHUX maHWX. [l 1Iboro MOXKeE
BUKOPHCTOBYBaTUCh amaparypa pajio, pagioTeXHIYHOI, eJIeKTPOHHO-ONTHYHOI,
pamio-TeIIOBOi, aKyCTUYHOI, XIMIYHOi, MAarHITOMETPUYHOI, CeHCMIYHOi Ta
pamiariiHoi po3BiIOK.

3a TakMX yMOB CTBOPUJIUCSI MOIIMBOCTI 6UMOKY IHopmauii, nopyuienna iy
yinicnocmi ta 6n0Kyeanna. Butik iHpopMallii, ika CTAaHOBUTH JIEPKABHY Ta 1HIIY
nepeadayeHy 3aKOHOM TAEMHHMINO, KOHGIAEHIIHHOT 1H(pOpMaIlii, 110 € BJIACHICTIO
JIEp>KaBH, - 11 OJIHA 3 OCHOBHUX MOXJIMBHUX 3arpo3 HaI[lOHAJIbHIH Oe3mneni YKpaiHu B
iHdopmariitHii chepi. 3arpo3u 6e3nerri iHGopmarllii B YKpaini 3yMOBIICHI:

- HE BMBAXXCHICTIO JIEPKABHO1 MOJITUKUA B raixy3i 1HQOpMaLIHHUX TEXHOJIOTIH,
0 MOXE MPHU3BECTH 10 OE3KOHTPOJBHOTO Ta HEMPAaBOMOYHOIO JOCTYIY MO
1H(popMarlii Ta i BUKOPUCTAHHS;

- JISUTBHICTIO 1HIIMX JE€pKaB, CHOPSIMOBAaHOK Ha OJEpKaHHS IEepeBard B
30BHIIIHBOIMOIITHYHIN, EKOHOMIUHIH, BINCHKOBIN Ta 1HIIMX cdepax;

- HEJIOCKOHAJICTIO OpraHi3auli B YKpaiHI MDKHAPOAHUX BUCTaBOK amapaTypu
pPI3HOrO MpU3HAUYEHHA (OCOOJIMBO TMEpPECYyBHUX) Ta 3aXOAIB  €KOJOTIYHOTO
MOHITOPUHTY, W0 MOX€ BHUKOPHUCTOBYBAaTHUCA A 3100yBaHHS 1H(pOpMAaILii
PO3BIIyBaJILHOTO XapaKTepy;

- 3JIOYUHHOIO  JIISTBHICTIO, CHPSIMOBAaHOK) HAa TIPOTHU3AKOHHE OJEpKAHHS
iHdopMarlli 3 METOK JOCATHEHHS MarepiadbHOi BUTOAM a00 HAHECEHHS IIKOIU
IOpUIUIHUM Y1 (PI3UIHUM 0co0aM;

- BUKOPUCTAHHSM 1H(GOPMAIIHIX TEXHOJIOT1H HU3BKOTO PIBHS, 1110 MPU3BOINUTH
70 BIPOBAPKCHHS HEJOCKOHAIMX TEXHIYHUX 3aco0IB 13 3aXHMCTOM 1H(opMaIii,
3aco01B KOHTpoJTO 3a eekTuBHICTIO T3I Ta 3aco61B T3 (maii - 3acobu 3a0e3nedueHHs
T3I);

- HEJOCTaTHICTIO JOKyMeHTaulli Ha 3acobu 3abe3nedeHHs T3l 1HO3eMHOro
BUPOOHUIITBA, a TAKOXK HU3BKOIO KBaMi(iKaIl€l0 TEXHIYHOTO nepcoHany y cdepi T3I.

Cman T3I 3yMOBIIOETHCS:

- HEJOCKOHAJICTIO MTPaBOBOT0O PETyJIOBaHHSA B iH(GOpMAaIliitHIi cdepi, 30KkpeMa
y cdepl 3axucTy TaeMHHIb (KpiM JepKaBHOI), KOH(IIEHUIHHOI 1HpopMalii Ta
BIAKpHUTOI 1H(OpMAITii, BAXKIUBOI 1711 OCOOH, CYCITUTLCTBA Ta JACPKaBH;

- HEJOCTATHICTIO HOPMATHUBHO-TIPABOBUX AKTIB 1 HOPMATHUBHUX JTOKYMEHTIB 3
IUTaHb TPOBEICHHS JOCIHIKCHb, PO3POOJICHHS Ta BHUPOOHMIITBA 3aco0iB
3a0e3mneuenns T3I;

- HE3aBEPIICHICTIO CTBOPEHHS cHUCTeMH cepTudikalli 3aco0iB 3a0e3meueHHs
T3I;

-  HEJOCKOHAJICTIO CUCTEMU aTecTallli Ha BiAmoBigHICTh BUMoraM 131 00'ekTiB,
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poboTa SIKKX MOB'sA3aHa 3 1H(HOPMAIII€TO, IO MIJIATa€ TEXHIYHOMY 3aXHUCTY;

- HEJOCTATHBOK Y3TO/PKEHICTI0O YMHHUX B YKpaiHi HOPMAaTHBHO-TIPABOBUX
aKTIB Ta HOPMATUBHUX JOKYMEHTIB 3 MUTaHb T3] 3 BiAMOBIAHUMU MIKHAPOIHUMHU
JIOrOBOpaMu Y KpaiHu.

VY poznum I xonnenuii «Cuctema T3I» Bu3HaueHo, mo cucmema 131 - ye
CYKYnHicmb cyb'exmis, 00'€OHaHUX Yinamu ma 3A80AHHAMU 3axucmy iHgopmayii
[HOHCEHEPHO-MEXHIYHUMU 3aX00amMu (0ani - Op2aHi3ayiiuni CMpyKmypu), HOpMamueHo-
npagosa ma mamepianbHo-mexHiyHa 6asa.

3a3HadyeHo, MO0 TPaBOBYy OCHOBY 3abe3medeHHs T3] B VYkpaiHi CTaHOBISTH
Kouctutyuis VYkpainu, 3akonu VYxkpainum «lIpo indopmarnio», «lIpo 3axuct
iHpopMmarlii B aBTOMaTU30BaHUX cucTteMax», «lIpo gepxkaBHy TaeMHuuio», «IIpo
HAyKOBO-TEXHIYHY 1HQOpMAIliIO», 1HIII HOPMATUBHO-NIPABOBI aKTH, a TaKOX
MDKHApPOJIHI JOTOBOPU Y KpaiHH, IO CTOCYIOThes chepu iHHOpMaLIHHUX BITHOCHH.

[Tpunnunamu GopmyBaHHS 1 IPOBEICHHA JepkaBHOI moMiTHKA y cepi T31 e:

- JoJiep>KaHHs OanaHCy 1HTEpeciB 0coOHU, CYCHIIbCTBA Ta JIEPKABU, X B3a€MHA
BIMOB1JAJIbHICTD;

- eAHICTh miaxomiB A0 3abe3nedeHHs T3I, ski BU3HAYAlIOTBCA 3arpo3aMu
6esreri iHGopMallii Ta peKUMOM JTOCTYITY 0 HEf;

- KOMIUIEKCHICTb, TOBHOTA Ta Oe3nepepBHICTh 3axoAiB T3I;

- BIAKPUTICTh HOPMAaTHBHO-NIPABOBHMX aKTIB T4 HOPMAaTHUBHUX JOKYMEHTIB 3
nutanb T3, skl HEe MICTSITh B1IOMOCTEH, 110 CTAHOBJIATH J€pP KaBHY TAEMHUIIIO;

- Y3rO/KE€HICTh HOPMATHUBHO-IPABOBUX AKTIB Ta HOPMATHBHUX JOKYMEHTIB 3
nutadb T31 3 BIANOBIAHUMYU MIXKHAPOJHUMU JOTOBOPAMH Y KpaiHH;

- 00OB'I3KOBICTH 3aXMUCTY 1HXXEHEPHO-TEXHIYHMMH 3axoAamu 1HQopMalii, sKa
CTAHOBUTH JACP)KABHY Ta IHIIY TepeadadeHy 3aKOHOM TAa€MHUIIO, KOH(IIEHIIMHOT
iH(dopMarli, 10 € BJACHICTIO JEp)KaBW, BIAKPUTOI 1H(POpMaLi, BaKIUBOI JIs
JIEp’KaBH, HE3QJIEKHO BiJ TOro, Je 3a3HaueHa 1HGOpMaIls MUPKYIIOE, a TaKOX
BIIKpHUTOI 1H(GOpMaIlii, BaXKJIUBOI JJI1 0COOM Ta CYCITUIBCTBA, SKIIO I iH(QOpMaIris
IUPKYJIIOE B OpraHax JepKaBHOI BJaJd Ta OpPraHax MICIEBOTO CaMOBPSIYBaHHS,
HarmionanpHiit akagemii Hayk, 30poiiHux Cuiax, HIIUX BIMCHKOBUX (DOpMYyBaHHSX,
opraHax BHYTPIIIHIX CIIPaB, Ha JEPKABHUX MIAMPUEMCTBAX, B IEPKABHUX YCTAHOBAX
1 opranizamisx (fgami - Aep>KaBHI OpraHH, MiAMPUEMCTBA, YCTAHOBHU 1 OpraHizaiiii);

- BUKOHAHHS Ha BJIACHUHU po3cya cyO'ekTamu 1H(POpMALIHHUX BIAHOCUH BUMOT
II0JI0 TEXHIYHOI'O 3aXMCTy KOH(]iAEeHIITHOI 1H(dopMallii, 110 HE HAJEKUTH JEpPKaBi,
Ta BIAKpUTOI 1H(OpMaIlli, BaXKIMUBOI JJIi OCOOM Ta CYCHUIbCTBA, SIKIIO OCTaHHS
LHUPKYJIIOE 11032 MEXAMHU JIepKaBHUX OPraHiB, MIANPUEMCTB, YCTAHOB 1 OpraHi3allii;

- TMOKJIaJI€HHs BIANOBILAAIBHOCTI 3a (pOopMyBaHHS Ta peainizaliio Jep:KaBHOI
nomtuku y cdepi T3] Ha cnemianbHO YNOBHOBAKEHWM UEHTPAJIbHUI Oprax
BHKOHABYO]1 BJIaJu;

- 1epapxiuHiCTh TOOYJOBM OpTraHi3aliiHuX CTpyKTyp cuctemu T3 Ta
KEPIBHUIITBO 1X ISUTBHICTIO Yy MeXaxX TOBHOBa)XCHb, BU3HAUYCHUX HOPMATHBHO-
MPaBOBUMHU aKTaMH;

- METOJWYHE KEPIBHUIITBO CHEIladbHO YHIOBHOBAXCHUM  IICHTPATHLHUM
opraHoM BHKOHaBYOi Biaau y chepi T3] misUTbHICTIO OpraHi3alliiHUX CTPYKTYP
cucremu T3I;

- CKOOPAMHOBAHICTh M1 Ta PO3MEXKYBaHHS cep MIsUIbHOCTI OpraHizaliiHux
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cTpyktyp cucteMu T3l 3 1HIIMMHM cucTeMaMu 3aXHUCTy 1HGOpMallii Ta CUCTEMaMU
3abe3rneueHHs 1H(OopMalIiitHOT Ta HAIlIOHAJIBLHOI Oe3MeKH;

- (¢inadcoBa 3abesneueHicTh cuctemu T3l 3a paxyHok Jlep>kaBHOTO OHOIKETY
VYkpainu, Oromxery ABToHOMHOI PecryOniku KpuM, MiciieBuX OOKETIB Ta 1HIIUX
JOKeped.

OcHoBHUMU (DYHKIIISIMU opraHizamitHuX cTpykTyp cuctemu T31 e:

- ominka crtany T3I B neprkaBi, BU3HAYCHHS MPIOPUTETHUX HAMPSIMIB HOTO
PO3BUTKY;

- PO3BUTOK MPABOBUX 3acaj]l yAOCKOHaJIeHHs cuctemu T3I;

- BUSIBJICHHS Ta MPOTHO3YBaHHs 3arpo3 Oesmneni iHdopmaiii,

- 3a0e3MeueHHs] 1HKEHEPHO-TEXHIYHUMHU 3aXO0JaMU 3axXUCTy iHQopmarlii, 1o
MJISTa€ TEXHIYHOMY 3aXHUCTY;

-ctBopeHHs ymoB it T3I, mio 3xilicHIOeThCS CyO'ekTamu iHGOpMAIIHHUX
BIJTHOCUH Ha BJIACHUM PO3CY/;

- ¢opmyBaHHSI Ta 3a0e3MleUeHHs peanizamii JACp)KaBHOI MOJITHKHA IIOAO
CTBOPEHHSI Ta BIPOBAKEHHS BITUM3HIHUX 3ac001B 3a0e3neueHus T31;

- CTBOPEHHSI HAIllOHAJIBHOI CHCTEMH CTaHJapTHU3allii Ta HOpMyBaHHS y cdepi
T3I;

- oprasizaiisa GyHIaMEHTAIbHUX 1 MPUKIATHUX HAYKOBO-IOCIITHUX POOIT Ta
po3pobok y chepi T3I;

- 3a0€3MeYeHHs] B3a€MO/Ili opraHizamiiHuxX cTpyktyp cuctemu T3I 3 iHmMMH
CUCTeMaMH 3axHUCTy 1HQopmarllii Ta cucreMamu 3abe3neueHHs 1HPOpMaIiiHOI Ta
HaI[lIOHAJILHOI OC3MEeKN;

- Oprasi3aiis CTBOPEHHs Ta BUKOHAHHS mporpam po3BuTKy T3I;

- 3a0e31e4eHHsI JIIEH3YBaHH MIIITPUEMHHIIBKOT A1sIbHOCTI B cepi T3I;

- OpraHizailii KOHTPOJIIO 3a SIKICTIO 3ac00iB 3a0e3mneueHHs T3] nuisixom ix
ceprudikariii;

- Oprasizaifis KOHTPOJIIO 3a BiAmoBigHICTIO BUMoram T3l 00'ekTiB, MisUTHHICTH
AKUX TIOB'I3aHa 3 1HGOpPMAIIEI0, IO MIAIATAE TEXHIYHOMY 3aXHUCTy, IMIJITXOM iX
aTecTarlii;

- oprasizarliss KoHTpoiro 3a edektuBHICTIO T3] Ha 00'ekTax, AISIBHICTH SKUX

noB'si3aHa 3 1H(OpPMAITI€TO, 10 MIISITa€ TEXHIYHOMY 3aXHUCTY;

- 3a0e3rneyeHHs NiAroToBKH (PaxiBIiB 11t podoTu y chepi T3I;

- CHPUSIHHS 3aJTy4CHHIO 1THBECTHIIIN 1 BITYUU3HSHOTO TOBAPOBUPOOHUKA Y cPepy
T3I;

- Oprasizanis MibKHapogHoro cmiBpoOiTHuLTBa B cdepi T3I, mpeacraBneHHs
1HTEepeciB YKpaiHu y BIANOBIAHUX MI)KHAPOJIHUX OpraHi3alisX;

-3a0e3nedeHHs1 (kaapoBe, (iHAHCOBE, HOPMAaTUBHE, MaTepiaibHO-TEXHIUHE,
iHdopMaliiiHe TOIIO) KUTTEMISUIBHOCTI CKJIAJIOBUX OpraHi3alliiHUX CTPYKTYp
cuctemu T3

Poznin IV konneniii BuU3Ha4a€ OCHOBHI HANpPsSMH JEP>KaBHOI MOJITUKHU Yy cdepi
T31. 3okpema y HbOMy TIPUITHSATO, 10 JepkaBHA moiiTuka y chepi T3] Bu3HauaeThes
MPIOPUTETHICTIO HAIIOHAJTBLHUX 1HTEPECIB, MA€ Ha METI YHEMOXKIIMBIICHHS peai3altii
3arpo3 s iHGopmallii Ta 3IIHCHIOETHCS IIUISXOM BHUKOHAHHS IIOJIOXKCHB ITI€l
Konnemniii, a Takox mporpam po3Butky T3l Ta OKpeMUX MPOEKTIB.

OcHOBHUMU Hanpamamu oeprcasnoi noaimuku y cghepi T31 €:
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- HOpPMAaTUBHO-TIPABOBE 3a0€3MEeYEHHS:

- YIAOCKOHAJICHHSI YUHHUX Ta CTBOPEHHS HOBUX HOPMATHBHO-NPABOBHMX AaKTIB
11010 3aXKUCTy 1H(DOpMallii, Ika CTAaHOBUTH JIEP>KaBHY Ta 1HIIY NepeadayeHy 3aKOHOM
TaEMHHUITI0, KOH(IICHITIITHOT 1H(pOopMalIii, 110 HaJIeKUTh JIepPKaBi;

- pO3poOJIEHHS HOPMATHBHO-TIPABOBUX aKTIB MO0 3aXHUCTY BIAKPHUTOI
1H(opMarlii, BaXKIUBOI 11 0COOU, CYCIIIIbCTBA Ta JACPIKaBH;

- YIOCKOHAJICHHS MPABOBUX MEXaHI3MiB opraH13au1HH0r0 3abe3neuenns T3I;

- Y/IOCKOHAJIEHHs HOPMATHBHO-TIPABOBHX aKTiB 10O YyMOB 1 TMpaBUI
pOBaKeHHS JisIbHOCTI Y chepi T3,

- pO3pOOJICHHS HOPMATUBHO-TIPABOBUX aKTIB IIOAO BH3HAYCHHS CTaTyCy
rosioBHO1 y cepi T3, ronoBaux (6a3oBux) 3a Hanpsmamu 131 opraHizariiii;

- YIOCKOHAJCHHS HOPMAaTHBHO-TIPABOBUX AKTIB OO 3MIMCHEHHS KOHTPOJIIO
3a IMIIOPTOM 3 METOI0 BIPOBA/KEHHS B YKpaiHi 1HO3eMHUX 1H(GOpMAaIiiHUX
TEXHOJIOT1H 3 3aXUCTOM iH(popMallii Ta 3aco0iB 3abe3neueHHs T31;

- po3poOJeHHS HOPMATUBHUX JIOKYMEHTIB 3 MUTaHb OPMYBaHHS Ta PO3BUTKY
MOJIeJTi 3arpo3 AJid iHpopMallii;

- po3poOJIeHHST HOPMATHUBHUX JOKYMEHTIB 3 MHUTaHb cepTudikaiii 3aco0iB
3abe3neuenns T3 Ta arecrarii Ha BinoBiAHICTS BUMoram T3I o0'ekTiB, poboTa IKUX
MoB'sA3aHa 3 1H(OPMAIli€rO0, IO MIJISTaE TEXHIYHOMY 3aXHUCTY;

- YIOCKOHAQJICHHSI YMHHUX Ta PO3POOJICHHS HOBHX HOPMATUBHUX JIOKYMEHTIB 3
nutanb T3I:

- 'y 3acobax oOOYHCITIOBAJIbHOI TEXHIKHM, B AaBTOMAaTH30BaHUX CHUCTEMaX,
OpPITEXHIL, Mepexax 3B'A3KYy, KOMI'IOTEPHUX MeEpekax Ta MPUMILIEHHAX, [I€
LHUPKYIIOE 1HGOpMAaLlis, 0 TIAJIATa€ TEXHIYHOMY 3aXHUCTY;

- II1J1 Yac CTBOPEHHS, EKCILTyaTallil Ta yTUii3allii 3pa3KiB 030pO€Hb, BIHCHKOBOI
Ta cHeIiaJbHOI TEXHIKU;

- MO Yac TPOEKTyBaHHS, OyMIBHUIITBA 1 PEKOHCTPYKIi BiCHKOBO-
IIPOMUCJIOBUX, €KOJIOTTYHO HEOS3MEUHUX Ta 1HIINX 0COOJIMBO BaXKIMBHUX 00'EKTIB;

- oprasizaliiHe 3a0e3eUeHHS:

- 3abesrneueHHs1 cTBOpeHHs miapo3auniB T3l B opranax aep:kaBHOI Biaaud Ta
opraHax MiCIIEBOTO CaMOBPSAYBaHHS, akajeMisx Hayk, 30poiHux Cuiax, 1HIIMX
BIMCHKOBUX (HOPMYBAHHSX, OpPraHax BHYTPIIIHIX CHpaB, HA MIANPUEMCTBAX, B
yCTaHOBaX 1 Oprasi3amisix BCiX (OpM BIIACHOCTI, MISUTBHICTH SKHX TIOB's3aHa 3
iH(OpMaIti€ro, MO MiISITaeE TEXHIYHOMY 3aXHUCTY;

- cTBOpeHHs royioBHOI y cdepi T3I, ronoBHux (0a3oBux) 3a Hampsimamu T3
opraHizailiif, a Takox Jjabopatopiii cuctemu ceprudikaiii 3aco0iB 3abe3reueHHs
T3I;

- MIArOTOBKA KajapiB A pobotu y chepi T3I;

- 3ajydyeHHs N0 po3B's3aHHA 1poOseM T3] BITUM3HSHMX BYEHUX Ta
BHCOKOKBaTi(hiKOBAHHUX CIICIIIATICTIB;

- PO3BHUTOK MDKHAPOAHOTO CriBpoOiTHUIITBA B chepi T3I;

- HAYKOBO-TEXHIYHA Ta BUPOOHHMYA JISITHHICTS:

- MOHITOPUHI 1 ouiHka crtaHy T3I, miaroroBka aHamMITUYHUX MaTepiajiB i
MIPOTIO3HIIIH IIOA0 CTpATETii HOTO PO3BUTKY;

- CTBOpEHHS 1H(}OpMaIIHHO-aHATITUYHUX MOJIeNel 3arpo3 s ingopmarii Ta

MCTOJOJIOr 1X IIPOTrHO3YBAHHA,
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- OOrpyHTYBaHHS KPUTEPIiB Ta MOKa3HUKIB piBHIB T3I;

- CTBOPEHHS METOJOJIOTIi CHHTE3y CHCTeM 0araTopiBHEBOTO 3aXHCTy
iHopmMmariii, ajexkBaTHUX MaciiTabaM 3arpo3 Oesmerl 1H@opmalli Ta peXUMy
IOCTYITY J10 HET;

- CTBOPEHHS METOJOJIOTIi, TPU3HAYCHOI JJs BU3HAYCHHS 3HIDKCHHS
e(hEeKTUBHOCTI MPOAYKIIii, 3yMOBJICHOI BUTOKOM 1H(opMaIlli po Hel, HOpyIIeHHIM i1
IUTICHOCTI 4M OJIOKYBaHHSM, Ta METOJI0JIOT1i 00rpyHTYyBaHHS 3ax0/iB T31;

- CHCTEMHE 1 ImoeTamHe po3poOJIeHHs cydacHUX 3aco0iB 3a0e3neueHHs T31;

- TpiOpUTETHE CTBOpPEHHS BITYM3HSHUX KOHKYPEHTOCTIPOMOXKHHUX
1HGOpMaIIHHUX TEXHOJIOTIN Ta PO3BUTOK BUPOOHHUIITBA 3ac001B 3abe3neuenns T3

- CTBOpPEHHA yMOB i 3a0e3meueHHs ronoBHOI y cdepi T3I, romoBHux
(6azoBux) 3a Hampsmamu T3] opranmizamiif, a TakoX Jnaboparopiii cuctemu
ceptudikarii 3acob6iB 3a0e3neueHHs T3] HayKkoBUM, KOHTPOJIBbHO-BUMIPIOBATLHUM,
BUMPOOYBAJILHUM Ta BUPOOHUYHMM 0OJIaTHAHHSIM.

[TepmoueproBuMu 3axoaMu 1010 peatizallii aep:xaBHoi noiituku y chepi T3I

- CTBOpPEHHS MPaBOBUX 3acaj peanizanii aep>kaBHOi momituku y cdepi T3I,
BU3HAYCHHS TOCIIIOBHOCTI Ta TMOPSAKY PO3POOJICHHS BIAMOBIIHUX HOPMATHBHO-
MIPaBOBUX AKTIB;

- BHU3HAUEHHS TIEPCICKTUBHUX  HAMPSAMIB  PO3POOJICHHS  HOPMATHBHUX
JOKYMEHTIB 3 nuTaHb T3] Ha OCHOBI aHami3y CTaHy BIJNOBIAHOI BITUMU3HSHOI Ta
3apyOI’KHOI ~ HOpMAaTUBHOI  0a3W, PpO3pOOJICHHS  3a3HAYEHUX  HOPMATHUBHUX
TOKYMEHTIB;

- BU3HAYEHHS HOMEHKJIATYpH BITYM3HAHHUX 3aCO01B OOUMCIIIOBAIBHOI TEXHIKU
Ta 0a30BOro MPOrpamMHOro 3a0e3MeyYeHHs, OPITEXHIKHU, OOJaJHAHHSI MEpPEeX 3B'A3KY,
MPU3HAYEHUX I 00poOIIeHHs 1H(pOpMallii 3 0OMEXEHUM JOCTYINOM 1HIIMX 3ac001B
3abe3neuendss T3I B opranax pgepaBHOiI BJIaAM Ta oOpraHax MiCIIEBOTO
camMoBpsiAyBaHHs, HamioHnanpHili akajgemii Hayk, 30podHux Cunax, I1HIIUX
BIMICHhKOBUX ()OPMYBaHHSIX, OpraHaxX BHYTPIIIHIX CIIPaB;

- HaJaroJpKEHHS 3T1IHO 3 BU3HAYEHOK HOMEHKJIATYPOIO BUPOOHMIITBA 3aCO0IB
OOYHCITIOBAJILHOT TEXHIKM Ta 0a30BOr0 MPOTPaMHOTO 3a0e3MeUYeHHsS, OPITEeXHIKH,
oOnagHaHHS MEpeX 3B'SI3KY 13 3aXUCTOM 1H(OpMAIlii, 1HITUX BITYU3HSIHUX 3aCO0IB
3a0e3mneucHus T3I;

- 3aBEpILECHHS CTBOPEHHS Ta PO3BUTOK CUCTEMU cepTU(]IKallii BITYM3HAHUX Ta
3aKOpAOHHUX 3ac001B 3a0e3neuenns T31;

- BHM3HaueHHs peanbHuX MnoTped cuctemu T3I y (axiBusgX, pO3BUTOK Ta
BJIOCKOHAQJICHHSI CUCTEMH MIATOTOBKH, MEPEMNiArOTOBKU Ta MiABUIIECHHS KBaidikarii
(axiBuiB 3 nutanb T31.

3Hauymiicth 3a0e3nedeHHs T31, HOro HayKOeMHICTh BUMAarae KOHIIEHTpallii
3yCHJIb HAyKOBO-TEXHIYHOTO Ta BHPOOHMYOIrO TMOTEHIIAy MIHICTEPCTB, I1HIINX
IEHTPAJIbHUX OPTaHiB BUKOHABYOI BJIAJIM, aKaJIeMiil HayK.

Cning nomatu, Mo OJHOYACHO 3 CTBOPEHHSM MPABOBUX Ta OpraHi3aIliiHUX OCHOB
T31 Oynu cTBOpeH1 MpaBOBI Ta OpraHi3alliiiHi OCHOBU KPUNTOTPa(iqHOTO 3aXHCTY
iH(bOopMmaIrii.

VY tpaBui 1998 p. npuiinaro Yka3 [Ipesunenta Yipainu “IIpo Ilomoxxenns mpo
MOPSIIOK  3[1MCHEHHA KpunTorpadiyHoro 3axucty 1HQopmanii B Ykpaini”
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(BIZMOBIIHO, CaMe MOJIOKEHHS 0YyJIO MIITOTOBJICHO JICIO PaHiIe).

Y munni 2002 poxky Oy mnpuiiHsaTuii 3akoH Ykpainu «IIpo HarionaneHy
cucteMy KOH(]ifeHIIMHOro 3B'si3Ky», y ciudi 2003 p. HagaHO pO3MOPSIHKEHHS
IIpesuaenta VYkpainm «[lpo 3axoau 100  3a0e3MedYeHHS  PO3BUTKY 1
¢dbyukiionyBanHs HarioHanbHOT cucTeMu KOH(IICHIIIMHOTO 3B'SI3KY», 3 TOPYYECHHIM
IIpesuaenta Kabinety MiHICTpIB 111010 MPAKTUYHOI OpraHi3allii TaKoi CUCTEMHU.

OCHOBHI IPUHIUITN, HOPMU Ta MOJIOKEHHS MPUIHATHX 3aKOHIB Ta MiJ3aKOHHUX
aKTIB BIAMOBIJAIOTH 3arajbHOMPUUHITUM MIKHApPOJHO-TIPABOBUM CTaHIApTaM, B
TOMY YHCIl MUKHAPOJIHUM KOHBEHI[ISIM 3 TIPaB JIIOIUHHU.

Takum ymHOM, OyNO 3aKJIaAeHO OCHOBHI Tpamuilii iH(opMmaIiiHoi Oe3neKku
VYxpainu. [logansmuii po3BUTOK 1i€i cepu AepkaBHOTO OyAIBHUIITBA BUMaraTume
YAOCKOHAJICHHS 1H(PACTPYKTYpH 3axXHCTy iH(oOpMaIlii Ta 3aKOHIB 1 YHCICHHUX
MiJ3aKOHHUX aKTIB Ta HOPMATUBHHUX JOKYMEHTIB, SKHUMH PETIaMEHTYEThCS
TUSJIBHICTh I11€1  1HQPACTPYKTypH, a TaKOX diSUTbHICTh OpraHiB JIePKaBHOTO
yIpaBIIiHHS, YCTAHOB Ta OpraHizailiil HayKd ¥ BUPOOHHUIITBA, SIKI BUKOPUCTOBYIOTH Y
CBOIH AISUTBHOCTI 1HPOPMAILIIIO 3 0OMEKEHUM JTOCTYIIOM.

Ha Tenepimmniii yac B Ykpaini po3po0J€HO OCHOBHa MpaBOBa Ta HOpPMAaTHBHA
0a3a, Ta cTBOpeHa IH(QPACTPyKTypa, IO Mae 3a0e3MeYUTH HaAIMHUN 3aXHCT
iH(popMaIi y nepxasi.

Pa3zoMm 3 TuM citi mam’sTaTH, IO TEXHIYHI CIIOCOOM HECAHKI[IOHOBAHOTO 3HATTS
iHdopmalii Ta 3aco0M MPOTHIIL [HMM HPOTUIPABHUM [IIM 3HAXOIATHCS Y
MOCTIHHOMY PO3BUTKY.

3BakarouM Ha Lel Oe3nepepBHUIl PO3BUTOK Ta MOCTIMHY 1HQOpMALITHY
00poTHOyY, 110 CKJIaJla€ OJWH 3 BAXJIMBUX E€JIEMEHTIB Cy4acHOI1 CBITOBOi MOJIITHUKH,
IUTsl 3a0€3MEeUEHHs CBO€ET HE3aNIEKHOCTI YKpaiHi HEOOXITHO 1 Jail yIOCKOHAJIIOBAaTH
Ta PO3BUBATHU SIK MPABOBI 3acajy (B TOMY YMCI i MIKHAPOJIHI), TaK 1 CTPYKTYpHY ©
TEeXHIYHY CKJIaJIOBY 1H(GOPMAIIIHOT Oe3meKu.

Xin podorn

1. O3HaifloMHUTHCS 3 TECOPETUYHUMHU MaTepiaaMH MO TEMI.

2. IlpoanamizyBatu, sKy poab Yy 3a0e3nedeHHi iHopmarliitHoi Oe3nexu
nepskaBu Bifirpae JlepskaBHa ciry>k0a CremiaibHOTO 3B’SI3KYy Ta 3aXHUCTY 1HQopMaItii
Ykpainu.

3. 3a pe3ynbraramMu poOOTH MIATOTYBATH 3BIT

4. 3poOuTH BUCHOBKH.

KoHTpoJsbHi nMTAaHHSA
1. ITonsATTS cucremu 3a0e3nedeHHs iHpopMalliitHoi Oe3MeKu.
2. Y yomy nosisirae BiIMIHHICTb CUCTEMH 1H(POPMAILIIITHOT O€3MeKH BiJl CUCTEMU
3a0e3nedeHHs iHpopMalliitHoi Oe3nexn?
3. Buznaute MeTy opMyBaHHS CUCTEMU 3a0e3eueHHs iHdopMalliitHoi Oe3meKu.
4. OkpecniTh METOIU 3a0e3neueHHs 1HPopMaIliiiHOT OE3MEeKH.
5. Oxapaktepu3yiite 3a0e3neueHHs iHQopMalliifHOi Oe3neku Ykpainu B cdepi
E€KOHOMIKH.
6. OxapakrepusyiiTe 3a0e3neueHHs iHQopMaliifHOi Oe3meku Ykpainu B cdepi
BHYTPILIHBOI Ta 30BHIIIHBOT HOJITHKH.
7. SIx TmymauuThes 3abe3neueHHs iHGopmaIiiiHoi 6e3nekn YKpaiHu y raimy3i HayKu
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Ta TEXHIKH?
8. Sk MoxKHa OXapakTepu3yBaTH 3a0e3reueHHs HpopMaIiiHOT Oe3reku YKpaiH! y

3arajibHOZIEPYKABHUX 1H(POpMAIIHUX 1 TEJISKOMYHIKALIHHIX CUCTEMAaX?
9. Jlaite BI3HAYEHHS TIOHSTTS «AIpaBO Ha IH(HOPMALIIFOY.

10.
11.
12.

13.

14.

15.

16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
21.
28.
29.

30.

3L

32.
33.

34.
35.
36.

3r.
38.
39.

SIK CIIBBITHOCSITHCS TTOHSTTS «I1PaBO Ha H(OpMAILTiFOy, «iH(pOpMAITikHI IpaBay ?

Ska cTpyKTypa KOHCTUTYILIIMHOTO TpaBa Ha 1HhOpMAIIiio?

Haspith OCHOBHI TpaBa Ta CBOOOMM B IH(pOpPMAIINHIA cdepl, IO 3aAKPIIUTOIOTHCA
Koncturytiero Yipainm.

[Ilo Bu BBawkaere cmimg 3poOWTA jIi CTBOPSHHS HAJIMHOI CHCTEMH 3a0C3ICUCHHS
1H(OpMAITIIHOI Oe3MeKH 1 3aXKCTy H(OpMAaITiHOI cepy CycTIbCTBa?

SIxi 6a30B1 3acay iH(OPMALIHOT OE3MEKH HAILIOL AepykaBy 3aKiIasieHo y crarmix 17,19, 31, 32,
34,50, 57 Ta 64 Koucruryrii Ykpainn?

SIki mpaBOBI OCHOBW 1H(pOPMAITIHOI MISUTFHOCTI 3aKyianeHo y 3akoH Yipainn «IIpo
1HhOpMAITIFO»?

Hapnatite BizHauenns iHdopmartii 3riaHo 31 cT. 1 3akony Yipainu «I Ipo iHbopmartiroy.

SIxi ocHoBHI BUM 1H(popMartii Bi3Ha4atoThCs Y 3akoHl Ykpainu «I Ipo iHdpopmariio»?

Sk momwsieThest iH(opMALTist 32 peXKUMOM JIOCTYITY J10 HEi?

SIK 3A1CHIOETHCS. KOHTPOITB 32 PEXKUMOM JOCTYITY JI0 iH(popMarti?

Sk OIWISIETHCS 32 CBOIM MPABOBUM PEXMMOM 1H(OpMALTist 3 00MEKEHIM JIOCTYIOM?

Ska iH(opMartist BITHOCUTHCS 10 KOH(IICHITIAHOT?

Ska iHdopMmartist He Moxke OyTH KOH(IICHIIHOO?

Ska tH(opMarTist BITHOCUTHCS 10 Ta€EMHOI 1H(opMaryi?

UuM Ta sIK BUBHAYAETHCS H(OpMALTISL, 10 CKIIAIAE AEPYKABHY TAEMHHILIEO?

UM BIBHAYAETHCS CTYTIEHb TAEMHOCTI H(opMalii?

SIi rpudu TaEMHOCTI MOYKYTh HAJIaBaTUCS IH(POPMALTI Ta SIKUH TX TEPMIHH ii?

Slka ipopMarist BXOAUTH 10 IHPOpMALIHUX pecypciB YKpaiHn?

Unm 3a0e3meuyeThest IHPOopMAITiiHNI CyBepEeHITET Y KpaiHu?

Slknit neprkaBHUIA OpraH TPY3HAYCHUM Il 3a0e3redeHHsT (PyHKIIOHYBAHHS 1 PO3BUTKY
HartionansHoi crcremu KoH(IICHITIAHOTO 3B SI3KY ?

ki zaxomu niependavae Kontierist pechopmyBanHs JlepyKaBHOI CITy»KOH CTICIIATBHOTO 3B'S13KY
Ta 3axucTy iHpopmartii YKpaiiu?

Ha 1m0 came cripsiMoByBatrmMeThCst, 3riaHO 3 Konrermiero pedopmyBanHs [lepskaBHOI CIty>KOu
CIICIIATTHOTO 3B'S3KY Ta 3aXMCTy iH(opmaili YKpainu, po3BUTOK HarioHambHOI cructemu
KOH(DITISHITIIHOTO 3BT3KY?

[o sBisie coboro [leprkaBHa cricTema ypsiioBOro 3B's13Ky?

SkuMu HOPMATHBHUMH JIOKyMEHTaMU BH3HAYAETHCSI MOMJIMBICTh 3a0€3MEUEHHS YPSIOBUM
3BSI3KOM KOHKPETHHIX TOCAJIOBUX OCIO JIEpyKaBHMX OpTaHIB, MICIIEBOIO CAMOBDSTyBAHHSI,
T NPUEMCTB, YCTAHOB Ta OpraHi3aliii?

[o sBisie coboro HartioHarsHa crcteMa KOH(IIEHITIHOTO 3B'513KY?

Jlaiite BU3HAUEHHS (perba’ €TePCHKOMY 3B S3KY.

SIki OCHOBHI 3aBIaHHS MPO3ILUTIB YPSZIOBOTO (DETTHT €repchioro 38’s3Ky JleprkaBHOI CITy>KOH
CIIEITIATHHOTO 3B SI3KY Ta 3aXMCTy iHpopMarTi Ykpainn?

Slke Mae ipuzHaveHHs [ lormoBwit 38'30K CTIEIIIATBHOTO TPH3HAYCHHS?

JlaiiTe BI3HAUEHHS paIlO4acTOTHOIO PECypCy.

KM came pozpodrsieTsest [ Inan BUKOpHCTaHHS paTioyacTOTHOTO pecypey Y KpaiHu?

121



CIIMCOK BUKOPUCTAHOI JITEPATYPU

1. Anani3 Bpa3nuBocTeil KopropatuBHUX iH(popManiiaux cucteM / [1.b. Mexen,
FO.M. Tkau, B.M. basunesuu, B.I. I'yp’eB, S.10. YcoB // 3axuct inpopmarii
Ukrainian Information Security Research Journal. — 2018. — Nel. — C. 61-66.

2. Auapism B. 1. [lep>kaBHa moniTHKa: KOHIENTYalbHI aCMEeKTH BHU3HAYCHHS.
Enexrponnnii pecypc. — Pexum JOCTYILY:
http://www.dy.nayka.com.ua/?0p=1&z=626

3. borym B. [ndopmariitna 6e3nexa nepxasu/ Bonogumup borym, Onexcanap
KOnin,;// Ton. pexn. YO. O. IlInak. - K.: "MK-IIpec", 2015. - 432 c.

4, bypsuoxk B. JI. IndopmaniitHuii Ta KiGepmpocTopu: mIpoljeMHu Oe3IeKH,
Meroau Ta 3acodu OopoteOu. [[liapyunuk]. / B. JI. Bypsdok, I''M.I'ynak, B.b.
Tony6xko. — K. : TOB «CIK I'PVIT YKPATHA», 2015. — 449 c.

5. bypsdok, B. JI. Iadopmariiina ta KiGepOesneka: COLIOTEXHIYHUM AaCTeKT:
nigpyunuk / [B. JI. Bypsuok, B. b. Tony6ko, B. O. Xopomiko, C. B. Tomtona]; 3a 3ar.
pen. a-pa TexH. Hayk, podecopa B. b. Tonyoxka. — K.: IVT, 2015.— 288 c.

6. bypsiuok, B. JI. OcHoBu (opmyBaHHS AepkKaBHOI CHUCTEMH KiOepHETHYHOI
oesnexu: Monorpadisa. — K.:HAY, 2013. — 432 c.

7. TCTY CVYIb 1.0/ISO/IEC 27001:2010 Indopmariitai TexHosorii. Metoau
3axucTy. Cucrema ymnpaBiiHHA i1HGopmaliiiHow Oe3nekor. Bumoru. (ISO/IEC
27001:2005, MOD) [EnekTpoHHMil  pecypc] —  Pexum  pmoctymy:
http://www.cbz.com.ua/

8. I'CTY CVIb 2.0/ISO/IEC 27002:2010 Indopmariitni texHosorii. Meroau
3axycTy. 3Bifl TpaBui Ui yhpaeiiHHg 1HpopmariiiiHoto Oesnekoro. (ISO/IEC
27002:2005, MOD) [EnekTpoHHMii  pecypc] —  Pexum JIOCTYILY:
https://web.archive.org/web/20160304091010/http:/www.cbz.com.ua/resources/files/
8510076024d22f2d964df2.pdf

9. loktpuna iHdopmMariiiHoi Oe3nexku Ykpainu [Enextponnuit pecypc]. —
Pexxum noctyny: https://zakon.rada.gov.ua/laws/show/47/2017#Text

10. 3abesneueHHs  iHGopMalliiftHOT  Oe3meku  AepkaBu:  HaBuanbHwMiA
nocionuk / B. b. lynukesuy, 1. P. Omipcekuii, I1. 1. I'apantok, B. C. 3auenuno, A. 1.
[Taptuka. JIsBiB : BugaBuuurso JIbBiBChKOI oniTexHiku, 2017. 204 c.

11. 3akoH Ykpainu «IIpo nepxxkaBHy TaemHuio» Big 21.01.1994 Ne 3855-

XII [ EnmexTpoHHUMit pecypc] — Pexum JIOCTYITY 10 pecypcey:
https://zakon.rada.gov.ua/laws/show/3855-12#Text

12. 3akon Ykpainu «lIpo 3axuct nepconanpuux ganux» Big 01.06.2010 Ne
2297-V1 [EnexTpoHHMit pecypc] — Pexum JOCTYIY:

https://zakon.rada.gov.ua/laws/show/2297-17#Text
13. 3akon VYkpainu «IIpo indopmariro» Big 02.10.1992 Ne 2657-XII

[EnexTpoHHuMii pecypc] — Pexum JOCTYITY:
https://zakon.rada.gov.ua/laws/show/2657-12#Text
14. IBanuenko €.B., IBanuenko I.C., Xopomko B.O., XoxnauoBa

10.€.3a6e3neuenns iHdopmariitHoi 6e3neku aepxaBu €.B. IBandyeHko [ta iH.] ; 3a
pexn. npod. B.O. Xopomika ; Bun-so Har. aBiam. yu-Ty, 2016. 254 c.
15. [ndopmarniitna Oe3neka nepskaBu: miapyunuk / [B.M. Ilerpux. M.M.

122



[Tpucsoxntok., JI.C. Menbhuk Ta 11.]; B 2 T. T. 1./ 3a 3ar. pea. B.B. Octpoyxosa - K.:
JHY «KumxkoBa nanara Ykpainw». 2016. 264 c.

16. Indopmariitna Oe3rieka YkpaiHM B yMOBaxX €BpOIHTETpallii: KOHCIIEKT
nekmi. EnexktponHmit pecypc. — Pexum pocrymy: http:/pidruchniki.com/
1584072028356/politologiya/informatsiyna_bezpeka ukrayini_v_umovah_yevrointe
gratsiyi

17. Kapnenko B. Indopmariitna nomituka ta O6e3neka: miapyyHuk. — Kuis,
2006. -Enextponnuit pecypc. Pexxum JTOCTYMY:
http://ukrlife.org/main/karp/bezpekal5.htm

18. Kmuvuayk O. O. 3abesneuenHs iHGopMaiiiHOi Oe3neku IepKaBu .

nigpyunuk / [O. O. Knumuyk, B. M. Ilerpuk, M. M. IlpucspkHiok Ta iH.] ; 3a 3ar.
pen. O. A. Cemuenka ta B. M. Ilerpuka. — K. : JIHY «KuuxkoBa nanara Ykpainuy,
2015. - 672 c.

19. Kmumuyk O. O. 3aGe3nedenHs iHpopMmaniiHoi O0e3neKkd y MPOBLAHHUX
Kpainax cBity : HaB4. 1moci0. / [O. O. Kiumuyk, JI. C. Mensnuk, B. M. [lanuenko, B.
M. Tletpuk Ta iH.] ; 3a 3ar. pea. B. M. Ilerpuka. — K. : Bug-Bo IC331 HTYVY «KIIl»,
2014. — 260 c.

20. Koucrutymiss Ykpainu: npuitHsata Ha 1sTid cecii BepxoBuoi Panu
VYkpainu 28 uepBHs 1996 p. — K.: [Ipeca Ykpaiuu, 1997. — 80 c.

21. HJ T3I 1.1-002-99 3aranpHi MOJI0KEHHS MO0 3aXUCTy iH(pOpMAIii B
KOMM'IOTEPHUX CUCTEMaxX BIJl HECAHKI[IOHOBAaHOTO AocTymny [EnekTponnuii pecypc]| —
Pexxum nocrymy: http://www.dut.edu.ua/ua/lib/1/category/919/view/1020

22. HIA T3I 1.4-001-2000 TwumoBe TOJOXKEHHS MPO CIYyXOy 3axuCTy
iH(opMmailii B aBToMatu3oBaHi cucteMi [Enektponnuit pecypc] — Pexum nocrymy:
http://www.dut.edu.ua/uploads/l 1023 75718671.pdf

23. HI T3I 2.5-004-99 Kpurepii orminku 3axuiieHocTi iHQopmarii B
KOMIT FOTEPHUX CHCTeMaXx BiJI HECAHKIIIOHOBAHOTO JocTyny [Enexrponnuii pecypc] —
Pexxum noctymy: http://www.dut.edu.ua/ua/lib/1/category/919/view/1032

24. HJA T3I 2.5-005-99 Kiacudikaiiss aBTOMaTH30BaHMX CHCTEM 1
CTaHAapTHI (PYHKIIOHAIBbHI Tpodisii 3aXHIIEHOCTI 00poboBaHoi 1H(MOpMAIIl Bil
HeCaHKI[IOHOBaHOTO joctyny [Enextponnmit pecypc] — Pexum moctymy:
http://www.dut.edu.ua/ua/lib/1/category/919/view/1030

25. HJI T3I 2.5-008-02 Bumorwu i3 3axucTy KOH(IACHIIHHOT iHPOpMAIIii Bix
HECAHKI[IOHOBAHOT'0 JOCTYIy TiJ 4Yac OOpOOJICHHS B aBTOMATHU30BAaHUX CHCTEMax
KJ1acy 2 [ EnexTponHuii pecypc] — Pexum JIOCTYILY:
http://www.dut.edu.ua/ua/lib/1/category/919/view/1031

26.  HJI T3I 2.5-010-03 Bumorwu g0 3axucty indopmaiii WEB-cTtopinku Big
HECaHKIIOHOBaHOTrO jgoctyny [Enextponnuii pecypc] — Pexum pgocrymy:
http://www.dut.edu.ua/ua/lib/1/category/919/view/1050

217. HJI T3I 3.6-001-2000 Texuiunuit 3axuct iHpopmariii. Komm otepHi
cuctemu. [lopsimok CTBOpEHHs, BIPOBAKEHHS, CYMPOBOKEHHS Ta MOJEpHi3allii
3ac00iB TEXHIYHOTO 3axUCTy 1HQOpMalii BiJ HECAHKLIOHOBAHOTO JIOCTYIY
[EnexTpoHHMI pecypc] — Pexum JNOCTYILY:
http://www.dut.edu.ua/ua/lib/1/category/919/view/1036

28. HJ T3I 3.7-001-99 MetonuuHi BKa3iBKU MO0 PO3POOKH TEXHIYHOTO
3aBJAaHHS HA CTBOPEHHS KOMIUIEKCHOI CHCTEMHM 3axucty iHpopmanii B

123



aBTOMaTH30BaHiii  cuctemi [Enexrponnuit  pecypc] — Pexum  pocrymy:
http://www.dut.edu.ua/ua/lib/1/category/919/view/1037

29. HJA T3I 3.7-003-05 Ilopsimox mnpoBeaeHHsS poOIT 13 CTBOPEHHS
KOMIUIEKCHOI CHUCTeMH 3axHUCTy iHdopmallli B iH(popMaiiiHO-TeIeKOMYHIKAIIHHIN
cucTemi [ EnexTpoHHUI pecypc] — Pexum JOCTYILY:
http://www.dut.edu.ua/uploads/l_1057 37661772.pdf

30.  TIlocranoBa KaGinery minicTpiB Ykpainu «IIpo 3atBepmxenns [IpaBun
3a0e3neyeHHs 3axucTy iHQopmalii B iHGOpMALIWHUX, TEICKOMYHIKAlIHHUX Ta
iHbOopMaIliiHO-TeJIeKOMYHIKaIfHUX ~ cucTtemax»  Big  29.03.2006  Ne373
[EnexTponnmii pecypc] — Pexxum moctymy: https://zakon.rada.gov.ua/laws/show/373-
2006-%EF#Text

31. [TocranoBa KaGinety minictpiB Ykpainu «IIpo 3atBepmxenHs TumoBoi
IHCTPYKIIII TIPO TOPSIOK BEJICHHS 00Ky, 30epiraHHs, BUKOPUCTAHHS 1 3HUILNCHHS
JOKYMEHTIB Ta I1HIIMX MaTepialiIbHUX HOCIIB 1H(OpMaIlli, 1Mo MICTITh CIY>KOOBY
iHdopmarito» Big 19 xoBtHS 2016 p. Ne 736[1] [Enextponnuii pecypc] — Pexum
noctymy: https://zakon.rada.gov.ua/laws/show/736-2016-%D0%BF-%EF

32. [Ipo Crpaterito iHbopMamiiiHoi Oe3neku [EnextponHuii pecypc]. —
Pexum JIOCTYILY:
https://ips.ligazakon.net/document/U685 21?an=4&ed=2021 12 28

33. TexHiuHEe 3aBIaHHS Ha CTBOPEHHs aBToMaru3oBaHoi cuctemu. ['OCT
34.602-89 [Enextponnnii pecypc] — Pexum JOCTYTY:

https://www.rts.ua/rus/forpro/613/0/17/

124



